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Abstract. A strong designated verifier signature scheme makes it possible for a signer to convince a designated
verifier that she has signed a message in such a way that the designated verifier cannot transfer the signature to a third
party, and no third party can even verify the validity of a designated verifier signature. In 2008, Zhang and Mao pro-
posed a novel ID- based strong designated verifier signature scheme based on bilinear pairings by combining ID-based
cryptosystem with the designated verifier signature. However, Kang et al. pointed out that Zhang-Mao scheme did not
satisfy the strong designated verifier signature property and then proposed an efficient ID-based designated verifier
signature scheme that is strong and unforgeable. Nevertheless, this paper demonstrates that Kang et al.’s scheme is still
vulnerable to universal forgery attacks and then proposes an improved scheme that not only can overcome such forgery

attacks but also can provide more efficiency.

Keywords: ID-based cryptography, identity-based signature, bilinear parings, forgery attacks.

1. Introduction

In 1996, Jakobsson et al. [1] first proposed the
concept of designated verifier signature schemes. A
designated verifier signature scheme is special type of
digital signature which provides message authentica-
tion without non-repudiation. These signatures have
several applications such as in E-voting, call for ten-
ders and software licensing [2—7]. Suppose the signer
Alice has sent a designated verifier signature to the
designated verifier Bob. In the designated verifier sig-
nature scheme, Bob cannot prove to a third party that
Alice has created the signature unlike the conven-
tional digital signatures which anyone can verify the
validity of a signature using the signer’s public key.
This is accomplished by the Bob’s capability of cre-
ating another signature designated to himself which
is indistinguishable from Alice’s signature. In 2003,
Saeednia et al. [8] formalized the notion of strong
designated verifier signature scheme based on Jakob-
sson et al.’s scheme which no third party can verify
the validity of a designated verifier signature since the
designated verifier’s private key is required in the ver-
ifying phase.

Up to now, many ID-based strong designated
verifier signature schemes based on bilinear pairings
by combining ID-based cryptosystem with the desig-
nated verifier signature have been proposed [9—18]. In
2004, Laguillaumie et al. [9, 10] constructed two des-
ignated verifier signature schemes. The first ID-based
strong designated verifier signature scheme was pre-
sented by Susilo et al. [11] in 2004. Lipmaa et al. [12]
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pointed out that Saeednia et al.’s scheme [8] was inse-
cure against delegatability attack. Namely, in Saeed-
nia et al.’s scheme, a signer can delegate his/her sign-
ing ability, with respect to a fixed designated verifier,
to a third party without disclosing his private key.

Quite recently, Zhang and Mao [13] proposed a
novel ID-based strong designated verifier signature
scheme. They claimed that their scheme satisfies the
property of source hiding. However, Huang et al. [14]
showed that Zhang and Mao scheme can lack the
source hiding property since the verifier in each of
them uses of the signer’s public key for doing the
verification. Moreover, Kang et al. [15] also pointed
out that Zhang-Mao scheme cannot satisfy the strong
designated verifier signature property, that is, anyone
who intercepts one signature can get some informa-
tion and verify subsequent signatures. They also pro-
posed an efficient ID-based designated verifier signa-
ture scheme that is strong and unforgeable. Unforge-
able means that it computationally infeasible to con-
struct a valid ID-based designated verifier signature
without the knowledge of the private key of either the
signer or the designated verifier. Specially, a universal
forgery attack results in the ability to forge signatures
for any message.

This paper demonstrates that Kang et al.’s scheme
is still vulnerable to universal forgery attacks. An ad-
versary A can easily generate a valid forged signa-
ture (¢*,U*) on an arbitrarily chosen message M *
without the secret key of either the signer Alice or
the designated verifier Bob in the Sign phase. In addi-
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tion, an improved ID-based strong designated verifier
signature scheme is also proposed that not only can
overcome such forgery attacks but also can provide
more efficiency.

The paper is organized as follows. Section 2
describes background concepts of bilinear pairings,
some related mathematical problems, the model for
ID-based designated verifier signature scheme, and
security properties. Section 3 reviews the Kang et
al.’s scheme and then shows its weakness. Section 4
presents the proposed efficient and secure ID-based
designated verifier signature and then analyzes its se-
curity and efficiency. Finally, Section 5 concludes the

paper.

2. Preliminaries

This section introduces the basic concepts of bi-
linear pairings, some related mathematical problems,
the model for ID-based designated verifier signature
scheme, and security properties [11-18].

2.1. Bilinear Pairings

Let G; be an additive cyclic group with prime
order g, Go be a multiplicative cyclic group of the
same order ¢. Let e : G X Gy — (G4 be a bilinear
mapping with the following properties:

L. Bilinearity: e(aP,bQ)
P,QeGyabe Z;.

e(P,Q)® for all

2. Non-degeneracy: There exists P € Gy and QQ €
G such thate(P, Q) # 1.

3. Computability: There is an efficient algorithm to
compute e(P, Q) for all P,Q € G;.

A bilinear Diffie-Hellman (BDH) parameter gen-
erator is defined as a probabilistic polynomial time al-
gorithm that takes as input a security parameter k& and
returns a uniformly random tuple (¢, G1,Go,e, P)
of bilinear parameters, including a prime number ¢
of size k, a cyclic additive group G, of order ¢, a
multiplicative group G2 of order g, a bilinear map
e : Gy X G1 — G4 and a generator P of G.

2.2. Computational Problems

Many pairing-based cryptographic schemes are
based on the hardness of the following problems. No
algorithm is known to be able to solve any of them so
far.

1. Discrete logarithm problem (DLP):. Given two
elements P,() € (G4, find an integer a € Z,
such that () = a P whenever such an integer ex-
ists.

324

E.-J. Yoon

. Computational Diffie-Hellman problem (CDHP):
For any a,b € Z}, given P,aP,bP, compute
abP.

. Decisional Diffie-Hellman problem (DDHP): For
any a,b,c € Z}, given P,aP,bP,cP, decide
whether ¢ = ab mod q.

. Bilinear Diffie-Hellman Problem (BDHP): Given
randomly chosen P € GG, as well as a P, bP and
cP (for unknown randomly chosen a, b, ¢ € Z),
compute e( P, P)?,

. Gap Diffie-Hellman Problem (GDHP): A class
of problems, where DDHP can be solved in
polynomial time but no probabilistic polynomial
time algorithm exists which can solve CDHP.

. Bilinear Diffie-Hellman (BDH) Assumption: If
7G is a BDH parameter generator, the advantage
Advzg(A) that an algorithm A has in solving
the BDH problem is defined to be the probability
that the algorithm A outputs e(P, P)?*° on in-
puts G1,Gs, e, P,aP,bP, cP, where G1,Go, e
are the output of ZG for sufficiently large secu-
rity parameter k, P is a random generator of G
and a, b, c are random elements of Z,. The BDH
assumption is that Advzg(A) is negligible for
all efficient algorithms A.

2.3. Model for ID-based Designated Verifier Sig-

nature Scheme

In general, an ID-based designated verifier sig-
nature scheme consists of five algorithms, namely,
Setup, KeyExtract, Sign, Verify and Transcript sim-
ulation. These algorithms are defined as follows:

1. Setup is a probabilistic polynomial algorithm
that takes a security parameter k as input and re-
turns the system parameters params and master
key master-key.

KeyExtract is a probabilistic polynomial algo-
rithm that takes params, master-key and an ar-
bitrary string /D € {0,1}* as inputs. It returns
a private key Syp. Here ID is the signer’s iden-
tity and will be used as the signer’s public key.

Sign is a probabilistic polynomial algorithm that
takes params, the signer’s private key Srp,, a
message M and the designated verifier’s pub-
lic key Qrp, as inputs. The algorithm outputs
a signature o on the message M.

Verify is a deterministic polynomial algorithm
that takes params, the signer’s identity IDg,
a message M, the designated verifier’s identity



An Efficient and Secure Identity-Based Strong Designated Verifier Signature Scheme

24.

1.

4.

Alice

Sign phase:

Choose M

rez;

U=rQip,

g = HQ(M, €(TQ1DB, SIDA))

Shared Information: (Qrp.,, Qrpy, G1, G2, P, Py, H1, Ha, €, q)
Information held by Alice: S;p, = sH1(IDy)
Information held by Bob: S;p, = sH1(IDp)

M, (U, o)

Bob

Verify phase:
Verify o < Hy(M,e(U, Sipy))

Figure 1. Kang et al.’s ID-based designated verifier signature scheme

1Dy and private key Srp,, , and the signature o
as inputs, then it outputs either accept or reject
as the verification decision.

. Transcript simulation is a deterministic polyno-

mial algorithm. The designated verifier runs this
algorithm to produce identically distributed tran-
scripts which are indistinguishable from the sig-
nature produced by the signer.

Security Properties

The ID-based designated verifier signature scheme
should satisfy the following security properties.

Correctness: If the signer properly produces an
ID-based designated verifier signature by the
Sign algorithm, the produced signature must be
accepted by the verifying algorithm.

Strongness: To verify a signature, the secret key
of the designated verifier should be involved in
the verification step.

Unforgeability: It is computationally infeasible
to construct a valid ID-based designated verifier
signature without the knowledge of the private
key of either the signer or the designated verifier.
Specially, a universal forgery attack results in the
ability to forge signatures for any message.

Non-Transferability: The non-transferability en-
sures that any designated verifier can produce an
indistinguishable signature from the one gener-
ated by the real signer. That is, the designated
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verifier cannot prove to a third party that the sig-
nature was produced by the signer or the desig-
nated verifier.

5. Source hiding: Given a message M and a valid
ID-based designated verifier signature on M, it
is infeasible to determine who produced this sig-
nature from the original signer or the designated
verifier, even if one knows all the secret keys of
both the signer and the verifier.

3. Universal Forgery Attacks on Kang et al’s
Scheme

This section reviews Kang et al.’s ID-based des-
ignated verifier signature scheme [15] and then shows
the scheme is suffer from universal forgery attacks.

3.1. Kang et al.’s ID-based Designated Verifier
Signature Scheme

Fig. 1 illustrates Kang et al.’s ID-based desig-
nated verifier signature scheme. Their protocol pro-
ceeds as follows:

1. Setup: In this phase, the PKG (private key gen-
eration center) chooses a gap Diffie-Hellman
group (G of prime order ¢ and a multiplicative
group G2 of the same order and a bilinear map
e : Gy X G; — (9, together with an arbitrary
generator P € (1. Then it chooses a random
value s € Z7 as the master secret key and com-
putes the corresponding public key P,,;, = sP.
Hy(-) and Hy(-) are two cryptographic hash
functions, with H; : {0,1}* — G; and Hs :



E.-J. Yoon

Opened Information: (Q1p,, Qrpy, G1, G2, P, Pyuy, Hi, Ha, €,q)
Information held by Bob: S;p, = sH1(IDp)

Adversary

Sign phase:

Choose fake M™

U*=P

o* = HQ(M*; e(Ppub; QIDB>)

M*’ (U*,J*)

Bob

Verify phase:
Verify o* < Hy(M*,e(U*,Sip,))

Figure 2. Universal forgery attacks on Kang et al.’s scheme

{0,1}* x G2 — G. The system public param-
eters are (G1, Ga, P, Py, H1, H2, e, ¢) and the
master secret key is s.

. KeyExtract: Given an identity /D, PKG com-
putes Syp = sHy(ID) and sends it to the user
with identity 7 D. We remark Q;p = H1(ID)
as the public key of the user with identity I D.

. Sign: Given a secret key Syp, of the signer Al-
ice, the public keys Qrp,, @rp, of the signer
Alice and designated verifier Bob, respectively,
and the signed message M, the signer Alice
chooses a random number 7 € Z; and computes

U=rQip,

o= HQ(M,@(TQIDB7 SIDA))'

Alice sends the resulting signature (o, U) to the
designated verifier Bob.

. Verify: On receiving the designated verifier sig-
nature (o,U), the designated verifier Bob ac-
cepts the signature if and only if

g = HQ(M76(U7 SIDB))

. Transcript simulation: Bob chooses a random
number 1’ € Z; and computes

U'=r"Qrp,

U/ = HQ(M,C(U’,S]DB))

Obviously, (o/, U’) satisfies the verification.
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3.2. Universal Forgery Attacks

Kang et al.’s scheme is not secure to the universal
forgery attacks. An adversary A can easily generate a
signature (o*,U*) on an arbitrarily chosen message
M* without the secret key of either the signer Alice
or the designated verifier Bob in the Sign phase as
follows:

1. A obtains the system public parameters (G, Go,
P, Py, Q1py, H1, Ha, €, q) from PKG.

. A chooses an arbitrarily fake message M *.
. Alets U* = P, where P is generator.

. A computes o = Hyo(M*, e(Ppu,Qrng)),
where P,,, = sP is the public key of PKG
and Qrp, is the public key of designated ver-
ifier Bob.

. A sends the resulting signature (o*,U™) to the
designated verifier Bob.

On receiving the designated verifier signature
(c*,U*) in the Verify phase, the designated verifier
Bob will check whether the following verification
equation holds

o = Ho(M*,e(U*, S1p,)). (1

We can see that the designated verifier Bob will
accept the forged signature and the fake message M™
because the above verification equation (1) is always
satisfied as follows:

0" = Hy(M*, e(Ppub, Q1py))
(M*,e(sP,Qrpg))
(

(

(
(
M*,e(P,sQrpg))
Hy(M*,e(U*,Sipg))-
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Alice

Sign phase:

Choose M

rez;

g = HQ(M, G(TQIDB, SIDA))

Shared Information: (Qrp.,, Qrpy, G1, G2, P, Py, H1, Ha, €, q)
Information held by Alice: S;p, = sH1(IDy)
Information held by Bob: S;p, = sH1(IDp)

Bob

Verify phase:
. ?
Verify 0 = Ho(M, e(S1p,,7Qrp,))

Figure 3. The proposed ID-based designated verifier signature scheme

As a result, Kang et al.’s scheme is not secure to
the above universal forgery attacks. Fig. 2 illustrates
the universal forgery attacks on Kang et al.’s scheme.

4. The Proposed ID-based Designated Verifier Sig-
nature Scheme

This section proposes an improvement of Kang
et al.’s scheme that can withstand the above univer-
sal forgery attack and then analyzes the security and
efficiency of the proposed scheme.

4.1. The Proposed Scheme

The proposed ID-based designated verifier sig-
nature scheme has five phases: Setup, KeyExtract,
Sign, Verify, and Transcript simulation. The Setup and
KeyExtract phases are the same as those of Kang et
al.’s scheme. Therefore, the last three phases are de-
scribed only briefly. Fig. 3 illustrates the proposed ID-
based designated verifier signature scheme.

1. Sign: Given a secret key Srp, of the signer Al-
ice, the public keys Qrp,, @rp, of the signer
Alice and designated verifier Bob, respectively,
and the signed message M, the signer Alice
chooses a random number € Z; and computes

o =Hy(M,e(rQrpy,Sip.))-

Alice sends the resulting signature (o, r) to the
designated verifier Bob.

Verify: On receiving the designated verifier sig-
nature (o, r), the designated verifier Bob accepts
the signature if and only if

O':HQ(M,G(SIDB7TQ]DA)) @)
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3. Transcript simulation: Bob chooses a random
number ' € Z; and computes

o = HQ(M,e(SIDB7TJQIDA))

Obviously, (o, r") satisfies the verification.

4.2. Security Analysis

This subsection analyzes the security of the pro-
posed ID-based designated verifier signature scheme.
The ID-based designated verifier signature scheme
should satisfy the following security properties: Cor-
rectness, Strongness, Unforgeability, Source hiding,
Non-transferability, and Universal forgery attack.

1. Correctness: A properly produced ID-based des-
ignated verifier signature scheme must be ac-
cepted by the signature verification algorithm.
The following equation proofs the correctness
of the above verification equation (2) in the pro-
posed Verify phase:

o= Hy(M,e(rQrp,,Sip,))
= Hy(M,e(rQrpy,5Q1p,4))
= Hy(M,e(sQrpy,mQrp,4))
= Hy(M,e(Sipg,rQrp,))-

. Strongness: To verify a signature, the secret key
of the designated verifier should be involved in
the verification step. In the proposed scheme, the
designated verifier Bob has to use his secret key
Stp, = sQrp, during the verification. Nobody
can get any useful information to signature ver-
ification from intercepted signatures. Therefore,
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Table 1. Comparison of computational costs

Scheme Length Signing cost Verifying cost
Susilo-scheme [11]  2|G1| + |H| 1C, +2C, +1C. +1C, +1C;  2C, + 10, + 2Ce + 1C},
Kumar-scheme [17]  4|G1] 1Cy + 5Ch, + 1CL + 1C; 4C, + 1Ch,
Zhang-scheme [13]  3|G/] 4C,, +1C, + 1C; 3C, + 1Cy,

Kang-scheme [15] 2|G1| 1Cp + 1Cm + 1Cy 10, + 10y
Proposed-scheme 1G]+ k| 1Cp, + 1Ch 1C, + 1Ch

C),: pairing operation, C,,,: multiplication in G'1, C: exponentiation in G2
C}, hash operation, C;: inverse operation, | X |: bit length of X

the proposed scheme is a strong designated ver-
ifier scheme.

. Unforgeability: It is computationally infeasible
to construct a valid ID-based designated veri-
fier signature without the knowledge of the pri-
vate key of either the signer or the designated
verifier. In the proposed scheme, it is not pos-
sible to construct the forged signature o*
Hy(M*,e(Srpy, r*Qrp,)) against an arbitrar-
ily chosen fake message M * and a random num-
ber * without the knowledge of either the signer
secret key Srp, = sQrp, or the verifier secret
key Stp, = sQrp,. Therefore, the proposed
signature is unforgeable.

. Source hiding: Given a message M and a valid
ID-based designated verifier signature on M, it
is infeasible to determine who produced this sig-
nature from the original signer or the designated
verifier, even if one knows all the secret keys.
In the proposed scheme, even if the signer se-
cret key Sip, = sQrp, and the verifier se-
cret key Srp, = sQrp, are given to the third
party, he/she cannot identify whether the signer
or the designated verifier has produced the sig-
nature (o, r) because the signature is generated
as follows:

o= HQ(M,Q(TQIDBa SIDA))
= HQ(M,S(SIDBvrQIDA))'

Therefore, the proposed scheme provides source
hiding.

. Non-transferability: The non-transferability en-
sures that any designated verifier can produce an
indistinguishable signature from the one gener-
ated by the real signer. That is, the designated
verifier cannot prove to a third party that the sig-
nature was produced by the signer or the desig-
nated verifier. In the proposed scheme, the non-
transferability property can be achieved by the
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4.3.

above source hiding property and the transcript
simulation algorithm since the transcripts simu-
lated by the designated verifier Bob are indistin-
guishable from those that he receives from the
real signer Alice. In fact, if (o, 7) is a valid sig-
nature, then the probability of its generation by
Alice or Bob are identical as %1 Therefore, the
proposed scheme provides non-transferability.

. Universal forgery attack: A universal forgery at-

tack results in the ability to forge signatures for
any message. In Section 3.2, we proved that
Kang et al.’s scheme is not secure to the uni-
versal forgery attack. In Kang et al.’s scheme,
upon receiving (o*, U*) from Alice, the desig-
nated verifier Bob directly uses the received U*
without any computation to verify the signature
by using the following verification equation:

0'* = HQ(M*,G(U*,S[DB)).

Therefore, an adversary A can easily generate
a signature (o*,U*) on an arbitrarily chosen
message M™ without the secret key of either
the signer Alice or the designated verifier Bob.
In the proposed scheme, the designated verifier
Bob does not use directly the received r unlike
Kang et al.’s scheme. That is, upon receiving
(r,o) from Alice, the designated verifier Bob
computes rQrp, by using r and Qrp,, where
Qr1p, is the signer Alice’s identity. It can sim-
ply protect the proposed universal forgery attack
because the adversary A cannot compute a valid
e(rQipg,Sip,) without knowing the signer’s
private key S;p, or the verifier’s private key
Stpy- Therefore, the proposed signature is se-
cure to the universal forgery attack.

Efficiency Analysis

This subsection gives a performance compari-

son of the proposed scheme with the previous re-
lated ID-based designated verifier signature schemes

(11,

13, 17] and Kang et al.’s scheme [15] based on
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the length of the signature and the required compu-
tational cost. Table 1 shows the comparison results
of the computational costs of the proposed scheme
and of various ID-based designated verifier signa-
ture schemes. In order to compare the computational
workload, we considered the number of pairing op-
erations, multiplications, exponentiations, hash oper-
ations, and inverse operations. In the sign and ver-
ify phases, Kang et al.’s scheme requires the small-
est computational costs among the previously pro-
posed schemes. By contrast, the proposed scheme re-
quires one pairing and one hash operations in the sign
phase. The computation costs of the verify phase are
the same as those in Kang et al.’s scheme. The size
of signature is only 1|G1| + |k|, where |G| is the bit
length of element in G and || is the bit length of
the size of a prime number g. Therefore, as in Table
1, we know that on the whole, the proposed scheme
is more efficient compared with the previous schemes
from the literature [11, 13, 15, 17].

5. Conclusions

This paper demonstrated that Kang et al.’s ID-
based strong designated verifier signature scheme is
vulnerable to universal forgery attacks unlike their
claims. To overcome such forgery attacks and pro-
vide more efficiency, an efficient and secure ID-based
strong designated verifier signature scheme is pro-
posed. As a result, the proposed scheme has advan-
tage of low communication and computational cost
compared with related schemes.
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