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Abstract. Rapid development of wireless networks brings about many security problems in Portable
Communication Systems (PCS), which can provide mobile users with an opportunity to enjoy global roaming services.
In this regard, designing a secure user authentication scheme, especially for recognizing legal roaming users is indeed a
challenging task. Recently, C-C Lee et al. proposed such scheme, which is claimed to be an improvement of T. F. Lee
et al.’s protocol. However, in this article, we reveal that the scheme proposed by C-C Lee et al. still suffers from
certain weaknesses like vulnerability to DoS attack, no perfect forward secrecy, loss of untraceability, etc. Hence, C-C
Lee et al.’s delegation-based protocol cannot guarantee secure communication for PCS environment.
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1. Introduction

Portable Communication Systems (PCS) provide
roaming services among wireless communication
networks [1-4]. In this regard, a mobile user (MU) at
first registers his/her legality in some home location
register (HLR). Before, roaming MU logins some
visiting location register (VLR) and VLR validates the
user's legality with the help of the HLR. If the MU is
legal of some HLR, VLR offers services and charges
the roaming fee. In recent years, many protocols used
the public-key systems to provide the privacy of the
MU. In 2005, Lee and Yeh [5] proposed a new
delegationbased authentication protocol for PCSs.
Their protocol is also based on the public-key
cryptosystems to provide user anonymity, non-
repudiation, mutual authentication. Moreover, their
protocol used off-line authentication process to reduce
the communication overhead between the VLR and
HLR and mobile users'. However, T. F. Lee et al. [6]
pointed out that Lee and Yeh’s off-line authentication
process is vulnerable to masquerade user attacks. To
overcome this flaw, T. F. Lee et al. proposed an
enhanced protocol. Unfortunately, Youn and Lim [7],
and Wang et al. [8] pointed out that T. F. Lee et al.’s
protocol suffers from linkable problem. Independently,
C-C Lee et al. [9] thoroughly investigated T. F. Lee et
al.’s protocol. Subsequently, they pointed out that
apart from linkable problem T. F. Lee et al.’s protocol
also cannot achieve the forward secrecy property, and
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because of that once the session key is disclosed in an
off-line authentication, the adversary can obtain the
next session key. In order to resolve this problem they
proposed an improved protocol. However, in this
article, we show that the scheme proposed by C-C Lee
et al. has some serious weaknesses which have been
overlooked during design. So, the contribution of this
article is to disclose the weaknesses of the C-C Lee et
al.’s scheme, which have not been revealed yet.

Therefore, the remainder of this article is orga-
nized as follows. Section 2 reviews the protocol of [9]
whose weaknesses are pinpointed in Section 3.
Finally, a concluding remark is given in Section 4. The
abbreviations and cryptographic functions used in this
article are defined in Table 1.

2. Review of C-C Lee et al.’s Delegation-Based
Authentication Protocol

In this section, we will review C-C Lee et al.’s
delegation-based authentication protocol [9]. Their
scheme is divided into three phases: the setup phase,
the on-line authentication phase, and the off-line
authentication phase. In the setup phase, MU registers
with the HLR and obtains a SIM card through a secure
channel. In the on-line authentication phase, when
MU roams in a new VLR, the VLR authenticates the
identity of the MU with the help of HLR. Finally, in
the off-line authentication phase, the VLR can authen-
ticate the MU without interacting with HLR. The



details of the phases are described in the following
sub-sections.

Table 1. Notation and Abbreviations

Symbol Definition
MU Mobile User
VLR Visited Location Register
HLR Home Location Register
th Secret Key between the VLR and HLR
IDy Identity of the HLR
1Dy, Identity of the VLR
SK Session key between VLR and MU
A large prime
A prime factor of p-/
g A generator in group Z;
[M]E Encryption of a message M using secret
K key K
h() One-way hash function
® Exclusive-OR operation

Il Concatenation operation

2.1. Phase I: Setup Phase

The HLR computes its public key v= gX mod p,

where x is the HLR’s private key. When MU sends
requests to the HLR for registration, then the HLR

computes the MU’s public key K = gk mod p and the

private key o =x+kK(mod p) and subsequently

decides an initialized temporary identity T where &

is the random number generated by the HLR.
Afterwards, the HLR personalizes the SIM card with
(o,K) and D and issues it to MU. Upon receiving

the SIM card, MU generates a nonce N1, and pre-
computes a hash chain h(l)(nl),h(z)(nl),...,h(n+l)(n1)
and stores them in its database, where h(l)(nl) =h(n)

and 00 (n1y = n(n W (na)) fori=1, 2, ..
2.2. Phase II: On-line Authentication Phase
Step 1. M;:MU = VLR {T|p}

The MU acquires the initialized temporary identity
D from the SIM card and then sends it to VLR.

Step 2. M, :VLR —MU:{n2,ID,}

After receiving My from the MU, the VLR

generates a random number #2 and responses n2, and
1D, to MU.
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Step 3. M, :MU — VLR :{r,s,T;n,N,, ID,, 1D, }
3 1D+ N1 1Py

Upon receiving the message M5, MU computes
r= gt mod p and picks T, N, from his/her database
to compute s =co.h(N, || n2]| ID,)+tr(mod p), Where 7 is a
random number and N, = h("1 (ny). Finally, MU

forms a response message M3 and sends it to VLR.

Step 4. M, VLR > HLR:{[N, || n2 ||T|D]Eth Dy 10}

After receiving the message M 3> the VLR
acquires K by checking LT from his/her database. It

is assumed that the VLR maintains a table mapping
between the public key K and the corresponding initial

temporary identityTID. Then the VLR computes gs

and (vKK)h(NngHIDV)rr(mod p) . If they are same,
that means the VLR successfully authenticated the
MU and then VLR forms a request message M 4 and
sends it to the HLR. Otherwise, the VLR rejects the
MU’s request.

Mg : HLR = VLR :{[[N},n2, 1D\, . T, ey [Er

1211111y 1 Typpen B+ 10y}

Step 5.

Upon receiving the request message M 4from the

VLR, the HLR deerypts [Ny|in2iiTpJe and

obtains To- Subsequently, the system (HLR) finds o
from its database according to To- If it is not found,

then the HLR rejects the VLR request. Otherwise, the
HLR generates a random number n3, and then

C; =h(Ny In2]In3|| o) | = N1
Hereafter, the HLR further generates a temporary

computes and

identity T\Dnew and forms a response message M 5

and sends it to the VLR, where Kyp denotes the long-
term shared secret key between VLR and HLR.

Step 6. Mg : VLR > MU :{[N;,n3, 1D/, Ty e JE 1D 3

After receiving the message M 5 from HLR, the
VLR decrypts the message and subsequently obtains
N3, 1Dy TipnewlBs > N2 1 Cp Tipnew Then the
VLR checks 72 and / and sets C, as the current session
key SK. Finally, the VLR replaces D with TiDnew in
the

its database and subsequently forwards

[N7,n3,1Dy, . TipnewlEo to the MU.
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Figure 1. The on-line authentication process of the C-C Lee et al.’s protocol
Upon receiving the message M. from VLR, MU at receiving these messages, the MU obtains T i
6 IDnew
first decrypts the message and checks whether Nl is and updates the SIM Card for next communication
. . rocess. Similarly, after receivin 1E
the same as previously sent in Step 3. If so, then MU P ¥ g I-T|Dnewl] Kvh
successfully authenticates the VLR and computes from VLR HLR decrypts the message and

Cl = h(N1 || n2]| n3|| o) as the current session key and

updates his/her database for next communication.
Otherwise, MU terminates the connection and starts
with a new request. Details of this phase are shown in
Fig. 1.

2.3. Phase II1: Off-line Authentication Phase

MU — VLR : [ (my ®TipnewlEc.
|

MU picks h(n_i+1)(n1) and T\Dnew stored in

his/her database and sends [h(n_i+1) (n1) ®T|DHEW]EC-
i

to the VLR . After receiving these messages from the
MU, the VLR obtains p(n=i+D) (n1) by using the session
key T\Dnew * Subsequently, the VLR checks whether

h(n_Hl)(nl) is the same as / or not. If so, then the
VLR updates | = h(n_i+l)(n1) and i

count 1 <N . The VLR computes the session key
Ci,; =h(l,C;) and randomly decides a new temporary

i+1, where the

i+1
identity T : and updates the verification table.
IDnew!

Afterwards, the VLR sends .
[TIDneW' ®T|DHEW]ECi+1

to MU and sends [TI to HLR. Upon

- 1E
Dnew! ] Kvh
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subsequently, updates its database with the new
temporary identity.

3. Security weaknesses in the C-C Lee et al.’s
delegation-based authentication protocol

In this section, we present several weaknesses of
the C-C Lee et al.’s protocol, which certainly cause an
insecure wireless communication system.

3.1. Vulnerable to DoS Attacks

DoS attack [10,11] is an imperative concern, which
may occur because of the loss of synchronization
between MU and HA. That can be comprehended if
the last authentic response message sent by VLR has
been interrupted by an adversary, so that MU cannot
receive the message within a specific time period.
Unfortunately, C-C Lee et al.’s protocol cannot resist
DoS attack, where if an adversary interrupts the
response  message Mg then MU cannot receive

[Ny,n3, 1Dy, T\ pnewlEo 1Dy - In that case, both the

HLR and VLR may update their databases with

T but MU cannot. Now, if the MU attempts to
IDnew

execute the “On-line Authentication Phase” with the
old LTS then the HLR will not comprehend that. On

the other hand, because of the interruption of the
message My MU cannot even acquire the random

number 73 and without #3, it is not possible for MU to



compute the session key SK = Cy =h(Ny [In2]n3] o).

Therefore, without having session key and the
temporary id T\Dnew” the MU cannot even execute the

“Off-line Authentication Phase”.

3.2. Loss of Untraceability

An orthogonal security arising as a result of
mobility is the confidentiality of the mobile
subscriber’s any identity and movements. For obvious
reasons, it is desirable to keep this information secret.
In other words, passive ecavesdroppers and active
intruders should not be able to identify or keep track
the user. In fact, it can be argued that even the visited
locations (VLRs) should not be privy to know any
identification of the user. Unfortunately, in Step 5 of
the C-C Lee et al.’s protocol, the VLR receives the
MU’s latest temporary identity T\Dnew from HLR.

Now, if the MU moves to a new VLR, the old VLR
can still track him/her. In this way, the protocol cannot
maintain the domain separation [3, 4, 12, 13, 14, 15]
that means conspiracy of the all visited domains may
cause to identify the movement of the user. Therefore,
C-C Lee et al’s protocol cannot ensure the
untraceability property, which is greatly important for
the privacy of the mobile user.

3.3. No Perfect Forward Secrecy

Perfect forward secrecy [13] is a form of security
requirements in network systems. In general, a
protocol that provides perfect forward secrecy (PFS)
can resist an adversary from learning any previous
session key, especially when the long term secret
keying material is compromised by the adversary.
However, we found that C-C Lee et al.’s protocol for
PCSs fails to provide PFS. In the C-C Lee et al.’s
delegation-based protocol, once the secret key pair (K,
o) is disclosed, then all the previous session keys
established based on the execution “On-line
Authentication Phase” will be exposed. Precisely, an
adversary can learn the previous session key if the
home agent is compromised by the adversary. So that,
the adversary may acquire secret key pair (K, o)

and/or the shared secret key th . Therefore, the

session key in this scheme is not secure. In fact, Lee
and Yeh’s scheme [5] and T. F. Lee et al.’s scheme [6]
also cannot ensure PFS.

3.4. Vulnerable to Side Channel Attacks

In practice, it is possible to read some sensitive
information from SIM card by executing the side
channel attacks [13, 17], and the information can be
used for breaking the whole system. Hence, it is
highly desirable to use countermeasures for securing
the secret values stored in SIM card. However,
sometimes, developers do not use countermeasures
due to expensive production cost. In this regard, the
best alternative plan is to ensure the security of
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unspoiled SIM cards by restricting the damage caused
by the revelation of sensitive information. Unfortu-
nately, the C-C Lee et al.’s delegation-based protocol
can be entirely broken, since an adversary always can

recover the key pair (o, K), the latest temporary iden-
tity of the MU i.e. T\Dnew” and even the latest hash

chain values with the session key C; from the SIM

card. Once the adversary obtains these parameters,
then he/she can easily impersonate as MU, which is a
serious threat against the privacy of the mobile user.
Similar problem can also be found in [5-9].

4. Conclusion

In this article, we have demonstrated that the C-C
Lee et al.’s delegation-based protocol fails to ensure
several security properties like perfect forward
secrecy, resistance to DoS and side-channel-attacks. In
addition to that, the protocol also cannot provide
untraceability, where a VLR can still trace the MU,
even if the MU moves to a new VLR. Therefore, the
C-C Lee et al.’s delegation-based protocol fails to
guarantee the privacy of the mobile user, which is
greatly desirable in PCS.
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