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Abstract. Recently, Li proposed a new password authentication and user anonymity scheme based on elliptic

curve cryptography. In this paper, we will show that Li’s scheme is vulnerable to the impersonation attack and the
denial of service attack. Moreover, we also point out that there is an error in his scheme. To overcome the weaknesses
of Li’s scheme, we proposed an efficient password authentication scheme based on elliptic curve cryptography. The

proposed scheme improves the security and efficiency of the authentication process.
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1. Introduction

Communication networks have brought conve-
nience to people, along with the increase of the securi-
ty problems. An attacker could crack the remote ser-
vers, eavesdrop communication content, modify au-
thentication messages and impersonate identities. User
authentication is the essential security mechanism for
remote login systems in which a password-based au-
thentication scheme is the most commonly used tech-
nique to provide authentication between the clients
and the server [1-7].

In 1981, Lamport [8] proposed the first remote au-
thentication scheme based on the passwords. From
then on, a series of authentication schemes [9-14] have
been proposed to improve system security and compu-
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tation efficiency in recent two decades. However, most
of them still have security problems.

In 2003, Lin and Hwang proposed a password au-
thentication scheme with secure password updating.
But Islam and Biswas [15] showed that Lin and
Hwang’s [16] scheme suffers from insider attack, im-
personation attack, known session-specific temporary
information attack, many logged-in users’ attack and
stolen-verifier attack. So an improved password au-
thentication scheme was proposed by Islam and Bis-
was to overcome the weaknesses of Lin and Hwang’s
scheme. The security of Islam and Biswas’s scheme is
based on elliptic curve cryptography, collision-resist-
ant one-way hash functions and symmetric key cryp-
tosystem. However, Li pointed out that Islam and
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Biswas’s scheme is vulnerable to offline password gu-
essing attack, stolen-verifier attack and insider attack
[17]. In 2012, Li proposed a new password authen-
tication and user anonymity scheme based on elliptic
curve cryptography and smart card to improve Islam
and Biswas’s scheme. Nevertheless, we find that Li’s
scheme has some security loopholes. In this paper, we
will demonstrate these corresponding attacks and pro-
pose an efficient password authentication scheme.

The rest of this paper is organized as follows: Sec-
tion 2 reviews the scheme of Li, and Section 3 analy-
ses the weaknesses of this scheme. Section 4 presents
our efficient password authentication scheme. The
security proof is introduced in Section 5. Section 6
analyses the security of the proposed scheme and
compares the performance of our scheme with Li’s
scheme. Finally, Section 7 presents our conclusions.

2. Review of Li’s scheme

Li proposed an advanced smart card-based pass-
word authentication and update scheme with user ano-
nymity. The scheme consists of six phases: registra-
tion phase, password authentication phase, password
change phase, session key distribution phase, user
eviction phase and user anonymity phase. Fig. 1
shows the entire protocol structure of Li’s scheme.

We first introduce the notations throughout this
paper as follows:

* A : the client

* S : the remote server

* ID, : the identity of client A

» Uy : the password-verifier of client A

* pwy : the password of client A

* G : bases point of the elliptic curve group of

order n such that n- G = 0, where n is a large
prime number

» Us : the public key of S, where Us = ds - G

* ds : the secret key, which is kept secret and only

known by S
* K, : secret key computed either using K = dg -
Uy = (Kx,Ky) or K = pwy -1, - Us = (Kx,Ky)
* Ex(*)/Dg (") : the symmetric encryption/decryp-
tion function with key K

* h(*) : one-way hash function

* SK : the session key

* é(+) : abilinear pairing

* +/— :elliptic curve point addition/subtraction

2.1. Registration phase

During the registration phase, a client A requests to
be a legal user and the server does the following
operations:

Rl. A - S:1D,,U,

A registers to the server with his/her identity /1D,
and password-verifier Uy, = pw, -1, - G, where
7, is a secret random number.
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R2. § - A:G,Us, h(), Ex()/Dk (")

After receiving the message from A4, S stores A’s
identity, password-verifier and a status-bit in a
write protected file as depicted in Table 1. Then,
S issues a smart card which contains {G, Us, h(-),
Ex(")/Dg ()} and sends it to A through a secure
channel.

R3. A enters r, into his/her smart card and the smart

card contains {ry, G, Ug, h(*), Ex (*)/Dx ()}.

Table 1. Verifier table of S after finishing the registration
phase

Password-

Identity verifier Statu-bit
ID, Ug=pwy14-G 0/1
IDg Ug =pwg 15 G 0/1
ID¢ Us=pwe-1c-G 0/1

2.2. Password authentication phase

When A wants to access the server, he/she should
perform the following steps:

PAL. A > S: 1D, Ex,(ID,;, Ry, Wy, U})

A inserts the smart card into the card reader.
Then, he/she inputs the identity ID, and the
password pw,. The smart card generates a new
random number 1, computes Ry =1, - Us =14 -
de G, Wy=14-14pWu G, Uy =pwy-14,-G
and Ey,(ID4, Ry, Wy, U}), where encryption key
K, is the x coordinate of K =pw, 14 Us =
pwWy 14 ds* G = (Kx,Ky). Then, A sends ID,
and Ex, (ID4, Ry, Wy, Ug) t0 S.

PA2. S - A: (W, + Wy), h(Ws, U})

S achieves the decryption key Kx by computing
K'=ds-Uy=pwy 1y-ds-G = (KK,), and
decrypts Ex, = (ID4, Ry, Wy, Uy) to reveal (IDy,
Ry, Wy, Uy). Then S checks whether the reveal-
ed ID, equals the received ID, and whether
é(ds - Ry, Uy) equals é(W,, Us). If all of those
hold, S generates a random number 75, computes
Ws=rs-Us =715-dg -G, (W5 + Ws) and h(Ws,
Uj). Then, S sends (W, + Ws) and h(Ws, Uy),
to A.

A = S:1D,, h(W,, Ws, U})

A achieves W; by subtracting W, from (W, +
Ws) and computes h(Ws, Uy). Then, A checks
whether the hashed result of (Ws, U}) equals the
received h(Ws, Uy). If holds, A computes (W,
Ws, Uy) and sends it with ID, to S.

S — A: Access Granted/Denied

PA3.

PA4.

S computes h(W,, W, Uy) by its own Ws and
(W,, Uy) which is received from A in PA1. Then
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S checks whether the hashed result of password-verifier Uy = pw, -1, -G, otherwise
(Wy, Ws, Uy) equals the received h(W,, Wy, Uy). denies A’s login request. Finally, A’s smart card
If this holds, S grants A’s login request and replaces 1, with ry if all of the conditions are
replaces old password-verifier U, with new satisfied.

A S

Registration Phase:
Choose /D, and pw,
Generate a ramdom number 7,
Compute U, =pw,-r,-G (ID,.U,)
—_—
Store {7D,.U .} into table
Store { G.Us. (). E¢ (-)/ Dy ()} into smart card

smart card
<—

Enter 7, into smart card

[npul ID,and pw,

Generate a ramdom number 7,

Compute R, =r,-Us=r,-dy-G
Wo=rgr,-pw,-G
Uy=pw1y-G
K=pw,-r,-Ug :(K\.K‘ )
E. (ID,.R,. W, U,)

{D,.E, (ID,,R,.W,,U,)|
_—

Compute X' =d U, (1\ K.
Decrypt £, (ID R, n U )
Check ID,
Check e(d -R,U,)2é(W,,Uy)
Generate a ramdom number 75
Compute W =15 -Us
(W, +75)
N, +175).h(05.U,)| h(W5.U,)
achieve 7
Compute /1( we.U,)
Check 7(175.U,)
Compute h(17,.17,.U,)

Check 1 (W, W,U,)
Replace U, with U,
Access Granted/Denied
Replace 7, with 7,
o Jang—e PI;ue ....................................................
Input /D, pu and pu

f X
ID ;B D R WU
Compute U, = pw,-1,-G Ceeiehs e a0 ( ol i W )

(,+,).h(w,.U,)|
- A N—
VD, (W, W5,U, ) b (W + W, + U, )|
e
Password Change Granted/Denied
. PR B e R DS S S
'Se_ss;tb;l'(év_blstrlbulzon Phase:
Input /D and pw, \ID,.E, (ID,,R,.,W,,U,)}
Compute _—
SK =(r,-r,-pw,)-W, = ; 5 S
SK (7,4 T4 P“,4) S :(U4+"S)/7(”51481\ )I (‘mnpute SK:(/;‘.(/S).";‘
——

\D . h(W,.Ws,U ., SK)|
_

Key Distribution Granted/Denied
-—

Figure 1. Li’s scheme

392



An Efficient Password Authentication Scheme Using Smart Card Based on Elliptic Curve Cryptography

After finishing the password authentication phase,
the verifier table is updated and the content of the
verifier table is shown in Table 2.

Table 2. Verifier table of S after finishing the password
authentication phase

Identity Password- Statu-bit
verifier
ID, Uy=pw, 143G 0/1
IDg Ug =pwp-15-G 0/1
ID, Ur=pwe 156G 0/1

2.3. Password change phase

When A wants to change his/her password pw, to
a new password pw, , he/she must perform the
following steps:

PC1.4 - S: IDA, EKX(IDA’ RA' WA' UA)
PC2.S —» A: (W, + Wy), h(Ws, Uy)
PC3.A4 = S:ID,, h(Wy, Ws, Uy), h(Ws + W, + Uy)
PC4.S — A: Password Change Granted/Denied

In this phase, U, is equal to pwy - 1 - G. In PC4, if
the messages h(W,, W, Uy) and h(Ws + W, + Uy)
from A are valid, S updates U, with U,. Moreover, A’s
smart card replaces r, with .

After finishing the password change phase, the

verifier table is updated and the content of the verifier
table is shown in Table 3.

Table 3. Verifier table of S after
change phase

finishing the password

Identity Pssesr\;\;?erf- Statu-bit
ID, Uy=pwy-1,-G 0/1
IDg Up=pwg-15-G 0/1
1D U.=pwe 1i-G 0/1

2.4. Session key distribution phase

S1.A > S:IDy, Ex,(IDy, Ry, Wy, Uy)

S2.5 - A: (W, + W), h(Ws, Uy, SK)

S3.A - S:ID,, h(W,,Ws, Uy , SK)

S4. S — A: Key Distribution Granted/Denied

In this phase, S computes the session key SK =
(rs-ds) W, and A computes the session key SK =
(ry 14 - pWy) - Ws. Obviously, SK = (rs-dg) - W, =
(rg 14 -pWy) - W In S4, if the message
h(W,, Ws, Uy, SK) from A is valid, S updates U, with
U,, where Uy = pw, -14-G. Moreover, A’s smart
card replaces r, with ;.
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2.5. User eviction phase

If the server wants to evict a client A, S can delete
(ID4,Uy), form its verifier table and A cannot use
(ID4, Uy), to login S since 1D, cannot be found in the
verifier table in the password authentication phase.

2.6. Provision of user anonymity

Li extends a user anonymity phase to provide the
user anonymity. In this phase, the client’s identity and
location cannot be traced by attackers over the
networks.

2.6.1. Registration phase

In this phase, A registers to the server with his/her
password-verifier U, =pw,-1,-G and personal
credentials, for example, National ID card. S generates
a pseudonym IND, , issues a smart card which
contains {IND,, G, Us, h(*), Ex(*)/Dk(-)} and sends it
to A through a secure channel. Afterward, A enters 1,
into his/her smart card and the smart card contains
{ra,IND,, G, Us, h ("), Ex (") /Dg ()}

After finishing the registration phase, the content
of the verifier table is shown in Table 4.

Table 4. Verifier table of S after finishing the registration
phase

Identity P?/Zi\:\;?erg' Statu-bit
IND, Ug=pw, 154G 0/1
INDg Up=pwp 153G 0/1
INDC UC:pWC'Tc'G 0/1

2.6.2. User anonymity phase

When a client A wants to access the server
anonymously, he/she should perform the following
steps:

Ul. A_)S:INDA,EKX(INDA,RA,WA,UA)

A inserts the smart card into the card reader and
inputs the password pw, . The smart card
computes Ry, W, UK, and
Exx(IND4, Ry, Wy, Uy). Then, A sends IND, and
Exx(IND4, Ry, W,,Uy) t0 S.

S_)A(WA+W5) . h(Ws,UA,SK,INDA) .
Esk (IND})

U2.

IfIND,, R, and W, are valid, S generates a new
pseudonym IND, and a random number 75 ,
computes a session key SK = (15 - ds) - W, and
sends (W, + Wy , h(Ws, Uy, SK,IND,) , and
Esx (INDy) to A.

A — S:IND,, h(SK,IND))

A achieves Wy by subtracting W, form (W, +
Ws) and computes the session key SK = (7 -

U3.



14 PW,) - W to decrypt Egx(INDy). Then, A
checks whether the hashed result of
(Ws, Uy, SK,IND,)  equals  the  received
h(Ws, Uy, SK,IND,). If this holds, A computes
h(SK,IND,), and sends it with IND, to S.

U4. S — A: User Anonymity Granted/Denied

S checks whether the hashed result of
(SK,IND,) equals the received h(SK,IND,). If
this holds, S grants A ’s anonymously login
request and replaces (IND,,U,) with
(IND,4,Uy) , then A ’s smart card replaces
(1r4,Uy) with (r4,U;), otherwise S denies A’s
anonymously login request.

After finishing the user anonymity phase, the
content of the verifier table is shown in Table 5.

Table 5. Verifier table of S after finishing the user
anonymity phase

Identity Pszi\?li?errd_ Statu-bit
IND, Uy=pwy 714G 0/1
INDpg Ug =pwg 135G 0/1
IND, Ur=pwe 16+ G 0/1

3. Cryptanalysis of Li’s scheme

Li claimed that their scheme had several security
properties. However, we find that their scheme is
flawed against impersonation attack and denial of ser-
vice attack. Moreover, we also find that the verifica-
tion é(dg - Ry, Uy) = é(W,, Ug) is not correct.

3.1. Attacks on Li’s scheme

Because the PA1, PA2 in password authentication
phase are similar to the PC1, PC2 in password change
phase, Li’s scheme is flawed against impersonation
attack and denial of service attack when a legal client
A wants to change his/her password pw, to a new
password pwy.

Al. A_>Z_)S: IDA’EKX(IDA’RA’WA’U/;)

A sends ID, and Eg,(ID4, R4, W,,Uy) to S,
where Uy =pwy-r,-G . The attacker Z
intercepts the message from A and sends it as a
login request to S.

A2, S Z - A:(W, + W), h(Ws, Uyp)
S sends (W, + Ws) and h(Ws, Uy) to Z. After
receiving the message from S, Z sends it to A.
A3. A-Z: IDA, h(WA, Ws, UA), h(Ws + WA + UA)

Z — S: 1Dy, h(W,, Ws, Uy)
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A sends ID,, h(W,,Ws, Uy) and h(Ws + W, +
Uy) to S. Z intercepts the message from A and
only sends ID,, h(W,, Ws,Uy) to S.

Ad4. S — Z: Access Granted

Z — A: Password Change Granted/Denied.

Obviously, the message from Z is valid, S grants
Z’s login request and replaces old password-verifier
U, with new password-verifier Uy. So, there is an
impersonation attack in Li’s scheme. In addition, if Z
grants A’s password change request, A’s smart card
replaces 4 with r; and A cannot notice the attack has
happened only if he/she wants to login in the server
before Z exiting the server. Because the server’s
verifier table and A’s smart card are updated, Z can
login in S using the new random number r;. But, if Z
denies A’s password change request, A’s smart card
would not replace r, with r;. So A no longer can login
in S, and the scheme is flawed against denial of
service attack.

3.2. Error in Li’s scheme

Li claimed that é(ds - Ry, Uy) equals é(W,, Us). A
bilinear pairing was used to assure the correctness of
their scheme and was given below:

é(ds Ry, Uy) = €(Wy, Us)

=é(ry 1y pwu-G,ds-G)

= 6(G,G)rATAPWAds

However, we find that the verification é(dy -

Uy) = é(Wy, Us) is erroneous.
In Li’s scheme,

Ry=14-Us=14"ds-G,and
Up=pwy 140G,

so é(dg - Ry, Uy)
é(ds-1y-ds-G,pwy 14" G)

é(W,, Ug) = é(G, G)rararwads
é(ds Ry, Uy) # E(Wy, Us)

For the reason given above, the scheme proposed
by Li contains an error.

é(G, G)TA'TA'DWA'dS'ds

4. Our proposed scheme

This section proposes a new efficient password
authentication scheme based on elliptic curve crypto-
graphy using smart card. We present our proposed
scheme in six phases: registration phase, password
authentication phase, password change phase, session
key distribution phase, user eviction phase and user
anonymity phase. Fig.2 shows the entire protocol
structure of our scheme. The proposed scheme is
described as follows.
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Registration Phase:
Choose ID, and pw,
Generate a ramdom number 7',

Compute U, = pw,-r,-G (D,.U,)
44
Store 140,.U , finto table
Store {G.Us.h(), E. ()/De ()} into smart card
smart card

Enter 7, into smart card

Input 7D, and pw,
Generate a ramdom number 7,
Compute K =pw,-r,-Ug = (K_Y,KJ.)
W,=h(r,)-K
U,=pw,1,-G
Ee (ID,.h(r,).7,.U,)
(D, By (1D,.1(r) 7,0 )|
Compute K =d,-U,=(K_.K )
Decrypt E, (ID,.h(r}).17,.U, )
Check ID,
Check 7, £ h(r,)- K
Generate a ramdom number 7
Compute W, =r,-U,
(7, +7;)
{(WA ) k(WU )} h(m5.U,)
achieve 7 -—
Compute /7(1?'5,,(,'_;)
Check i (77,.U7,)
Compute h(W,,W,, U
pute M7 T7.U) (D h(w, .0}
Check 7(7,.77,.U )
Replace U, with U,
Access Granted/Denied
Replace , withr,

Password change Phase:
Input ID,, pw, and pw’,
compute = {JDA,EKY (1[),4,/1(1;),11’,,,(?;)}
(07, +1), 1 U (1))
(D, W, WU ) 17,1, + U}

S 4

Password Change Granted/Denied
—

Session Key Distribution Phase:

Igf;;{f; and pv, {IDA Eg (D h(ry) .U, )}
SK =h(r,) pw,-r, Wy {(WA+W;),h(r»rs,(;_;,SK)} Compute SK =7, 17,
‘—
[0 h(7 U SK)}
_

Key Distribution Granted/Denied
‘—

Figure 2. Our proposed scheme
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4.1. Registration phase

During the registration phase, a client A requests to
be a legal user and the server does the following
operations:

R1l. A - S:1D,, U,

A registers to the server with his/her identity 1D,
and password-verifier Uy = pw, - 14 - G , where
7, 1s a secret random number.

R2. § - A:G,Us, h(), Ex()/Dg()

After receiving the message from A, S stores A’s
identity, password-verifier and a status-bit in a
write protected file as depicted in Table 1.
Afterward, S issues a smart card which contains
{G,Us,h(*), Ex(-)/Dg()} and sends it to A
through a secure channel.

R3. A enters 74 into his/her smart card and the smart

card contains {ry, G, Us, h(*), Ex ()/Dx ()}.

4.2. Password authentication phase

When A wants to access the server, he/she must
perform the following steps:

PAL. A — S: 1Dy, Exy(IDa, h(1), Wy, UL)

A inserts the smart card into the card reader, then
inputs the identity ID, and the password pw,.
The smart card generates a new random number
74, computes K = pw, 14 Us = pw, "1, - ds -
G = (KX,K}’): WA = h(rf{) : Ka Ufll = PWy 'T;{ )
G and Eg,(IDy, h(ry),W,,Uy) . Then, A send
ID, and Ex, (IDy, h(ry), Wy, U}) t0 S.

PA2. S - A: (W, + Wy), h(Ws, U})

S achieves the decryption key Kx by computing
K' =ds-Uy=pwy -1, -ds-G = (Kx,Ky) and
decrypts Eg, (IDy, h(ry), Wy, Uy) to reveal (ID,,
h(ry), Wy, Uy. Then S checks whether the revea-
led ID, equals the received ID, and whether
h(ry - K") equals W, . If all of those hold, S
generats a random number 75, computes W5 =
rg Us=r15ds G, (Wy+Ws) and h(Ws, Uy) .
Then, S sends (W, + Ws) and h(Ws, Uy) to A.

A = S:1D,, h(W,, We, Uy)

A achieves W by subtracting W,, form (W, +
Ws) and computes h(Ws, Uy). Then, A checks
whether the hashed result of (Ws, U}) equals the
received h(Ws, Uy). If this holds, A computes
h(W,, Ws, U}) and sends it with ID, to S.

S — A: Access Granted/Denied

PA3.

PA4.

S computes h(W,, Ws, Uy) by its own Wy and
(Wy, U}) which is received from A in PA1. Then
S checks whether the hashed result of (W,, W,
Uj) equals the received h(W,, W, Uy). If this
holds, S grants A’s login request and replaces
old password-verifier U, with new password-
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verifier Uy = pw, "1 - G, otherwise denies A’s
login request. Finally, A’s smart card replaces 1,
with 7 if all of the conditions are satisfied.

After finishing the password authentication phase,
the verifier table is updated and the content of the
verifier table is shown in Table 2.

4.3. Password change phase

When A wants to change his/her password pw, to
a new password pw,, he/she should perform the
following steps:

PC1.A - S:IDy, Ex,(IDy, h(ry), Wy, Uy)
PC2.S — A: (W, + Wy), R(Ws, Ug, h(r))
PC3.A - S: IDA, h(WA, Ws, Uf’l)’ h(WS + WA + UA)
PC4.S — A: Password Change Granted/Denied

In this phase, Uy is equal to pwy - 1, - G. In PC4, if
the messages h(W,, Ws, Uy) and h(Ws + W, 4+ Uy)
from A are valid, S updates U, with U. Moreover, A’s
smart card replaces 1, with 7.

After finishing the password change phase, the

verifier table is updated and the content of the verifier
table is shown in Table 3.

4.4. Session key distribution phase

S1. A - S:IDy, Exy(ID4, h(ry), Wy, Uy)

S2. S A: (W, + Ws), h(Ws, Uy, SK)

S3. A - S:1D,, h(W,, W, Uy, SK)

S4. S — A: Key Distribution Granted/Denied

In this phase, S computes the session key
SK =15+ W, and A computes the session key SK =
(h(ry) ~14-pwy) - Ws . Obviously, SK =r1g-W, =
(h(rg) “1a-pwa) - Ws = h(rg) 14 pwu 75 -ds -G .
in S4, if the message h(W,, Ws, Uy, SK) from A is
valid, S updates U, with Uy, where Uy = pw, 14 - G.
Next, A’s smart card replaces 1, with 7.

4.5. User eviction phase

If the server wants to evict a client A, S can delete
(ID4,Uy,) from its verifier table and A cannot use
(ID4,Uy) to login S since D, cannot be found in the
verifier table in the password authentication phase.

4.6. Provision of user anonymity

We also extend a user anonymity scheme to provi-
de the user anonymity. In this scheme, the client’s true
identity and location cannot be traced by any attackers
over public networks. Fig. 3 shows our user anony-
mity scheme.

4.6.1. Registration phase

In this phase, A registers to the server with his/her
password-verifier Uy = pwy - 174 - G and personal cre-
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dentials, for example National ID card. S generates a his/her smart card and the smart card contains {ry,
pseudonym IND,, issues a smart card which contains IND,, G,Us, h(*), Ex () /D ()}
{IND,,G,Us,h(*),Ex(:)/Dg ()} and sends it to A After finishing the registration phase, the content
through a secure channel. Afterward, A enters 1, into of the verifier table is shown in Table 4.

A S

Registration Phase:

Choose pw,

Generate a ramdom number 7,

COmpuE! I =5, 0 { personal credentials,U |
Generate a pseudonym IND,
Store {ZND,,.U ,} into table
Store {IND,.G.U.h(-).E.()/ D, ()}

SHETE Eatd into smart card

: SRt
Enter 7, into smart card

User anonymity Phase:
Input pw,
Generate a ramdom number 7,
Compute K = pw,-r, U, :(K\_,K‘ )
W, =h(r,)-K
U,=pw,r,-G
E. (IND,.h(r,).W,.U,)
{IND,. Ey (IND,.h (1) W,.U, )}
Compute K =d;-U, =(K,.K,)
Decrypt E; (IND,.h(r,).W,.U,)
Check IND,
Check 17, 2 h(r,) K
Generate a ramdom number
Generate a pseudonym IND,
Compute Ws=r-Us (WA +W )
h(W,U,) SK=r,-W,
h(W,.U,.SK.IND, )
E, (IND,)
17, +1,).h(W,.U . SK.IND,, ) .Es, (IND, )|
achieve 7 —
Compute SK =h(r,)- pw,-r, - W,
Decrypt £ (I‘ND:i )
Check h(W;.U,.SK,IND,)
Compute /r(SK,IND, ) ; , ,
\IND,,h(SK,IND, )|
T Check h(SK.IND))
Replace U, with U,
Access Granted/Denied
Replace r, withr,

Figure 3. Our user anonymity scheme

4.6.2. User anonymity phase A inserts the smart card into the card reader and
inputs the password pw, . The smart card
computes K, Wy, Uy and Ex, (IND4, h(ry), Wy,
U,) . Then, A sends IND, and Ex,(IND,,
h(ry), Wy, Uy to S.

When a client A wants to access the server
anonymously, he/she should perform the following
steps:

Ul. A - S:IND,, Ex,(IND4, h(r}), W,, U})
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U2. S»>A : (Wy+W) , h(WsU,SK,IND}) ,
Esk(INDy)

IfIND,, Ry and W, are valid, S generates a new
pseudonym IND,; and a random number 75,
computes a session key SK = r5 - W, and sends
Wy +Ws) , h(Ws, Uy, SK, IND;) , and
Esk (INDy) to A.

A - S: IND}, h(SK,IND})

A achieves Ws by subtracting W, form (W, +
Ws) and computes the session key SK = (h(ry) -
Ty - pwy - Ws) to decrypt Esx(IND,). Then, A
checks whether the hashed result of (Ws, Uy, SK,
IND,) equals the received h(Ws, Uy, SK,INDy).
If this holds, A computes h(SK,INDj) and sends
itwith IND, to S.

U3.

U4. S — A: User Anonymity Granted/Denied

S checks whether the hashed result of (SK,
IND,) equals the received h(SK,IND,). If this
holds, S grants A’s anonymously login request
and replaces (IND4, Uy) with (IND,, U,), then
A’s smart card replaces (ry, Uy) with (ry,Uy),
otherwise S denies A ’s anonymously login
request.

After finishing the user anonymity phase, the
content of the verifier table is shown in Table 5.

5. Security proof

In this section, we will prove that our scheme is
secure and practical based on the Burrows-Abadi-
Needham (BAN) logic [18,19]. In our proposed
scheme, the password authentication phase and the
password change phase are similar. Compared with
the password authentication phase, the session key
distribution phase just have one more step (computing
the session key). So, the session key distribution phase
contains the password authentication. As the result, we
only need to prove that the session key distribution
phase of our proposed scheme is secure. Then, we can
affirm that our proposed scheme is secure. We
describe our process of proof in the following steps:

Step 1: We show the goals of the session key
distribution phase in our proposed scheme as follows:

SK
Goal l: A| = (A« S).

SK
Goal2: A|=S|=AeS)

SK

Goal3:S|=(AeS)

SK
Goal4:S|=A|l=(AeS5)

Step 2: We transform the session key distribution
phase of our proposed scheme to the idealized form as
follows:

Msg 1: A - S (WA, Uy A e S)K.
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Msg2: S — A:
Wap Wg SK
(WA,WS,A A5 4554 <—>5)
Wa
SK
Msg 3: 4 > S: (WA,WS,A N 5)
Wa

Step 3: We represent the assumptions about the
initial state of the session key distribution phase in our
proposed scheme as follows:

Aspt 1: A| = #(Wy).

Aspt 2: S| = #(Ws).
Aspt 3: S| = #(Uy).
K
Asptd: Al = #(A —9).
K
Aspt5: S| = #(A—S).

Ws
Aspt6: A| =S = (A«—9).

Wa
Aspt7: S| = A= (A—S).
Wa
Aspt8: Al = (A«——S).
Ws
Aspt9: S| = (A «—9).

Step 4: We prove the security of the session key
distribution phase in our proposed scheme based on
the BAN logic as follows:

1) The proof of Goal 1 and Goal 2:

According the Msg 2, we can know:
SlGl,Z: A<

Wa Ws SK
(Wa W5, 4 55,4 5,45)

Wk

According to Aspt 8, we apply the message-
meaning rule to achieve:

SZGl,Z:AlE S|~
Wa Ws SK
(WA, Wg,Ae—S,A——S,A <—>S).

According to Aspt 1, we apply the freshness-
conjuncatenation rule to achieve:

SSGl,Z: Al = #
Wy Ws SK
(Wa W5, 55,4 5,45).

According to S2g12 and S3ci2, we apply the
nonce-verification rule to achieve:

S4g12: Al =S| =
Wa Ws SK
(WA, Wg,Ae—S,A——S,A <—>S).

According to S4g12, we apply the BAN logic rule
to break conjunctions to achieve:

SK
S5G12:. A| =S| = (A< 5) (Goal 2)

According to S4gi,2, we apply the BAN logic rule
to break conjunctions to achieve:

Ws
S6G12: A| =S| = (A 5).

According to S6gi> and Aspt 6, we apply the
jurisdiction rule to achieve:
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Ws
S7612: A|= (Ae—5).
According to SK = (h(ry) -4 pw,) -Ws , we
could achieve:
SK
S8g12: Al = (A« 5).

2) The proof of Goal 3 and Goal 4:
According the Msg 1, we can know:

(Goal 1)

Slgaa: S < (Wa Uy A LA, S)K.

According to Aspt 5, we apply the message-
meaning rule to achieve:

Wa
S2634: S|= Al~ (WA, Uy, A —2 5).

Table 6. Notations

Pl=X P believes X
#(X) X is fresh
Poyx P has jurisdiction
over X
P<X P sees X
P|~X P once said X
X orY is one part
*x.7) of (X, )
X is hash with the
P and Q use the
P =, X shared key K to
communicate
The session key
SK used in the

current session

K
P|=P«—Q,P < {X}g The message-

PI= Q|~X meaning rule
PLEFE. pncaonaton
Pl = #(X,Y) rule
P| = #(X),P| = Q|~X The nonce-

Pl=Q|=X verfication rule

Pl=Q=>X,P|=Q|=X) The jurisdiction
Pl=X rule

According to Aspt 3, we apply the freshness-
conjuncatenation rule to achieve:

S3634: S| = # (W, Us A LA, s).

According to S2g34 and S3g34, we apply the
nonce-verification rule to achieve:

Wa
Stgaa: S| = Al = (Wi, Up 4 =),

According to S4¢34, we apply the BAN logic rule
to break conjunctions to achieve:

S5ca4: S| = A = (45 5).

According to Aspt 7, we apply the jurisdiction rule
to achieve:
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w
S6as4: S| = (A EN 5).
According the Msg 3, we can know:

SK
$7g34: S < (WA, We, A > S)
Wa
According to S6g34 and S7g3s, we apply the
message-meaning rule to achieve:

SK
S8g34: S|= A~ (WA,WS,A —> S)_

According to Aspt 2, we apply the freshness-
conjuncatenation rule to achieve:

S9gs4: S| = # (WA, W, A s 5).

According to S8g34 and S9G34, we apply the
nonce-verification rule to achieve:

SK
10634 S| = A| = (WA, W, A —> 5).

According to S10g3 4, we apply the BAN logic rule
to break conjunctions to achieve:

SK
S11gsq: S| = A| = (A<—>S) (Goal 4)

According to S6g34 and SK = 15 W,, we could
achieve:

SK
S11gsq: S| = (A — S) (Goal 3)

According the proof above, we can know that both
A and S believe that the session key is shared between
AandS.

6. Security analysis and comparisons

In this section, we will demonstrate that our
proposed scheme is more efficient and secure than
Li’s scheme. Our proposed scheme is secure against
various attacks and can achieve all security
requirements. The cyber criminal might perform
various attacks as follows.

6.1. Resistance to smart card loss attack

A client A’s smart card contains {ry, G, Us, h(*),
Ex()/Dk()}. If the cyber criminal steals the smart
card, he/she could only get the secret data r, from it,
the other data in the smart card are public to all
clients. However, he/she doesn’t know the identity
ID, or the password pw, of A. As a result, he/she
cannot use the secret data r, to impersonate the client
A to login in the server for some resources or guess
the password of A utilizing the password-guessing
attack. Therefore, our proposed scheme can withstand
the smart card loss attack.

6.2. Resistance to offline password guessing attack

In our scheme, if an adversary eavesdrops the
messages exchanged between the client A and the
server S, he/she cannot guess the password pw, from
those messages. Because the adversary dose not know



A’s random number 74, he/she cannot guess the
password pw, from the encryption key (Kx,Ky) =
K=pwy 14 -Us=pwy-14-ds-G , the sum of
(W, + W) and those hash values.

6.3. Resistance to insider attack

Even if the adversary steals the identity and
password-verifier from the server’s verifier table,
he/she cannot impersonate a legal client A to access
the server. The adversary has no idea to derive the
password pw, and the random number 74 from the
password-verifier Uy =pw, -14-G . So, he/she is
unable to compute a valid encrypted message
Egx(IDg, h(11), Wy, Uy).

6.4. Resistance to impersonation attack

An adversary may attempt to forge a valid login
message to masquerade the legal client and login in
the server. However, it is impossible for the adversary
to compute a valid U, without the knowledge of the
client’s password. Moreover, the adversary is unable
to forge W, and a valid login request Ex, (ID4, h(ry),
Wy, Uy), because the symmetric secret key Kx is
known only to the client and the server.

6.5. Resistance to denial of service attack

In general, a denial-of-service (DoS) attack can
disrupt the availability of the authentication between
the clients and the server. If the server undertakes too
many computationally expensive cryptographic opera-
tions, the resources of the server would be exhausted
immediately. However, our proposed scheme no
longer needs bilinear pairing operations and reduces
the burden on the server. Therefore, our proposed
scheme is secure against DoS attacks.

6.6. Mutual authentication

Mutual authentication is an essential requirement
in many systems. In step PA3 of our scheme, the client
sends Eg, (ID4, h(ry), Wy, U}) to the server. The server
verifies the user by checking whether h(ry) - K'
equals Wy, then sends the message {(W, + W), h(W,
U,)} to the client. After receiving these messages from
the server, only the legal client can obtain W to
authenticate the server by checking whether the
hashed result of (Ws, Uy) equals the received h(Ws,
U,) and sends h(W,, W, Uy) to the server. The server
must check whether the hashed result of (W, Ws, Uy)
equals the received h(W,, W, Uy). After the authen-
tication steps, the client and the server replaced old 14
and U, with new r; and Uy. Obviously, our scheme
can achieve mutual authentication.

6.7. Freely choosing identity, freely choosing and
updating the password

In the registration phase of our proposed scheme, a
client can freely choose his/her identity ID, and

400

Y. Zhang, J. Chen, B. Huang, C. Peng

password pw,. The server only stores identity /D, and
password-verifier Uy, = pw, 74 - G . Nobody except
the client knows the pw,. After the registration phase,
the client can update his/her password through the
password change phase.

6.8. Provide perfect forward secrecy

Perfect forward secrecy means that the attacker
cannot extract the past session keys, even if he/she
succeeds to obtain a subset of session keys in some
way. In our proposed scheme, the session key SK =
g Wy = (h(rg) "1 pwa) - Ws = h(13) " 14 - pwy -
15 dg -G is established with the secure random
number 1, 74 and rg(ry, 14 are chosen by the client and
15 is chosen by the server). Obviously, the session
keys are independent. Even if the attacker obtains
some session keys, he/she cannot achieve any other
session keys. Therefore, our proposed scheme can
provide perfect forward secrecy.

Table 7. Comparison of our scheme and that of Li

Properties Our scheme Li’s scheme
Registration 1p 1P
phase
Password
authentication 5H+2S+6P+2A  4H+2E+2S+7P+2A
phase
Password change TH+2S+EP+EA  BHADE+2S+7P+6A
phase
Session key
distribution phase  OTT12S+8P+2A  AH+2E+25+0P+2A
User anonymity SH+4S8P+2A  AH+2E+4S+OPA2A

phase

6.9. Performance analysis

A comparison of our scheme and that of Li is
summarized in Table 7. We define the notation H as a
one-way hash function, E as a bilinear pairing, S as
the operation of symmetric encryption/decryption, P
as the operation of point multiplication and A as the
operation of elliptic curve point addition/subtraction.
We know that one-way hash function is more efficient
than the operation of point multiplication. The scheme
proposed by Li used bilinear pairing which is
abandoned in our scheme to authenticate a client.
Based on the description above, our scheme is more
simple and efficient than Li’s scheme.

7. Conclusions

In this paper, we discuss the security flaws of the
password authentication and user anonymity scheme
proposed by Li. Due to the similarity of password
authentication phase and password change phase,
when a legal client A wants to change his/her pass-
word, a cyber criminal can impersonate A to access
the server. We also find that the verification é(dg -
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Ry, Uy) = é(W,,Ug) in Li’s scheme is not correct.
Moreover, the scheme proposed by Li used bilinear
pairing to authenticate a client. Then we proposed an
efficient password authentication scheme using smart
card based on elliptic curve cryptography. Comparing
with Li’s scheme, our scheme has lower computation
costs, and is more secure than Li’s scheme.
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