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Abstract. Chen et al. have recently proposed a mutual authentication scheme for RFID compliant EPCglobal Class 1 

Generation 2 standard (or in brief EPC C1 G2) and claimed that their protocol can provide immunity against usual attacks 

same as replay attack, traceability attack and secret disclosure attack. However, in this paper we prove that unfortunately 

these claims do not hold. For this purpose, we present a tag impersonation attack, a server impersonation attack and a 

traceability attack against Chen et al. protocol. The success probability of tag impersonation and server impersonation 

attacks is 1 while the complexity of them is only two runs of the protocol. The success probability of traceability attack 

is "1 −
1

2𝑛
" where n is the bit length of parameters in the protocol and the complexity is only two runs of the protocol. In 

addition, we propose an improved protocol exploiting lightweight PRNGs same as AKARI-1 and AKARI-2. We also 

prove both using formal and informal methods that our scheme solves its predecessor weaknesses and is resistant against 

the attacks considered in this paper and the other known active and passive attacks. In this paper, we choose BAN logic 

as our formal proof method. Our formal and informal security analysis of the improved protocol shows that it has better 

security level than its predecessors. 

Keywords: RFID; EPC C1 G2; authentication; AKARI-1 and 2; traceability; impersonation. 

 

1. Introduction 

A set of technologies in which radio waves are used 

for automatic identification, tracking and management 

of humans and objects is called radio frequency 

identification or in short RFID. The functionality of 

RFID depends on the tags, the readers and the back-end 

servers. An RFID tag is a simple chip which is located 

on the object to be identified; RFID reader can 

communicate with all kinds of tags which are active, 

passive and semi passive and read or modify the tags 

information. Back-end server helps to the reader by 

saving extra information about tags or sometimes with 

doing some complex operations for tag’s identification 

and authentication. 

In EPC C1 G2 based protocols, only pseudorandom 

number generator (PRNG) and cyclic redundancy code 

(CRC) operations are used to provide authentication in 

which all of these operations have lower security level 
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than the other operations such as hash functions or 

encryption algorithms. So, the compiling of protocols 

messages exchange scenario has the main role to 

provide security goals for the protocol. It should be 

noted that many EPC C1 G2 compliant protocols have 

been proposed in the literature [5, 6, 11, 13, 15, 18, 20, 

27] aim to meet authentication purposes but there are 

reports on vulnerability of most of these proposed 

schemes [5, 9, 18, 24]. 

The confidentiality, integrity and availability (or in 

brief CIA) triad is one of the basic principles of 

information security. Preventing the disclosure of 

secret information to illegal users is interpreted to the 

confidentiality principle. Maintaining and ensuring the 

correctness of data during their transmission over 

unsecure channel is interpreted to integrity principle. 

The system services must be available whenever they 

are needed which is interpreted to availability principle 

[16]. The basic security requirement of an RFID EPC 

C1 G2 conforming authentication scheme similar to 

other security systems is providing CIA principles. To 

provide confidentiality, a secure RFID protocol must 

resist against attacks such as tracking attacks and secret 

information disclosure attacks. In the traceability 

attack, the adversary traces the target tag by linking 

between the transmitted messages in wireless channel 

and identity of the target tag or directly by retrieving 

the identity of the tag. In the secret information disclo-

sure attack, the adversary can find the secret informa-

tion of the target tag and so can apply all of other attacks 

on it. To provide integrity principle, a secure RFID 

protocol must resist against attacks such as imper-

sonation attacks. In the impersonation attack, the 

adversary forges a legitimate entity for other legitimate 

entities which tag impersonation, reader impersonation 

and back-end data base impersonation attacks are its 

examples. And finally, to provide availability principle, 

a secure RFID protocol must resist against desynchro-

nization attacks. In the desynchronization attack, the 

adversary forces legitimate entities to update their 

critical information to different values. Therefore, they 

exit from synchronization state and cannot authenticate 

each other in further transactions. 

In 2007, Chien et al. [14] proposed a mutual 

authentication protocol which is based on EPC C1 G2 

standard. They used cyclic redundancy code (CRC) 

calculations and random nonces in their protocol. How-

ever, cryptanalysis of Chien et al.’s scheme by Peris-

Lopez et al. [26], shows that it suffers from tag imper-

sonation attack and back-end database impersonation 

attack and cannot provide forward secrecy. Qingling et 

al. [6] proposed a protocol for RFID systems based on 

EPC C1 G2 standard. They claimed that their protocol 

is secure against the spoofing attack, the replay attack 

and tracking attack. However, cryptanalysis of Qing-

ling et al.’s protocol by Burmester et al. [18] shows that 

it suffers from replay attack and reader impersonation 

attack. Chen and Deng [5] proposed a mutual authen-

tication protocol conforming to EPC C1 G2 based on 

CRC and PRNG functions and claimed that the 

proposed protocol is secure against all known attacks 

against RFID systems. However, attackers can perform 

their attacks by exploiting the linear property of the 

CRC function. Peris-Lopez et al. [24] proved that Chen 

and Deng’s protocol is vulnerable to reader impersona-

tion attack and tag impersonation attack and cannot 

provide untraceability. Peris-Lopez et al. [24] proposed 

an EPCbased protocol, named Azumi, and claimed that 

their protocol offers a better security level than Chen 

and Deng’s protocol and it resists against replay attack 

and traceability attack. However, cryptanalysis of the 

scheme by Safkhani et al. [22] shows that Azumi 

protocol is vulnerable to secrets disclosure attack and 

tag impersonation attack. Recently, Chen et al. [4] have 

proposed a novel EPC C1 G2 compliant scheme for 

RFID systems and claimed that their protocol resists 

against replay attack, man-in-the-middle attack and 

traceability attack. However, in this paper we show that 

their protocol is vulnerable to tag impersonation attack, 

server impersonation attack and traceability attack. 

Finally, in this paper we propose some solutions to 

address Chen et al. protocol and formally and 

informally prove their resistance against the attacks 

presented in this paper and the other known active and 

passive attacks. 

Throughout the paper, we use notations shown in 

Table 1 which have also been used in Chen et al. 

protocol. 

Adversary Model. The model of adversary used in 

this paper is an active man in the middle adversary who 

can eavesdrop, modify and intercept the messages 

being exchanged between protocols parties. 

Security Proof Method. We use BAN logic [19] to 

prove the security correctness of our proposed protocol. 

We also use informal method to show that the proposed 

protocol provides suitable security and privacy for 

RFID systems. 

Paper Organization. In Section 2, Chen et al. 

protocol is described. Security analysis of Chen et al. 

protocol including tag impersonation attack, server 

impersonation attack and traceability attack is 

explained in Section 3. In Section 4, we present an 

improved version of the protocol. Its formal and 

informal proofs of immunity against the attacks 

presented in Section 3 and the other known active and 

passive attacks are presented in Section 5. In Section 6, 

we provide a performance analysis of the improved 

protocol compared to the known protocols. Finally, 

Section 7 concludes the paper. 

2. Chen et al. Protocol 

Chen et al. protocol, which is depicted in Fig. 1, 

runs as below: 

1. The reader generates a random number 𝑁1 , 
computes 𝐴 = 𝐶𝑅𝐶(𝑁1) and then sends 𝑀𝑟𝑒𝑞  and 𝐴 to 

the tag. 

2. Once the tag received 𝑀𝑟𝑒𝑞   and 𝐴 , it does as 

follows:
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Figure 1. Chen et al. protocol [4] 

 generates another random number 𝑁2, 

 computes: 

𝑋 = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐵 = 𝐶𝑅𝐶(𝐴||𝑋), 

𝐶𝑇 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖||𝐵), 

 and responds (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖) to the reader. 

3. Once the reader received (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖), then it 

sends (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖 , 𝐴, 𝑅𝐼𝐷𝑖) to the server. 

4. Once the server received (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖 , 𝐴, 𝑅𝐼𝐷𝑖), 
it does as follows: 

 checks 𝑃𝐼𝐷𝑖  and 𝑅𝐼𝐷𝑖; if they are correct, then the 

server retrieves ( 𝐸𝑃𝐶𝑖 , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 ,
𝑆𝑘𝑖 , 𝐷𝐴𝑇𝐴𝑖), 

 computes: 

𝑋′ = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 ,  

𝐵′ = 𝐶𝑅𝐶(𝐴||𝑋′),  

 then the server verifies whether 𝐶𝑇 ≟
𝐶𝑅𝐶(𝐸𝑃𝐶𝑖||𝐵

′); if it is correct, it: 

 computes 𝑌, 𝐶1 and 𝐶𝑠 as follows: 

𝑌 = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐶1 = 𝐸𝑆𝐾𝑖(𝐷𝐴𝑇𝐴𝑖), 

𝐶𝑠 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖‖𝑌‖𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖) ⊕ 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

 updates 𝑃𝐼𝐷𝑖  , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   and 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   as 

follows: 

𝑃𝐼𝐷𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝑃𝐼𝐷𝑖), 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖), 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖), 

 and sends (𝐶𝑠, 𝐶1) to the reader. 

5. Once the reader received (𝐶𝑠, 𝐶1), it forwards 𝐶𝑠 
to the tag and extracts 𝐷𝐴𝑇𝐴𝑖 as 𝐷𝐴𝑇𝐴𝑖 = 𝐷𝑆𝐾𝑖(𝐶1). 

6. Once the tag received (𝐶𝑠), it does as follows: 
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 checks whether 𝐶𝑠 ≟

𝐶𝑅𝐶(𝐸𝑃𝐶𝑖‖𝑌‖𝐴𝑐𝑐𝑒𝑠𝑠𝑘𝑒𝑦𝑖) ⊕ 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   and in 

the case of equality, computes the following values: 

𝑃𝐼𝐷𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝑃𝐼𝐷𝑖), 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖), 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖).

Table 1. Notation 

Notation  Description 

𝑀𝑟𝑒𝑞  The request message 

𝑀𝑟𝑒𝑠𝑝 The response message 

𝑁 Random number which is used once 

𝑃𝐼𝐷𝑖  The pseudonym of the ith tag 

𝑅𝐼𝐷𝑖 The identity of the ith reader 

𝑆𝐾𝑖  The ith session key shared between the server and the reader 

𝐸𝑆𝑘𝑖(𝑚)  Encryption of the message m with the key of 𝑆𝐾𝑖 

𝐷𝑆𝑘𝑖(𝑚) Decryption of the message m with the key of 𝑆𝐾𝑖 

𝐸𝑃𝐶𝑖  Electronic product code of the ith tag which has 96 bits length 

𝐶𝑅𝐶(𝑥)  Cyclic redundancy check operation 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖  Kill key of the ith tag which is used in disabling tag according to EPC C1 G2 standard 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖  
Access key of the ith tag which is used in writing data on the tag’s memory according to 

EPC C1 G2 standard 

𝑃𝑅𝑁𝐺  Pseudo random number generator 

𝐷𝐴𝑇𝐴𝑖  The information of the ith tag 

𝑃 ⊲ 𝑀𝑆𝐺1  𝑃 receives 𝑀𝑆𝐺1 

𝑃|~𝑀𝑆𝐺1  𝑃 sends 𝑀𝑆𝐺1 

#(𝑋)  𝑋 is fresh 

𝑃| ≡ #( 𝑀𝑆𝐺1)  𝑃 believes the freshness of 𝑀𝑆𝐺1 

{𝑋}𝐾  Message 𝑋 is encrypted with the key of 𝐾 

𝑃| ≡ 𝑃
   𝐾  
↔ 𝑄  𝑃 believes that the secret 𝐾 is shared between 𝑃 and 𝑄 

𝑃2 ∶  
𝑃|≡𝑃

   𝐾  
↔ 𝑄,𝑃⊲{𝑋}𝐾

𝑃|≡𝑄|~𝑋
  

The message meaning rule of BAN logic that means if 𝑃 believes that it shares a secret key 

𝐾 with 𝑄 and if 𝑃 receives a message 𝑋 encrypted with 𝐾, then 𝑃 is entitled to believe that 

𝑄 once said 𝑋. In this paper, we called this rule 𝑃1 

𝑃2 ∶  
𝑃|≡𝑄~{𝑋,𝑌}

𝑃|≡𝑄|~{𝑋}
  

This is one rule of BAN logic that means if 𝑃 believes that 𝑄 has sent {𝑋, 𝑌}, then 𝑃 is 

entitled to believe that 𝑄 has sent 𝑋. In this paper, we called this rule 𝑃2 

|𝑋|  Bit length of string 𝑋 

3. Security Analysis of Chen et al. Protocol 

In this section, exploiting linear property of CRC 

function, we describe how Chen et al. protocol is 

vulnerable against tag impersonation attack, server 

impersonation attack and traceability attack. It must be 

noted that Chen et al. protocol is vulnerable against 

trivial desynchronization attack which occurs by 

stopping the last message of protocol from reader to 

tag. As a result of this attacker’s operation, the server 

updates its 𝑃𝐼𝐷𝑖 , access and kill passwords while the 

tag does not update its corresponding values, so they 

exit from synchronism and cannot authenticate each 

other anymore. Success probability of this attack is 1 

while its complexity is only one run of the protocol. 

To defend against such trivial desynchronization 

attack, the server in Chen et al. protocol must store the 

old and new pairs of 𝑃𝐼𝐷𝑖  , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖  and 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 . 

3.1. Tag Impersonation Attack  

In tag impersonation attack, the adversary convin-

ces the legitimate reader to be a legitimate tag. Chen 

et al. have claimed that their protocol provides resist-

ance against tag impersonation attack. However, we 

show that unfortunately their claim does not hold.  

The main idea of this attack is based on the 

following observation:  

Observation 1. According to the protocol description, 

one can state: 

𝑋 = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐵 = 𝐶𝑅𝐶(𝐴||𝑋) = 𝐶𝑅𝐶(𝐴. 𝑥𝑛⊕𝑋) =
𝐶𝑅𝐶(𝐴. 𝑥𝑛) ⊕ 𝐶𝑅𝐶(𝑋) = 𝐶𝑅𝐶(𝐴. 𝑥𝑛⊕𝑁2⊕
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𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖) = 𝐶𝑅𝐶(𝐴. 𝑥
𝑛) ⊕ 𝐶𝑅𝐶(𝑁2) ⊕

𝐶𝑅𝐶(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖)   

𝐶𝑇 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖||𝐵)  

     = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖 . 𝑥
𝑛) ⊕ 𝐶𝑅𝐶(𝐵)  

     = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖 . 𝑥
𝑛) ⊕ 𝐶𝑅𝐶(𝐶𝑅𝐶(𝐴. 𝑥𝑛⊕

𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖))  

     = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑖 . 𝑥
𝑛) ⊕ 𝐶𝑅𝐶2(𝐴. 𝑥𝑛) ⊕

𝐶𝑅𝐶2(𝑁2) ⊕ 𝐶𝑅𝐶2(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖)  

= 𝜒⊕ 𝐶𝑅𝐶2(𝐴. 𝑥𝑛)  

𝜒 = 𝐶𝑇⊕𝐶𝑅𝐶2(𝐴. 𝑥𝑛)  

In our tag impersonation attack, the adversary is an 

active man-in-the-middle adversary who works as 

below: 

First Session: 

In this session, the adversary supplants the reader. 

1. The adversary supplants the legitimate reader 

and sends 𝑀𝑟𝑒𝑞  and 𝐴 to the tag. 

2. Once receipt, the tag sends (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖) to the 

reader which is supplanted by the adversary. 

Second Session: 

In this session, the adversary supplants the tag. 

1. The reader sends 𝑀𝑟𝑒𝑞
′  and 𝐴′ to the tag which is 

supplanted by the adversary. 

2. According to the Observation 1, the adversary 

can extract 𝜒 from 𝐶𝑇, therefore she calculates 𝐶𝑇
′   as 

below: 

𝐶𝑇
′ =  𝐶𝑅𝐶(𝐸𝑃𝐶𝑖||𝐵

′)  

𝐶𝑇
′ = 𝜒⊕ 𝐶𝑅𝐶2(𝐴′. 𝑥𝑛)  

3. The adversary sends (𝐶𝑇
′ , 𝑁2, 𝑃𝐼𝐷𝑖) to the reader. 

Hence, the adversary is authenticated as a 

legitimate tag with probability of 1 and the complexity 

of attack is only two runs of the protocol. 

3.2. Server Impersonation Attack 

In server impersonation attack, the tag and the 

reader authenticate the adversary as a legitimate 

server. Chen et al. have claimed that their protocol 

provides resistance against server impersonation 

attack. However, we prove that a man-in-the-middle 

adversary can perform her server impersonation attack 

with only two runs of the protocol as below: 

First session: 

1. The adversary waits until the reader starts a 

session and sends 𝑀𝑟𝑒𝑞  and 𝐴 to the tag. 

2. Upon reception, the tag responds (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖) 
to the reader. 

3. The reader sends (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖 , 𝐴, 𝑅𝐼𝐷𝑖) to the 

server. 

4. The server sends (𝐶𝑠, 𝐶1) to the reader. 

5. The reader forwards 𝐶𝑠 to the tag. 

6. The adversary blocks 𝐶𝑠  and sends a random 

stream to the tag. 

7. The tag terminates the current session and does 

not update its records of secret information. 

Second session: 

1. The adversary supplants the server and sends 

𝑀𝑟𝑒𝑞  and 𝐴 to the tag. 

2. The tag responds (𝐶𝑇
′ , 𝑁2

′, 𝑃𝐼𝐷𝑖) to the adversary. 

3. According to what was mentioned in Section 2, 

the adversary calculates 𝐶𝑠
′  as 𝐶𝑠

′ = 𝐶𝑅𝐶(𝑁2⊕
𝑁2
′) ⊕ 𝐶𝑠  because: 𝐶𝑠⊕𝐶𝑠

′ = 𝐶𝑅𝐶((𝑌 ⊕
𝑌′)||(𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 ⊕𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖

′)) ⊕
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 ⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖

′ . 

We have 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 = 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖
′  and 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 = 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖
′, so we can deduce: 𝐶𝑠⊕𝐶𝑠

′ =
𝐶𝑅𝐶(𝑌 ⊕ 𝑌′) 

= 𝐶𝑅𝐶(𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖⊕𝑁2
′⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖

′)  

= 𝐶𝑅𝐶(𝑁2⊕𝑁2
′)  

𝐶𝑠
′ = 𝐶𝑅𝐶(𝑁2⊕𝑁2

′) ⊕ 𝐶𝑠  

Hence, the tag authenticates the adversary as a 

legitimate server with probability of 1 and the 

complexity of attack is only two runs of the protocol. 

3.3. Traceability Attack 

In traceability attack, the adversary uses linkage of 

the tag’s responses in different runs of protocol in 

order to distinguish a target tag among other tags. 

Chen et al. have claimed that their protocol resists 

against traceability attack. However, in this subsection 

we describe a traceability attack on Chen et al. 

protocol. In this attack, the adversary is a man-in-the-

middle adversary. The attack consists of three phases, 

learning phase, execution phase and decision phase as 

follows: 

Learning phase: In this phase of the attack, the 

adversary gathers the necessary information about the 

target tag, i.e. 𝑇1: 

1. The reader sends 𝑀𝑟𝑒𝑞  and 𝐴 to 𝑇1, 

2. T1 responds (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖) to the reader. 

3. The adversary listens to the channel and 

eavesdrops (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖). 

Execution phase: In this phase of the attack, given 

a tag 𝑇′, the adversary does as below: 

1. The adversary sends message (𝑀𝑟𝑒𝑞 , 𝐴) to the 

tag 𝑇′ (before the target tag updates its information). 

2. The tag 𝑇′  responds message (𝐶𝑇
′ , 𝑁2

′, 𝑃𝐼𝐷𝑖  ) to 

the adversary. 

Decision phase: In this phase of the attack, the 

adversary determines whether the tag 𝑇′ is the target 

tag 𝑇1: 

If 𝐶𝑇 and 𝐶𝑇
′  come from the same tag, we have: 

𝐶𝑇⊕𝐶𝑇
′ = 𝐶𝑅𝐶(𝐵 ⊕ 𝐵′) 

= 𝐶𝑅𝐶(𝐶𝑅𝐶(𝐴||𝑋) ⊕ 𝐶𝑅𝐶(𝐴||𝑋′)) 

= 𝐶𝑅𝐶2(𝐴. 𝑥𝑛⊕𝑋⊕ 𝐴. 𝑥𝑛⊕𝑋′) 

= 𝐶𝑅𝐶2(𝑋 ⊕ 𝑋′) 
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= 𝐶𝑅𝐶2(𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖⊕𝑁2
′⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖) 

𝐶𝑇⊕𝐶𝑇
′ = 𝐶𝑅𝐶2(𝑁2⊕𝑁2

′) 

The adversary calculates (𝐶𝑇⊕𝐶𝑇
′ ) and compares 

it with the above result. If the tag 𝑇1 and the tag 𝑇′ are 

the same, the probability of satisfying the above 

equation is 1 and if the tag 𝑇1  and the tag 𝑇′  are 

different, the probability of satisfying the above 

equation is "
1

2𝑛
" where 𝑛 is the bit length of 𝐶𝑇 and 𝐶𝑇

′ . 

Therefore, the success probability of traceability 

attack is calculated as follows: 

Pr [𝐴𝑣𝑟|𝑡𝑟𝑎𝑐𝑒𝑎𝑏𝑖𝑙𝑖𝑡𝑦−𝑎𝑡𝑡𝑎𝑐𝑘] = Pr [(𝑇1 = 𝑇
′) ∧ 

(satisfying the above equation)] − Pr[(𝑇1 ≠ 𝑇
′) ∧

(satisfying the above equation)]  

Pr[𝐴𝑣𝑟|𝑡𝑟𝑎𝑐𝑒𝑎𝑏𝑖𝑙𝑖𝑡𝑦−𝑎𝑡𝑡𝑎𝑐𝑘] = 1 −
1

2𝑛
. 

Therefore, the adversary has been succeeded in 

tracking 𝑇1 with the probability of "1 −
1

2𝑛
" while the 

complexity of attack is two runs of the protocol. 

4. Improved Protocol 

In this section, we present an improved version of 

Chen et al. protocol. In the improved protocol, to 

avoid the linear property of CRC function, we use a 

lightweight PRNG function instead of CRC function 

in calculation of 𝐶𝑇 and 𝐶𝑠 messages of the protocol. 

In practice, the user can employ AKARI-1 or  

AKARI-2 [12] as the target PRNG. On the other hand, 

a PRNG with 32 bit or less than 32 bit input/output 

length is vulnerable against PRNG input discovery 

attacks. In PRNG input discovery attacks, the attacker 

can retrieve the input of PRNG by exhaustive search 

[21]. Therefore, in the improved protocol we use 

AKARI-1 or AKARI-2 with 64 bit input/ output 

length. 

Also, in the improved protocol, we assume that the 

length of 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   and 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   passwords, 

𝑆𝐾𝑖 , 𝑃𝐼𝐷𝑖  , 𝑅𝐼𝐷𝑖   and 𝐷𝐴𝑇𝐴𝑖  are 64 bits while the 

length of these values in Chen et al. protocol are 32 

bits [4]. In addition, in the improved protocol, we assu-

me that the length of random numbers are 64 bits. We 

use PRESENT [1] block cipher for encrypting messa-

ges in the server and decrypting messages in the reader 

which is an ultra lightweight block cipher. In the 

improved protocol has been assumed that the length of 

electronic product code (i.e. EPC) is 96 bits same as 

the most other EPC C1 G2 compliant protocols. 

AKARI-1 and AKARI-2 lightweight PRNGs were 

introduced by Martin et al. in [12]. These PRNGs are 

using filter functions to provide nonlinearity proper-

ties [12]. AKARI-1’s filter function has an iterative 

structure and iterated 64 times. In contrast to AKARI-

1, to decrease the number of iteration to 24, in 

AKARI-2 two mixed filter functions are used. Pseudo-

code of AKARI-1 and AKARI-2 PRNGs are depicted 

in Fig. 2, where (≪ ) and (≫ ) denote left and right 

circular shift, respectively. 

Martin et al. have proposed several implementa-

tion schemes for AKARI PRNGs which are AKARI-

1A, AKARI-1B, AKARI-2A, AKARI-2B and 

AKARI-2C. AKARI-1A and AKARI-2A were 

designed to minimize the number of required clock 

cycles while AKARI-1B and AKARI-2B were 

designed to reduce the chip area. AKARI-2C attempts 

to decrease the area more, at the expense of more clock 

cycles. 

As depicted in Table 2 and Table 3, the required 

gate equivalents (GE), power and clock cycles for 

AKARI PRNGS are in the range of EPC C1 G2 RFID 

tags specification (an EPC C1 G2 standard tag 

supports at most 4000 GE, at most 600 clock cycles 

and a power in the range of micro-watt can devote to 

security purposes). 

Table 2. AKARI-1 PRNG [12] 

128 bits 
Gate 

Equivalents 
Power (nW) Clock cycles 

AKARI-1A 3898 343 66 

AKARI-1B 3402 350 450 

 

Table 3. AKARI-2 PRNG [12] 

128 bits 
Gate 

Equivalents 
Power (nW) Clock cycles 

AKARI-2A 3743 216 51 

AKARI-2B 3193 255 290 

AKARI-2C 3040 231 530 

 

 

Figure 2. Pseudo-code of AKARI-1 and AKARI-2 PRNGs [12] 
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Desynchronization attack was another 

vulnerability of Chen et al. protocol. To overcome  

this flaw, in the improved protocol, we assume that  

the server stores 𝑅𝐼𝐷𝑖 , 𝑃𝐼𝐷𝑖𝑜𝑙𝑑  , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 𝑃𝐼𝐷𝑖𝑛𝑒𝑤  , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤   and 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 . Hence, stopping the last message of 

protocol between reader and tag would not be lead to 

desynchronize them. 

The improved protocol, which is shown in (Fig. 3), 

runs as below. It must be noted that in the improved 

protocol, we use 64 bit output length CRCs and  

64 bit output length PRNGs. In the other EPC C1 G2 

compliant protocols, CRCs and PRNGs with the  

same output length usually equal to 16 or 32 bits  

were used. 

1. The reader generates a random number 𝑁1 , 
computes 𝐴 = 𝐶𝑅𝐶(𝑁1) and sends 𝑀𝑟𝑒𝑞  and 𝐴 to the 

tag. 

2. On reception the messages, the tag does as 

follows: 

 generates a random number 𝑁2, 

 computes: 

𝑋 = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐵 = 𝐶𝑅𝐶(𝐴||𝑋), 

𝐶𝑇 = 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||𝐵), 

 responds (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖) to the reader. 

3. On reception (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖  ), the reader sends 

(𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖 , 𝐴, 𝑅𝐼𝐷𝑖) to the server. 

4. Once the server received (𝐶𝑇 , 𝑁2, 𝑃𝐼𝐷𝑖 , 𝐴, 𝑅𝐼𝐷𝑖), 
it does as follows: 

 verifies correctness of 𝑃𝐼𝐷𝑖  and 𝑅𝐼𝐷𝑖; if they are 

correct, then the server based on 𝑃𝐼𝐷𝑖   retrieves 

(𝐸𝑃𝐶𝑖 , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 , 𝑆𝐾𝑖 , 𝐷𝐴𝑇𝐴𝑖), 

 computes: 

𝑋′ = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐵 = 𝐶𝑅𝐶(𝐴||𝑋′), 

 verifies whether 𝐶𝑇 ≟ 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖|| 𝐵′ ) , if so, 

then it : 

 computes 𝑌, 𝐶1 and 𝐶𝑠 as follows: 

𝑌 = 𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖,  

𝐶1 = 𝐸𝑆𝐾𝑖(𝐷𝐴𝑇𝐴𝑖),  

𝐶𝑠 = 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||𝑌||𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖) ⊕
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 ,  

 updates 𝑃𝐼𝐷𝑖  , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   and 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   as 

follows: 

𝑃𝐼𝐷𝑖𝑜𝑙𝑑 = 𝑃𝐼𝐷𝑖,  

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑜𝑙𝑑 = 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑜𝑙𝑑 = 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 ,  

𝑃𝐼𝐷𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝑃𝐼𝐷𝑖),  

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖),  

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 = 𝑃𝑅𝑁𝐺(𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖), sends 

(𝐶𝑠, 𝐶1) to the reader. 

5. On reception (𝐶𝑠, 𝐶1), the reader forwards 𝐶𝑠 to 

the tag and extracts 𝐷𝐴𝑇𝐴𝑖 as 𝐷𝐴𝑇𝐴𝑖 = 𝐷𝑆𝐾𝑖(𝐶1). 

6. Once the tag received (𝐶𝑠), it does as follows: 

 checks whether 𝐶𝑠 ≟ 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||𝑌|| 
𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖) ⊕ 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖, in the case of 

equality, computes the following values: 

𝑃𝐼𝐷𝑖 = 𝑃𝑅𝑁𝐺(𝑃𝐼𝐷𝑖),  

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 = 𝑃𝑅𝑁𝐺(𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖),  

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖 = 𝑃𝑅𝑁𝐺(𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖). 

5. Security Analysis of the Improved Protocol 

Generally, two approaches are used to prove the 

security of a cryptographic authentication protocol: 

informal methods and formal methods. Informal 

methods, in order to prove the security correctness of 

cryptographic protocols, rely on the heuristic opinions 

of security experts to draw a conclusion. On the other 

hand, the formal methods rely on the mathematical 

rules and frameworks. 

In this section, we show that the improved protocol 

is immune against the attacks that considered in this 

paper and the other known active and passive attacks. 

Hence, we can claim that the improved protocol 

provides better security level compared to its pre-

decessors. Our security proof is carried out based on 

informal method and also based on formal method. 

5.1. Informal Security Analysis 

As previously mentioned, the informal security 

analysis consists of a series of trial and error methods 

to find security holes in the protocols. Objections of 

this type of analysis are summarized as below: 

 Its reliance on intelligence and ingenuity of 

analyst; 

 Since it is always possible that the analyst forget or 

ignore some points during the analysis, so there is 

no way to understand the analysis is complete or 

not. 

However, due to its simplicity and lack of need for 

sophisticated tools, the informal methods are widely 

used in the protocol security analysis. In this 

subsection, we argue the soundness and security of the 

improved protocol against the known attacks in the 

context. 

Resistance against Desynchronization Attack 

Desynchronization attacks may occur by stopping 

the last messages of the protocol between the reader 

and the tag. In the improved protocol, in order to 

defend against a desynchronization attack, we assume 

that the server maintains 𝑅𝐼𝐷𝑖  , 𝑃𝐼𝐷𝑖𝑜𝑙𝑑 , 
𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 𝑃𝐼𝐷𝑖𝑛𝑒𝑤 , 

𝐴𝑐𝑐𝑒𝑠𝑠 _𝑘𝑒𝑦𝑖𝑛𝑒𝑤  and 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 . This assumption  
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Figure 3. The improved protocol

allows the server to authenticate tags and re-synchro-

nize these each time they suffer a desynchronization 

attack. 

Resistance against Tag Impersonation Attack 

In the improved protocol, lightweight PRNGs 

same as AKARI-1 and AKARI-2 have been used 

instead of 𝐶𝑅𝐶  function in calculation of 𝐶𝑇  and 𝐶𝑠 
messages. Therefore, the adversary cannot calculate 

correct 𝐶𝑇  and consequently cannot send it to the 

reader. Hence, immunity of the improved protocol 

against tag impersonation attack is proved. 

Resistance against Server Impersonation 

Attack  

Using 𝑃𝑅𝑁𝐺 function instead of 𝐶𝑅𝐶 function in 

calculation of 𝐶𝑇 and 𝐶𝑠 messages and also sharing of 

𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   and 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   between the legitimate 

server and the legitimate tag lead the adversary can not 

compute and send correct 𝐶𝑠 to the tag. Hence, the im-

proved protocol resists against server impersonation 

attack. 

Resistance against Traceability Attack 

Due to the use of PRNG function in calculation of 

𝐶𝑇, the adversary cannot deduce any special infor-

mation related to the target tag’s information from 𝐶𝑇 

and therefore cannot distinguish it among other tags 

and consequently cannot trace the target tag. Hence, 

the improved protocol resists against traceability 

attack. 

Resistance against Replay Attack 

Updating all shared secret data, 𝐵 and 𝑁2 in each 

round leads the adversary cannot use the previously 

obtained data to pass the authentication tests. Thus, the 

improved protocol provides resistance against replay 

attack. 

All in all, the improved protocol exploiting light-

weight PRNGs with larger output length same as 

AKARI-1 and AKARI-2 instead of 𝐶𝑅𝐶 function can 

meet all security requirements of an RFID EPC C1 G2 

compliant authentication protocol. 
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5.2. Formal Security Analysis 

As mentioned before, the formal methods are 

techniques for cryptographic protocols’ analysis which 

describe properties of protocols based on mathematics 

and logic. In these methods, protocols and also their 

features are modeled based on algebra and logic. There 

are a number of logic tools to prove the security 

correctness of cryptographic authentication protocols 

such as BAN logic [19], GNY logic [17], AVISPA tool 

[2] and Proverif tool [3]. In this paper, we use BAN 

logic to prove the security correctness of the proposed 

protocol for the following reasons: 

 It is proposed for reasoning about cryptographic 

authentication protocols. 

 It is easy to formalize and apply to a cryptographic 

authentication protocol. 

In this subsection, we show that after one run of the 

proposed protocol, the tag, the reader and the server 

believe that the received messages are from each other 

and these messages are fresh and in this manner they 

can be authenticated to each other. Formal analysis of 

the improved protocol with the BAN logic includes the 

following four steps [19]: 

 Stating the messages and the actions of the 

protocol parties in the mathematical relations; 

 Converting the messages and the actions of the 

protocol parties into BAN logic formulas and 

dropping the plain text messages from protocol 

messages. Outputs of this step, are called idealized 

messages; 

 Expressing the protocol initial assumptions and 

security goals as BAN logic formulas; 

 Deducing the protocol security goals. In this step, 

using BAN logic rules, it is considered whether 

protocol security goals are satisfied or not. 

In the rest of the paper, 𝑅𝑖 , 𝑇𝑖   and 𝑆  denote the 

reader, the tag and the server respectively. BAN logic 

notations and rules which are used in the proof are 

shown in Table 1. 

Stating the messages of the protocol in the 

mathematical relations 

First, we express messages of the proposed 

protocol as the mathematical relations as below: 

𝑀1 ∶  𝑅𝑖  →  𝑇𝑖 ∶  𝑀𝑟𝑒𝑞 , 𝐶𝑅𝐶(𝑁1)  

𝑀2 ∶  𝑇𝑖  →  𝑅𝑖 ∶ 𝑃𝐼𝐷𝑖 , 𝑁2,
𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||𝐶𝑅𝐶((𝐶𝑅𝐶(𝑁1)||(𝑁2⊕
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖))))  

𝑀3 ∶ 𝑅𝑖  →  𝑆 ∶ 𝑅𝐼𝐷𝑖 , 𝑃𝐼𝐷𝑖 , 𝑁2, 𝐶𝑅𝐶(𝑁1),
𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||𝐶𝑅𝐶((𝐶𝑅𝐶(𝑁1)||(𝑁2⊕
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖))))  

𝑀4 ∶ 𝑆 →  𝑅𝑖 ∶ 𝐸𝑆𝐾𝑖(𝐷𝐴𝑇𝐴𝑖), 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖|| 

(𝑁2⊕𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖)||𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖) ⊕ 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 

𝑀5 ∶  𝑅𝑖  →  𝑇𝑖 ∶ 𝑃𝑅𝑁𝐺(𝐸𝑃𝐶𝑖||(𝑁2  ⊕
 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖)||𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖)  ⊕  𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖. 

Converting the protocol messages into idealized 

form based on BAN logic formulas 

In this step, we transform each message of the 

proposed protocol into an idealized message, i.e. 

plaintexts are omitted from protocol messages and 

only encrypted message contents are relevant to this 

step. We also use BAN logic notations for expressing 

these idealized messages as follows: 

𝐼𝑀1 ∶  𝑅𝑖 ⊲ {𝑁1, 𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖}𝐸𝑃𝐶𝑖 

𝐼𝑀2 ∶  𝑆 ⊲ {𝑁1, 𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖}𝐸𝑃𝐶𝑖  

𝐼𝑀3 ∶  𝑅𝑖 ⊲ {𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖}𝐸𝑃𝐶𝑖 

𝐼𝑀4 ∶  𝑅𝑖 ⊲ {𝐷𝐴𝑇𝐴𝑖}𝑆𝐾𝑖 

𝐼𝑀5 ∶  𝑅𝑖 ⊲ {𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖 , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖}𝐸𝑃𝐶𝑖       

Expressing the initial assumptions and security 

goals as BAN logic formulas 

The explicit assumptions of the proposed protocol 

are as follows: 

𝐴1 ∶  𝑆| ≡ 𝑇𝑖
𝐸𝑃𝐶𝑖
↔  𝑆  

𝐴2 ∶  𝑇𝑖| ≡ 𝑆
𝐸𝑃𝐶𝑖
↔  𝑇𝑖  

𝐴3 ∶  𝑆| ≡ 𝑇𝑖
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖
↔     𝑆  

𝐴4 ∶  𝑇𝑖| ≡ 𝑆
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖
↔     𝑇𝑖   

𝐴5 ∶  𝑆| ≡ 𝑇𝑖
𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖
↔       𝑆  

𝐴6 ∶  𝑇𝑖| ≡ 𝑆
𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖
↔       𝑇𝑖  

𝐴7 ∶  𝑆| ≡ 𝑅𝑖
𝑆𝐾𝑖
↔ 𝑆  

𝐴8 ∶  𝑅𝑖| ≡ 𝑆
𝑆𝐾𝑖
↔ 𝑅𝑖  

𝐴9 ∶  𝑅𝑖| ≡ #(𝑁1)  

𝐴10 ∶  𝑇𝑖| ≡ #(𝑁2)  

The assumptions A1 to A8 are related to secrets 

which are shared between the protocol parties and the 

assumptions A9 and A10 are related to freshness of 

random numbers which are generated by the reader 

and the tag respectively. 

The goals of the proposed protocol are as below: 

𝐺1 ∶  𝑆| ≡ 𝑇𝑖| ~ 𝑁2  

𝐺2 ∶  𝑅𝑖| ≡ 𝑆|~ 𝐷𝐴𝑇𝐴𝑖  

In the above, 𝐺1 means that the server believes that 

the tag 𝑇𝑖  has sent the random number 𝑁2. This goal 

indicates that the adversary does not have any control 

on this random number. Since 𝑁2 has been generated 

by the tag and transmitted to the server through of the 

reader, the adversary has not made any undetected 

modification on this random number, to apply an 

attack on the protocol. 

𝐺2  means that the reader believes that the server 

has sent the information contained in 𝑇𝑖 , i.e. 𝐷𝐴𝑇𝐴𝑖. 
This goal indicates that the adversary has not made any 

undetected modification on this random number, to 

apply an attack on the protocol. 
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Deducing the protocol security goals BAN logic 

rules are expressed as fractional forms [19] which if 

their numerator expressions are correct then it can be 

concluded that their denominator expressions are also 

correct. In this step, we combine idealized messages 

and the assumptions to construct numerator express-

ions of BAN logic rules. If such relations are corres-

ponded to the numerator expressions of BAN logic 

rules it can be concluded that the denominator 

expressions of BAN logic rules are correct. We show 

these deductions as below: 

We consider 𝐼𝑀2  idealized message which is 

previously expressed as 𝑆 ⊲ {𝑁1, 𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖}𝐸𝑃𝐶𝑖  

with 𝐴1  assumption which is expressed as 𝑆| ≡

𝑇𝑖
𝐸𝑃𝐶𝑖
↔  𝑆. It can easily seen that the numerator of 𝑃1 

rule of BAN logic which is expressed as 

𝑃|≡𝑃
 𝐾 
↔ 𝑄,𝑃 ⊲ {𝑋}𝐾

𝑃|≡𝑄|~𝑋
 is constructed. So based on BAN logic, 

we can deduce that its denominator is also correct 

which can be expressed as follows: 

𝐷1 ∶ 𝐼𝑀2, 𝐴1, 𝑃1 ⟹ 𝑆|≡ 𝑇𝑖|~{𝑁1, 𝑁2, 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖}  

Similarly, if we consider the previous result which 

is expressed as i.e. 𝐷1 ∶ 𝑆 | ≡ 𝑇𝑖| ~ {𝑁1, 𝑁2,
𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖}, it can easily seen that the numerator of 𝑃2 

rule of BAN logic, i.e. 𝑃2 ∶
𝑃|≡𝑄~{𝑋,𝑌}

𝑃|≡𝑄|~{𝑋}
 is constructed. 

So, we can deduce that its denominator is also correct 

which can be shown as follows: 

𝐷2 ∶ 𝐷1, 𝑃2 ⟹ 𝑆|≡ 𝑇𝑖|~𝑁2  

Finally, we consider 𝐼𝑀4 idealized message which 

is expressed as 𝑅𝑖 ⊲ {𝐷𝐴𝑇𝐴𝑖}𝑆𝐾𝑖 with 𝐴8 assumption 

which is expressed as 𝑅𝑖| ≡ 𝑆
𝑆𝐾𝑖
↔ 𝑅𝑖. It can easily seen 

that the numerator of 𝑃1  rule of BAN logic, i.e. 

𝑃|≡𝑃
 𝐾 
↔ 𝑄,𝑃 ⊲ {𝑋}𝐾

𝑃|≡𝑄|~𝑋
 is constructed. So, we can deduce that 

its denominator is also correct which can be shown as 

follows: 

𝐷3 ∶ 𝐼𝑀4, 𝐴8, 𝑃1 ⟹ 𝑅|≡ 𝑆|~𝐷𝐴𝑇𝐴𝑖  

It can be deduced that 𝐷2  equals to 𝐺1  and 𝐷3 

equals to 𝐺2  goal. Hence, the security goals of the 

proposed protocol, i.e. 𝐺1 and 𝐺2, are satisfied. 

6. Performance Analysis of the Improved 

Protocol 

In this section, we evaluate the performance of the 

proposed protocol in several aspects which are 

computation cost, communication cost, storage cost 

and security analysis. The performance comparisons 

between the proposed protocol and the existing work 

are shown in Tables 4 to 8. 

6.1. Computation Cost 

Tags computation restriction is the main problem 

of designing secure protocols for RFID EPC C1 G2 

complaint systems. Therefore, we use several 

lightweight operations on the tag which are bitwise 

XOR, 64 bit output length CRC and 64 bit output 

length AKARI-1 and AKARI-2. AKARI-1 and 

AKARI-2 are lightweight pseudo random number 

generators. 

Tags in the proposed protocol only need to execute 

six PRNG functions, two bitwise XOR operations and 

one CRC operation to finish both the authentication 

and secret updating phases while reader computes one 

PRNG operation for producing random number, one 

CRC operation and one decryption function and server  

Table 4. Computation Cost 

 
Chien 

et al. [14] 

Qingling 

et al. [6] 

Chen and 

Deng [5] 

AZUMI 

[24] 

Chen 

et al. [4] 

Improved 

Protocol 

# of 𝑪𝑹𝑪(. ) in tag 2 4 2 - 3 1 

# of 𝑪𝑹𝑪(. ) in reader - - 2 - 1 1 

# of 𝑪𝑹𝑪(. ) in server 2 4 - - 3 1 

Total # of 𝑪𝑹𝑪(. ) 4 8 4 - 7 3 

# of 𝑷𝑹𝑵𝑮(. ) in tag 3 1 6 7 4 6 

# of 𝑷𝑹𝑵𝑮(. ) in reader 1 1 6 6 1 1 

# of 𝑷𝑹𝑵𝑮(. ) in server 2 - - - 3 5 

Total # of 𝑷𝑹𝑵𝑮(. ) 6 2 12 13 8 12 

# of ⨁ bits in tag 32 160 480 118 64 128 

# of ⨁ bits in reader - - 384 96 - - 

# of ⨁ bits in server 96 160 - - 96 192 

Total # of ⨁ bits 128 320 864 214 160 320 

# of Encryption/ Decryption in tag - - - - - - 

# of Encryption/ Decryption in reader - - - - 1 1 

# of Encryption/ Decryption in server - - - - 1 1 

Total # of Encryption/ Decryption - - - - 2 2 
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Table 5. The output length of 𝐶𝑅𝐶, 𝑃𝑅𝑁𝐺 and random numbers in different protocols 

 
Chien 

et al. [14] 

Qingling 

et al. [6] 

Chen and 

Deng [5] 

AZUMI 

[24] 

Chen 

et al. [4] 

Improved 

Protocol 

Output length of # of 𝑪𝑹𝑪(. ) 32 [14] 16 [6] 16 [5] - [24] 32 [4] 64 

Output length of # of 𝑷𝑹𝑵𝑮(. ) 32 [14] 16 [6] 16 [5] 16 [24] 32 [4] 64 

Length of random numbers 32 [14] 16 [6] 16 [5] 16 [24] 32 [4] 64 

 

Table 6. Communication Cost 

 
Chien 

et al. [14] 

Qingling 

et al. [6] 

Chen and 

Deng [5] 

AZUMI 

[24] 

Chen 

et al. [4] 

Improved 

Protocol 

# of transferred bits for tag 64 48 288 48 96 192 

# of transferred bits for reader 160 112+𝑴𝒓𝒆𝒒 112+𝑴𝒓𝒆𝒒+𝑴𝒓𝒆𝒔𝒑 32+𝑴𝒓𝒆𝒒 224+𝑴𝒓𝒆𝒒 508+𝑴𝒓𝒆𝒒 

# of transferred bits for server 32 32 - - 32+|𝑬| 64+|𝑬| 

Total # of transferred bits 256 𝟏𝟗𝟐 +𝑴𝒓𝒆𝒒 400+𝑴𝒓𝒆𝒒+𝑴𝒓𝒆𝒔𝒑 80+𝑴𝒓𝒆𝒒 352+𝑴𝒓𝒆𝒒+|𝑬| 764+𝑴𝒓𝒆𝒒+|𝑬| 

 

Table 7. Storage Cost 

 
Chien 

et al. [14] 

Qingling 

et al. [6] 

Chen and 

Deng [5] 

AZUMI 

[24] 

Chen 

et al. [4] 

Improved 

Protocol 

# of stored bits for tag 160 64 288 48 192 288 

# of stored bits for reader - - 288 80 64 128 

# of stored bits for server 256 64 - - 288 672 

Total # of stored bits 416 128 576 128 544 1088 

CRC operation and one decryption function and server 

executes one CRC operation, two bitwise XOR opera-

tions, one encryption operation and six PRNG func-

tions. In Table 4, the number of PRNG function calls 

to produce random numbers are also counted. If the bit 

length of random numbers is more than the output bits 

of the protocol’s PRNG, random number generation 

needs to make more calls to PRNG function which 

also are counted in our comparison. For example, in 

Chen and Deng protocol [5] the length of random 

numbers are 96 bits while the output length of used 

PRNGs is 16 bits. So, to generate theses random 

numbers it is required to make six calls to PRNG 

function. The output length of CRC, PRNG and the 

length of random numbers in the proposed protocol 

and the existing work are shown in Table 5. 

6.2. Communication Cost 

As mentioned before, in the improved protocol, we 

use 64 bit output length CRCs and 64 bit output length 

PRNGs while in the other EPC C1 G2 complaint 

protocols CRCs and PRNGs with the same length 

usually equal to 16 bits or 32 bits were used. 

In Table 6, it can easily seen that the number of all 

transferred bits in the proposed protocol is 764 +
|𝑀𝑟𝑒𝑞| + |𝐸|. Meanwhile, the number of all 

transferred bits in Chien et al. protocol [14], Qingling 

et al. [6], Chen and Deng protocol [5], AZUMI 

protocol [24] and Chen et al. [4] protocol are 256 , 

192 + |𝑀𝑟𝑒𝑞| , 400 + |𝑀𝑟𝑒𝑞| + |𝑀𝑟𝑒𝑠𝑝| , 80 + |𝑀𝑟𝑒𝑞| , 

352 + |𝑀𝑟𝑒𝑞| + |𝐸| , respectively, where |𝑀𝑟𝑒𝑞| , 

|𝑀𝑟𝑒𝑠|  and |𝐸|  denote the bit length of request 

message, response message and encryption function 

output, respectively. 

6.3. Storage Cost 

In Chen et al. protocol, each tag stores its 96 bits 

length electronic product code (𝐸𝑃𝐶𝑖), its pseudonym 

(𝑃𝐼𝐷𝑖), its secret kill password, i.e. 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖  and its 

secret access password, i.e. 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   which have 

the bit length of 32 bits. The server also stores all tags 

and reader information such as 𝑅𝐼𝐷𝑖 , 𝑆𝐾𝑖 , 𝐸𝑃𝐶𝑖 , 
𝑃𝐼𝐷𝑖𝑛𝑒𝑤 , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 , 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤   and 𝐷𝐴𝑇𝐴𝑖 . 
Reader also stores 𝑅𝐼𝐷𝑖   and 𝑆𝐾𝑖  which have the bit 

length of 32 bits. The storage cost comparisons 

between the proposed protocol and the existing work 

are shown in Table 7. 

In the proposed protocol, each tag stores its 96 bits 

length electronic product code (𝐸𝑃𝐶𝑖), its pseudonym 

(𝑃𝐼𝐷𝑖  ), its secret kill password, i.e. 𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖   and  

its secret access password, i.e. 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖   which 

have the bit length of 64 bits. The 𝐸𝑃𝐶  is a static 

value, thus stored in ROM. The remaining values are 

stored in a rewritable memory because they need to be 

updated. Actually, we store a little more information 

on the server side, which are all tags and reader 

information such as ( 𝑅𝐼𝐷𝑖  , 𝑆𝑘𝑖  , 𝐸𝑃𝐶𝑖 , 𝑃𝐼𝐷𝑖𝑜𝑙𝑑  , 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑜𝑙𝑑  , 𝑃𝐼𝐷𝑖𝑛𝑒𝑤 , 

𝐾𝑖𝑙𝑙_𝑘𝑒𝑦𝑖𝑛𝑒𝑤  , 𝐴𝑐𝑐𝑒𝑠𝑠_𝑘𝑒𝑦𝑖𝑛𝑒𝑤 , 𝐷𝐴𝑇𝐴𝑖 ) which is 

much cheaper on the hardware and easy to implement. 

Reader also stores 64 bits length 𝑅𝐼𝐷𝑖   and 64 bits 

length 𝑆𝐾𝑖. 
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Table 8. Security Analysis: 𝑆𝑃 depicts the success probability of the attack and 𝒞. shows the number of protocol’s run which is 

required in the attack 

 
Chien 

et al. [14] 
 

Qingling 

et al. [6] 
 

Chen and 

Deng [5] 
 

AZUMI 

[24] 
 

Chen 

et al. [4] 
 

Improved 

Protocol 
 

 SP 𝓒. SP 𝓒. SP 𝓒. SP 𝓒. SP 𝓒. SP 𝓒. 

Tag 

Impersonation 

Attack 

1 [26] 2 1 [18] 2 1 [24] 2 1 [22] 2 1 2 secure - 

Server-Reader 

Impersonation 

Attack 

1 [26] 2 1 [18] 1 1 [24] 2 secure - 1 2 secure - 

Traceability 

Attack 
1 [26] 2 0.49 [25] 2 0.49 [24] 2 secure - 1 −

1

2𝑛
 2 secure - 

Replay Attack secure - secure [18] - 1 [18] 1 secure - secure - secure - 

Desynchronization 

attack 
secure - secure - secure - 1 1 1 1 secure - 

 

7. Conclusion 

In this paper, we have analyzed the security of a 

mutual authentication scheme conforming to EPC C1 

G2 standard which has been proposed by Chen et al.. 

Precisely, we indicated this protocol’s vulnerability 

against desynchronization attack, tag impersonation 

attack, server impersonation attack and traceability 

attack. The success probability of tag impersonation 

and server impersonation attacks is 1 and the success 

probability of the traceability attack is "1 −
1

2𝑛
" where 

𝑛  is the bit length of parameters in the protocol. 

Meanwhile, the complexity of all presented attacks in 

this paper is only two runs of the protocol. 

This paper shows that Chen et al. protocol is not 

anymore secure. So, we proposed an improved proto-

col and proved that it is resistant to the attacks consi-

dered in this paper and the other known active and 

passive attacks. We use BAN logic as a formal method 

to prove the security correctness of the proposed 

protocol. 

This paper showed that the EPC C1 G2 standard’s 

recommendations need to be revised by security 

experts in RFID field. This paper also indicated that 

the proposing the new framework free of all known 

security faults for lightweight RFID tags is inevitable. 
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