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Secure identity verification in human-computer interface (HCI) systems is critical for protecting in-
formation system access. Existing methods often fail to integrate fine-grained temporal dynamics with
long-range structural dependencies and largely neglect sensor-derived pen kinematic data. This paper
presents the Dual-Angle Spatiotemporal Network (DAST-Net), a hybrid architecture for signature ver-
ification. The framework incorporates azimuth and altitude angles, captured by standard HCI sensors,
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as novel dynamic cues. A stacked LSTM models short-term temporal patterns, while a Transformer en-
coder captures cross-stroke correlations. Evaluated on three datasets (self-constructed, SVC2004-Task?2,
MYCT-100), DAST-Net achieves 99.43% accuracy and a 0.89% equal error rate (EER), representing a rel-
ative reduction of 36-63% over state-of-the-art baselines. These results demonstrate that fusing dual-an-
gle features within a hybrid LSTM-Transformer framework provides a robust and implementable solu-
tion for enhancing information system security in HCI applications.

KEYWORDS: Online Signature Verification, Spatiotemporal Network, Dual-Angle Features, LSTM-Trans-
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Introduction

Identity authentication faces increasing forgery
threats in the current digital era. Traditional meth-
ods such as passwords and PINs have proven vulner-
able to various attacks. Online handwritten signa-
tures offer inherent biometric uniqueness and legal
validity. They have emerged as a pivotal technology
in digital forensics, financial transactions, and elec-
tronic contracting [8]. Unlike knowledge-based
methods, handwritten signatures capture distinctive
neuromuscular coordination patterns. This makes
them inherently difficult to replicate accurately.

Deep learning has significantly influenced the evolu-
tion of online signature verification. Early research
concentrated on static feature extraction, analyzing
spatial attributes such as contour geometry and cur-
vature [2, 9]. While computationally efficient, these
approaches overlook the temporal dimension of
handwriting. Subsequent studies explored dynam-
ic features including velocity profiles and pressure
variations [7-8]. These capture time-varying aspects
but often fail to encode holistic structural relation-
ships. More recently, multimodal fusion strategies
have been pursued to enhance verification accuracy
[4,11,14-15].

Despite these advances, two fundamental challenges
persist. First, modality silos limit performance: uni-
modal systems relying exclusively on either spatial or
temporal features fail to capture their complementa-
ry nature. Second, multimodal frameworks struggle
to balance short-term dynamics with long-range
structure. Local dynamics-such as abrupt velocity
changes-and global properties-such as cross-stroke
correlations-are frequently modeled in isolation.
This reduces robustness against skilled forgeries,
where impostors may replicate either visual appear-
ance or temporal patterns but rarely both.

Conventional feature extraction methods have nota-
ble limitations. Static approaches lack temporal in-
formation, making them vulnerable to visual forgery
[1, 9]. Dynamic techniques such as DTW and HMM
capture temporal variations but overlook subtle bio-
mechanical cues [6, 10]. Pen inclination angles-azi-
muth and altitude-offer a valuable alternative. These
angles encode fine-grained motor habits that are
deeply ingrained during natural writing. They re-
flect individualized grip postures that remain sta-
ble across genuine signatures yet are exceptionally
difficult to forge [1, 3]. Deep learning has advanced
the field through automatic feature learning. CNNs
extract hierarchical spatial representations. RNNs
and LSTMs model sequential dependencies [5, 8, 13],
while Transformers capture long-range contextual
relationships [4, 10]. Nevertheless, each architecture
addresses only part of the verification challenge.

Hybrid architectures have shown significant potential
[3, 12, 14]. Combinations of CNNs with RNNs repre-
sent progress toward comprehensive spatiotemporal
representation. However, existing approaches often
rely on simple concatenation or late fusion, which
fail to optimally balance contributions from different
modalities. Moreover, despite the recognized value of
pen inclination angles, these cues remain underuti-
lized in contemporary deep learning systems [1, 3].

To address these challenges, this paper proposes the
Dual-Angle Spatiotemporal Network (DAST-Net).
This hybrid architecture integrates convention-
al features with pen inclination angles in a unified
LSTM-Transformer framework. The framework
comprises four integrated modules: a denoising au-
toencoder (DAE) for preprocessing, a stacked LSTM
for local temporal dynamics, a Transformer encoder
for long-range structural dependencies, and a hier-
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archical weighted fusion strategy that emphasizes
discriminative components-particularly azimuth
and altitude variations [14]. The principal contribu-
tions are threefold: First, we introduce comprehen-
sive integration of pen inclination angles as novel dy-
namic features that encode writer-specific patterns
enhancing discriminative capacity against skilled
forgeries. Second, we propose a hybrid LSTM-Trans-
former architecture that synergistically combines
LSTM's fine-grained local dynamics with Trans-
former’s global dependencies. Third, through ex-
tensive experiments on self-constructed data,
SVC2004-Task?2, and MYCT-100, we demonstrate
that DAST-Net achieves 99.43% accuracy and 0.89%
EER, reducing EER by 36-63% compared to existing
methods. The remainder of this paper is organized
as follows. Section II details materials and methods.
Section III presents experimental results. Section IV
provides discussion. Section V concludes the paper.

2. Materials And Methods

2.1. Data Acquisition and Preprocessing

DataAcquisition: Wacom Intuos Protablet (PTK470)
with 100Hz sampling rate, 4096 pressure levels, and
azimuth/altitude capture was used. Thirty partici-
pants (aged 20-45) provided 10 genuine signatures
each and forged one other participant’s signature,
yielding 300 genuine and 300 forged samples.

Preprocessing: Min-max normalization applied to
all features:

_ X Xmin
Xnew = . @

Xmax~Xmin

Dynamic Time Warping (DTW) unifies signature se-
quence lengths:

DIW (S, T) = min, /Z£=1(ka—rwk)2 ' ©

Gaussian noise (u=0, 0=0.01) added and denois-
ing autoencoder (DAE) with 3 encoder layers
(64—32—16) trained for noise robustness. To en-
sure realistic generalization evaluation, a user-inde-
pendent partitioning strategy was adopted. The 30
users were divided into 24 users (80%) for training,
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3 users (10%) for validation, and 3 users (10%) for
testing. All signatures from a given user were con-
fined to a single split, preventing data leakage.

2.2. Feature Extraction

DAST-Net extracts multimodal features. Static fea-
tures include global geometric descriptors (height/
width ratio, total stroke length, curvature) and local
spatial features.

Dynamic features capture temporal dynamics and
motor habits, including writing duration, segmental
speed, pressure, and pen-inclination angles (azimuth
and altitude). These angles create a unique "direction-
al fingerprint” that is difficult to forge (see Table 1).

_ Vit 180°
eazimuth = arctan ( . > X P 3
tilt
o i 180°
Oatitude = ArCSIN | —————e | X — - @
2 2 0 T
Xeite T Vtine T it

Feature fusion via weighted summation:
F= )’Fstatic +(1- )’)denamic . ®)

Optimal A = 0.3 determined by 5-fold cross-validation.

Table 1
Static And Dynamic Features.

Feature Category Description

Height, width, height/width ratio,
total stroke length, curvature,
origin distances

Static Features

Writing time, lifting time, down
time, duration ratios, segmental
speed, segment pressure

Dynamic Features

Pen Inclination Azimuth angle, altitude angle

2.3 Network Architecture

DAST-Net comprises four modules (Figure 1)

Denoising Autoencoder (DAE): Pre-trained DAE pro-
cesses raw input for noise-robust representations.

LSTM for Local Modeling: Two-layer stacked LSTM
with 128 hidden units per layer models short-term
temporal dynamics (velocity and pressure fluctua-
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Figure 1

DAST-Net architecture with dual-angle spatiotemporal
fusion, consisting of four sequential modules: Denoising
Autoencoder, Stacked LSTM, Transformer Encoder, and
Hierarchical Fusion & Classification Layer.
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tions). Dropout 0.2 applied. Output: 128-dimensional
feature vectors.

Transformer for Long-Range Dependencies: 128-di-
mensional LSTM outputs projected to 512 dimen-
sions. Six-layer Transformer encoder with 8 atten-
tion heads captures cross-stroke correlations and
consistent pen inclination patterns. Positional en-
coding preserves temporal order.

Classification Layer: Final layer produces verifica-
tion decision (genuine/forged).

2.4. Loss Function and Optimization

Hybrid loss combines binary cross-entropy (L, and
contrastive loss (L))

L N C
CE==%,1 Zeoi WeYie log( pic) ? ®

where w.(€.g-,Wgenine = 0-5,W,,0a/= 0.5) mitigates class
imbalance.

L CON:% SN id2 (1 —ypmax(©m—d)?] . )

where d, is the Euclidean distance between feature
pairs, y,€ (1 for forged pairs), and m=1.0 is the margin
hyperparameter.

Lipq=aLcg+ PLcon - (®)

Optimal weights: a=0.6, f=0.4. Adam optimizer with
a learning rate of 0.001 and a weight decay of 0.01.
L, regularization (1x107%) for 150 epochs, batch size
16. Data augmentation: time warping and magnitude
scaling, see Table 2.
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Table 2
Hyperparameters.
Parameter Value
Optimizer Adam (Ir=0.001, weight decay=0.01)
Regularization L, (1e?®)

Loss Weights a=0.6, =04
Epochs/Batch 150/16
Augmentation Time Warping + Magnitude Scaling

3. Results

3.1. Evaluation Metrics

Performance evaluated using Accuracy (ACC), False
Acceptance Rate (FAR), False Rejection Rate (FRR),
and Equal Error Rate (EER):

R ©
FAR = TNFfFP (10)
FRR = TPIZ\II?N (11)
EER = FAR; = FRRy . (12)

3.2. Model Performance

DAST-Net evaluated on self-constructed, SVC2004-
Task?2, and MYCT-100 datasets. Table 3 shows supe-
rior performance across all datasets, with 99.43% ACC
and 0.89% EER on self-constructed data. Figure 2 con-
fusion matrices confirm balanced low FAR and FRR.

Table 3
Performance Across Datasets.

Dataset FAR (%) FRR (%) ACC (%) @ EER (%)
Self-constructed 0.67 0.33 9943 0.89
SVC2004-Task?2 2.00 1.67 98.23 2.15

MYCT-100 1.00 0.67 9876 1.02
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3.3. Ablation Study

3.3.1. Feature Combination Impact

Three feature combinations evaluated (Table 4). Re-
sults (Table 5) show dual-angle features (Combina-
tion C) dramatically improve performance, reducing
EER from 10.33% to 0.89% on self-built dataset. To
evaluate the contribution of different feature catego-
ries, we construct three feature combinations for ab-
lation analysis: Combination A uses static features

Figure 2

Confusion matrices for three datasets. (a) Self-constructed;
(b) SVC2004-Task2; and (¢) MYCT-100.

Table 4
Feature Combinations.
Comb. Features
A Static only (12-dim)
B Static + dynamic (velocity, pressure) (18-dim)

C Static + dynamic + azimuth & altitude (24-dim)

Table 6
Architecture Comparison.
Dataset Model
LSTM-Transformer
Self-built dataset fuseTSN
CNN-LSTM

LSTM-Transformer
SVC2004-Task? fuseTSN
CNN-LSTM
LSTM-Transformer
MYCT-100 fuseTSN

CNN-LSTM
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Table 5
Feature Combination Results.
Dataset Combination 12271; F(‘g ‘?;;j lig?
A 11.00 | 967 | 8967 | 10.33
Self-built B 6.33 | 567 | 9400 @ 6.00
C 067 | 033 | 9943 | 0.89
A 12.33 | 1067 | 88.33 | 1150
MYCT-100 B 800 | 733 | 9233 | 767
C 100 | 067 | 9876 | 1.02
A 15.00 | 1367 | 86.00 | 14.33
SVC2004 B 967 | 833 | 9133 | 900
C 200 | 167 | 9823 | 215

only (12 dimensions); Combination B adds dynam-
ic temporal features (velocity, pressure, and timing
parameters) but excludes inclination angles (18 di-
mensions); and Combination C incorporates the full
feature set including static features, dynamic tem-
poral features, and pen inclination angles (azimuth
and altitude), totaling 24 dimensions.

3.3.2. Feature Space Discriminability Analysis

We quantitatively evaluated feature discriminabili-
ty using intra-to-inter class distance ratios. Without
inclination angles (Combination B), the intra-class

Params (x10%) Time (ms) ACC (%)
120.3 2.1 9943
95.8 185 98.6
80.5 152 97.8
120.3 2.1 98.23
95.8 18.5 97.3
80.5 152 96.5
120.3 221 9876
95.8 18.5 98.0
80.5 152 97.2
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distance was 0.42 and inter-class distance 0.54,
yielding a ratio of 0.78 —indicating substantial class
overlap. After integrating azimuth and altitude an-
gles (Combination C), intra-class distance reduced
to 0.31 while inter-class distance increased to 0.97,
achieving a ratio of 0.32—a 59% improvement. This
enhanced separability is corroborated by ablation
results (Table 5), where EER improved from 6.00%
(Combination B) to 0.89% (Combination C)—an
85.2% relative reduction. These quantitative mea-
sures confirm that dual-angle features capture com-
plementary discriminative information essential for
robust signature verification.

3.3.3. Architecture Comparison

DAST-Net was compared with CNN-LSTM and
fuseTSN. Table 6 shows DAST-Net consistently
outperforms these baselines. On the MYCT-100
dataset, DAST-Net’'s EER is 63.6% lower than that
of the CNN-LSTM model. Inference time (22.1ms)
remains practical for real-time applications.

4. Discussion

Resultsrobustly validate DAST-Net's effectiveness.
Integrating dual-angle features with LSTM-Trans-
former addresses inadequate fusion of local/global
information and neglect of fine-grained pen kine-
matics.

Ablation studies confirm azimuth and altitude
angles capture unique "behavioral biometrics”
highly discriminative against forgery. EER reduc-
tion from 10.33% to 0.89% demonstrates forgers
struggle to replicate subtle motor habits related to
pen orientation. This is further supported by the
t-SNE visualization (Figure 4), which shows ap-
proximately 70-80% separation between genuine
and forged samples after incorporating pen incli-
nation angles.

LSTM-Transformer design outperforms CNN-
LSTM and fuseTSN. LSTM effectively models lo-
cal fluctuations while Transformer captures long-
range cross-stroke correlations. This combined
understanding is crucial for differentiating gen-
uine signatures from skilled forgeries that repli-
cate individual strokes but fail to maintain holistic
structural integrity.
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Limitations: The participant pool (30 individuals)
is relatively small, which may limit generalizabili-
ty. Future work will focus on larger-scale data col-
lection and model compression techniques such as
knowledge distillation to enable deployment on re-
source-constrained devices.

5. Conclusion

This paper proposed DAST-Net, a hybrid
LSTM-Transformer architecture for online sig-
nature verification. The framework integrates az-
imuth and altitude pen inclination angles as key
dynamic features alongside traditional descriptors.
Evaluated on three benchmark datasets, the pro-
posed model achieves 99.43% accuracy and a 0.89%
equal error rate (EER), significantly outperform-
ing state-of-the-art baselines with a relative EER
reduction of 36-63%. Ablation studies confirm that
dual-angle features improve feature space separa-
bility, reducing EER from 10.33% to 0.89% on the
self-constructed dataset. From an information
systems perspective, DAST-Net provides a practi-
cal solution for enhancing authentication security
within HCI environments, with compatibility for
deployment in financial transaction systems, ac-
cess control platforms, and electronic contracting
services.
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