
362 

ISSN 1392 – 124X, ISSN 2335 – 884X (online) INFORMATION TECHNOLOGY AND CONTROL, 2013, Vol.42, No.4 

Using a Stored-Value Card to Provide an Added-Value  
Service of Payment Protocol in VANET 

Chin-Ling Chen1, Wei-Chen Tsai1, Yu-Yi Chen*,2, Woei-Jiunn Tsaur3 
1 Department of Computer Science and Information Engineering, Chaoyang University of Technology, 

Taichung, Taiwan, (R.O.C.), 41349 
e-mail: clc@mail.cyut.edu.tw; s10027628@cyut.edu.tw 

2 Department of Management Information systems, National Chung Hsing University, 
Taiwan, Taichung, Taiwan, (R.O.C.), 402, 

e-mail: chenyuyi@nchu.edu.tw 

3 Department of Information Management, Da-Yeh University, 
Taiwan, Changhua, Taiwan, (R.O.C.), 51591 

e-mail: wjtsaur@mail.dyu.edu.tw 

  http://dx.doi.org/10.5755/j01.itc.42.4.4471 

Abstract. With the rapid development of the Internet applications, added-value service is widely used in the 
Internet. The added-value service provides different kind of services for users. In this paper, we propose a stored-value 
card to provide an added-value service of payment protocol in VANET. When user wants to enjoy the added-value 
service, the service provider verifies the request and sends it to the payment gateway. Then the payment gateway 
forwards the transaction message to the Issuer and Acquirer to process it. In our scheme, we use symmetric 
cryptography and digital signature to solve the security problem of payment scheme in VANET. Our scheme achieves 
protection against double-spending, unforgeability, non-repudiation, anonymity and the recovery issue. 
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1. Introduction 
With the rapid development of the Internet 

applications, people can use the Internet to deal with 
transactions. The added-value service [18] provides 
different kind of services for users. Added-value 
service refers to extra features of an item of interest 
that go beyond the standard expectations and provide 
something more while adding small cost. The benefits 
of the added-value service are that the consumer can 
easily use the various services through the service 
provider and the service provider can provide discount 
or bonus for the consumer. The stored-value card [4, 
7] is a kind of smartcard that can store monetary 
value. It is used in a wide range of applications [5, 14] 
in micropayment environment. People can add value 
into stored-value card. The consumer has to register a 
stored-value card with the card issuer, and then the 
consumer can use stored-value to enjoy added-value 
services and add value anywhere. For example, when 

going parking, the consumer can use stored-value card 
to payment and obtain bonus to make more parking 
times. Even taking the bus or train, the consumer can 
pay the stored-value card to get more convenient. The 
consumer can obtain more benefit in life through 
added-value services. 

Added-value applications in VANET, which 
improves user comfort and offers great business 
opportunities, attract more and more attention in daily 
life. Most of applications come with the emergence of 
electronic trade. In the Vehicular ad hoc networks 
(VANET), VANET is envisioned to support the 
development of a wide range of attractive applications 
such as payment services [9, 10, 11, 13, 17]. In 2010, 
Isaac et al. [10] proposed implementation and 
performance evaluation of a payment protocol for 
vehicular ad hoc networks. They use symmetric-key 
operations to design a payment protocol in VANET to 
achieve low computation. In 2012, Li et al. [13] 
proposed an efficient and secure mobile payment 
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protocol for restricted connectivity scenarios in 
vehicular ad hoc network. They use self-certified key 
agreement to establish symmetric keys. Thus, both the 
computational cost and communication cost can be 
reduced. In 2012, Isaac et al. [9] improve previous 
paper to propose a lightweight secure mobile Payment 
protocol for vehicular ad-hoc networks. They also use 
symmetric-key operations to design and implement a 
lightweight secure payment protocol. But, Isaac et al.'s 
scheme does not achieve non-repudiation, 
unforgeability, and recovery issue. In similar 
environment, we design a secure payment protocol to 
solve Isaac et al.'s weakness. To enable payments in 
VANETs, it is necessary to build payment systems that 
satisfy the VANET requirements [13, 15]. Therefore, 
we use a stored-value card to provide an added-value 
service of payment protocol in VANET. 

In our scheme, we exploit symmetric cryptography 
to satisfy the security of the communication. In each 
transaction, sender must sign the transaction message, 
and receiver will verify if the signature is true. 
Symmetric cryptography can provide message 
confidentiality, and provide the authentication of 
participants for e-payment scheme. Moreover, 
symmetric-key operations neither need high 
computational cost nor do they require additional 
communication steps. In this paper, the Services 
Provider (SP) provides the added-value services for 
user. The user can use a stored-value card and select 
added-value services through On-Board Unit (OBU). 
Then the Services Provider processes the transaction 
message and sends it to the Payment Gateway (PG). 
The Payment Gateway will forward the transaction 
message between the Services Provider and the Issuer. 

The proposed scheme must be able to achieve the 
following requirements [3, 8, 11, 12, 15] in order the 
proposed scheme could be applied in real world. 

1. Double spending: The digital cash cannot be copied 
and reused. Then we have to minimize the risk of 
forgery and establish an authenticity system. 

2. Unforgeability: Only authorized parties (i.e. the 
bank or the Issuer) can produce the stored-value 
card and added value. 

3. Non-repudiation: Everyone should sign each 
transaction as proof of the integrity and origin of 
data. 

4. Anonymity: The user must remain anonymous in 
each transaction.  

5. Recoverable: If the user loses his or her stored-
value card, he or she can recover his or her card. 

The remainder of this paper is organized as 
follows. Section 2 presents our proposed scheme. In 
Section 3 we make a security analysis. Finally, the 
conclusion is offered in Section 4. 

2. The proposed scheme 

2.1. Notations 

The following notations are used in the proposed 
scheme: 
𝐼𝐷𝑥  : the identity of x 
𝑈 : the user 
𝑉 : the vehicular 
𝑆𝑆 : the server provider 
𝐼 : the issuer bank 
𝑂𝑂𝑈 : the on-board unit 
𝐴𝑉𝐴 : the added-value machine 
𝐴 : the services provider’s financial 

institution 
𝑆𝑃 : the e-commerce application service 

provider between the acquirer and 
the issuer bank 

𝑆𝑃 : the password of user 
𝑠 : the permanent secret parameter of 

Issuer 
𝐶𝐶𝐶𝐶𝑥 : the certificate generated by x 
𝑁𝑥 : the nonce generated by x 
𝑇𝑥 : the timestamp generated by x  
𝑆𝐾A_B : the session key between A and B 
𝑣𝑣𝑣𝑣𝐶𝐶 : the current stored value of the 

stored-value card 
𝑣𝑣𝑣𝑣𝐶𝑎𝑑𝑑 : the amount which the passenger 

wants to add into the stored-value 
card 

𝑚𝑠𝑔𝑐𝑜𝑛𝑓 : the confirmation message 
𝑇𝑁 : the transaction number 
𝑂𝐼 : the order information (OI=(service, 

price, time)), where service is a kind 
of service from Service Provider, 
price is the fee of the service, and 
time is the current time  

𝑆𝑣𝑃𝑥  /  𝑆𝐶𝑣𝑥 : the public key / private key of x 
𝐸𝐾[𝐴]/𝐷𝐾  [𝐴] : using the symmetric key K to 

encrypt/ decrypt the message M 
𝑆𝑋(𝐴)/𝑉𝑋(𝐴) : using the X’s private/public key to 

sign/ verify the message M 
ℎ(∙) : a one way hash function 
⨁ : bitwise exclusive operator 
𝐴 ≟ 𝑂 : determines if A is equal to B 

2.2. Architecture 

There are nine participants involved in the 
proposed scheme. The Overview of the proposed 
architecture is presented in Figure 1. 

1. Services Provider (SP): The services provider is an 
organization that provides some kind of value-
added services. 

2. User (U): The user makes a request to services 
provider. 
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3. Vehicular (V): The vehicular denotes a car or 
transportation. 

4. Issuer (I): The issuer is the user’s financial 
institution and issues stored-value card. 

5. On-Board Unit (OBU): An OBU is a device which 
is installed into a seat in car. 

6. Key Generation Centre (KGC): A Key Generation 
Centre generates public key and private key to each 
participant. 

7. Added-Value Machine (AVM): The AVM is an 
intelligent equipment to provide self-served added 
value services. 

8. Payment Gateway (PG): The payment gateway is 
an e-commerce application service provider 
between the acquirer and the issuer bank on the 
private network. 

9. Acquirer (A): The acquirer is the services 
provider’s financial institution. 

Step 1: KGC→I, U,V, SP, A: The KGC allocates 
pubic key and private key to the Issuer, User, 
Vehicular, Services Provider, and Acquirer. 

Step 2: U↔I: The User registers a new stored-value 
card with the Issuer. The Issuer creates an 
account for the user and returns stored-value 
card to user. After receiving the card, the User 
will write the private key in the stored-value 
card. 

 SP↔A: The Services Provider registers an 
account with the Acquirer. The Acquirer 
creates an account and returns a certificate to 
the services provider. 

Step 3: U↔I: Before each transaction, the User must 

communicate with the Issuer to coordinate a 
session key. 

 V↔SP: Before each transaction, the 
Vehicular must communicate with the 
Services Provider to coordinate a session key. 

 SP↔I: Before each transaction, the Services 
Provider must communicate with the Issuer to 
coordinate a session key. 

Step 4: U↔I: When the User wants to add value into 
the stored-value card via the AVM, the AVM 
will forward the encrypted transaction 
message to the Issuer. The Issuer will decrypt 
the message and verify whether the stored-
value card is legal or not. Finally, the AVM 
adds value in the card. 

Step 5: U→SP: When the User wants to use the 
added-value service, the User has to use OBU 
to select an added-value service. And, OBU 
sends the request to the Services Provider. 

Step 6: SP→PG: Upon receiving the request message 
from OBU, the Services Provider will check 
the transaction information and forward the 
payment message to the Payment Gateway. 

Step 7: PG→I: After receiving the payment message 
from Services Provider, the Payment Gateway 
will forward the payment message to the 
Issuer to authenticate through private 
network. 

Step 8: I→PG: The Issuer checks the transaction 
information and deducts the price from the 
User’s account. Then the Issuer sends the 
confirmation message to the Payment 
Gateway. 

 

 
Figure 1. Overview of the proposed architecture 
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Step 9: PG→SP: When the Payment Gateway 
receives the confirmation message from the 
Issuer, the Payment Gateway will forward the 
confirmation message to the Services 
Provider. 

 PG→A: The Payment gateway sends the 
transaction information to the Acquirer. Upon 
receiving the message, the Acquirer will 
transfer the transaction fee to the Services 
Provider’s account. 

Step 10: SP→V: After receiving the confirmation 
message, the Services Provider supplies the 
added-value service to the Vehicular. 

Step 11: U↔I: If the User lost his/her stored-value 
card, the User can send the recovering request 
to the Issuer. After receiving the request, the 
Issuer verifies if the User is legal. If the user 
is legal, the Issuer will send the new stored-
value card to the user according to the User’s 
account. 

2.3. The initialization phase 

In this phase, the Key Generation Centre (KGC) 
allocates public key and private key to each participant. 
When receiving the key pair, they will store private 
key and publish pubic key. Then they can use private 
key to make a signature and use the public key to 
verify if the signature is valid or not. 

2.4. The registration phase 

2.4.1. The User registers with the Issuer 

In this phase, the User registers a stored-value card 
from the Issuer. The Issuer creates an account for 
User. The overview of this phase is presented in 
Figure 2. The steps are described as follows: 

 
 

 

 
Figure 2. Overview of the registration phase (the U registers with the I) 

 
Step 1: The User chooses a password PW  and sends 

PWIDU ,  to register with Issuer via a secure 
channel. 

Step 2: After receiving the registration message, the 
Issuer computes 

( )sIDhP U ⊕=  (1) 

 and generates 𝑣𝑣𝑣𝑣𝐶𝐶  and 𝑆𝑃 . Then 
computes  

( )IIDPWPhv ⊕⊕=  (2) 

 stores 𝐼𝐷𝑈 , 𝑣𝑣𝑣𝑣𝐶𝐶  and 𝜈 in the database; and 
stores 𝐼𝐷𝑈 , 𝑣𝑣𝑣𝑣𝐶𝐶  in the stored-valued card. 
Finally, the I sends the stored-value card to 
the User. 

Step 3: Upon receiving the stored-value card, the 
User writes PrvU into the stored-value card. 

2.4.2. The Services Provider registers with the 
Acquirer 

In this phase, the Services Provider registers with 
the Acquirer, and the Acquirer will store each 
transaction data to the Services Provider's account. 
The Acquirer creates an account for the Services 
Provider and sends a registration certificate to the 
Services Provider. The overview of this phase is 
presented in Figure 3. The steps are described as 
follows: 

 

 
Figure 3. Overview of the registration phase (the SP registers with the A) 
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Step 1: The Services Provider chooses a random 
number n and sends ( )n,IDSP  to Acquirer 
via a secure channel. 

Step 2: After receiving the registration message, the 
Acquirer computes 

( )nIDSCert SPAA ,=  (3) 

 Finally, the Acquirer sends the registration 
certificate 𝐶𝐶𝐶𝐶𝐴 to the Services Provider and 
stores 𝐶𝐶𝐶𝐶𝐴, 𝐼𝐷𝑆𝑃  in the database. 

Step 3: Once receiving the registration certificate, the 
Services Provider verifies the certificate using 
the Acquirer's public key 

( ) ( )nIDCertV SPAA , ?  (4) 

 If Eq. (4) holds, the Services Provider stores 
the certificate in the database. 

2.5. The key agreement phase 

In 1976, Diffie and Hellman [6] proposed a key 
agreement protocol. The RFC 2631 was drawn up for 

this key agreement protocol in 1999 by the IETF 
(Internet Engineering Task Force) [16]. Our scheme 
uses the RFC 2631 protocol to construct a session key 
according to Chen and Liu’s scheme [1].  For each 
transaction, the sender and receiver should negotiate a 
session key before communication. For example, 
before the User communicates with the Issuer, they 
have to establish a session key SKU_I to authenticate 
the message. 

2.6. The added-value phase 

In this phase, when the User wants to add value to 
stored-value card, the User must store value into 
stored-value card through AVM. In our scheme, we 
assume the communication channel is secure between 
AVM and the Issuer [2]. The User sends the added-
value message to the Issuer via AVM, and then the 
AVM forwards the encrypted message to the Issuer. 
After receiving the message, the Issuer verifies the 
User and stores the amount in the stored-value card. 
Finally, the Issuer returns the confirmation message to 
the User. The overview of this phase is presented in 
Figure 4. The scenario is described as follows:

 

 
Figure 4. Overview of the added-value phase 
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Step 3: Once receiving the message, the Issuer checks 
if the timestamp 𝑇𝑈 is in a valid time. Then, 
the Issuer decrypts 𝐶𝑈1 

( ) ( )
1_

, USKC CDvaluePW
IU

=  (7) 

 and verifies the signature 𝑆𝑆𝑔𝑈1 

( ) ( ).,, ? 
1 UaddCUUU Tvalue,valueIDSigV  (8) 

 If Eq. (8) holds, then it computes 

( )sIDhP U ⊕=′  (9) 

( ) vIDPWPh I  ? ⊕⊕′  (10) 

 If Eq. (10) holds, the User is a legal user. 
Next, the Issuer checks 𝑣𝑣𝑣𝑣𝐶𝐶 . If 𝑣𝑣𝑣𝑣𝐶𝐶  is 
right in the database, it proofs 𝑣𝑣𝑣𝑣𝐶𝐶 is not 
tampered. Then the Issuer computes 

addCC valuevaluevalue +=  (11) 

 and then makes a confirmation message 
𝑚𝑠𝑔𝑐𝑜𝑛𝑓 and a signature 𝑆𝑆𝑔𝐼1 

( ).,
1 ICII TvalueSSig =  (12) 

 Finally, the Issuer sends (𝑆𝑆𝑔𝐼1, 𝑣𝑣𝑣𝑣𝐶𝐶 ,
𝑚𝑠𝑔𝑐𝑜𝑛𝑓) to the AVM. 

Step 4: Upon receiving the confirmation message, the 
AVM writes 𝑣𝑣𝑣𝑣𝐶𝐶 into the stored-value card 
and forwards the message (𝑆𝑆𝑔𝐼1, 𝑣𝑣𝑣𝑣𝐶𝐶 ,𝑇1) 
to the User. 

Step 5: The User verifies if the signature 𝑆𝑆𝑔𝐼1  is 
valid or not: 

).,( ? )(
1 ICII TvalueSigV  (13) 

 If Eq. (13) does not hold, the User can request 
the Issuer to check and resend the message. 

2.7. The payment phase 

In this phase, when the User wants to use added-
value services at anywhere, the User can communicate 
with services provider through OBU and the Issuer 
will check the transaction in time. The User selects the 
added-value services and sends order information to 
the Services Provider. The Services Provider checks if 
the order information is supported or not and sends 
this transaction information to the Payment Gateway. 
The Payment Gateway forwards the data to the Issuer 
via secure channel. The Issuer verifies the transaction 
and sends the confirmation message to the Acquirer 
and Services Provider. Then, the Acquirer stores 
amount of added-value services to Service Provider's 
account. Finally, the User can obtain the services from 
the Services Provider. The overview of this phase is 
presented in Figure 5. The scenario is described as 
follows: 
Step 1: The Vehicular enters PW, selects 𝑂𝐼(𝑂𝐼 =

𝑠𝐶𝐶𝑣𝑆𝑠𝐶, 𝑝𝐶𝑆𝑠𝐶, 𝐶𝑆𝑚𝐶) and makes a signature 
𝑆𝑆𝑔𝑉1 

( )VUUV TOIIDSSig ,,
1
=  (14) 

 Then the User computes 𝐶𝑉1 and 𝐶𝑉2 

( )CUSKV valuePWIDEC
IU

,,
_1

=  (15) 

( ).
_2

OIEC
SPVSKV =  (16) 

 Finally, the Vehicular sends the message 
�𝐼𝐷𝑉 ,𝐶𝑉1,𝐶𝑉2, 𝑆𝑆𝑔𝑉1,𝑇𝑉�  to the Services 
Provider. 

Step 2: After receiving the message, the Services 
Provider decrypts 𝐶𝑉2 

( ) ( )
2_ VSK CDOI

SPV
=  (17) 

 and checks if OI is supported by the server. 
The Services Provider generates TN and 
computes 

( ).OITNhd ⊕=  (18) 

 Then the Service Provider computes 𝐶𝑆𝑃 

( ).,,,,
1

,
1_ VAVISPSK SigTNCertOIdCECSP =  (19) 

 Finally, the SP sends the message (𝐼𝐷𝑆𝑃 ,𝐶𝑆𝑃,
𝑇𝑉) to the Payment Gateway. 

Step 3: Upon receiving the message, the Payment 
Gateway forwards the transaction message 
(𝐼𝐷𝑆𝑃 ,𝐶𝑆𝑃 , 𝑇𝑉)  to the Issuer via secure 
channel.  

Step 4: Once receiving the message, the Issuer 
decrypts 𝐶𝑆𝑃1 

( ) ( )SPSKVAV CDSigTNCertOIdC
ISP _11

,,,,, = (20) 

 Next, the Issuer checks d. If d has the same 
parameter in the database, i.e. the User has 
double-spending, this transaction will be 
rejected. Otherwise, it stores d in the 
database. 

 Then it decrypts 𝐶𝑉1 

( ) ( )
1_

,, VSKCU CDvaluePWID
IU

=  (21) 

 and verifies the signature 𝑆𝑆𝑔𝑉1
 ( ) ( ).,, ? 

1 VUVU TOIIDSigV  (22) 

 If Eq. (22) holds, it checks if the 𝑣𝑣𝑣𝑣𝐶𝐶  is 
true or not 

. 
?

  checks pricevalueC ≥
 (23) 

 Then it computes 

( )sIDhP U ⊕=′  (24) 

( ) . ? vIDPWPh I⊕⊕′  (25) 

 If Eq. (25) holds, the User is a legal user. 
Afterwards, it computes 

pricevaluevalue CC −=  (26)  
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Figure 5. Overview of the payment phase 



Using a Stored-Value Card to Provide an Added-Value Service of Payment Protocol in VANET 

369 

 and updates to the database. The Issuer makes 
a signature 𝑆𝑆𝑔𝐼2 

( )ICII TvalueSSig ,
2
=  (27) 

 and computes 𝐶𝐼1 and 𝐶𝐼2 

( )TNSigvalueEC ICSKI IV
,,

2_1
=  (28) 

( ).,,
1_2 IVSKI COIIDEC

ISP
=  (29) 

 Finally, the Issuer sends the message 
�𝐶𝐼2, 𝑝𝐶𝑆𝑠𝐶,𝑚𝑠𝑔𝑐𝑜𝑛𝑓 ,𝐶𝐶𝐶𝐶𝐴,𝑇𝐼�  to the 
Payment Gateway. 

Step 5: After receiving the message, the Payment 
Gateway forwards the message �𝐶𝐼2,𝑇𝐼�  to 
the Services Provider and sends 
�𝑝𝐶𝑆𝑠𝐶,𝑚𝑠𝑔𝑐𝑜𝑛𝑓 ,𝐶𝐶𝐶𝐶𝐴� to the Acquirer. 

Step 6: When receiving the confirmation message, 
the Acquirer checks if the certificate 𝐶𝐶𝐶𝐶𝐴 is 
stored in the database. If it is valid, the 
Acquirer will store 𝑝𝐶𝑆𝑠𝐶  to Services 
Provider’s account. 

Step 7: When receiving the confirmation message, 
the Acquirer checks if the certificate 𝐶𝐶𝐶𝐶𝐴 is 
stored in the database. If it is valid, the 
Acquirer will store 𝑝𝐶𝑆𝑠𝐶  to Services 
Provider's account. 

Step 8: Upon receiving the message, the Services 
Provider decrypts 𝐶𝐼2 

( ) ( )
2_1

,, ISKIV CDCOIID
ISP

=  (30) 

 and sends the message �𝐶𝐼1, 𝑠𝐶𝐶𝑣𝑆𝑠𝐶,𝑇𝐼�  to 
the Vehicular. 

Step 9: The Vehicular decrypts 𝐶𝐼1 

( ) ( )
1_2

,, ISKIC CDTNSigvalue
IV

=  (31) 

 and verifies the signature 𝑆𝑆𝑔𝐼2 

( ) ( )., ? 
2 ICII TvalueSigV  (32) 

 If Eq. (32) holds, it completes this 
transaction; otherwise, the User can request 
the Issuer to check and resend the message. 

2.8. The recovering phase 
In this phase, when the user lost his or her stored-

value card, he or she can send the recovering request 
to the Issuer. First, the Issuer verifies the User’s 
legality, and then the Issuer can recover a new stored-
value card to the User. The overview of this phase is 
presented in Figure 6. The scenario is described as 
follows: 

 
Figure 6. Overview of the recovering phase 

Step1 : The User sends (𝐼𝐷𝑈 ,𝑆𝑃) to the Issuer. 
Step 2: After receiving the message, the Issuer 

computes 

( )sIDhP U ⊕=′  (33) 

( ) . ? vIDPWPh I⊕⊕′  34) 

 If Eq. (34) holds, the User is a legal user. 
Then the Issuer computes 

( ),INEW IDPWPhv ⊕⊕′=  (35) 

 updates the database 𝐼𝐷𝑈 , 𝑣𝑣𝑣𝑣𝐶𝐶  and 𝜈𝑁𝐸𝑊 , 
and stores (𝐼𝐷𝑈, 𝑣𝑣𝑣𝑣𝐶𝐶) in the stored-valued 
card. Finally, the Issuer sends a new stored-
value card to the User.  

3. Security analysis 
In this section, we will analyze the security issues 

and determine whether our scheme conforms to the 
above mentioned security requirements.  

3.1. Resists replay attack 

In our scheme, we use a timestamp to prevent a 
replay attack in added-value and payment phase. If an 
attacker wants to replay the used message, it will fail 
because the sending message includes the timestamps 
Tx. After receiving the replay message, the receiver 
checks the validity of the signature. If it does not hold, 
the receiver will terminate this transaction. Therefore, 
our scheme can prevent the replay attack. 

U 
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Scenario 1: If an Attacker intercepts the transaction 
message and sends it to Issuer in the added-value 
phase, he or she will fail. 
Proof: When receiving the replay message, the Issuer 

will check if the signature 𝑆𝑆𝑔𝑈1 is valid or not 
via Eq. (8). If Eq. (8) does not hold, the Issuer 
will reject this transaction. 

Scenario 2: If an Attacker intercepts the transaction 
message and sends it in the payment phase, he or she 
will fail. 
Proof: When an Attacker replays the massage 

(𝐼𝐷𝑆𝑃 ,𝐶𝑆𝑃 ,𝑇𝑉)  to the Issuer, the Issuer will 
decrypt CSP and CV1 to get (𝐼𝐷𝑈 ,𝑂𝐼,𝑇𝑉)  via 
Eqs. (20), (21). Afterwards, the Issuer can 
check if the signature 𝑆𝑆𝑔𝑉1 is valid or not via 
Eq. (22). If Eq. (22) does not hold, the Issuer 
will reject this transaction. 

3.2. Resists Double spending 

In our scheme, we can detect double spending if 
the User sends the same request more than once 
through an online authentication. In the payment 
phase, Services Provider generates a unique 
transaction number TN in each transaction and 
computes a parameter. Then, the Issuer can use it to 
detect double spending. 

Scenario 3: If an Attacker intercepts the transaction 
message and sends it to cheat the Issuer, he or she will 
fail. 
Proof: In each transaction, the Service Provider 

generates a unique transaction number TN and 
computes a parameter d via Eq. (18). After 
receiving the message, the Issuer will check if 
d exists in the database. If it is true, the Issuer 
will reject this transaction. 

3.3. Unforgeability 

In our scheme, the Issuer is a trusted party, and 
only it can issue the stored-value card. Each e-cash 
must be generated and signed by the Issuer. After 
receiving the stored-value card, the User verifies if the 
signature was signed by the Issuer. If it holds, this e-
cash is valid. Therefore, our scheme offers 
unforgeability. 

Scenario 4: If an Attacker wants to forge the e-cash, 
he will fail. 
Proof: In the added-value phase, each e-cash is 

generated by the AVM. After receiving the 
confirmable message, the AVM makes a 
signature 𝑆𝑆𝑔𝐼1 via Eq. (12). On the other hand, 
if Attacker wants to forge the e-cash, he or she 
must forge the Issuer's private key. In fact, it is 
impossible.  

Scenario 5: If an Attacker wants to forge a stored-
value card and use it, he or she will fail. 

Proof: In the payment phase, if an Attacker forges the 
e-cash then there should be a payment. When 
receiving the transaction message, the Issuer 
checks the database through Eq. (23). If it is 
false, the Issuer will reject this transaction. 

3.4. Anonymity 

In our scheme, when the User takes the added-
value services, the User remains anonymous for each 
transaction. In the payment phase, when the User 
sends the transaction message to the Services 
Provider, the Services Provider only knows the 
Vehicle's Identity IDV. It does not know the User's real 
identity, only the Issuer can decrypt 𝐶𝑉1 to obtain the 
User's Identity IDU. So, our scheme offers anonymity. 

Scenario 6: If an Attacker tries to distinguish between 
transaction message and real identity of the User, he or 
she will fail.  
Proof: In the payment phase, the User uses the 

Vehicle's Identity IDV to perform a payment. 
The Vehicle's Identity IDV is like Electronic 
license. The Service Provider can use it to 
correspond the Vehicle. Only the Issuer knows 
the User's real identity. It can decrypt 𝐶𝑉1  to 
obtain the User's Identity IDU via Eq. (21). 
Hence, if the Attacker wants to know IDU., he 
must decrypt 𝐶𝑉1 to obtain the real identity. In 
fact, it is impossible. 

3.5. Recovery issue 

When the User loses their stored-value card, or the 
stored-value card cannot be used, the User can initiate 
the recovering phase through the Issuer. In the 
recovering phase, the Issuer has to support the 
recovering service for the User. The User then sends 
IDU and PW to the Issuer via a secure channel. Our 
scheme therefore satisfies the recovery issue.  

Scenario 7: If an Attacker wants to recover the User's 
stored-value card, he or she will fail. 
Proof: In the recovering phase, if Attacker wants to 

recover the User’s stored-value card, he or she 
has to know the User’s password and generate 
a P' via Eq. (33). When the Attacker forges a 
password PW', the Issuer can identify the 
Attacker’s identity through Eq. (34). If Eq. (34) 
does not hold, the Attacker is an illegal user. 
The Issuer will reject this request. 

3.6. Non-repudiation 

In our proposed scheme, we use the signature to 
achieve the non-repudiation such that it can constitute 
evidence of the same transaction. When issuing the 
stored-value card to the User, the Issuer must provide 
the User with a signature. The User can then verify 
whether the e-cash is valid or not. Therefore, our 
scheme offers non-repudiation. The verifiable proofs 
of non-repudiation are shown in Table 1. 
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Table 1. The verifiable proofs of non-repudiation 

Evidence Evidence issuer Evidence holder Evidence verification 

( )UUaddUU T,Sig,value,C,ID
11  

( )UaddCUUU T,value,value,IDSSig =
1

 User Issuer ( ) ( )UaddCUUU T,value,,valueIDSigV  ? 
1

 

( )ICI TvalueSig ,,
1  

( )ICII T,valueSSig =
1

 Issuer User ),(  )(
1 ICII Tvalue?SigV  

( )VVVVV T,Sig,C,C,ID
121  

( )CUSKV value,PW,IDEC
I_U

=
1  

( )OIEC
SP_VSKV =

2  

Vehicular Issuer ( ) ( )VUVU T,,OIIDSigV ?
1

 

( )II T,service,C
1  
( )TN,Sig,valueEC ICSKI I_V 21

=  
( )ICI T,valueSig =

2
 

Issuer Vehicular ( ) ( )ICII TvalueSigV , ? 
2

 

 

4. Discussion 
In this section, we summarize the security 

comparisons and computation cost of related payment 
protocol. In 2012, Isaac et al. [9] proposed a 
lightweight secure mobile payment protocol for 
vehicular ad-hoc networks. They designed and 
implemented a secure payment protocol that allowed 
the merchant to send a message to the Acquirer 
through a Client for authentication. We also use the 
similar architecture to design the payment protocol. 
Thus, we analyze our scheme and Isaac's scheme to 
prove our scheme to be more efficient and securer 
than their scheme.  

4.1. Security comparison 

As Table 2 shows, Isaac et al. do not provide 
unforgeability because they do not focus on withdraw 
or added-value the e-cash. Our scheme uses the 
stored-value card to add value into the card. Their 
scheme also does not support recovery issue and 
unforgeability. But, our scheme supports recovery 
issue when the user has lost his or her stored-value 
card. Even Isaac et al. claim that their scheme satisfies 
the non-repudiation requirement, but the authors only 
use a hash function rather than digital signature. They 
do not meet the non-repudiation requirement. In our 
scheme, we use the digital signature to prove the non-
repudiation. However, our scheme stresses these 
weaknesses, so our scheme is more secure than that by 
Isaac et al. 

4.2. Computation cost 

In this section, we compare the computation cost 
presented by us and Isaac et al.’s scheme in Table 3. 
Isaac et al.’s scheme uses a lot of symmetric 
encryption / decryption operations to protect the 
communication messages. The computation cost 
encloses seven hash operations and twelve symmetric 

encryption / decryption operations in the payment 
phase. Even though the computation cost is higher 
than Isaac et al.’s, our scheme uses the signature and 
the asymmetric encryption mechanism to achieve the 
non-repudiation requirement. Our scheme is more 
secure than Isaac et al.'s scheme. 
Table 2. Security comparison of the proposed scheme and 
Isaac’s scheme 

 Ours Isaac et al. [9] 

Replay attack Yes Yes 
Double spending Yes Yes 
Unforgeability Yes NA 

Anonymity Yes Yes 
Recovery issue Yes NA 

Non-repudiation Yes No 
 

Table 3. Computation cost of the proposed scheme and Isaac 
et al.'s scheme. 

Phase Ours Isaac et al. 
[9] 

Added-value / 
Withdrawing 2 Th + 2 Tsym +4 Tsig NA 

Payment 3 Th + 10 Tsym + 6 Tsig 7 Th + 12 Tsym 

Recovering 3 Th NA 

Th: the time for executing a one-way hash function 
Tsym: the time for executing a symmetric encryption / 
decryption operation 
Tsig: the time for executing / verifying a signature 

5. Conclusion 
In this paper, we propose a stored-value card to 

provide an added-value service of payment protocol in 
VANET. The user can exploit the stored-value card to 
use added-value service from the service provider. Our 
scheme proposes a recovering mechanism when the 
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user has lost the stored-value card, the user can 
perform the recovering process through the Issuer. We 
use symmetric cryptography and digital signature to 
offer the security of payment scheme in VANET. 
Moreover, our scheme can defend against replay 
attack and satisfy some of security requirements as 
follows:  

1. Double spending 
2. Unforgeability 
3. Anonymity 
4. Recovery issue 
5. Non-repudiation 

In our scheme, we provide various added-value 
services for user. The user can use stored-value card to 
enjoy the service anywhere. Thus, we expect that our 
scheme can provide a convenient trading architecture 
for the added-value service in VANET. 
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