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The continuous expansion of the scale of the IoT has led to frequent occurrence of network attack events and
posed severe challenges to device operation and data security. To accurately track the behavior of IoT devic-
es in the network and detect any malicious activities that may occur, this study proposes a spatiotemporal fea-
ture-based IoT security detection method that combines TPA mechanism, BiLSTM, DenseNet 1D, and CNN.
The experiment was validated using two publicly available datasets, UNSW-NB15 and Bot-IoT. The research
method could effectively identify various types of attacks (such as user to administrator privilege escalation
attacks, remote to local attacks, etc.), alleviate the impact of imbalanced dataset categories, and maintain low
online detection latency. In the UNSW-NB15, the precision, recall, and F1 value of the research method reached
97.6%, 96.8%, and 97.2%, while in the Bot-IoT, they reached 95.7%, 94.1%, and 94.9%. When the sample size in-
creased to 1x108, the running time and energy consumption of the research method were only 13.2 s and 0.9 kWh.
The research method effectively enhances the ability to identify multiple types of attack traffic, providing a tech-
nical solution that balances accuracy and robustness for malicious behavior detection in IoT environments.

KEYWORDS: Internet of things; One-dimensional dense connected convolutional network; Convolutional
neural network; Data balancing processing; Security testing

1. Overview

The Internet of Things (IoT) is a system composed  agricultural monitoring, intelligent transportation
of sensors, software, and communication devices. It and other applications through data exchange and
can connectvarious devices and the Internet,andre-  analysis [9, 28]. However, the increasing complexity
alize smart home, smart city, industrial automation, ofIoT environments hasled to the emergence of ma-
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licious software attacks. Traditional security detec-
tion methods are mostly based on shallow models or
statistical feature analysis, which makes it difficult
to capture the complex nonlinear relationships and
temporal dependencies in IoT data, resulting in low
accuracy in identifying Malicious Code (MCode)
[10, 13]. The advancement of Deep Learning (DL)
technology has led many researchers to gradually in-
troduce methods, such as Convolutional Neural Net-
work (CNN), Long Short-Term Memory (LSTM),
and Graph Neural Network (GNN), into network se-
curity detection tasks [12, 15].

Om Kumar et al. utilized Recurrent Kernel CNN
(RKCNN) and Modified Monarch Butterfly Optimi-
zation (MMBO) algorithm to identify attacks in the
network. The RKCNN-MMBO model had an intru-
sion detection classification precision of 99.95% in
the CICIDS-2017 dataset [22]. Al Kahtani et al. used
Gated Recurrent Units (GRUs) and LSTM to identi-
fy malicious traffic. Even in the face of multiple net-
work attacks, the GRU-LSTM model still achieved a
malicious traffic recognition accuracy of 98.86% [3].
Saravanan et al. took a Recurrent Neural Network
(RNN) model to detect network intrusions in cloud
environments, and introduced the African Buffalo
Optimization algorithm in the RNN prediction stage
to continuously monitor MCode. The accuracy and
recall of MCode detection using this method reached
99.87% and 99.92% [25]. Wang et al. utilized a Gen-
erative Adversarial Network (GAN) model for data
augmentation, generating more samples of MCode
variants, and combined CNN to classify malicious
software. Then, they detected malicious software
based on the difference in information flow between
malicious and benign applications. The GAN-CNN
model achieved an accuracy of 97.78% in classifying
malicious software [29]. Lu et al. proposed an indus-
trial Internet of Things network security detection
method based on Multi-Objective Differential Evolu-
tion Optimized (MODEO) and CNN. The experimen-
tal results show that the overall performance of the
MODEO-CNN model is significantly better than that
oftraditional deep learning models, and the detection
accuracy is increased by an average of approximately
3% [17]. To further enhance the generalization ability
of the Intrusion Detection System (IDS) under com-
plex sample conditions, Zeng G Q et al. proposed an
automatic adversarial unsupervised anomaly detec-
tion method based on deep learning (EvoAAE). The
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experimental results show that the accuracy rate, re-
call rate and F1 value of EvoAAE have reached 0.949,
0.971 and 0.960 respectively [31].

However, IoT traffic data not only contains time se-
ries information but also spatial information such
as flow features and content features [7]. Therefore,
it requires good before and after dependency in the
transmission between features. In terms of spatial
features, Dense Connected Convolutional Networks
(DenseNet) can reuse underlying features and ex-
tract deeper features [27]. Morshedi et al. addressed
the co-adaptation problem caused by information
flow by introducing a compression layer into the
DenseNet structure. This method could accurately
distinguish multiple types of encrypted Internet traf-
fic [1]. Anandhi et al. visualized the malware as Mar-
kov images and extracted its texture features using
Gabor filters. They then combined Visual Geometry
Group-3 (VGG-3) and DenseNet for recognition. The
classification accuracy on the Malimg and BIG2015
datasets reached 99.94% and 98.98% [6]. In response
to the shortcomings of existing DL-based MCode
classification methods in feature extraction, Li et
al. proposed a Red-Green-Blue (RGB) visualization
detection method built on a hybrid multi-head atten-
tion mechanism and DenseNet. The recognition ac-
curacy on Kaggle and DataMen datasets was 99.49%
and 97.70% [16]. Pandey et al. used Frost filtering and
DenseNet-201 to denoise and enhance the original
image, and segmented the preprocessed image using
a context encoder-decoder network. They proposed a
copy move image forgery detection method. Even in
noisy images, the accuracy of malicious activity rec-
ognition using this method still reached 97.39% [23].

Insummary,MCodeattacks seriouslyhinderthe devel-
opment of current IoT technology. Once a device is in-
fected with a virus, the losses caused to businesses and
users are unpredictable. Some researchers have devel-
oped various safety detection methods. Deep learning
methods can automatically extract complex features,
improving detection accuracy and generalization abil-
ity. Data augmentation technology can expand sam-
ple diversity and enhance the ability to identify new
types of malicious code. The combined algorithm can
further enhance the model performance and improve
the convergence of some traditional methods. Howev-
er, deep networks are prone to vanishing or exploding
gradients, and their training stability is insufficient.
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Meanwhile, due to the complexity of malicious code
and the rapid growth of variants, the analysis results
of existing methods still fail to meet the expected ac-
curacy. To address this issue, this study innovative-
ly combines the Temporal Pattern Attention (TPA)
mechanism with Bidirectional LSTM (BiLSTM) to
propose a TPA-BiLSTM model. Secondly, in response
to the problem of gradient vanishing or exploding that
is prone to occur in deep networks, this study further
designs an IoT security detection method based on
spatiotemporal features and DenseNet 1D-CNN. The
above design aims to achieve efficient and accurate
identification of MCode in IoT environments, provide
a feasible solution for the security protection of IoT
systems, and lay a theoretical and practical founda-
tion for the subsequent application and promotion in
complex network environments. The overall structure
consists of three sections: The first section designs
10T security detection methods named TPA-BiLSTM
and DenseNet 1D-CNN. The second section tests and
analyzes the proposed method. The third section sum-
marizes the experimental results and indicates future
research directions.

2. Methodologies

In response to the time dependence and spatiotem-
poral feature extraction challenges faced by MCode
attack detection in IoT environments, this study

Figure 1
The Structure of the TPA-BiLSTM.
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first proposes a TPA-BiLSTM model, which uses
TPA to weight and select key variables, achieving
efficient representation of time patterns. Subse-
quently, this study further constructs the DenseNet
1D-CNN method. It takes the temporal feature ma-
trix output by TPA-BiLSTM as input, extracts local
feature patterns through horizontal 1D-CNN, and
integrates the entire sequence features through ver-
tical 1ID-CNN to achieve deep fusion of temporal and
spatial features.

2.1. TPA-BiLSTM Model

MCode attacks usually have a temporal sequence,
so the Application Programming Interface (API)
functions called during execution also have a clear
chronological order [2, 4]. Based on this character-
istic, this study proposes a TPA-BiLSTM model,
whose overall framework is shown in Figure 1.

In Figure 1, the model mainly consists of a word em-
bedding feature vectorization part and a TPA BiL-
STM model classification part. The former adopts
Skip-Gram model, which transforms the originally
symbolized API call sequence into a continuous low
dimensional dense vector by learning the probabil-
ity relationship between context words and target
words. The sequence data processed through this
step can more intuitively reflect the inherent con-
nections of MCode in the context, providing stable
and discriminative input features for subsequent
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classification. The latter processes the text features
ofthe MCode after vectorization. The forward LSTM
model learns historical state features, the backward
LSTM model learns future state features, and the fi-
nal output is determined by both. Subsequently, the
TPA module uses a scoring function to measure the
correlation between various hidden states in the se-
quence, thereby distinguishing the contribution of
different variables in the classification task. It then
weights and combines each feature based on the
calculated weights, allowing important variables to
occupy a higher proportion in the final representa-
tion. The influence of irrelevant or noisy features is
weakened. Through this process, the model can gen-
erate more discriminative feature expressions and
complete classification based on them, effectively
improving the accuracy and robustness of overall
prediction. The calculation formula for the BiLSTM
model is shown in Equation (1).

g =oW,x,+U,h_, +b,)
r=cWx,+Uh_ +b,)
" =tanh(Wx, +U(r, x h,_ ) +b,) @

h=(1-g)xh_ +g xh*

yt ZG(WO Xhz)

h

t

Figure 2
Schematic Diagram of TPA Structure.
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In Equation (1), g, r, A", h, and y, represent the up-
date gate output value, reset gate output value, can-
didate hidden state, hidden state, and output data
at time ¢. ¢ denotes a Sigmoid function within the
range of [0,1]. tanh means the hyperbolic tangent
activation function. W, W W, Wy U, U, and U, are
all neural network weight matrices. bg, b, and b, are
both bias terms. x, and 4, | are the input data at the
current ¢ and the hidden unit information output at
the previous time 7— 1. TPA mainly has aloop layer, a
convolution layer, and a temporal pattern attention
layer, as shown in Figure 2.

In Figure 2, firstly, the loop layer inputs the prepro-
cessed MCode sequence features into the BiLSTM
model and outputs the hidden state matrix as the in-
put H = {hm,t—w’ hm,t—w+l EAR hm,t—l ’ hm,t } of TPA. Then’
the convolution layer performs convolution opera-
tions on each row i of the hidden state matrix to ex-
tract potential signal features and construct a Time
Pattern Matrix (TPM) HX, as shown in Equation (2).

i

Hz‘1,<j=ZHi(t_W_l+1)'Kj'T_W+[' @
=1

In Equation (2), row i corresponds to the dynamic

changes of a single feature at different time steps,
while column j represents the state of all features.
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K is the amount of convolution kernels, and 7 de-
notes the maximum length of attention. w and / are
the convolution window size and input sequence
length. m is the dimension output by BiLSTM. In
the temporal pattern attention layer, the row vec-
tors of the temporal pattern matrix will interact
with the corresponding hidden state vectors #,,,
and the calculation results will be normalized us-
ing Sigmoid to obtain weights A, representing the
strength of the influence of each time series on it,
as shown in Equation (3).

A; = Sigmoid (f(H} ,h,,,)) . ®)

In Equation (3),/(Hf, h,,,) is the interaction function
between the i-th row of the TPM and the latent vec-
tor h, . Next, weighted summation was performed
on each row of the TPM to obtain the context vari-
able R, that comprehensively considers the impact of
time, as shown in Equation (4).

R =Y ALH] . @
i=1

The context variable is fused with the output #,,, of
BiLLSTM, and the interaction relationship between
time series is embedded into the fused represen-
tation through linear mapping operation, thereby
generating the final output result X, as given by
Equation (5).

X, = Wh'h;n,t
ht’ﬂ,t = Whhm,t + WvRt .

In Equation (5), #,,,is the fused output latent vector.
W, and W, are the weight matrix of the fusion stage
and temporal pattern attention layer. Finally, X, is
input into the Softmax to complete binary classi-
fication discrimination. This function normalizes
the posterior probabilities of categories to reflect
the probability distribution of samples belonging to
each category, thereby achieving effective differen-
tiation of input data [21]. The model optimization
and training phase mainly involves parameter set-
tings for Skip-Gram and TPA-BiLSTM models, as
listed in Table 1.
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Table 1
Parameter setting.

Models Parameters Value
The output dimension of 500
the word vector
Number of parallelism in 5
Skip-Gram the training process
The corpus will be discarded
if'its word frequency is less 10
than this number
The number of neurons 64
Determine the output
. . 64
dimension
Hidden unit 32
Filter size 3
TPA-BILSTM The time step considered 100
by the input value
The sequence number
. 105
of'each time step
Convolutional channel 1
Convolution step size 1

In Table 1, a higher word vector dimension is selected
inthe Skip-Gram model to ensure amore comprehen-
sive characterization of the semantic information of
API calls, while a threshold for discarding low-fre-
quency words is set to reduce noise interference. In
the TPA-BiLSTM model, the hidden units are 32 and
the convolution kernel size is 3 to balance feature
extraction capability and computational complexity.
The input time step is 100, ensuring that the model
can cover a sufficiently long call sequence context.
The convolutional channel and stride are both set to
1 to extract fine-grained temporal pattern features.

2.2. DenseNet 1D-CNN Method

Although the TPA-BiLSTM model can effectively
capture the temporal characteristics of API call se-
quences, considering only the temporal character-
istics is still insufficient to fully reflect malicious at-
tack behavior. In IoT security detection scenarios, in
addition to MCode behavior sequences, there are also
spatial features such as network traffic characteris-
tics, protocol interaction patterns, signal amplitude
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distribution, and sensor outputs [32, 8]. Therefore,
based on TPA-BIiLSTM, this study further proposes a
DenseNet 1D-CNN method. The traditional DenseN-
et model was proposed to extract 2D matrix data in
the video and image domains. It uses 2D convolu-
tion to extract and classify features from input data,
which can solve the problem of traditional deep neu-
ral networks being unable to fully learn low-level
data features [20]. However, the vibration signals and
network traffic sequences generated by IoT devices
are all 1D temporal signals related to security. If 2D
convolution is directly used for processing, it will not
only introduce irrelevant parameter redundancy, but
also make it difficult to effectively capture key tempo-
ral features and dependencies in the sequence, result-

Figure 3
Schematic diagram of DenseNet 1D network structure.
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ing in a decrease in detection performance [26, 18].
Therefore, the DenseNet model used in this study is
mainly a 1D network structure. DenseNet 1D enables
feature reuse and transfer by connecting the outputs
of each layer with those of all previous layers [14]. The
DenseNet 1D network structure is shown in Figure 3.

In Figure 3, DenseNet 1D replaces the traditional
three channel input with a single channel and re-
places 2D convolution and pooling with 1D convolu-
tion and 1D pooling [5, 30]. The length of the convo-
lution kernel in the first layer is 3 and the stride is
1. DenseNet 1D mainly has two parts: dense connec-
tion blocks and transition layers, which are connect-
ed through channel merging [24]. The dense connec-
tion block structure is displayed in Figure 4.

Input data ConvBlock1

ConvBlock2

Transition layerl

o

—

Output data

—=—HH

ConvBlock3

Transition layer2

Figure 4
The dense connection block structure.
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In Figure 4, each dense connection block is com-
posed of multiple stacked dense connection layers.
The input data are sequentially subjected to Batch
Normalization (BN), pooling, activation function,
and 1D convolution calculation for each layer. The
output of the current layer is concatenated with the
features of all previous layers before being passed on
to subsequent layers. This feature reuse strategy can
be expressed as Equation (6).

x, =H_ ([x),%x,,....x.,]). ®)

In Equation (6), x, is the output of the c-th layer. x, is
the input data. After the feature reuse strategy, a cer-
tain layer will generate multiple features, as shown
in Equation (7).

y=n(c=1)+n,. )

In Equation (7), y is the input feature. n is the prob-
ability coefficient that controls the increase in the
amount of feature channels. n, is the number of input
layer feature channels. The transition layer is located
between adjacent densely connected blocks and con-
sists of 1D convolution and pooling operations with
a kernel length of 1. It is used to compress the num-
ber of channels, reduce computational complexity,

Figure 5
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and alleviate overfitting. In response to the problem
of gradient vanishing or exploding in deep networks,
this study combines 1D convolution and dense struc-
ture to construct a DenseNet 1D-CNN model. The
framework of this model is shown in Figure 5.

In Figure 5, the DenseNet 1D-CNN model mainly con-
sists of a data preprocessing module (M1), a feature
fusion matrix construction module (M2), and a clas-
sification module (M3). M1 first cleans the original
API call sequence, including removing duplicate calls,
handling missing values, and removing low-frequen-
cy APIs to reduce noise interference. Subsequently,
each API call is encoded and the discrete API names
are mapped to continuous feature vectors. At the same
time, the time series are standardized by scaling the
features of each API call to the same numerical range
to enhance the stability and convergence speed of
model training. For data of different sequence lengths,
a fixed time step length is used for truncation or zero
padding to ensure consistent input matrix dimen-
sions. After the data preprocessing is completed, the
API call sequence is inputted, and a feature fusion
matrix is constructed based on the API features. Sub-
sequently, the matrix is input into both horizontal and
vertical 1ID-CNN for convolutional feature extraction.
The output of two types of convolutions is added to
obtain a comprehensive feature representation, which
is then input into a Fully Connected Layer (FCL) for

The overall structural framework of the DenseNet 1D-CNN model.
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binary classification, thereby distinguishing the sam-
ples into normal samples (0) or malicious samples (1).
The horizontal and vertical convolution processing
procedures are shown in Figure 6.

In Figure 6(a), the horizontal 1D-CNN uses nest-
ed skip connections to enhance feature transfer. It
first inputs the output of 1D convolution into the
convolution block for local feature extraction. Sub-
sequently, through skip connections, the output of
the 1D convolution and the output of the convolu-
tion block are added element by element as inputs to
the subsequent convolutional layers. By maintaining
continuous information transmission between lay-
ers and avoiding gradient decay, a stable feature rep-
resentation is ultimately formed. In Figure 6(b), the
vertical 1ID-CNN adopts a dense structure, where

Figure 6
Convolution processing procedure.
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the outputs of all previous layers are added element
by element as inputs for each layer, achieving suf-
ficient feature reuse and information integration.
This structure also uses convolutional blocks as the
basic unit. The input data is extracted through con-
volution and merged with the previous result be-
fore being sent to the next convolutional layer. After
multi-level stacking and fusion, the data are fed into
the final convolutional layer to form a stable feature
representation. The formula for extracting horizon-
tal 1D convolution features is shown in Equation (8).

K-1
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7=0
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In Equation (8), Y is the output of the c-th layer of
the lateral 1D-CNN at position i. X l‘;/l is the input of
layer c—1 at position i +;. W, is the convolution ker-
nel weight, b is the bias term, and f, is the activation
function. The vertical 1D convolution feature ex-
traction formula is shown in Equation (9).

c—1
Y= [0, %) X)) +b. ©
i=0

In Equation (9), Y. is the output of the c¢-th layer of
the vertical 1D-CNN. X} is the input feature of posi-
tion i. W, is the convolution kernel weight of the c-th
layer. The model optimization and training phase
mainly involves setting up the DenseNet 1D-CNN
model, as exhibited in Table 2.

The overall process of the DenseNet 1D-CNN meth-
odisas follows: TPA-BiLSTM first extracts temporal
features from the API call sequence and outputs the
hidden state matrix for each time step. Subsequent-
ly, the hidden state matrix of TPA-BiLSTM is used
as the input feature matrix for DenseNet 1D-CNN

Table 2
Parameter setting.
Network Parameters Value
Kernel size 3
Stride 1
Horizontal | Number of convolution blocks 5
1D-CNN
Number of channels 64
Activation function ReLU
BN Enabled
Kernel size 3
Stride 1
Number of convolution blocks 5
Vertical Number of channels 64
1D-CNN Activation function ReLU
Batch Normalization Enabled
Input time steps 100
Sequence length per step 105
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to further learn spatial features. DenseNet 1D-CNN
utilizes dense connection blocks and transition lay-
ers to capture local feature patterns through hori-
zontal 1D-CNN, and integrates full sequence fea-
tures through vertical 1D-CNN, thereby enhancing
spatiotemporal feature representation capabilities.
Finally, the horizontal and vertical 1D-CNN out-
puts are fused with the temporal features extracted
by TPA-BiLSTM, and binary classification is per-
formed through a FCL to achieve high-precision de-
tection of malicious behavior in IoT environments.
This study evaluates the performance of the detec-
tion method utilizing indicators including Accuracy,
Precision, Recall, and F'1 value, as shown in Equation
(10) [11,19].

TP+TN
TP+TN +FP+FN
P
TP+ FP
TP

TP+ FN
Precisionx Recall
= x2

Accuracy =

Precision =
10)
Recall =

F1

Precision+ Recall

In Equation (10), 7P and TN represent the num-
ber of abnormal and normal samples. FP/FN is the
number of normal/abnormal samples predicted as
abnormal/normal samples. In terms of hyperparam-
eter selection, the Settings of parameters such as
the number of hidden units, the size of convolution
kernels, the number of convolution layers, and the
time step length were initially referred to the Set-
tings in sequence tasks in relevant literature, and
empirical optimization was carried out in combi-
nation with small-scale experiments. To verify the
effectiveness of the model design, the performance
of LSTM, BiLSTM and TPA-BiLSTM in terms of ac-
curacy, recall rate, F1 value and average prediction
delay was compared in the study to ensure that the
selected architecture and hyperparameters per-
formed stably under different datasets and imbal-
anced sample conditions. Meanwhile, the number
of convolutional layers, the number of channels and
the batch size were tested in the GPU parallel accel-
eration environment to ensure low latency and con-
trollable energy consumption under the condition
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of high sample size. Thus, the architectures and hy-
perparameter configurations of TPA-BiLSTM and
DenseNet 1D-CNN were finally determined to en-
sure that the models can fully capture both temporal
and spatial features. It also features training stabili-
ty and reasoning efficiency.

3. Results

To verify the performance of TPA-BiLSTM and
DenseNet 1D-CNN methods, this paper first estab-
lishes a suitable environment. Secondly, simulation
tests are conducted on the proposed model using
methods such as ablation testing, comparative test-
ing of the same type, and multi-index testing.

3.1. Performance Testing of TPA-BiLSTM
Model

This study utilizes the UNSW-NB15 and Bot-IoT
datasets as data sources. UNSW-NB15 was con-
structed by the Australian Centre for Cyber Securi-
ty (ACCS) at the University of New South Wales in
2015, and includes normal traffic and attack traffic
(Fuzzers, Analysis, Backdoor, Exploits, Generic,
Reconnaissance, Shellcode, Worms). There are ap-
proximately 560,000 normal samples and 1,580,000
attack samples, with a rich distribution of categories
that can comprehensively reflect different types of

Table 3

Experimental environment for API call sequence execution.

Serial number Environment

1 Processor

2 Operating system
3 Memory

4 Software stack
5 Guest OS

6 Guest Software
7 Virtual platform
8 Database system
9 Network setting
10 Hardware accel
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network behavior. Bot-IoT was built by the Aus-
tralian Defence Force Academy (ADFA) in 2018,
mainly for large-scale botnet attack data in IoT en-
vironments, including Denial-of-Service (DOS),
Distributed DOS (DDoS), information theft, Keylog-
ging, and data penetration. Among them, the normal
sample size is about 477,000, far less than the attack
sample, showing obvious imbalance characteristics.
This feature provides an ideal validation scenario for
testing the performance and robustness of the mod-
el under extreme data imbalance conditions. To fully
capture the time-dependent characteristics in the
API call sequence, this study uniformly divides the
API call sequence in the dataset into long sequences
(200 calls), and based on this, systematically tests
the performance of the model. Table 3 shows the API
call sequence running environment.

The hardware acceleration process is as follows:
First, the sequence of API calls to be processed is
loaded into the GPU memory in batches to reduce
the data transmission overhead between the CPU
and the GPU. The lateral and vertical convolution
of DenseNet 1D-CNN is achieved through CUDA
thread blocks for parallel acceleration. Meanwhile,
Tensor Cores are utilized to efficiently calculate 1D
convolution and matrix operations, thereby enhanc-
ing the speed of feature extraction. In the TPA-BiL-
STM model, the hidden state update of bidirectional
LSTM and the calculation of attention weights are

Configuration

Intel(R) Xeon(R) Gold 6226R CPU @ 2.90GHzx16

Ubuntu 20.04 LTS (64-bit)

128 GBDDR4

Python 3.9, TensorFlow 2.11, PyTorch 1.13, Scikit-learn 1.2

Windows 10 (64-bit)
Wireshark 3.6, Nmap 7.92, Metasploit 6.1

VMware Workstation Pro 16

MySQL 8.0 for data storage and management
Gigabit Ethernet (1 Gbps), isolated laboratory network

NVIDIA Tesla V100 GPU (32 GB VRAM), CUDA 11.7, cuDNN 8.6
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completed in parallel on the GPU, reducing the la-
tency of time-dependent computations. Ultimately,
after the model completes the inference on the GPU,
the prediction results are immediately sent back to
the CPU side, achieving real-time monitoring of ab-
normal behaviors in the API call sequence. Accord-
ing to Table 3, the impact of various word embedding
models on the performance of TPA-BiLSTM is first
explored, as shown in Figure 7.

Figures 7(a)-(b) show the changes in loss values for
different word embedding models in UNSW-NB15
and Bot-IoT. In Figure 7(a), different models in UN-
SW-NB15 show a gradual decrease in loss values
during training, but there are significant differences
in convergence speed and final convergence effect.
The Word to Vector (Word2Vec), Global Vectors for
Word Representation (GloVe), and Fast Text Repre-
sentation for Words (FastText) models converge to
loss values of 0.095, 0.143, and 0.195 at round 30 of
iteration. Skip-Gram experiences a rapid decrease in
loss value during the initial training phase and stabi-
lizes after approximately 15 iterations. The final con-
vergence loss value is the lowest, only 0.028, indicat-
ing its ability to better capture contextual semantic
relationships in API call sequences. In Figure 7(b),
in Bot-IoT, Skip-Gram still performs the best, with
the fastest convergence speed of loss values during
training, and ultimately stabilizes at 0.052, verifying
its strong robustness and adaptability under imbal-

Figure 7
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anced data conditions. Based on the results of the
two sets of experiments, it can be known that the
Skip-Gram model has the best effect in extracting se-
mantic information and context dependence of IoT
malicious behavior data. However, other word em-
bedding models are inferior to Skip-Gram in terms of
training convergence speed and final loss value due
to insufficient sensitivity to long-tail features of se-
quences or overly sparse global vectors. This leads to
relatively weak performance in IoT malicious code
detection tasks. Therefore, the adoption of the Skip-
Gram model can provide higher-quality input fea-
tures for the subsequent time feature modeling of the
TPA-BiLSTM model, thereby improving the overall
detection performance. In addition, this study also
compares the classification accuracy of LSTM and
BiLLSTM as benchmark models, as shown in Figure 8.

Fig.8 shows the accuracy of the model in two datasets.
In the UNSW-NB15 of Fig.8 (a), the performance of
the traditional LSTM model is limited by the unidi-
rectional information flow, making it difficult to fully
capture the bidirectional dependency relationship
between the preceding and following sequences, and
thus it underperforms in the feature extraction of
long sequences. Its accuracy rate for detecting long
sequence attacks after training is only 69.1%. The
BiLLSTM model, by introducing bidirectional infor-
mation transmission, fuses the forward and back-
ward context information of the sequence, increas-

The variation results of loss values in different word embedding models.
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Figure 8
Accuracy test results.
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ing the accuracy rate to 80.2%. However, due to its
reliance only on the overall features of the sequence
without specifically modeling the temporal features,
BiLLSTM still has certain limitations when capturing
the temporal dependencies in the API call sequence.
The TPA-BiLSTM model based on time features pro-
posed by the research institute effectively captures
fine-grained time series patterns in the sequence,
and the accuracy rate is further improved to 98.7%.
In the Bot-IoT shown in Figure 8(b), due to severe
data imbalance, the accuracy of LSTM and BiLSTM

is only 62.8% and 77.6%. TPA-BiLSTM maintains an
accuracy of around 96.8% in multiple experiments,
with improvements of 34.0% and 19.2% compared to
LSTM and BiLSTM. TPA and Skip-Gram models can
effectively enhance the modeling ability of long se-
quence dependencies, thereby improving classifica-
tion performance under extremely imbalanced data
conditions. Finally, to validate the response speed in
continuous API call sequence detection, this study
also tests model using Average Prediction Latency
(APL) as areference metric, as shown in Figure 9.
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In Figure 9(a), in the UNSW-NB15, the APL of LSTM
is 18.4 ms, BiLSTM is 20.7 ms, and TPA-BiLSTM is
16.8 ms. In Figure 9(b), in the Bot-IoT, due to dataim-
balance, the APL of LSTM and BiLSTM are 20.2 ms
and 24.5 ms, while the research model is 19.8 ms. This
indicates that with an increase in sequence length,
TPA-BiLSTM maintains high classification perfor-
mance while maintaining reasonable delay control.

3.2. Simulation Performance Testing of IoT
Security Detection Methods

Afterverifying the ability of TPA-BiLSTM to capture
temporal features, further simulation performance
tests are conducted to comprehensively evaluate the
DenseNet 1D-CNN method. The testing focuses on
verifying the method’s ability to capture both tem-
poral and spatial features simultaneously, as well as
its detection performance and stability under imbal-
anced data conditions. The experiment continues to
use UNSW-NB15 and Bot-IoT as the testing basis.
This study first conducts ablation testing on the pro-
posed method, as shown in Figure 10.

In Figure 10(a), the accuracy of TPA-BiLSTM,
DenseNet 1D-CNN, and the final model in UN-
SW-NB15 is 96.3%, 97.1%, and 99.3%. In Figure
10(b), in the Bot-IoT, due to severe data imbal-
ance issues, the detection accuracy of using only
TPA-BiLSTM or DenseNet 1D-CNN is 87.3% and
89.1%, while the fusion model’s accuracy combining
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the two is improved to 95.6%. This shows that the fu-
sion model can effectively alleviate the performance
degradation of a single model under extremely un-
balanced data. The synergistic effect of horizontal
and vertical 1D-CNN plays a key role in feature ex-
traction. Horizontal 1D convolution mainly captures
local temporal patterns and the dependencies be-
tween variables. Vertical 1D convolution integrates
the entire sequence information to achieve global
feature fusion, thereby enhancing the model’s abil-
ity to recognize abnormal behavior. In addition, this
study also introduces popular IoT security detec-
tion methods for comparison. For example, Floating
Centroids Method (FCM), Expectation-Maximum
Hidden Markov Model (EMHMM), and DL-based
Dynamic Adaptive Network Security Policy System
(DL-DANSPS). The experiment tests four common
network attacks: DOS, User to Root (U2R), Remote
to Local (R2L), and Cross-Site scripting (XSS). At
this point, the confusion matrix for network attack
detection classification of the four models is shown
in Figure 11.

Figures 11(a)-(d) show a comparison of four matri-
ces: FCM, EMHMM, DL-DANSPS, and the research
model. Among the four types of attack detection
tasks, FCM has a relatively accurate classification
of high-frequency attacks (DoS) (84%), but there
are high misclassifications in U2R and R2L attacks,
resulting in insufficient overall discrimination abil-

Figure 10
Ablation test results.
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Figure 11
Internet attack confusion matrix results for various models.
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ity. The classification of DoS and XSS attacks in
EMHMM has improved (90% and 83%), but there
is still a lot of confusion between U2R and R2L, and
their sensitivity to low-frequency attacks is poor.
The overall performance of DL-DANSPS in four
types of attacks is better than the first two, with a
significant reduction in misclassification for DoS
and XSS (96% for DoS and 90% for XSS), but there is
still a certain error rate for U2R and R2L. The clas-
sification results of DenseNet 1D-CNN method are
clearer on all types of attacks (DoS 99%, U2R 85%,
R2L 85%, XSS 96%), and the diagonal elements of
the confusion matrix are significantly higher than
other models. On low-frequency attacks such as
UZ2R and R2L, the number of misclassifications is
significantly reduced, indicating that this method
can maintain stable detection performance in both
high-frequency and low-frequency attack scenari-
os, and has strong generalization and robustness. To
more accurately quantify the performance of each
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method, this study continues to test with precision,
recall, and F1value as reference indicators (Table 4).

In Table 4, FCM performs the worst in multi crite-
ria testing, followed by EMHMM, DL-DANSPS, and
DenseNet 1D-CNN. In the UNSW-NBI15, the preci-
sion, recall, and F1 value of FCM are 82.4%, 74.6%,
and 78.3%, while the research model achieves 97.6%,
96.8%, and 97.2%. Compared with FCM, the im-
provement in research methods is 15.2%, 22.2%, and
18.9%. In the Bot-IoT, the precision, recall, and F1
value of FCM are 75.1%, 68.3%, and 71.5%, while the
research model achieves 95.7%, 94.1%, and 94.9%,
with improvement rates of 20.6%, 25.8%, and 23.4%.
The DenseNet 1D-CNN method has relatively good
performance and is more suitable for the current
stage of network intrusion detection work. Finally,
this study also compares the running time and en-
ergy consumption of the above four methods under
different feature quantities, as shown in Figure 12.
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Table 4
Comparison test results of multiple indicators.
Data set Models Precision/% Recall/% F1value/%
FCM 824 74.6 78.3
EMHMM 872 82.5 84.8
UNSW-NB15
DL-DANSPS 92.5 89.7 91.0
This work 976 96.8 97.2
FCM 75.1 68.3 71.5
EMHMM 81.3 764 78.8
Bot-IoT
DL-DANSPS 88.6 84.2 86.3
This work 95.7 94.1 949
Figure 12

Performance comparison of different methods.
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In Figure 12(a), when the sample size is small (1x10%),
the running times of the four methods are all less than
10.0 s. The running times of FCM, EMHMM, DL-
DANSPS, and research methods are 6.8 s,4.6s,3.9 s,
and 2.1 s. As the sample size increases to 1x105, the
running times of the four methods show an approxi-
mately linear increase, reaching 27.3 s, 24.7 s, 16.2 s,
and 13.2 s, indicating that the proposed method still
maintains significant advantages in large-scale data
processing. In Figure 12(b), hardware configuration
has a certain impact on the results in terms of energy
consumption, but the overall trend is similar to the
running time. When the sample size is 1x10%, the en-

ergy consumption values of the FCM, EMHMM, DL-
DANSPS, and research methods are all less than 3.0
kWh, which are 2.1 kWh, 1.3 kWh, 1.1 kWh, and 0.4
kWh, respectively. When the sample size increases
to 1x10¢, the energy consumption of the four methods
reaches 5.5 kWh, 4.1 kWh, 2.5 kWh, and 0.9 kWh. The
energy cost of the single model FCM and EMHMM is
significantly higher, while the research model effec-
tively reduces feature redundancy and overall energy
consumption cost under the feature channel com-
pression mechanism. This indicates that the method
balances computational efficiency and energy utili-
zation while ensuring detection accuracy.
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4. Summary

The scalability, resource limitations, and number
of connected devices of IoT made its related devic-
es and systems more vulnerable to network attacks.
Based on this, this study first proposed a detection
model that integrates temporal and spatial features
to address security detection issues in IoT environ-
ments. By introducing the TPA-BiLSTM structure,
the model could fully capture the time-dependent
characteristics of API call sequences when executing
MCode. Meanwhile, utilizing DenseNet 1D-CNN for
efficient feature reuse and cross-layer transfer fur-
ther enhanced the learning ability of complex spatial
patterns. In the experiment, compared with word
embedding models, like Word2Vec, GloVe, and Fast-
Text, Skip-Gram performed the best in extracting
semantic information and contextual dependencies
from IoT malicious behavior data, providing higher
quality input features for subsequent TPA-BiLSTM
time feature modeling. The convergence loss value
ultimately stabilized at 0.028. In the UNSW-NB15
dataset, the APL value of TPA-BiLSTM was 16.8 ms,
while in Bot-IoT it was 19.8 s. This indicated that
with an increase in sequence length, the research
model maintained high classification performance
while maintaining reasonable delay control. The
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