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With the continuous development of intelligent vision technology, facial image anonymization plays an in-
creasingly important role in public privacy protection and data compliance sharing. However, traditional 
methods have a contradiction between identity feature removal and image naturalness preservation, and are 
prone to distortion when dealing with semantic consistency issues such as posture. To this end, a structure 
identity separation guided facial anonymous generation method is constructed on the framework of gener-
ative adversarial networks. A structural perturbation module guided by differential privacy mechanisms is 
designed, and an attention guided feature weakening mechanism is introduced. Additionally, a style guided 
and structure preserving conditional generation network is integrated. In performance testing, the proposed 
method achieves identity consistency scores of 0.814 and 0.759 for frontal and lateral postures, respectively, 
with corresponding natural scores of 4.08 and 3.95. The inference delay, number of generated graphs per unit 
energy consumption, and peak memory of this method are 114.8 ms, 19.2 IpJ, and 1286 MB, respectively. The 
experimental results show that this method balances visual consistency and structural rationality while en-
hancing identity concealment, providing a feasible path and technical support for the secure generation and 
compliant application of private images.
KEYWORDS: Face anonymity; Differential privacy; Identity suppression; Generative adversarial networks; 
Structure modeling

Zhiyong Sun
Information Network Center, The Second Affiliated Hospital of Heilongjiang University of Chinese Med-icine, 
Harbin, 150001, China

Liheng Li*
School of Medical Information Engineering, Heilongjiang University of Chinese Medicine, Harbin, 150001, China



Information Technology and Control 2026/2/55532

1. Introduction
With the widespread popularity of social networks, 
video surveillance, and smart terminals, facial im-
ages have been deeply embedded in human daily 
life and social interactions, becoming an important 
medium for tasks such as identity authentication, 
behavior analysis, and human-computer interaction 
[17]. Additionally, the surge in image acquisition and 
storage behavior also raises high concerns about 
facial privacy breaches, especially in the context of 
rapid development of big data and artificial intelli-
gence technology. How to effectively protect user 
identity security without affecting image availabil-
ity has become one of the research hotspots in the 
fields of computer vision and information security 
[8, 19]. Compared with traditional methods such as 
occlusion and blurring, various privacy protection 
methods that integrate image synthesis, identity 
decoupling, and differential perturbation mecha-
nisms have emerged in recent years, making initial 
progress in improving image quality and diversity 
control capabilities [13]. However, from the perspec-
tive of real-world scenarios and policy guidance, the 
demand for facial privacy protection has grown ex-
ponentially, with complaints of facial recognition 
misuse on social media platforms alone increasing 
by about 37% year-on-year. Unauthorized facial fea-
ture collection has become a potential source of risk 
in fields such as video surveillance, intelligent ac-
cess control, and financial risk management. Mean-
while, existing anonymization methods still face 
issues such as insufficient anonymity strength, re-
versibility risks, and semantic distortion in practical 
deployment, making it difficult to meet the dual re-
quirements of multi-source data sharing and model 
interpretability [10].
He et al. proposed a diffusion model method that 
integrates multi-scale image inversion and energy 
scheduling to address the problem of inconsistent 
goals and difficulty in unified modeling between ano-
nymization and visual identity hiding tasks in facial 
images [5]. By constructing stable diffusion embed-
dings and energy functions, the unified modeling of 
the two privacy protection tasks was achieved [5]. 
Osorio Roig et al. pointed out that there are weak 
links in the attack modeling of existing privacy en-
hanced facial recognition technologies, and pro-
posed an attack method based on facial attribute 

similarity, using black box models and small anno-
tated databases for attack inference [18]. Wang et al. 
proposed an identity hider model that combines ap-
pearance transformation and style generation [26]. 
This method achieved a balance between identity 
hiding and usability by manipulating the generation 
of network latent space and attribute replacement 
[26]. Ghani et al. focused on the privacy leakage risk 
brought by facial recognition technology in intelli-
gent systems and proposed a comprehensive privacy 
protection framework that combines Generative Ad-
versarial Network (GAN), blockchain, and distribut-
ed computing [3]. The experimental results showed 
that the model achieved an accuracy of 93.84% on 
high-resolution images [3]. Sivalakshmi et al. de-
signed a deep learning model NDLM for real-world 
scenarios [25]. This model integrated two stages of 
face detection and privacy protection, using a hybrid 
convolutional network and an improved Fire Ea-
gle algorithm to improve face recognition accuracy 
while preserving service quality [25].
Some studies have further expanded the research 
path of facial privacy protection from multiple fea-
ture fusion, anti-counterfeiting mechanism opti-
mization, personalized adversarial strategies, and 
attack robustness evaluation, and proposed more 
diverse and practical solutions. Xiao et al. were 
concerned about the privacy risks of facial images 
being abused by deep learning recognition systems 
on social platforms [28]. They proposed a protec-
tion scheme based on multi-feature fusion tensors, 
which combined the complementarity of deep fea-
tures and manual features to improve camouflage 
effects while maintaining visual similarity [28]. 
Morris et al. pointed out that existing image priva-
cy protection mechanisms ignore the problem of 
background personnel and location leakage in im-
ages [15]. Therefore, a location aware image access 
control system was proposed, which could recog-
nize sensitive areas in social networks in real time 
and replace them with synthetic faces to prevent 
user privacy exposure [15]. Zhong et al. proposed a 
one person one mask universal protection method 
to address the privacy threat posed by malicious 
identification systems to ordinary users on social 
media [33]. This method constructed class masks 
for individuals in the feature subspace and was suit-
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able for black box recognition models with different 
loss functions and network structures [33]. Gong et 
al. proposed a method for replacing and restoring 
variational autoencoders, which decoupled identity 
factors from identity independent attributes and op-
timized visual fusion through image captioning [4]. 
Rot et al. proposed a privacy detector framework to 
restore attribute information such as gender and age 
from privacy enhanced images, in response to the 
lack of restoration attack evaluation in existing soft 
biometric suppression methods [4].
In addition to privacy protection mechanisms, re-
cent research has also focused on the deep model-
ing of facial expressions and emotional features. 
Wang et al. proposed a Federated Long Tail Learn-
ing Framework Based on Multiple Negotiation Cal-
ibration (FedMDD) [21]. Through the feature fusion 
and hierarchical calibration mechanism of multiple 
clients, it effectively alleviated the feature bias prob-
lem caused by uneven sample distribution, providing 
transferable ideas for face anonymization and fea-
ture consistency learning in cross domain scenarios 
[27]. Meena et al. used deep Convolutional Neural 
Networks (CNN) for multi sentiment recognition of 
facial expressions [14]. The model significantly im-
proved its robustness to complex lighting and pose 
changes through multi-scale convolutional layers 
and residual feature mapping, providing a feature 
extraction basis for emotion preservation and se-
mantic consistency in anonymization tasks [14]. Qi 
et al. proposed the Mapped Binary Patterns (MBP) 
based on cognitive mechanisms, which introduces 
feature mapping and perceptual weights on the basis 
of traditional Local Binary Patterns (LBP), achiev-
ing high-precision recognition of facial expressions 
and structural information encoding [20].
In summary, although the current facial image an-
onymization technology has achieved a certain bal-
ance between privacy protection and visual qual-
ity, there are still several key issues that need to 
be addressed urgently. Firstly, most methods lack 
fine-grained modeling of facial structural informa-
tion, making it difficult to achieve high-quality an-
onymization while ensuring consistency between 
facial expressions and postures. Secondly, most ex-
isting identity removal strategies are based on global 
feature substitution and lack an explicit mechanism 
for weakening identity salience, which can lead to 

residual identity information and affect anonymity 
strength [2, 29, 7]. To this end, based on the tradi-
tional GAN framework, a structure identity decou-
pling guided anonymous face generation method 
(SID-GAF) is proposed, which constructs a two-
stage anonymous generation framework with struc-
tural perturbation and identity saliency suppression 
as the core, providing effective technical support for 
trustworthy face image publishing and privacy pro-
tection.
Compared with mainstream diffusion models and 
Variational Autoencoder (VAE) based anonymization 
methods, the innovation of SID-GAF lies in its redef-
inition of the concept of "structurally controllable 
anonymization". The diffusion model achieves pri-
vacy enhancement by gradually adding and removing 
noise, but lacks explicit constraints on the consisten-
cy of facial geometry and posture. Although the VAE 
method can partially decouple identity and semantics 
in the latent space, the latent variables lack inter-
pretability and are difficult to accurately control the 
anonymity strength at the specific structural level. In 
contrast, SID-GAF adopts a collaborative mechanism 
of "structural modeling+identity saliency suppres-
sion+differential privacy perturbation", which explic-
itly separates structural and identity features during 
the generation process, making the anonymous pro-
cess controllable and interpretable.
The innovation of the research lies in: Firstly, it de-
signs a geometric structure perturbation method 
incorporating differential privacy-inspired noise in-
jection to enhance the structural protection strength 
and control ability of anonymous images. Secondly, 
it introduces a mechanism to suppress identity sa-
lience and guide the network to explicitly weaken 
identity features. Thirdly, it integrates multi-source 
style information and structural features to guide 
the generation network to achieve natural and per-
sonalized anonymous face synthesis. Compared to 
the prevailing mainstream methods, the proposed 
approach stands out with a fundamental distinction. 
Rather than merely attaining privacy preservation 
through appearance style transformation, it also 
introduces perturbations and reconstructs facial 
geometric relationships at the structural level. This 
is achieved by harmoniously integrating "structural 
modeling + identity suppression + privacy-inspired 
perturbation," thereby enabling controllable levels 
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of anonymity while upholding the naturalness of the 
image. This difference makes the model significantly 
superior to previous methods in terms of semantic 
consistency, posture preservation, and cross scene 
robustness, and has higher theoretical interpretabil-
ity and generality.

2. Methods and Materials
To achieve controllable and privacy preserving fa-
cial anonymization processing, a structure identity 
separation guided facial anonymization generation 
method SID-GAF was developed. Firstly, a geomet-
ric structure representation with anonymization 
characteristics was constructed through differential 
perturbation to achieve structural level privacy pro-
tection. Subsequently, an identity saliency suppres-
sion module and a style guided generation network 
were introduced to synergistically weaken identity 
information and improve visual quality.

2.1. Facial Structure Driven Facial 
Anonymous Generation Method
To improve the identity privacy protection effect 
in the process of facial image anonymization, while 
preserving the non identity visual attributes of the 
original image as much as possible, a facial struc-

ture oriented anonymous image generation method 
is proposed. This method takes geometric structure 
modeling as the core, combines differential privacy 
mechanism to perturb structural information, and 
synthesizes anonymous images with realism and di-
versity through style encoding and feature fusion to 
enhance identity unidentifiable while maintaining 
image naturalness. The overall model structure con-
sists of three parts, and the specific process is shown 
in Figure 1. Among them, the "geometric structure" 
mentioned is not a traditional facial template, but a 
high-dimensional geometric representation vector 
composed of facial keypoint coordinates and their 
spatial topological relationships, used to describe fa-
cial proportions, contour shapes, and local structur-
al constraints. The structural information is auto-
matically extracted by the keypoint detection model 
and can be formally represented as a set of structural 
vectors containing coordinates and shape descrip-
tors. Its function is to provide controllable structural 
constraint inputs for subsequent anonymous gener-
ation, enabling the model to reconstruct anonymous 
faces with consistent expressions and poses without 
relying on specific appearance textures.
As shown in Figure 1, the method can be divided 
into three stages. In the first stage, the input image 
is structurally modeled and differentially perturbed 
to generate a geometric representation with privacy 

previous methods in terms of semantic con-
sistency, posture preservation, and cross scene 
robustness, and has higher theoretical inter-
pretability and generality. 

2. Methods and Materials 

To achieve controllable and privacy preserving 
facial anonymization processing, a structure 
identity separation guided facial anonymiza-
tion generation method SID-GAF was devel-
oped. Firstly, a geometric structure representa-
tion with anonymization characteristics was 
constructed through differential perturbation 
to achieve structural level privacy protection. 
Subsequently, an identity saliency suppression 
module and a style guided generation network 
were introduced to synergistically weaken 
identity information and improve visual qual-
ity. 

2.1 Facial Structure Driven Fa-
cial Anonymous Generation 
Method 

To improve the identity privacy protection ef-
fect in the process of facial image anonymiza-
tion, while preserving the non identity visual 
attributes of the original image as much as 

possible, a facial structure oriented anony-
mous image generation method is proposed. 
This method takes geometric structure model-
ing as the core, combines differential privacy 
mechanism to perturb structural information, 
and synthesizes anonymous images with real-
ism and diversity through style encoding and 
feature fusion to enhance identity unidentifia-
ble while maintaining image naturalness. The 
overall model structure consists of three parts, 
and the specific process is shown in Figure 1. 
Among them, the "geometric structure" men-
tioned is not a traditional facial template, but a 
high-dimensional geometric representation 
vector composed of facial keypoint coordinates 
and their spatial topological relationships, 
used to describe facial proportions, contour 
shapes, and local structural constraints. The 
structural information is automatically ex-
tracted by the keypoint detection model and 
can be formally represented as a set of struc-
tural vectors containing coordinates and shape 
descriptors. Its function is to provide controlla-
ble structural constraint inputs for subsequent 
anonymous generation, enabling the model to 
reconstruct anonymous faces with consistent 
expressions and poses without relying on spe-
cific appearance textures.
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As shown in Figure 1, the method can be di-
vided into three stages. In the first stage, the in-
put image is structurally modeled and differ-
entially perturbed to generate a geometric rep-
resentation with privacy preserving proper-
ties. In the second stage, a semantic style en-
coder is used to extract the appearance features 

of the image and integrate them with anony-
mous structural information in a multi domain 
feature integrator. In the final stage, a privacy 
guided mask builder is used to synthesize 
anonymous facial images, and the authenticity 
and identity removal effect of the images are 
further optimized through adversarial dis-
crimination mechanisms. 

Figure 1 
Overall architecture of anonymous face generation method for structural modeling.
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preserving properties. In the second stage, a seman-
tic style encoder is used to extract the appearance 
features of the image and integrate them with anon-
ymous structural information in a multi domain fea-
ture integrator. In the final stage, a privacy guided 
mask builder is used to synthesize anonymous facial 
images, and the authenticity and identity removal 
effect of the images are further optimized through 
adversarial discrimination mechanisms.
In the first stage, a geometric representation vector 
Ri of the face is constructed using keypoint detection 
and image modeling techniques to describe the facial 
features arrangement and contour shape in the im-
age. To enhance privacy protection without compro-
mising availability, Laplace mechanism is applied to 
differential perturbation of structural feature Ri to 
generate anonymous structural representation 

In the first stage, a geometric representation 

vector iR  of the face is constructed using key-
point detection and image modeling tech-
niques to describe the facial features arrange-
ment and contour shape in the image. To en-
hance privacy protection without compromis-
ing availability, Laplace mechanism is applied 
to differential perturbation of structural fea-

ture iR  to generate anonymous structural rep-

resentation iR . In the standard Laplace mech-
anism of differential privacy, the perturbation 
is calibrated such that the difference in output 
distribution between any two adjacent inputs 
is controlled by the privacy budget parameter 

as expressed in Equation (1) [31]. 
(0, / )i iR R Laplace .   (1) 

In Equation (1),  represents the global sensi-
tivity of structural features. The smaller , the 
stronger the disturbance, and the higher the 
anonymity. The processed structural feature 

iR  are used as structural constraint inputs for 
subsequent generation modules to guide the 
structural consistency reconstruction of anon-
ymous images. 

In the second stage, the system synthesizes 
anonymous images based on the perturbed 

structural feature iR   and input image rX  
through a conditional generation model. This 
process relies on a collaborative mechanism of 
structure driven and style guided to construct 
an end-to-end anonymous image generation 
network. The network consists of four mod-
ules, namely semantic style encoder, multi-do-
main feature integrator, privacy guided mask 
builder, and discriminator, each responsible 
for style extraction, identity removal, structure 
reconstruction, and authenticity evaluation 
tasks. Its overall modular design is shown in 
Figure 2. 

 

Figure 2  

Modular structure diagram of anonymous generation network. 
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As shown in Figure 2, the semantic style en-
coder takes the original image as input, relies 
on multiple layers of ResBlocks to extract 
global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
preservation of identity features. Subse-
quently, the privacy-guided mask builder con-
structs facial structural perturbation regions 

based on local perception, outputs binary 
mask images through convolution and upsam-
pling operations, and reconstructs anonymous 
images under the guidance of this mask. Fi-
nally, the discriminator simultaneously re-
ceives the original image and the synthesized 
result, and determines whether the facial im-
age output by the network has authenticity or 
unidentifiable through feature comparison 
and classification. 

Furthermore, to achieve multi-scale modeling 
of semantics, structure, and local style in each 
submodule, various residual structural units 
are widely used within the network for feature 
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global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
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structure driven and style guided to construct 
an end-to-end anonymous image generation 
network. The network consists of four mod-
ules, namely semantic style encoder, multi-do-
main feature integrator, privacy guided mask 
builder, and discriminator, each responsible 
for style extraction, identity removal, structure 
reconstruction, and authenticity evaluation 
tasks. Its overall modular design is shown in 
Figure 2. 
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As shown in Figure 2, the semantic style en-
coder takes the original image as input, relies 
on multiple layers of ResBlocks to extract 
global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
preservation of identity features. Subse-
quently, the privacy-guided mask builder con-
structs facial structural perturbation regions 

based on local perception, outputs binary 
mask images through convolution and upsam-
pling operations, and reconstructs anonymous 
images under the guidance of this mask. Fi-
nally, the discriminator simultaneously re-
ceives the original image and the synthesized 
result, and determines whether the facial im-
age output by the network has authenticity or 
unidentifiable through feature comparison 
and classification. 

Furthermore, to achieve multi-scale modeling 
of semantics, structure, and local style in each 
submodule, various residual structural units 
are widely used within the network for feature 
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vector iR  of the face is constructed using key-
point detection and image modeling tech-
niques to describe the facial features arrange-
ment and contour shape in the image. To en-
hance privacy protection without compromis-
ing availability, Laplace mechanism is applied 
to differential perturbation of structural fea-
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resentation iR . In the standard Laplace mech-
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is calibrated such that the difference in output 
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reconstruction, and authenticity evaluation 
tasks. Its overall modular design is shown in 
Figure 2. 
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As shown in Figure 2, the semantic style en-
coder takes the original image as input, relies 
on multiple layers of ResBlocks to extract 
global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
preservation of identity features. Subse-
quently, the privacy-guided mask builder con-
structs facial structural perturbation regions 

based on local perception, outputs binary 
mask images through convolution and upsam-
pling operations, and reconstructs anonymous 
images under the guidance of this mask. Fi-
nally, the discriminator simultaneously re-
ceives the original image and the synthesized 
result, and determines whether the facial im-
age output by the network has authenticity or 
unidentifiable through feature comparison 
and classification. 

Furthermore, to achieve multi-scale modeling 
of semantics, structure, and local style in each 
submodule, various residual structural units 
are widely used within the network for feature 
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ed mask builder constructs facial structural pertur-
bation regions based on local perception, outputs 
binary mask images through convolution and up-
sampling operations, and reconstructs anonymous 
images under the guidance of this mask. Finally, the 
discriminator simultaneously receives the original 
image and the synthesized result, and determines 
whether the facial image output by the network has 
authenticity or unidentifiable through feature com-
parison and classification.
Furthermore, to achieve multi-scale modeling of 
semantics, structure, and local style in each sub-
module, various residual structural units are widely 
used within the network for feature representation 
and contextual modeling. According to their differ-
ent positions and functions, residual blocks can be 
divided into three categories: downsampling blocks 
for spatial compression, intermediate blocks for se-
mantic enhancement, and upsampling blocks for im-
age restoration, as shown in Figure 3.
Figures 3 (a)-(c) are used for upsampling, feature 
transformation, and downsampling processes, re-
spectively. The upsampling block improves spa-
tial restoration accuracy through interpolation 
and normalization, and introduces residual con-
nections to alleviate gradient vanishing. It also 
introduces fully connected layers and adaptive 
normalization in the middle block enhances non-
linear modeling capabilities. The downsampling 
block combines convolution operation and average 
pooling to extract local semantics. To enhance the 

representation and contextual modeling. Ac-
cording to their different positions and func-
tions, residual blocks can be divided into three 
categories: downsampling blocks for spatial 

compression, intermediate blocks for semantic 
enhancement, and upsampling blocks for im-
age restoration, as shown in Figure 3. 
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Figures 3 (a)-(c) are used for upsampling, fea-
ture transformation, and downsampling pro-
cesses, respectively. The upsampling block im-
proves spatial restoration accuracy through in-
terpolation and normalization, and introduces 
residual connections to alleviate gradient van-
ishing. It also introduces fully connected layers 
and adaptive normalization in the middle 
block enhances nonlinear modeling capabili-
ties. The downsampling block combines con-
volution operation and average pooling to ex-
tract local semantics. To enhance the adaptive 
expression ability of the fusion module for 
style features, Adaptive Instance Normaliza-
tion (AdaIN) is introduced, whose mathemati-
cal form is shown in Equation (2) [9, 16]. 

( )( , ) ( ) ( )
( )

x xAdaIN x y y y
x .   (2) 

In Equation (2), x  represents the style feature 
map, y   is the conditional vector, ( )   and 

( )   represent the channel dimension mean 
and standard deviation. This mechanism 
standardizes and reconstructs input features, 
allowing the generator to dynamically adjust 
the distribution of feature maps based on dif-
ferent style features, thereby enhancing the 
ability to control differences between samples. 

In the third stage, the model introduces a dif-
ferential privacy mechanism for structural in-
formation related to identity features in facial 
images, and constructs a structural level anon-
ymous processing flow. Firstly, using a 

structure detection function ( )f  , a facial 
structure vector is obtained from the input im-
age m  -dimension, which includes geometric 
quantities such as eyebrow width, eye dis-
tance, and nasal wing width. To calibrate the 
structural noise following the Laplace mecha-
nism in differential privacy, it is necessary to 
evaluate the maximum sensitivity of different 
local structural vectors. The definition of global 
sensitivity is shown in Equation (3). 
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In Equation (3), U   represents the image da-

taset and 1   represents the norm 1L  . Subse-
quently, structural anonymization is achieved 
by adding Laplacian noise to the structural 
vector, with the perturbation form shown in 
Equation (4). 

R= ( ) ( )ff X Lap .   (4) 

In Equation (4), R   is the anonymous struc-
tural vector,  is the privacy budget, and con-
trols the noise intensity. ( )Lap  is the Laplace 
distribution with zero mean and scale parame-

ter 

f

 . Under the classical Laplace mecha-
nism of differential privacy, the following 
Equation (5) characterizes the relationship be-
tween the noise scale and the global sensitivity. 

r rP [R ( )] P [R ( )]f X e f X .   (5) 

Equation (5) can be expanded to obtain 
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Figures 3 (a)-(c) are used for upsampling, fea-
ture transformation, and downsampling pro-
cesses, respectively. The upsampling block im-
proves spatial restoration accuracy through in-
terpolation and normalization, and introduces 
residual connections to alleviate gradient van-
ishing. It also introduces fully connected layers 
and adaptive normalization in the middle 
block enhances nonlinear modeling capabili-
ties. The downsampling block combines con-
volution operation and average pooling to ex-
tract local semantics. To enhance the adaptive 
expression ability of the fusion module for 
style features, Adaptive Instance Normaliza-
tion (AdaIN) is introduced, whose mathemati-
cal form is shown in Equation (2) [9, 16]. 
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In Equation (2), x  represents the style feature 
map, y   is the conditional vector, ( )   and 

( )   represent the channel dimension mean 
and standard deviation. This mechanism 
standardizes and reconstructs input features, 
allowing the generator to dynamically adjust 
the distribution of feature maps based on dif-
ferent style features, thereby enhancing the 
ability to control differences between samples. 

In the third stage, the model introduces a dif-
ferential privacy mechanism for structural in-
formation related to identity features in facial 
images, and constructs a structural level anon-
ymous processing flow. Firstly, using a 

structure detection function ( )f  , a facial 
structure vector is obtained from the input im-
age m  -dimension, which includes geometric 
quantities such as eyebrow width, eye dis-
tance, and nasal wing width. To calibrate the 
structural noise following the Laplace mecha-
nism in differential privacy, it is necessary to 
evaluate the maximum sensitivity of different 
local structural vectors. The definition of global 
sensitivity is shown in Equation (3). 
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In Equation (3), U   represents the image da-

taset and 1   represents the norm 1L  . Subse-
quently, structural anonymization is achieved 
by adding Laplacian noise to the structural 
vector, with the perturbation form shown in 
Equation (4). 

R= ( ) ( )ff X Lap .   (4) 

In Equation (4), R   is the anonymous struc-
tural vector,  is the privacy budget, and con-
trols the noise intensity. ( )Lap  is the Laplace 
distribution with zero mean and scale parame-

ter 
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 . Under the classical Laplace mecha-
nism of differential privacy, the following 
Equation (5) characterizes the relationship be-
tween the noise scale and the global sensitivity. 
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Equation (5) can be expanded to obtain 

 
. (2)

In Equation (2), x represents the style feature map,  γ 
is the conditional vector, μ(·) and σ(·) represent the 
channel dimension mean and standard deviation. 
This mechanism standardizes and reconstructs in-
put features, allowing the generator to dynamically 
adjust the distribution of feature maps based on dif-
ferent style features, thereby enhancing the ability 
to control differences between samples.
In the third stage, the model introduces a differen-
tial privacy mechanism for structural information 
related to identity features in facial images, and 
constructs a structural level anonymous processing 
flow. Firstly, using a structure detection function 
f (·), a facial structure vector is obtained from the in-
put image m-dimension, which includes geometric 
quantities such as eyebrow width, eye distance, and 
nasal wing width. To calibrate the structural noise 
following the Laplace mechanism in differential pri-
vacy, it is necessary to evaluate the maximum sensi-
tivity of different local structural vectors. The defi-
nition of global sensitivity is shown in Equation (3).
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representation and contextual modeling. Ac-
cording to their different positions and func-
tions, residual blocks can be divided into three 
categories: downsampling blocks for spatial 

compression, intermediate blocks for semantic 
enhancement, and upsampling blocks for im-
age restoration, as shown in Figure 3. 
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Figures 3 (a)-(c) are used for upsampling, fea-
ture transformation, and downsampling pro-
cesses, respectively. The upsampling block im-
proves spatial restoration accuracy through in-
terpolation and normalization, and introduces 
residual connections to alleviate gradient van-
ishing. It also introduces fully connected layers 
and adaptive normalization in the middle 
block enhances nonlinear modeling capabili-
ties. The downsampling block combines con-
volution operation and average pooling to ex-
tract local semantics. To enhance the adaptive 
expression ability of the fusion module for 
style features, Adaptive Instance Normaliza-
tion (AdaIN) is introduced, whose mathemati-
cal form is shown in Equation (2) [9, 16]. 
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In Equation (2), x  represents the style feature 
map, y   is the conditional vector, ( )   and 

( )   represent the channel dimension mean 
and standard deviation. This mechanism 
standardizes and reconstructs input features, 
allowing the generator to dynamically adjust 
the distribution of feature maps based on dif-
ferent style features, thereby enhancing the 
ability to control differences between samples. 

In the third stage, the model introduces a dif-
ferential privacy mechanism for structural in-
formation related to identity features in facial 
images, and constructs a structural level anon-
ymous processing flow. Firstly, using a 

structure detection function ( )f  , a facial 
structure vector is obtained from the input im-
age m  -dimension, which includes geometric 
quantities such as eyebrow width, eye dis-
tance, and nasal wing width. To calibrate the 
structural noise following the Laplace mecha-
nism in differential privacy, it is necessary to 
evaluate the maximum sensitivity of different 
local structural vectors. The definition of global 
sensitivity is shown in Equation (3). 
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In Equation (3), U   represents the image da-

taset and 1   represents the norm 1L  . Subse-
quently, structural anonymization is achieved 
by adding Laplacian noise to the structural 
vector, with the perturbation form shown in 
Equation (4). 

R= ( ) ( )ff X Lap .   (4) 

In Equation (4), R   is the anonymous struc-
tural vector,  is the privacy budget, and con-
trols the noise intensity. ( )Lap  is the Laplace 
distribution with zero mean and scale parame-

ter 

f

 . Under the classical Laplace mecha-
nism of differential privacy, the following 
Equation (5) characterizes the relationship be-
tween the noise scale and the global sensitivity. 
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Equation (5) can be expanded to obtain 
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In Equation (3), U represents the image dataset and  
||·||1 represents the norm L1. Subsequently, structur-
al anonymization is achieved by adding Laplacian 
noise to the structural vector, with the perturbation 
form shown in Equation (4).

R= ( ) ff X Lap ε
∆
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In Equation (4), 

In the first stage, a geometric representation 

vector iR  of the face is constructed using key-
point detection and image modeling tech-
niques to describe the facial features arrange-
ment and contour shape in the image. To en-
hance privacy protection without compromis-
ing availability, Laplace mechanism is applied 
to differential perturbation of structural fea-

ture iR  to generate anonymous structural rep-

resentation iR . In the standard Laplace mech-
anism of differential privacy, the perturbation 
is calibrated such that the difference in output 
distribution between any two adjacent inputs 
is controlled by the privacy budget parameter 

as expressed in Equation (1) [31]. 
(0, / )i iR R Laplace .   (1) 

In Equation (1),  represents the global sensi-
tivity of structural features. The smaller , the 
stronger the disturbance, and the higher the 
anonymity. The processed structural feature 

iR  are used as structural constraint inputs for 
subsequent generation modules to guide the 
structural consistency reconstruction of anon-
ymous images. 

In the second stage, the system synthesizes 
anonymous images based on the perturbed 

structural feature iR   and input image rX  
through a conditional generation model. This 
process relies on a collaborative mechanism of 
structure driven and style guided to construct 
an end-to-end anonymous image generation 
network. The network consists of four mod-
ules, namely semantic style encoder, multi-do-
main feature integrator, privacy guided mask 
builder, and discriminator, each responsible 
for style extraction, identity removal, structure 
reconstruction, and authenticity evaluation 
tasks. Its overall modular design is shown in 
Figure 2. 
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As shown in Figure 2, the semantic style en-
coder takes the original image as input, relies 
on multiple layers of ResBlocks to extract 
global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
preservation of identity features. Subse-
quently, the privacy-guided mask builder con-
structs facial structural perturbation regions 

based on local perception, outputs binary 
mask images through convolution and upsam-
pling operations, and reconstructs anonymous 
images under the guidance of this mask. Fi-
nally, the discriminator simultaneously re-
ceives the original image and the synthesized 
result, and determines whether the facial im-
age output by the network has authenticity or 
unidentifiable through feature comparison 
and classification. 

Furthermore, to achieve multi-scale modeling 
of semantics, structure, and local style in each 
submodule, various residual structural units 
are widely used within the network for feature 
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By applying this mechanism independently to each 
structural dimension, the perturbation follows the 

same per-coordinate privacy constraint at the level 
of facial geometry, and limits the influence of any 
single structural change on the perturbed represen-
tation. The anonymous structure vector 

In the first stage, a geometric representation 

vector iR  of the face is constructed using key-
point detection and image modeling tech-
niques to describe the facial features arrange-
ment and contour shape in the image. To en-
hance privacy protection without compromis-
ing availability, Laplace mechanism is applied 
to differential perturbation of structural fea-
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structural consistency reconstruction of anon-
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In the second stage, the system synthesizes 
anonymous images based on the perturbed 

structural feature iR   and input image rX  
through a conditional generation model. This 
process relies on a collaborative mechanism of 
structure driven and style guided to construct 
an end-to-end anonymous image generation 
network. The network consists of four mod-
ules, namely semantic style encoder, multi-do-
main feature integrator, privacy guided mask 
builder, and discriminator, each responsible 
for style extraction, identity removal, structure 
reconstruction, and authenticity evaluation 
tasks. Its overall modular design is shown in 
Figure 2. 
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As shown in Figure 2, the semantic style en-
coder takes the original image as input, relies 
on multiple layers of ResBlocks to extract 
global semantic and style features, and obtains 
style vector representations through fully con-
nected layers for subsequent conditional guid-
ance. The multi-domain feature integrator 
combines perturbed structural features and 
style vectors, and fuses semantic and spatial in-
formation at different levels through skip con-
nections to achieve suppression and structural 
preservation of identity features. Subse-
quently, the privacy-guided mask builder con-
structs facial structural perturbation regions 

based on local perception, outputs binary 
mask images through convolution and upsam-
pling operations, and reconstructs anonymous 
images under the guidance of this mask. Fi-
nally, the discriminator simultaneously re-
ceives the original image and the synthesized 
result, and determines whether the facial im-
age output by the network has authenticity or 
unidentifiable through feature comparison 
and classification. 

Furthermore, to achieve multi-scale modeling 
of semantics, structure, and local style in each 
submodule, various residual structural units 
are widely used within the network for feature 

 after dis-
turbance can jointly drive the generation process of 
anonymous face images with the style encoding vec-
tor of the reference image. The mapping function is 
defined in Equation (7).
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In Equation (7), h(·) is the conditional generator. Xf 
is the output anonymous image, which maintains 
the same style as the reference image, but has been 
desensitized in terms of structural features. The 
detailed steps for anonymous processing are shown 
in Figure 4.
Figure 4 shows the modules of structural keypoint 
detection, privacy sensitivity estimation, Laplace 
perturbation, and anonymous structural mapping. 
After extracting the structural vector from the in-
put image and linking it with the noise module, the 
generated anonymous structure effectively shields 
the highly recognizable structural dimensions while 
retaining some geometric consistency, providing 
structural protection constraints for the genera-
tion stage and further enhancing the controllabil-
ity and security of anonymous images. It is worth 
noting that, in this work, the term “differential pri-
vacy-based” only refers to the design of local struc-
tural perturbations via Laplace and exponential 

Equation (6). 
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By applying this mechanism independently to 
each structural dimension, the perturbation 
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on the perturbed representation. The anony-
mous structure vector R  after disturbance can 
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ing vector of the reference image. The mapping 
function is defined in Equation (7). 
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anonymous processing are shown in Figure 4. 
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Figure 4 shows the modules of structural key-
point detection, privacy sensitivity estimation, 
Laplace perturbation, and anonymous struc-
tural mapping. After extracting the structural 
vector from the input image and linking it with 
the noise module, the generated anonymous 
structure effectively shields the highly recog-
nizable structural dimensions while retaining 
some geometric consistency, providing struc-
tural protection constraints for the generation 
stage and further enhancing the controllability 
and security of anonymous images. It is worth 
noting that, in this work, the term “differential 
privacy-based” only refers to the design of lo-
cal structural perturbations via Laplace and ex-
ponential mechanisms. The identity encoder 
and generator are trained in a standard (non-
DP) manner without DP-SGD or composi-
tional analysis. 

2.2 Facial Anonymity Enhance-
ment Method with Deactiva-
tion Control 

The method of combining facial geometric 

structure modeling with differential privacy 
perturbation mechanism can achieve anony-
mization of structural features. However, in 
some complex scenarios, there may still be 
weak identity information residue, which af-
fects the overall anonymity strength. To fur-
ther enhance the ability to suppress individual 
identity features and improve the semantic 
consistency of generated images in dimensions 
such as expression and posture, a structure 
identity separation guided face anonymous 
generation method SID-GAF is proposed 
based on this. It introduces a face generation 
network with identity saliency suppression 
mechanism and structure preservation, and 
models individual identifiable factors at multi-
ple scales. At the same time, by using style 
guided branches to enhance the realism and 
consistency of generated images, while balanc-
ing anonymity and visual quality, more di-
verse and controllable image generation can be 
achieved while maintaining the above struc-
tural perturbation strategy inspired by differ-
ential privacy. The system framework diagram 
of this method is shown in Figure 5. 

Figure 4  
Flowchart of the facial structure anonymous perturbation protection mechanism.
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mechanisms. The identity encoder and generator 
are trained in a standard (non-DP) manner without 
DP-SGD or compositional analysis.

2.2. Facial Anonymity Enhancement Method 
with Deactivation Control
The method of combining facial geometric struc-
ture modeling with differential privacy pertur-
bation mechanism can achieve anonymization of 
structural features. However, in some complex 
scenarios, there may still be weak identity informa-
tion residue, which affects the overall anonymity 
strength. To further enhance the ability to suppress 
individual identity features and improve the se-
mantic consistency of generated images in dimen-
sions such as expression and posture, a structure 
identity separation guided face anonymous gener-
ation method SID-GAF is proposed based on this. 
It introduces a face generation network with iden-
tity saliency suppression mechanism and structure 
preservation, and models individual identifiable 
factors at multiple scales. At the same time, by us-
ing style guided branches to enhance the realism 
and consistency of generated images, while bal-
ancing anonymity and visual quality, more diverse 
and controllable image generation can be achieved 
while maintaining the above structural perturba-
tion strategy inspired by differential privacy. The 
system framework diagram of this method is shown 
in Figure 5.

As shown in Figure 5, the system consists of an iden-
tity encoder, a structural perturbation module, and 
a style guidance generator. The identity encoder ex-
tracts potential identity features through channel 
attention mechanism and combines them with clas-
sification tasks to locate salient regions, and then 
uses deactivation projection to eliminate identity 
information. The structural perturbation module 
adds noise to facial keypoint vectors within a dif-
ferential-privacy-inspired framework, generating 
anonymous structural maps to replace the original 
geometric input and effectively masking sensitive 
features. The style guided generator integrates iden-
tity representation, anonymous structure, and target 
style encoding to output personalized anonymous 
images that preserve expressions and postures, en-
hancing naturalness and background consistency.
To weaken the discriminative ability of identity sen-
sitive areas in images, an identity saliency suppres-
sion mechanism based on Gradient weighted Class 
Activation Mapping (Grad-CAM) is designed. The 
identity attention map is generated through gradient 
backpropagation, which explicitly suppressed the fea-
ture response of specific regions, thereby achieving 
the weakening and anonymization of identity related 
information [22, 24]. To visually demonstrate the pro-
cessing flow, Figure 6 shows the operational flowchart 
of the identity saliency suppression mechanism. To 
ensure that the Grad-CAM-based identity suppres-
sion does not bias the evaluation outcome, the identity 
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System architecture of SID-GAF model. 
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As shown in Figure 5, the system consists of an 
identity encoder, a structural perturbation 
module, and a style guidance generator. The 
identity encoder extracts potential identity fea-
tures through channel attention mechanism 
and combines them with classification tasks to 
locate salient regions, and then uses deactiva-
tion projection to eliminate identity infor-
mation. The structural perturbation module 
adds noise to facial keypoint vectors within a 
differential-privacy-inspired framework, gen-
erating anonymous structural maps to replace 
the original geometric input and effectively 
masking sensitive features. The style guided 
generator integrates identity representation, 
anonymous structure, and target style encod-
ing to output personalized anonymous images 
that preserve expressions and postures, en-
hancing naturalness and background con-
sistency. 

To weaken the discriminative ability of iden-
tity sensitive areas in images, an identity 

saliency suppression mechanism based on 
Gradient weighted Class Activation Mapping 
(Grad-CAM) is designed. The identity atten-
tion map is generated through gradient back-
propagation, which explicitly suppressed the 
feature response of specific regions, thereby 
achieving the weakening and anonymization 
of identity related information [22, 24]. To vis-
ually demonstrate the processing flow, Figure 
6 shows the operational flowchart of the iden-
tity saliency suppression mechanism. To en-
sure that the Grad-CAM-based identity sup-
pression does not bias the evaluation outcome, 
the identity classifier used to compute the sali-
ency map was independently trained using a 
ResNet-50 backbone on identity labels from 
the training split of CelebA-HQ. It does not 
share parameters or samples with the re-iden-
tification network employed for Attack Success 
Rate (ASR) and Re-identification Failure Rate 
(RFR) evaluation, thereby preventing self-eval-
uation effects and ensuring adversarial inde-
pendence. 

 

Figure 6  

Workflow of identity suppression through attention mapping. 
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classifier used to compute the saliency map was in-
dependently trained using a ResNet-50 backbone on 
identity labels from the training split of CelebA-HQ. 
It does not share parameters or samples with the 
re-identification network employed for Attack Suc-
cess Rate (ASR) and Re-identification Failure Rate 
(RFR) evaluation, thereby preventing self-evaluation 
effects and ensuring adversarial independence.
Figure 6 shows the process of extracting initial feature 
A from the input image, calculating channel weight ak 
through gradient calculation, constructing the atten-
tion map Mk, and generating final anonymous feature 
Â using a perturbation function. Assuming the input 
image is I, the feature map extracted by the convolu-
tional network is A∈RC×H×W, where C represents the 
number of channels, and H and W are the height and 
width of the feature map, respectively. To quantify 
the importance of each channel in a certain category 
k, a gradient weighting strategy is used to define its 
response weight, as shown in Equation (8).
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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In Equation (8), 
k
ca   represents the influence 

weight of the c th channel on the category k , 
ky   is the classifier's prediction score for the 

category k  , and Z H W   is the normaliza-
tion coefficient. This weight is used to weight 
and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
shown in Equation (9). 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 
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c cA A a y    (10) 

In Equation (10), 
k
cy   is the learnable offset 

term, and the symbol   represents the ele-
ment wise multiplication operation. Consider-
ing that masking processing may affect the 
global discriminative ability, further regula-
tory factor   is introduced to define the per-
turbation features after fusing multiple types 
of responses, as shown in Equation (11). 
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In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
shown in Equation (9). 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 
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term, and the symbol   represents the ele-
ment wise multiplication operation. Consider-
ing that masking processing may affect the 
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In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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tion coefficient. This weight is used to weight 
and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
shown in Equation (9). 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 
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term, and the symbol   represents the ele-
ment wise multiplication operation. Consider-
ing that masking processing may affect the 
global discriminative ability, further regula-
tory factor   is introduced to define the per-
turbation features after fusing multiple types 
of responses, as shown in Equation (11). 

1

ˆ ( )
K

k k
k

k
A A a a    (11) 

In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 
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ing that masking processing may affect the 
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turbation features after fusing multiple types 
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1

ˆ ( )
K

k k
k

k
A A a a    (11) 

In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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tion coefficient. This weight is used to weight 
and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
shown in Equation (9). 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 
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term, and the symbol   represents the ele-
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ing that masking processing may affect the 
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tory factor   is introduced to define the per-
turbation features after fusing multiple types 
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In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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Figure 6 shows the process of extracting initial 
feature A   from the input image, calculating 

channel weight 
ka   through gradient calcula-

tion, constructing the attention map kM , and 
generating final anonymous feature Â  using a 
perturbation function. Assuming the input im-
age is I , the feature map extracted by the con-
volutional network is RC H WA  , where C  
represents the number of channels, and H  
and W  are the height and width of the feature 
map, respectively. To quantify the importance 
of each channel in a certain category k , a gra-
dient weighting strategy is used to define its 
response weight, as shown in Equation (8). 
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In Equation (8), 
k
ca   represents the influence 

weight of the c th channel on the category k , 
ky   is the classifier's prediction score for the 

category k  , and Z H W   is the normaliza-
tion coefficient. This weight is used to weight 
and sum up each channel, and obtain the final 
attention map through the ReLU function, as 
shown in Equation (9). 
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In Equation (9), kM   can be regarded as the 
most representative region of the category k  
in the image, used to guide the feature deacti-
vation process. To further complete the feature 

weakening process, a perturbation function is 
introduced to adjust the feature map A  , as 
shown in Equation (10). 

k k
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In Equation (10), 
k
cy   is the learnable offset 

term, and the symbol   represents the ele-
ment wise multiplication operation. Consider-
ing that masking processing may affect the 
global discriminative ability, further regula-
tory factor   is introduced to define the per-
turbation features after fusing multiple types 
of responses, as shown in Equation (11). 
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In Equation (11), k   is the weight mapping 
matrix of the category k  , Â   represents the 
anonymized feature map after deactivation ad-
justment. Finally, anonymous feature Â  is in-
put into the feature extraction layer and fully 
connected layer FC1, generating identity weak-
ening representation vectors for subsequent 
synthesis or judgment of facial images. Fur-
thermore, the anonymous face synthesis of the 
model is implemented by an adaptive genera-
tive network. To enhance the consistency of the 
model in background transfer and local struc-
ture, the generator adopts an improved U-Net-
work (U-Net) structure and integrates facial 
structural features and identity style infor-
mation to improve expression ability. The net-
work structure is shown in Figure 7. 
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In Equation (11), Φk is the weight mapping matrix 
of the category k, Â represents the anonymized fea-
ture map after deactivation adjustment. Finally, 
anonymous feature Â is input into the feature ex-
traction layer and fully connected layer FC1, gener-
ating identity weakening representation vectors for 
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subsequent synthesis or judgment of facial images. 
Furthermore, the anonymous face synthesis of the 
model is implemented by an adaptive generative 
network. To enhance the consistency of the model in 
background transfer and local structure, the gener-
ator adopts an improved U-Network (U-Net) struc-
ture and integrates facial structural features and 
identity style information to improve expression 
ability. The network structure is shown in Figure 7.
As shown in Figure 7, the generator consists of two 
input branches. A receiver structure encoding and 
background feature Zb are used to extract local geo-
metric information through residual downsampling. 
The other method concatenates identity Zid and style 
vector Zs, and generates affine parameters through a 
fully connected layer. The two branch features are 
fused through the AdaIN module during the upsam-
pling stage, which controls the consistency of the 
generated style and preserves the facial contours 
and background information of the original image 
with the assistance of structural branches.
Furthermore, to enhance the anonymization effect 
of facial geometry and improve the privacy protec-
tion capability of the method, an exponential mech-
anism inspired by differential privacy is adopted to 
replace the traditional direct replacement of geo-
metric labels. By constructing a structural similar-
ity measurement function and probability sampling 
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As shown in Figure 7, the generator consists of 
two input branches. A receiver structure en-

coding and background feature bZ  are used to 
extract local geometric information through re-
sidual downsampling. The other method con-

catenates identity idZ  and style vector sZ , and 
generates affine parameters through a fully 
connected layer. The two branch features are 
fused through the AdaIN module during the 
upsampling stage, which controls the con-
sistency of the generated style and preserves 
the facial contours and background infor-
mation of the original image with the assis-
tance of structural branches. 

Furthermore, to enhance the anonymization 
effect of facial geometry and improve the pri-
vacy protection capability of the method, an 
exponential mechanism inspired by differen-
tial privacy is adopted to replace the traditional 
direct replacement of geometric labels. By con-
structing a structural similarity measurement 
function and probability sampling strategy, 
identity sensitive information can be protected 
by utilizing noise disturbance while ensuring 
structural similarity [23]. Firstly, the geometric 
structure in the original image is represented 
as s , which includes a set of facial keypoints, 
such as eye, eyebrow, mouth, and other facial 
contours. To construct a geometric structure 
database E  from all candidate structural sam-

ples 1

N
i ix  , it is necessary to select the most 

suitable anonymous alternative from this set. 
To measure the similarity between s  and each 
sample ix  , a normalized distance function is 
designed as shown in Equation (12). 
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In Equation (12), 2  represents the Euclidean 
distance. This function compresses all struc-
tural distances into the [0,1] interval to meas-
ure the similarity between each candidate 
structure and the target structure. 

Next, to implement the structural replacement 
process of differential privacy mechanism, an 
exponential sampling strategy based on this 
scoring function is constructed. If the privacy 
budget parameter   is set, the probability of 
each sample ix E   being sampled as a re-
placement result is defined as shown in Equa-
tion (13). 
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In Equation (13),   represents the sensitivity 
boundary of the function u , which is used to 
control the maximum fluctuation range of sim-
ilarity score perturbation. Higher value of  
indicates an increased tendency towards simi-
lar structures, while smaller value of   en-
hances anonymity and increases uncertainty in 
structure selection, thereby improving the 
overall level of privacy protection. The selected 
geometric structure will replace the original 
structure, and combined with the facial expres-
sion and posture features in the original image, 
a highly privacy preserving facial geometric 
structure image will be reconstructed. 

Finally, a comprehensive multi-objective loss 
function is designed to achieve coordinated 
optimization of identity anonymity, image fi-
delity, and structural rationality. The total loss 
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strategy, identity sensitive information can be pro-
tected by utilizing noise disturbance while ensur-
ing structural similarity [23]. Firstly, the geometric 
structure in the original image is represented as 
s, which includes a set of facial keypoints, such as 
eye, eyebrow, mouth, and other facial contours. To 
construct a geometric structure database E from all 
candidate structural samples {xi}N

i=1, it is necessary 
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As shown in Figure 7, the generator consists of 
two input branches. A receiver structure en-

coding and background feature bZ  are used to 
extract local geometric information through re-
sidual downsampling. The other method con-

catenates identity idZ  and style vector sZ , and 
generates affine parameters through a fully 
connected layer. The two branch features are 
fused through the AdaIN module during the 
upsampling stage, which controls the con-
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In Equation (12), 2  represents the Euclidean 
distance. This function compresses all struc-
tural distances into the [0,1] interval to meas-
ure the similarity between each candidate 
structure and the target structure. 

Next, to implement the structural replacement 
process of differential privacy mechanism, an 
exponential sampling strategy based on this 
scoring function is constructed. If the privacy 
budget parameter   is set, the probability of 
each sample ix E   being sampled as a re-
placement result is defined as shown in Equa-
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boundary of the function u , which is used to 
control the maximum fluctuation range of sim-
ilarity score perturbation. Higher value of  
indicates an increased tendency towards simi-
lar structures, while smaller value of   en-
hances anonymity and increases uncertainty in 
structure selection, thereby improving the 
overall level of privacy protection. The selected 
geometric structure will replace the original 
structure, and combined with the facial expres-
sion and posture features in the original image, 
a highly privacy preserving facial geometric 
structure image will be reconstructed. 

Finally, a comprehensive multi-objective loss 
function is designed to achieve coordinated 
optimization of identity anonymity, image fi-
delity, and structural rationality. The total loss 

 

 . (12)

In Equation (12), ||·||2 represents the Euclidean dis-
tance. This function compresses all structural dis-
tances into the [0,1] interval to measure the similar-
ity between each candidate structure and the target 
structure.
Next, to implement the structural replacement pro-
cess of differential privacy mechanism, an exponen-
tial sampling strategy based on this scoring function 
is constructed. If the privacy budget parameter ε is 
set, the probability of each sample xi

 ∈ E being sam-
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pled as a replacement result is defined as shown in 
Equation (13).
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As shown in Figure 7, the generator consists of 
two input branches. A receiver structure en-

coding and background feature bZ  are used to 
extract local geometric information through re-
sidual downsampling. The other method con-

catenates identity idZ  and style vector sZ , and 
generates affine parameters through a fully 
connected layer. The two branch features are 
fused through the AdaIN module during the 
upsampling stage, which controls the con-
sistency of the generated style and preserves 
the facial contours and background infor-
mation of the original image with the assis-
tance of structural branches. 

Furthermore, to enhance the anonymization 
effect of facial geometry and improve the pri-
vacy protection capability of the method, an 
exponential mechanism inspired by differen-
tial privacy is adopted to replace the traditional 
direct replacement of geometric labels. By con-
structing a structural similarity measurement 
function and probability sampling strategy, 
identity sensitive information can be protected 
by utilizing noise disturbance while ensuring 
structural similarity [23]. Firstly, the geometric 
structure in the original image is represented 
as s , which includes a set of facial keypoints, 
such as eye, eyebrow, mouth, and other facial 
contours. To construct a geometric structure 
database E  from all candidate structural sam-

ples 1
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i ix  , it is necessary to select the most 

suitable anonymous alternative from this set. 
To measure the similarity between s  and each 
sample ix  , a normalized distance function is 
designed as shown in Equation (12). 
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In Equation (12), 2  represents the Euclidean 
distance. This function compresses all struc-
tural distances into the [0,1] interval to meas-
ure the similarity between each candidate 
structure and the target structure. 

Next, to implement the structural replacement 
process of differential privacy mechanism, an 
exponential sampling strategy based on this 
scoring function is constructed. If the privacy 
budget parameter   is set, the probability of 
each sample ix E   being sampled as a re-
placement result is defined as shown in Equa-
tion (13). 
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In Equation (13),   represents the sensitivity 
boundary of the function u , which is used to 
control the maximum fluctuation range of sim-
ilarity score perturbation. Higher value of  
indicates an increased tendency towards simi-
lar structures, while smaller value of   en-
hances anonymity and increases uncertainty in 
structure selection, thereby improving the 
overall level of privacy protection. The selected 
geometric structure will replace the original 
structure, and combined with the facial expres-
sion and posture features in the original image, 
a highly privacy preserving facial geometric 
structure image will be reconstructed. 

Finally, a comprehensive multi-objective loss 
function is designed to achieve coordinated 
optimization of identity anonymity, image fi-
delity, and structural rationality. The total loss 
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In Equation (13), Δ represents the sensitivity bound-
ary of the function u, which is used to control the 
maximum fluctuation range of similarity score per-
turbation. Higher value of ε indicates an increased 
tendency towards similar structures, while smaller 
value of ε enhances anonymity and increases uncer-
tainty in structure selection, thereby improving the 
overall level of privacy protection. The selected geo-
metric structure will replace the original structure, 
and combined with the facial expression and pos-
ture features in the original image, a highly privacy 
preserving facial geometric structure image will be 
reconstructed.
Finally, a comprehensive multi-objective loss 
function is designed to achieve coordinated opti-
mization of identity anonymity, image fidelity, and 
structural rationality. The total loss is expressed as 
Equation (14).is expressed as Equation (14).
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In Equation (14), advL  is the counteractive loss, 
which guides the generated image to be more 

realistic. idL   is the identity suppression loss, 
Kullback Leibler Divergence (KL) is used to 
constrain the classifier output to tend towards 
a uniform distribution, to weaken the distin-

guish ability of real identities. geoL  is a geomet-
ric consistency item, which limits the offset be-
tween the anonymous structure and the origi-
nal structure in the dimensions of expression 

and posture. recL   is the image reconstruction 
item, and the fidelity between the composite 
image and the input image is constrained by 

the pixel space. featL  is the loss of feature com-
patibility, and features are used to maintain the 
harmony between image style and content. 

pseudoL  is the loss of pseudo identity confronta-
tion, and an auxiliary discriminator is intro-
duced to improve the consistency and control-

lability of pseudo identity features. Weights 1

- 6  are used to balance the objectives of each 
subtask. 

3. Results 
3.1 SID-GAF Face Anonymiza-

tion Basic Performance Test 
The experiment was conducted on a facial im-
age generation platform built on Python and 
PyTorch, with a hardware environment in-
cluding an Intel Core i9-12900K processor, 64 
GB memory, Ubuntu 20.04, and NVIDIA RTX 
4090 GPU for model training and inference. 
The overall architecture of the system was 
based on the proposed SID-GAF method, con-
sisting of an identity deactivation module, a 
differential perturbation structure modeling 
unit, and a style-guided generator. Three pub-
licly available facial datasets were adopted for 
different evaluation perspectives: CelebA-HQ 
to assess structural restoration and visual fidel-
ity under standard imaging conditions; Face-
Forensics++ to evaluate anonymity robustness 
in forgery–real mixed contexts; and WIDER 
Face, covering significant variations in race, 
age, pose, illumination, and occlusion, to verify 
cross-domain generalization performance. 

To ensure methodological clarity and repro-
ducibility, the datasets were divided using a 
70/10/20 train–validation–test split, with all 
identities in the test set strictly isolated from 
those used during model training and struc-
tural perturbation processing. Unless other-
wise specified, a representative subset cover-
ing 250 disjoint identities was used for evalua-
tion, drawn from approximately 8,000 anony-
mized samples to ensure fairness and con-
sistency across experiments. Re-identification-
related metrics were computed using a pre-
trained ArcFace (ResNet-100) model that re-
mained entirely independent from SID-GAF. 
Cosine similarity was applied as the matching 
function with a decision threshold of 0.3. The 
identity encoder and style encoder follow a 
ResNet-like structure with four residual blocks 
(64–256 channels), and the generator adopts a 
U-Net-style symmetric encoder–decoder archi-
tecture with skip connections and AdaIN-
based modulation. All models were trained us-
ing the Adam optimizer (learning rate = 0.0003, 

for 120 epochs, with early 
stopping applied if the validation FID did not 
improve for 10 consecutive epochs. The loss 
weights follow the configuration given in Table 
1 and were kept fixed across all experiments to 
avoid hyperparameter-driven performance 
fluctuations. 

In all experimental processes, the weight pa-
rameters of the loss function were uniformly 

set as follows: The weight 1   of the identity 

elimination loss term was 1, the 2  of image re-
construction loss term  was 10, the 3   of the 

structural consistency loss was 1, the 4  of the 
pose preservation loss was 5, the 5   of the 
background preservation loss was 0.1, and the 

6  of the style regularization loss was 0.01. To 
verify the performance stability of the pro-
posed model under the parameter settings of 
each submodule, parameter sensitivity testing 
was first conducted to explore the effects of 
loss function weight factors and privacy dis-
turbance intensity on the performance of anon-
ymous images. The specific results are shown 
in Table 1. 
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In Equation (14), Ladv is the counteractive loss, which 
guides the generated image to be more realistic. Lid 
is the identity suppression loss, Kullback Leibler 
Divergence (KL) is used tow constrain the classifi-
er output to tend towards a uniform distribution, to 
weaken the distinguish ability of real identities. Lgeo 

is a geometric consistency item, which limits the off-
set between the anonymous structure and the orig-
inal structure in the dimensions of expression and 
posture. Lrec is the image reconstruction item, and 
the fidelity between the composite image and the 
input image is constrained by the pixel space. Lfeat 
is the loss of feature compatibility, and features are 
used to maintain the harmony between image style 
and content. Lpseudo is the loss of pseudo identity con-
frontation, and an auxiliary discriminator is intro-
duced to improve the consistency and controllability 
of pseudo identity features. Weights λ1-λ6 are used to 
balance the objectives of each subtask.

3. Results
3.1. SID-GAF Face Anonymization Basic 
Performance Test
The experiment was conducted on a facial image 
generation platform built on Python and PyTorch, 
with a hardware environment including an Intel 
Core i9-12900K processor, 64 GB memory, Ubuntu 
20.04, and NVIDIA RTX 4090 GPU for model train-
ing and inference. The overall architecture of the 
system was based on the proposed SID-GAF meth-
od, consisting of an identity deactivation module, a 
differential perturbation structure modeling unit, 
and a style-guided generator. Three publicly avail-
able facial datasets were adopted for different eval-
uation perspectives: CelebA-HQ to assess structural 
restoration and visual fidelity under standard im-
aging conditions; FaceForensics++ to evaluate ano-
nymity robustness in forgery–real mixed contexts; 
and WIDER Face, covering significant variations in 
race, age, pose, illumination, and occlusion, to verify 
cross-domain generalization performance.
To ensure methodological clarity and reproducibili-
ty, the datasets were divided using a 70/10/20 train–
validation–test split, with all identities in the test 
set strictly isolated from those used during model 
training and structural perturbation processing. 
Unless otherwise specified, a representative subset 
covering 250 disjoint identities was used for evalu-
ation, drawn from approximately 8,000 anonymized 
samples to ensure fairness and consistency across 
experiments. Re-identification-related metrics 
were computed using a pretrained ArcFace (Res-
Net-100) model that remained entirely independent 
from SID-GAF. Cosine similarity was applied as the 
matching function with a decision threshold of 0.3. 
The identity encoder and style encoder follow a Res-
Net-like structure with four residual blocks (64–256 
channels), and the generator adopts a U-Net-style 
symmetric encoder–decoder architecture with skip 
connections and AdaIN-based modulation. All mod-
els were trained using the Adam optimizer (learning 
rate = 0.0003, β1 = 0.9, β2 = 0.999) for 120 epochs, with 
early stopping applied if the validation FID did not 
improve for 10 consecutive epochs. The loss weights 
follow the configuration given in Table 1 and were 
kept fixed across all experiments to avoid hyperpa-
rameter-driven performance fluctuations.
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In all experimental processes, the weight parameters 
of the loss function were uniformly set as follows: The 
weight λ1 of the identity elimination loss term was 1, 
the λ2 of image reconstruction loss term  was 10, the 
λ3 of the structural consistency loss was 1, the λ4 of the 
pose preservation loss was 5, the λ5 of the background 
preservation loss was 0.1, and the λ6 of the style reg-
ularization loss was 0.01. To verify the performance 
stability of the proposed model under the parameter 
settings of each submodule, parameter sensitivity 
testing was first conducted to explore the effects of 
loss function weight factors and privacy disturbance 
intensity on the performance of anonymous images. 
The specific results are shown in Table 1.
From the experimental results in Table 1, parame-
ter combination P3 performed well in multiple key 
indicators, achieving the lowest Fréchet Inception 
Distance (FID) of 22.8 and the highest Mean Inter-
section over Union (mIoU) of 63.5, while maintain-
ing a low identity retention rate of 8.7. This combina-
tion can effectively suppressed the recognizability of 
identity features while improving the quality of im-
age structure restoration. Further comparison be-
tween P2 and P4 revealed that moderately increasing 
the disturbance intensity and identity vector dimen-
sion could enhance the model's expressive power, 
but setting too many identity categories might in-
troduce discriminative confusion. P3 was ultimately 
determined as the optimal parameter combination, 
and subsequent experiments were trained and eval-
uated based on a learning rate of 0.0003, an identity 
vector dimension of 256, a perturbation intensity of 
0.10, and 50 identity categories.

Combination Learning rate Identity vector 
dimension

Perturbation 
strength

Identity  
categories κ FID ↓ mIoU ↑ ID retention ↓

P1 0.0005 256 0.05 40 23.6 62.8 9.1

P2 0.0003 128 0.08 40 24.2 61.9 10.3

P3 0.0003 256 0.10 50 22.8 63.5 8.7

P4 0.0001 128 0.10 60 25.4 60.2 11.5

P5 0.0001 256 0.12 50 23.1 63.0 9.3

P6 0.0005 128 0.12 60 24.6 61.2 10.7

P7 0.0003 192 0.06 50 22.9 63.8 9.0

P8 0.0001 192 0.08 40 24.0 62.5 9.8

Table 1
Parameter sensitivity test results.

Further module ablation experiments were conduct-
ed, with four key sub modules removed and a control 
group constructed, including w/o Grad-CAM for 
removing the identity feature response regulation 
module (without using Grad-CAM for deactivation 
guidance), w/o DiffMask for removing the structural 
perturbation branch (directly encoding the original 
structure without differential perturbation), w/o 
StyleCtrl for removing the style control network 
(without introducing style guidance, only retaining 
the basic decoding process), and w/o U-Net for re-
moving the multi-scale reconstruction path (using 
a symmetric convolution structure without skip 
connections). Using privacy budget ε as the control 
variable, the research observed the performance 
fluctuation characteristics of different module com-
binations under different privacy budget intensities, 
as shown in Figure 8.
In Figure 8(a), when the privacy budget parameter 
was set to 1.2, the Structural Similarity Index (SSIM) 
after removing Grad-CAM, DiffMask, StyleCtrl, and 
U-Net modules were 0.684, 0.672, 0.693, and 0.637, 
respectively, all significantly lower than the 0.723 
of the complete SID-GAF model. ASR measures the 
proportion of anonymized samples whose identity 
can still be matched by the ArcFace adversarial rec-
ognizer under cosine similarity with threshold 0.3: 
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Figure 8(b) shows that the results of the five 
models in terms of ASR for identity recognition 
attacks were 0.239, 0.270, 0.216, and 0.284, re-
spectively, all higher than the complete mod-
el's 0.195. Overall, removing Grad-CAM and 
DiffMask weakened the model's ability to sup-
press identity sensitive areas and structural 

perturbations, resulting in a decrease in ano-
nymity performance. The lack of U-Net could 
lead to insufficient information fusion in the 
decoding path, resulting in a decrease in image 
restoration quality and an increase in attack 
risk. Although StyleCtrl had a relatively small 
impact on ASR, the semantic coordination and 
background consistency of the generated im-
age were significantly weakened after the ab-
sence. 

To investigate the impact of differential pri-
vacy budget on model generation performance 
and anonymity strength, the experiment set 
privacy budget parameter  {0.2, 0.4, 0.6, 0.8, 
1.0, 1.2}, and used Gaussian and Laplace mech-
anisms to perturb structural features with 
noise. SSIM, Natural Image Quality Evaluator 
(NIQE), FID, and ASR were evaluated sepa-
rately, and the results are shown in Figure 9. 
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Figure 8(b) shows that the results of the five mod-
els in terms of ASR for identity recognition attacks 
were 0.239, 0.270, 0.216, and 0.284, respectively, 
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all higher than the complete model's 0.195. Overall, 
removing Grad-CAM and DiffMask weakened the 
model's ability to suppress identity sensitive areas 
and structural perturbations, resulting in a decrease 
in anonymity performance. The lack of U-Net could 
lead to insufficient information fusion in the decod-
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nymity performance. The lack of U-Net could 
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decoding path, resulting in a decrease in image 
restoration quality and an increase in attack 
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Figure 8
Module ablation test results.

ing path, resulting in a decrease in image restoration 
quality and an increase in attack risk. Although 
StyleCtrl had a relatively small impact on ASR, the 
semantic coordination and background consistency 
of the generated image were significantly weakened 
after the absence.
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To investigate the impact of differential privacy 
budget on model generation performance and ano-
nymity strength, the experiment set privacy budget 
parameter ε ∈ {0.2, 0.4, 0.6, 0.8, 1.0, 1.2}, and used 
Gaussian and Laplace mechanisms to perturb struc-
tural features with noise. SSIM, Natural Image Qual-
ity Evaluator (NIQE), FID, and ASR were evaluated 
separately, and the results are shown in Figure 9.
In Figure 9(a), as the privacy budget ε increased, SSIM 
showed an overall upward trend, indicating that the 
fidelity of image structure improved with the weaken-
ing of noise disturbance intensity. Meanwhile, NIQE 
gradually decreased, reflecting an improvement in 
visual naturalness. In contrast, the Laplacian mecha-
nism had higher SSIM and lower NIQE in most ε set-
tings, indicating its advantage in maintaining image 
realism. This was because the sparse perturbations 
generated by the Laplace mechanism caused less 
damage to the local structure and preserved more geo-
metric details. In Figure 9(b), as the ε increased, the 
overall FID decreased, and the distribution of image 
features became more consistent with the real data. 
However, ASR increased accordingly, indicating that 
attackers were more likely to recover effective iden-
tity features from the generated image. The Gaussian 
mechanism exhibited low ASR within the range of  
ε ≤ 0.6, reflecting its suppression ability under strong 
privacy constraints. However, in high ε settings, ASR 
rapidly increased, indicating that it was more likely to 

expose sensitive information in high signal-to-noise 
scenarios. Based on comprehensive evaluation, when 
ε = 0.8, the Laplacian mechanism achieved a better 
compromise among various indicators, balancing an-
onymity and image quality.
Further performance tests of generated images un-
der different disturbance intensities were designed, 
and background preservation rate and pose preser-
vation were used as evaluation indicators to com-
pare with existing mainstream anonymous gener-
ation methods. The comparative methods included 
Semantic-aware De-identification Generative Ad-
versarial Network (SDGAN) [11], Anonymization 
Framework with Facial Expression Preserving Abil-
ity (GANonymization) [6], and Attribute-aware An-
onymization Network (A3GAN) [32]. The results are 
shown in Figure 10.
Background Retention Rate (BRR) evaluates how 
well non-facial regions are preserved after ano-

nymization, computed as 
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Background Retention Rate (BRR) evaluates 
how well non-facial regions are preserved af-
ter anonymization, computed as 
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anonymization, respectively. From Figure 
10(a), in terms of BRR, the proposed method 
SID-GAF outperformed the comparison 
method at all perturbation intensities, with a 
maximum of 0.813. The performance of 
SDGAN and GANonymization fluctuated 

greatly under strong disturbance conditions, 
which was speculated to be related to the lack 
of clear background modeling mechanisms, 
and the emphasis on facial expression camou-
flage in GANonymization led to a decrease in 
the ability to express background features. 
A3GAN exhibited relatively stable perfor-
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related to the lack of clear background modeling 
mechanisms, and the emphasis on facial expression 
camouflage in GANonymization led to a decrease in 
the ability to express background features. A3GAN 
exhibited relatively stable performance under mod-
erate disturbances, but lacked specific structural 
support during disturbance enhancement, resulting 
in rough image boundary processing and a decrease 
in retention rate. In Figure 10(b), the attitude pres-
ervation results showed that SID-GAF, with the con-
straint of attitude loss term and structural alignment 
mechanism, maintained high consistency under dif-
ferent disturbance intensities, up to 0.853. Although 
GANonymization had the advantage of preserving 
facial expressions, it lacked a clear posture modeling 
strategy, resulting in a decrease in performance un-
der high disturbances.
To further verify the performance differences of dif-
ferent anonymization methods in preserving facial 
visual features and removing identities, all meth-
ods were inferred under the same input samples to 
maintain consistency in test conditions. The results 
are shown in Figure 11.
Figure 11 shows significant differences between the 
various methods in facial feature reconstruction 
and identity perturbation. SDGAN could preserve 
local facial structure to a certain extent, but some 
identity remained. GANonymization focused more 

structural alignment mechanism, maintained 
high consistency under different disturbance 
intensities, up to 0.853. Although GANony-
mization had the advantage of preserving fa-
cial expressions, it lacked a clear posture mod-
eling strategy, resulting in a decrease in per-
formance under high disturbances. 

To further verify the performance differences 
of different anonymization methods in pre-
serving facial visual features and removing 
identities, all methods were inferred under the 
same input samples to maintain consistency in 
test conditions. The results are shown in Fig-
ure 11. 

Figure 11  

Comparison of visual effects of different anonymization methods. 
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Figure 11 shows significant differences be-
tween the various methods in facial feature re-
construction and identity perturbation. 
SDGAN could preserve local facial structure to 
a certain extent, but some identity remained. 
GANonymization focused more on expression 
consistency, resulting in natural and smooth 
generated results, but some samples exhibited 
slight feature oversmoothing. A3GAN 
achieved more significant facial feature 
changes under attribute space perturbation, 
with more pronounced differences in appear-
ance characteristics such as gender and age, 
but its structural preservation was weaker. In 
contrast, the proposed SID-GAF model, by in-
troducing a structure-identity separation 
mechanism, only deflected features in promi-
nent areas such as the eyes, nose, and mouth, 
maintaining the original facial contour and 
lighting consistency. The generated results 
achieved a better balance between visual natu-
ralness, structural stability, and identity re-
moval strength. 

 

3.2 Actual Testing of SID-GAF in 
Facial Anonymity 

Applications 
To further validate the generalization and ad-
aptation performance of the proposed struc-
ture identity separation guided facial anony-
mization generation model in real-world ap-
plication environments, four types of testing 
tasks were constructed around typical scenar-
ios, covering dimensions such as different pos-
ture conditions, social image environments, 
edge device deployment, and judicial review 
evaluation, to comprehensively evaluate the 
practicality, stability, and interpretability of 
the model in the process of facial anonymiza-
tion. The comparison method selected the cur-
rent mainstream anonymity generation frame-
works, including the high fidelity reversible 
anonymity generation network G2Face [30], 
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on expression consistency, resulting in natural and 
smooth generated results, but some samples exhib-
ited slight feature oversmoothing. A3GAN achieved 
more significant facial feature changes under at-
tribute space perturbation, with more pronounced 
differences in appearance characteristics such as 
gender and age, but its structural preservation was 
weaker. In contrast, the proposed SID-GAF mod-
el, by introducing a structure-identity separation 
mechanism, only deflected features in prominent 
areas such as the eyes, nose, and mouth, maintaining 
the original facial contour and lighting consistency. 
The generated results achieved a better balance be-
tween visual naturalness, structural stability, and 
identity removal strength.

3.2. Actual Testing of SID-GAF in Facial 
Anonymity Applications

To further validate the generalization and adapta-
tion performance of the proposed structure identity 
separation guided facial anonymization generation 
model in real-world application environments, four 
types of testing tasks were constructed around typ-
ical scenarios, covering dimensions such as different 
posture conditions, social image environments, edge 
device deployment, and judicial review evaluation, 
to comprehensively evaluate the practicality, stabil-
ity, and interpretability of the model in the process 



Information Technology and Control 2026/2/55546

of facial anonymization. The comparison method 
selected the current mainstream anonymity gener-
ation frameworks, including the high fidelity revers-
ible anonymity generation network G2Face [30], the 
Style Diversity-based Generative Face Anonymiza-
tion (SD-GFA) framework [34], and the structure 
preserving anonymity scheme DisguisOR [1] suitable 
for medical scenarios, representing three research 
directions: identity preservation control, style diver-
sity, and local feature masking. To test the anonym-
ity consistency and natural expression ability of the 
model under different posture conditions, a cross 
posture consistency evaluation experiment was first 
conducted, and the results are shown in Figure 12.
Pose-based Identity Consistency (PIC) mea-
sures cross-view anonymization coherence via 

experiment was first conducted, and the results are shown in Figure 12. 
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Pose-based Identity Consistency (PIC) 
measures cross-view anonymization coher-
ence via front profile( ( ), ( ))PIC sim f z f z  , where 

( )f  is the ArcFace-based embedding function 
and ( )sim  denotes cosine similarity between 
frontal and profile anonymized samples. Fig-
ure 12(a) shows the PIC scores for both frontal 
and lateral poses, with SID-GAF reaching 0.814 
and 0.759, respectively. In contrast, although 
G2Face had a better design in terms of reversi-
bility, it was prone to introducing facial geo-
metric distortion during complex pose switch-
ing, resulting in decreased consistency. SD-
GFA and DisguisOR limited modeling capabil-
ities for style and structure, making it difficult 
to fully maintain identity neutral representa-
tions across postures. Naturalness Index (NI) is 
obtained through human perceptual scoring 
on a five-level realism scale. Figure 12(b) re-
flects the NI of the generated image, with SID-
GAF reaching 4.08 and 3.95 in frontal and lat-
eral poses, respectively. Its style regularization 
and structural consistency joint optimization 
strategy enhanced the coordination and se-
mantic coherence between the anonymous 
area and the surrounding background. Due to 
the lack of a fine reconstruction module, Dis-
guisOR was prone to artifacts and blurring 
during the structural restoration stage, which 
affected the natural perception of images. 

To verify the privacy preservation ability in so-
cial image scenarios, the experiment intro-
duced three indicators: RFR, Intra-group Fea-
ture Separability (IFS), and Target Anonymiza-
tion Confusion Rate (TACR). RFR measures the 
proportion of anonymized samples that cannot 
be matched back to their original identity: 
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where a misclassification is counted if the 
anonymized sample is most similar to the em-
bedding of an incorrect identity. The research 
observed the changes in target identity recog-
nition and group distribution characteristics 
after anonymous intervention at three levels of 
image occlusion ratios: low occlusion (10%), 
medium occlusion (25%), and high occlusion 
(40%). The results are shown in Table 2. 
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Occlusion Level Method RFR (%) IFS TACR (%) 

Low (10%) G2Face 22.4 0.341 18.7 
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ure 12(b) reflects the NI of the generated image, with 
SID-GAF reaching 4.08 and 3.95 in frontal and lat-
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between the anonymous area and the surrounding 
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affected the natural perception of images.
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after anonymous intervention at three levels of 
image occlusion ratios: low occlusion (10%), 
medium occlusion (25%), and high occlusion 
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, where  

a misclassification is counted if the anonymized 
sample is most similar to the embedding of an incor-
rect identity. The research observed the changes in 
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target identity recognition and group distribution 
characteristics after anonymous intervention at 
three levels of image occlusion ratios: low occlusion 
(10%), medium occlusion (25%), and high occlusion 
(40%). The results are shown in Table 2.
As shown in Table 2, in terms of RFR indicators, as 
the image occlusion ratio increased from low to high, 
SID-GAF reached 27.2% in high occlusion scenes, 
which was better than G2Face's 18.9%, and had stron-
ger identity hiding ability in complex multi-person 
images. IFS display showed that SID-GAF always 
maintained the lowest value, dropping to 0.261 under 
high occlusion conditions, reflecting its minimal in-
terference from anonymous targets and non-targets 
in a group background, and maintaining reasonable 
local structural consistency. TACR revealed the prob-
ability of misidentifying the target as someone else 
after anonymous processing, with SID-GAF reaching 
25.9%, 29.4%, and 31.0% under three levels of occlu-
sion, respectively, reflecting its high semantic fusion 
and identity suppression capabilities in anonymous 
camouflage, and exhibiting stronger anonymity adapt-
ability in the context of multi-target interference.
To test the practical usability of generated images 
in high reliability applications such as legal review, 
the experiment selected four typical judicial image 
scenarios: natural light, side face occlusion, low res-

Occlusion Level Method RFR (%) IFS TACR (%)

Low (10%)

G2Face 22.4 0.341 18.7

SD-GFA 25.6 0.324 21.3

DisguisOR 27.1 0.310 23.5

SID-GAF 30.8 0.292 25.9

Medium (25%)

G2Face 20.1 0.356 20.6

SD-GFA 23.3 0.337 23.9

DisguisOR 25.7 0.319 26.2

SID-GAF 28.9 0.276 29.4

High (40%)

G2Face 18.9 0.370 22.2

SD-GFA 21.4 0.352 25.1

DisguisOR 24.2 0.331 27.4

SID-GAF 27.2 0.261 31.0

Table 2
Privacy preservation and group distribution test results under different occlusion ratios.

olution, and facial expression changes. The distribu-
tion stability and performance of each anonymiza-
tion model were analyzed on two indicators: facial 
readability score (FRS) and semantic retention rate 
(SRR). FRS is assigned by expert evaluators based 
on visual interpretability of critical facial attributes. 
SRR measures the consistency of non-identity at-
tributes (e.g., expression) in anonymized samples: 
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As shown in Table 2, in terms of RFR indica-
tors, as the image occlusion ratio increased 
from low to high, SID-GAF reached 27.2% in 
high occlusion scenes, which was better than 
G2Face's 18.9%, and had stronger identity hid-
ing ability in complex multi-person images. 
IFS display showed that SID-GAF always 
maintained the lowest value, dropping to 0.261 
under high occlusion conditions, reflecting its 
minimal interference from anonymous targets 
and non-targets in a group background, and 
maintaining reasonable local structural con-
sistency. TACR revealed the probability of mis-
identifying the target as someone else after 
anonymous processing, with SID-GAF reach-
ing 25.9%, 29.4%, and 31.0% under three levels 
of occlusion, respectively, reflecting its high se-
mantic fusion and identity suppression capa-
bilities in anonymous camouflage, and exhibit-
ing stronger anonymity adaptability in the 
context of multi-target interference. 

To test the practical usability of generated im-
ages in high reliability applications such as le-
gal review, the experiment selected four typi-
cal judicial image scenarios: natural light, side 
face occlusion, low resolution, and facial ex-
pression changes. The distribution stability 
and performance of each anonymization 
model were analyzed on two indicators: facial 
readability score (FRS) and semantic retention 
rate (SRR). FRS is assigned by expert evalua-
tors based on visual interpretability of critical 
facial attributes. SRR measures the consistency 
of non-identity attributes (e.g., expression) in 
anonymized samples: 
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 , where ( )is x  

and ( )is z   are semantic attribute feature vec-
tors before and after anonymization. The re-
sults are shown in Figure 13. 

 

Figure 13  

Results of face readability and semantic preservation performance in different judicial scenarios. 
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Figure 13(a) shows that under the FRS index, SID-GAF exhibits overall higher median and 

, where s(xi) and  are 

s(zi) semantic attribute feature vectors before and af-
ter anonymization. The results are shown in Figure 13.
Figure 13(a) shows that under the FRS index, SID-
GAF exhibits overall higher median and smaller 
discrete intervals in four types of judicial scenarios, 
demonstrating strong stability in maintaining the 
clarity of local facial structures. Among them, the 
median scores of SID-GAF in natural light and fa-
cial expression change scenes were 0.734 and 0.719, 
respectively, demonstrating good image detail resto-
ration ability. In Figure 13(b), the box line height of 
SID-GAF on the SRR index was concentrated, and 
there were few outliers, reflecting its robustness in 
the semantic information transmission chain. In 
comparison, the SRR fluctuation of G2Face under 
side face occlusion was large, reflecting the limita-
tions of its geometric alignment mechanism under 
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(a) Facial readability under different  
judicial scenarios

SD-GFA 25.6 0.324 21.3 
DisguisOR 27.1 0.310 23.5 
SID-GAF 30.8 0.292 25.9 

Medium (25%) 

G2Face 20.1 0.356 20.6 
SD-GFA 23.3 0.337 23.9 

DisguisOR 25.7 0.319 26.2 
SID-GAF 28.9 0.276 29.4 

High (40%) 

G2Face 18.9 0.370 22.2 
SD-GFA 21.4 0.352 25.1 

DisguisOR 24.2 0.331 27.4 
SID-GAF 27.2 0.261 31.0 

 

As shown in Table 2, in terms of RFR indica-
tors, as the image occlusion ratio increased 
from low to high, SID-GAF reached 27.2% in 
high occlusion scenes, which was better than 
G2Face's 18.9%, and had stronger identity hid-
ing ability in complex multi-person images. 
IFS display showed that SID-GAF always 
maintained the lowest value, dropping to 0.261 
under high occlusion conditions, reflecting its 
minimal interference from anonymous targets 
and non-targets in a group background, and 
maintaining reasonable local structural con-
sistency. TACR revealed the probability of mis-
identifying the target as someone else after 
anonymous processing, with SID-GAF reach-
ing 25.9%, 29.4%, and 31.0% under three levels 
of occlusion, respectively, reflecting its high se-
mantic fusion and identity suppression capa-
bilities in anonymous camouflage, and exhibit-
ing stronger anonymity adaptability in the 
context of multi-target interference. 

To test the practical usability of generated im-
ages in high reliability applications such as le-
gal review, the experiment selected four typi-
cal judicial image scenarios: natural light, side 
face occlusion, low resolution, and facial ex-
pression changes. The distribution stability 
and performance of each anonymization 
model were analyzed on two indicators: facial 
readability score (FRS) and semantic retention 
rate (SRR). FRS is assigned by expert evalua-
tors based on visual interpretability of critical 
facial attributes. SRR measures the consistency 
of non-identity attributes (e.g., expression) in 
anonymized samples: 

1

1 1 ( ( ), ( ))
N

i i
i

SRR dist s x s z
N

 , where ( )is x  

and ( )is z   are semantic attribute feature vec-
tors before and after anonymization. The re-
sults are shown in Figure 13. 
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Figure 13(a) shows that under the FRS index, SID-GAF exhibits overall higher median and 
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Figure 13 
Results of face readability and semantic preservation performance in different judicial scenarios.

complex occlusion conditions. Although DisguisOR 
maintained a certain advantage over FRS, its style 
perturbation had a significant impact on semantic 
consistency, resulting in a lower SRR.
In addition to the GAN-based anonymization base-
lines, two diffusion-driven approaches were in-
cluded: Diff-Privacy [5], which follows the diffu-
sion-based facial privacy protection method of He 
et al., and Face Anonymization Made Simple [12], 
a recent diffusion-based anonymization model re-
quiring only reconstruction loss without landmarks 
or masks. The comparison is summarized in Table 3.

Method Inference 
Latency (ms)

Compression 
Ratio

Images per 
joule (IpJ)

Model Params 
(M)

Peak Memory 
(MB)

G2Face 137.5 3.1 16.7 24.3 1478

SD-GFA 128.9 3.4 17.5 20.7 1392

DisguisOR 142.3 2.9 15.9 26.2 1525

SDGAN 119.6 3.7 18.9 18.4 1327

GANonymization 133.8 3.2 16.4 22.0 1409

A3GAN 125.7 3.6 18.1 19.2 1355

Diff-Privacy 265.4 2.8 12.3 28.6 1584

Face Anonymization Made Simple 247.8 2.9 13.1 27.5 1557

SID-GAF (proposed) 114.8 3.8 19.2 17.1 1286

Table 3 
Performance comparison results in a simulated edge device deployment environment.

As shown in Table 3, the SID-GAF proposed by the 
research performed well overall in five indicators, 
especially in terms of inference delay, number of 
generated images per unit energy consumption, 
and peak memory, showing significant advantages 
of 114.8 ms, 19.2 IpJ, and 1286 MB, respectively. In 
comparison, DisguisOR had a complex multi-scale 
structure, resulting in a delay of up to 142.3 ms, and 
was at a disadvantage in terms of energy efficiency 
ratio and memory overhead. SDGAN and A3GAN 
improved model compression ratio and energy effi-
ciency through feature sharing and attribute guid-
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ance mechanisms, respectively, but they still lagged 
behind in inference speed. Diffusion-based mod-
els (Diff Privacy and Face Anonymization Made 
Simple) performed well in image fidelity, but their 
multi-step sampling process resulted in significant-
ly higher inference latency and memory consump-
tion compared to other methods, with inference 
latency reaching 265.4 ms and 247.8 ms, respec-
tively, and IpJ only 12.3 and 13.1. In contrast, SID-
GAF achieved significant optimization of inference 
speed and energy efficiency under the collaborative 
framework of structural modeling and identity sup-
pression, with a latency of only 114.8 ms and an IpJ 
of 19.2, demonstrating efficient adaptability and re-
al-time potential on resource constrained devices.
To support the quantitative comparisons, statisti-
cal testing was carried out using five independent 
runs per model configuration with different random 
seeds. Each run generated 1,000 anonymized imag-
es, and per-image metric values were treated as in-
dependent samples for the calculation of FID and 
SSIM. For re-identification-related metrics such 
as ASR, results were computed per identity over 
the 250 identity groups. Two-sample t-tests were 
applied between SID-GAF and each baseline, and 
Bonferroni correction was used to account for mul-
tiple pairwise comparisons. In addition, to mitigate 
potential distributional bias of FID, a non-paramet-
ric Mann–Whitney U test was also performed and 
yielded consistent significance trends. The results 
are summarized in Table 4.
The statistical results indicated that SID-GAF con-
sistently achieved lower FID and ASR and higher 
SSIM compared to evaluated baselines under the 
specified testing configuration. While the perfor-
mance differences remained statistically significant 

after correction, the conclusions were reported con-
servatively to reflect robustness trends rather than 
absolute guarantees.
In summary, to verify the core features of SID-GAF 
proposed by the research, the experiment conduct-
ed a systematic evaluation from four dimensions: 
structural consistency, identity suppression ability, 
visual naturalness, and inference efficiency. Figures 
9-10 validate the structural preservation and atti-
tude controllability of the model, where the SSIM 
and attitude preservation results directly reflected 
the effectiveness of structural modeling and geo-
metric perturbation mechanisms at the semantic 
level. The ablation experiment in Figure 8 and the 
ASR index verified the weakening effect of identity 
saliency inhibition mechanism on the risk of identi-
ty leakage. The analysis of naturalness and semantic 
preservation in Figures 11-12 shows that SID-GAF 
could still maintain high visual quality and content 
consistency under differential perturbations, re-
flecting the model's advantages in naturalness and 
semantic coordination. The edge deployment re-
sults demonstrated the advantages of the model in 
inference latency, energy efficiency, and memory us-
age, demonstrating its good scalability and practical 
adaptability under resource limited conditions.

4. Conclusion
Aiming at the risk of privacy leakage of identity in-
formation in facial images, a novel anonymous im-
age generation method SID-GAF was developed, 
which integrated structural modeling, style guid-
ance, and saliency suppression mechanisms. In the 
ablation test, when the privacy budget parameter 

Method FID (Mean ± SD) SSIM (Mean ± SD) ASR (Mean ± SD) p-value Significance

G2Face 26.8 ± 0.9 0.693 ± 0.012 0.239 ± 0.007 0.0023 **

SD-GFA 24.1 ± 0.8 0.702 ± 0.009 0.221 ± 0.005 0.0018 **

Diff-Privacy 22.9 ± 0.7 0.714 ± 0.011 0.213 ± 0.006 0.0009 **

SID-GAF 21.7 ± 0.6 0.723 ± 0.010 0.195 ± 0.004 / /
 

Note: * indicates "p<0.05 (significant difference)"; ** indicates ''p<0.01 (highly significant difference)''; *** indicates ''p<0.001 (highly signifi-
cant difference)''
Non-parametric Mann–Whitney U testing indicated consistent result trends.

Table 4
Statistical Significance Analysis of Key Evaluation Metrics.
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value was 1.2, the SSIMs of the complete model, re-
moved Grad-CAM, DiffMask, StyleCtrl, and U-Net 
modules were 0.723, 0.684, 0.672, 0.693, and 0.637, 
respectively, with corresponding ASR values of 
0.195, 0.239, 0.270, 0.216, and 0.284, respectively. 
When the disturbance intensity was 0.2, the BRR of 
SID-GAF was 0.813 and the attitude retention was 
0.853. In application testing, the PIC of the proposed 
method was 0.814 and 0.759, and the NI was 4.08 and 
3.95, respectively, in the frontal and lateral postures. 
In the 40% occlusion ratio of the high-occlusion im-
age, the RFR of the proposed method was 27.2%, IFS 
was 0.261, and TACR was 31.0%. Under natural light 
and facial expression changes, the median scores 
of SID-GAF were 0.734 and 0.719, respectively, and 
the median scores of SRR were 0.767 and 0.738, re-
spectively. The comprehensive evaluation results 
indicated that SID-GAF achieved a good balance 
between identity hiding and image quality in multi-
ple task scenarios. Although the SID-GAF proposed 
by the research achieved excellent performance in 
identity suppression, structural preservation, and 
visual consistency, there are still certain limitations. 
Under complex lighting, extreme posture, or local 
occlusion conditions, the robustness of structural 
keypoint extraction still needs to be improved. There 
was an imbalance in the distribution of privacy-en-
hancing noise among different populations and ex-

pression categories, and the model's cross dataset 
generalization ability still needs further validation. 
Future research will focus on exploring adaptive 
structural perturbations and dynamic privacy bud-
get learning mechanisms to enhance the anonymity 
strength control and stability of the model in multi-
ple scenarios. Meanwhile, the research will consider 
extending SID-GAF to video level anonymous con-
sistency modeling, combining temporal constraints 
and cross frame optimization strategies to achieve 
higher-level continuous privacy protection and ap-
plication scalability.
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