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This study proposes a Swarm-Based Multi-Layer Intrusion Detection System (SML-IDS) that combines hier-
archical deep learning and swarm intelligence-based feature optimization to enhance network security. Our 
framework integrates Convolutional Neural Networks (CNNs) for packet-level anomaly detection, Long Short-
Term Memory (LSTM) networks for session-level behavior analysis, and fuzzy logic-based context analyzers 
to minimize false alarms. Feature selection is optimized through bio-inspired Elephant Herding Optimization 
(EHO), improving classification accuracy while reducing computational overhead. Evaluation on CIC-IDS2017 
dataset shows that SML-IDS outperforms conventional IDS models, achieving superior detection accuracy, 
false positive rate reduction, and real-time feasibility.
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1. Introduction
The increasing interconnectivity of devices in mod-
ern computing environments has facilitated the rap-
id adoption of the Internet of Things (IoT), enabling 
seamless communication across various domains, in-
cluding healthcare, manufacturing, smart cities, and 

critical infrastructure [21]. IoT networks have trans-
formed the digital landscape by enabling real-time 
data acquisition, automation, and remote control 
of devices across various applications [3]. However, 
their deployment in mission-critical domains such 
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as healthcare (Internet of Medical Things – IoMT), 
industrial control systems, and smart grids intro-
duces significant security and privacy concerns [31]. 
Unlike traditional computing infrastructures, IoT 
devices often have limited computational resources, 
making them vulnerable to lightweight yet highly ef-
fective attacks such as distributed denial-of-service 
(DDoS), packet injection, eavesdropping, and adver-
sarial manipulations [29]. The heterogeneity of IoT 
devices, coupled with diverse communication pro-
tocols, complicates the deployment of standardized 
security solutions [40].
Recent advancements in artificial intelligence (AI) 
and deep learning (DL) have shown promise in ad-
dressing IoT security challenges [25]. However, 
conventional deep learning-based Intrusion Detec-
tion System (IDS) models often suffer from high 
false-positive rates, adversarial vulnerabilities, and 
inefficient feature selection mechanisms [2]. Ex-
isting feature extraction techniques rely heavily on 
domain knowledge, limiting the adaptability of IDS 
frameworks to emerging attack patterns [8]. Bioin-
spired optimization algorithms, particularly Ele-
phant Herding Optimization (EHO), Particle Swarm 
Optimization (PSO), and Ant Colony Optimization 
(ACO), offer a promising alternative by dynamical-
ly selecting and optimizing feature subsets for im-
proved classification accuracy [3].
Despite advancements in IoT security research, sev-
eral challenges persist, preventing the deployment of 
highly reliable and scalable IDS solutions [16]. One of 
the primary challenges is the dynamic nature of cyber 
threats, where traditional signature-based detection 
methods fail to identify novel and zero-day attacks 
[24]. Attackers increasingly use polymorphic mal-
ware, adversarial perturbations, and sophisticated 
evasion techniques to bypass conventional security 
mechanisms [14]. Polymorphic malware dynamical-
ly alters its code to avoid signature-based detection, 
and adversarial perturbations use carefully crafted 
inputs exploit the vulnerabilities of deep learning 
models to evade anomaly detection.
Another challenge lies in the decentralized and het-
erogeneous nature of IoT environments, where ven-
dors use proprietary communication protocols and 
security mechanisms [12]. This fragmentation cre-
ates interoperability issues, making it difficult to es-
tablish unified security policies.

Traditional security mechanisms such as rule-
based intrusion detection systems (IDS) and con-
ventional firewalls have proven inadequate in 
handling the dynamic and evolving nature of cyber 
threats. The necessity for an advanced, adaptive, 
and intelligent security framework has driven re-
searchers to explore machine learning and bio-in-
spired algorithms for real-time intrusion detection. 
The evolving nature of cyber threats, particularly 
zero-day attacks, poses significant challenges to 
traditional signature-based Intrusion Detection 
Systems (IDS). These systems rely on predefined 
attack signatures and therefore struggle to detect 
previously unseen or rapidly mutating threats that 
do not match known patterns. As attackers increas-
ingly employ techniques such as polymorphism, 
obfuscation, and automated exploit generation, sig-
nature-based IDS become less effective due to their 
limited adaptability. To address these challenges, 
we propose a Swarm-Based Multi-Layer Intru-
sion Detection System (SML-IDS) that integrates 
bio-inspired optimization techniques and hierar-
chical deep learning. The key contributions of this 
research are summarized as follows:
	_ We introduce a feature selection mechanism that 

uses Elephant Herding Optimization (EHO) [39] to 
enhance the accuracy of IDS models. This approach 
ensures optimal feature selection, reducing 
computational overhead while maintaining 
detection robustness.

	_ A multi-layered deep learning framework that 
integrates Convolutional Neural Networks 
(CNNs) for packet-level detection, Long Short-
Term Memory (LSTM) for session-level behavior 
analysis, and temporal modeling for sequential 
attack pattern identification.

	_ To improve resilience against adversarial attacks, 
we incorporate Generative Adversarial Networks 
(GANs) for crafting adversarial samples, thereby 
enhancing the robustness of the IDS against 
evasion techniques.

	_ A fuzzy logic-based context analyzer to prioritize 
intrusion alerts based on severity, impact on 
network segments, and historical attack patterns. 
This mechanism significantly reduces false 
positive rates and improves decision-making in 
automated security responses.
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2. Related Work
With the growth of IoT networks, security mecha-
nisms have struggled to keep pace with increasing-
ly sophisticated cyber threats. Traditional security 
solutions, such as firewalls and rule-based intrusion 
detection systems (IDS), are often inadequate in 
protecting resource-constrained IoT devices from 
evolving attack patterns [25]. Recent research has 
focused on enhancing IDS through machine learning 
(ML), deep learning (DL), and bio-inspired optimiza-
tion techniques to improve accuracy, efficiency, and 
adaptability [3]. This section provides an overview of 
existing IDS models in IoT environments, explores 
the role of ML and DL in enhancing detection capa-
bilities, examines bio-inspired optimization strate-
gies for intrusion detection, and discusses the limita-
tions of existing approaches.
Intrusion Detection Systems (IDS) serve as a crit-
ical layer of defense in network security, aiming to 
detect, analyze, and respond to malicious activi-
ties within IoT ecosystems [8]. IDS mechanisms 
are broadly classified into two categories: signa-
ture-based detection and anomaly-based detection 
[40]. Signature-based IDS rely on predefined attack 
signatures to detect known threats, offering high ac-
curacy for previously encountered attacks but fail-
ing to identify zero-day exploits [24]. In contrast, 
anomaly-based IDS monitor deviations from nor-
mal network behavior, making them more effective 
in detecting novel attacks [16]. However, tradition-
al anomaly detection systems often generate a high 
number of false positives due to their reliance on 
predefined normal behavior patterns.
IoT environments introduce unique challenges for 
IDS deployment due to device heterogeneity, limit-
ed computational resources, and dynamic network 
topologies [9]. Researchers have proposed light-
weight IDS frameworks specifically designed for IoT 
networks, incorporating techniques such as feature 
reduction, hybrid detection models, and edge com-
puting integration [12]. Cloud-assisted IDS solu-
tions have also emerged, leveraging centralized pro-
cessing to analyze network traffic from multiple IoT 
devices [18]. However, these approaches introduce 
latency and privacy concerns, necessitating more 
efficient, decentralized, and real-time intrusion de-
tection mechanisms.

The integration of machine learning (ML) and deep 
learning (DL) techniques has significantly enhanced 
the effectiveness of IDS in identifying cyber threats 
[7]. ML-based IDS models utilize classification al-
gorithms such as Support Vector Machines (SVM), 
Decision Trees (DT), Random Forest (RF), and 
k-Nearest Neighbors (KNN) to detect anomalous 
patterns in network traffic [13]. These models have 
demonstrated notable improvements in detection 
accuracy compared to traditional rule-based IDS, 
however, their reliance on handcrafted features and 
predefined decision boundaries limits adaptability 
to new attack vectors [17].
Deep learning approaches, particularly Convolution-
al Neural Networks (CNNs), Recurrent Neural Net-
works (RNNs), LSTM networks, and Autoencoders, 
have shown promise in addressing the limitations of 
conventional ML models [23]. CNNs have been suc-
cessfully applied for packet-level intrusion detection 
by extracting spatial features from network traffic 
data [33]. RNNs and LSTMs, on the other hand, are 
well-suited for sequential attack detection, leveraging 
temporal dependencies to identify malicious activi-
ties over time [19]. Variants such as GAN-augmented 
training and hybrid DL architectures have further im-
proved robustness by mitigating adversarial attacks 
and enhancing generalization [32].
Deep learning models have several challenges, includ-
ing high computational complexity, data dependency, 
and susceptibility to adversarial manipulation [5]. 
Training deep learning-based IDS requires extensive 
labeled datasets, which are often scarce, imbalanced, 
or outdated. Adversarial attack techniques can exploit 
model vulnerabilities, leading to misclassification and 
evasion. To address these issues, researchers have ex-
plored the integration of bio-inspired optimization al-
gorithms to improve feature selection, enhance model 
efficiency, and reduce false positive rates [36].
Bio-inspired optimization algorithms gained increas-
ing attention in IDS research due to their ability to 
efficiently select relevant features, optimize hyper-
parameters, and improve accuracy [38]. These algo-
rithms mimic natural evolutionary and swarm be-
haviors to explore the solution space and refine IDS 
models [20]. Several bio-inspired approaches have 
been explored in intrusion detection, including:
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	_ Genetic Algorithms (GA) is used for feature 
selection and rule optimization in IDS models, 
enhancing attack classification efficiency [15].

	_ Ant Colony Optimization (ACO) is used to optimize 
routing and intrusion detection in IoT by modeling 
attack path probabilities [41].

	_ Particle Swarm Optimization (PSO) is applied 
for feature selection and hyperparameter tuning 
in ML-based IDS, improving detection accuracy 
while reducing model complexity [4].

	_ Elephant Herding Optimization (EHO) is inspired 
by elephant social behaviors, used to select optimal 
feature subsets and improve IDS performance 
[39]. EHO has already been successfully used in 
intrusion detection tasks [26, 27, 30].

	_ Artificial Bee Colony (ABC) is used in IDS for 
attack classification by improving convergence 
speed and model adaptability [28].

Bio-inspired optimization techniques have demon-
strated significant improvements in IDS performance 
by reducing dimensionality, enhancing feature se-
lection, and accelerating convergence in ML and DL 
models [11]. However, their effectiveness depends on 
careful parameter tuning and adaptation to the dy-
namic nature of IoT security environments.
Despite notable advancements in IDS research, sev-
eral limitations persist, hindering the deployment of 
fully reliable and scalable intrusion detection solu-
tions in IoT networks. The challenges include:
	_ Many anomaly-based IDS models generate false 

alarms due to their sensitivity to minor deviations 
in network traffic. This leads to alert fatigue and 
reduces operational efficiency.

	_ Traditional IDS frameworks often struggle to provide 
real-time intrusion detection, especially in resource-
constrained IoT environments. Computationally 
expensive deep learning models introduce latency, 
making them unsuitable for low-power IoT devices.

	_ Deep learning-based IDS models are susceptible 
to adversarial attacks, where small perturbations 
in network traffic can deceive the model into 
misclassifying threats. Existing models lack 
robust adversarial training mechanisms to counter 
evasion techniques.

	_ The growing volume of IoT devices generates 
massive network traffic, overwhelming conventional 

IDS solutions. Cloud-based IDS architectures 
introduce privacy risks and dependence on 
centralized processing, making them less suitable 
for large-scale IoT deployments.

	_ Traditional IDS models rely on manually 
engineered features, which may not generalize 
well to evolving attack patterns. Feature extraction 
techniques need to be automated, adaptive, and 
computationally efficient.

	_ Many IDS frameworks focus on real-time detection 
but lack post-incident analysis mechanisms. The 
absence of secure forensic logging and traceability 
makes it difficult to investigate security breaches 
and implement proactive mitigation strategies.

3. Proposed Framework
The increasing complexity and scale of cyber threats 
in IoT environments, as stated in recent Cisco re-
port [6], necessitate the development of adaptive, 
scalable, and intelligent intrusion detection mech-
anisms. To address these challenges, we propose 
a Swarm-Based Multi-Layer Intrusion Detection 
System (SML-IDS) that integrates bio-inspired op-
timization, deep learning, and hierarchical security 
analysis to enhance detection accuracy while min-
imizing false positives. The proposed framework 
consists of three core components: (i) an optimized 
feature selection mechanism using EHO to identi-
fy the most relevant intrusion patterns, (ii) a mul-
tilayer deep learning model that employs CNN for 
packet-level analysis, LSTM networks to capture 
sequential dependencies in network traffic, enabling 
it to monitor long-term patterns and detect anoma-
lies that unfold over time, (iii) sliding time window 
mechanism to adapt to dynamic threat patterns by 
continuously updating detection parameters based 
on recent activity, and (iv) a context-aware detec-
tion and alert mechanism to reduce false alarms and 
prioritize security responses.

3.1. System Architecture Overview
The proposed SML-IDS architecture is designed to 
enhance the efficiency of intrusion detection while 
ensuring real-time processing capabilities for IoT 
networks. The architecture is structured into four 
main layers, as depicted in Figure 1:
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	_ 	Data Collection Layer captures network traffic 
data from IoT devices, including packet headers, 
payload information, and communication 
metadata. The collected data undergoes 
preprocessing to remove redundant features and 
normalize numerical attributes.

	_ 	Feature Optimization Layer uses the Elephant 
Herding Optimization (EHO) algorithm to the 
preprocessed data to perform dimensionality 
reduction while preserving high-informative 
features. This optimization enhances detection 
efficiency by reducing model complexity and 
computational overhead.

	_ 	Deep Learning-Based Intrusion Detection Layer 
is a hierarchical deep learning model employed for 
multi-layer intrusion analysis:
	▪ CNN for Packet-Level Detection extracts spatial 

features from network traffic. By applying 
convolutional filters across the input, CNNs can 
identify distinctive signatures and correlations 
associated with various types of malicious 
traffic, such as unusual port combinations, 
packet sizes, or protocol usage patterns. These 
learned spatial features provide a rich and 
compact representation of the packet data, 
which significantly enhances the accuracy and 
efficiency of the subsequent session-level and 
temporal analysis layers.

	▪ LSTM for Session-Level Analysis captures 
sequential dependencies in intrusion patterns. 
This enables the system to recognize complex 
attack sequences that involve stateful 
interactions or delayed malicious actions, and 
detect evolving and stealthy threats such as 
zero-day attacks.

	▪ Temporal Behavior Analysis monitors long-
term attack behaviors to detect evolving threats.

	_ 	Alert and Response Layer includes a context-aware 
fuzzy logic mechanism to prioritize threats based 
on severity, impact, and confidence scores, thereby 
reducing false positives and facilitating automated 
incident response.

To assist readers in understanding the layered design 
of our proposed Swarm-Based Multi-Layer Intrusion 
Detection System (SML-IDS), we provide a summa-
rized view of the key architectural components in Ta-
ble 1. This table outlines the function of each layer, the 

techniques employed, and its specific contribution to 
the overall IDS framework.

3.2. Feature Selection Using Elephant 
Herding Optimization (EHO)
Feature selection is a crucial step in enhancing the 
accuracy and efficiency of IDS models. Traditional 
feature selection techniques often suffer from high 
dimensionality, leading to overfitting and increased 
computational complexity.
To address these issues, we employ EHO, a bioin-
spired swarm intelligence algorithm that mimics the 
social behavior of elephant herds in selecting opti-
mal feature subsets. EHO operates by partitioning 
the dataset into groups representing elephant clans, 
where each feature subset is treated as an individual 
elephant. The optimization process follows two key 
mechanisms: (i) clan updating, where feature subsets 
with higher classification accuracy influence the se-
lection, and (ii) separating male elephants, which re-
moves redundant features to enhance generalization.
EHO enables the dynamic selection of the most rele-
vant and non-redundant features from network traf-
fic data, thereby reducing the input dimensionality, 
lowering computational overhead, and minimizing 
the risk of overfitting.

3.3. Multi-Layer Intrusion Detection with 
Deep Learning
The first level of our hierarchical detection system 
uses Convolutional Neural Networks (CNNs) to ex-
tract spatial features from raw network packets. 
CNNs are well-suited for this task due to their abil-
ity to capture local dependencies and hierarchical 
structures in input data. The CNN layer operates at 
the packet level, transforming raw network traffic 
data into structured feature maps that encapsulate 
spatial characteristics such as protocol patterns, byte 
sequences, and packet header distributions. Each 
network packet is transformed into a feature matrix, 
where convolutional filters detect attackspecific pat-
terns. The extracted features are then flattened and 
temporally ordered to form a time-series input se-
quence, which is fed into the LSTM layer. The LSTM 
leverages this sequential representation to model the 
temporal dynamics of network sessions, enabling 
the system to detect anomalies that evolve over time. 
This hierarchical integration ensures that both spa-
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tial and temporal aspects of network behavior are 
captured, allowing for a more comprehensive and 
context-aware intrusion detection process.

!
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To analyze time-dependent attack patterns, we employ 
LSTM networks, which are designed to process sequential 
data by maintaining long-term dependencies. This enables 
the IDS to detect slow-moving and persistent threats that 
span multiple network sessions. The LSTM update 
equations are 
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To analyze time-dependent attack patterns, we 
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tions are defined as follows:

!

defined as follows: 
�� = �(���� + ��ℎ�−1 + ��) (2) 

�� = �(�� �� + �� ℎ�−1 + �� ) (3) 

�� = �(���� + ��ℎ�−1 + ��) (4) 
�� = �� ⊙ ��−1 + �� ⊙ ���ℎ(���� + ��ℎ�−1 + ��) (5) 

ℎ� = �� ⊙ ���ℎ(��). (6) 
To detect evolving attack patterns, the system includes 

temporal behavior analysis, where anomalies detected by 
CNN and LSTM are tracked over time. using a sliding 
time window mechanism, the IDS adapts to new attack 
strategies and dynamically updates its detection 
parameters as demonstrated visually in Figure 2. This 
module continuously monitors the sequence of network 
events over a sliding time window and analyzes evolving 
traffic patterns using the LSTM layer. As new data arrives, 

the system incrementally updates its internal states and 
adjusts thresholds, anomaly scores, and alert priorities 
based on recent trends and deviations from established 
behavioral baselines. This adaptive mechanism allows the 
IDS to respond to shifts in attack strategies or previously 
unseen behaviors without relying on static rules or fixed 
detection thresholds. As a result, the system remains 
responsive and context-aware, improving its ability to 
detect slow, stealthy, or multi-stage attacks in real-time. 
Figure 2 
Temporal Behavior Analysis for Adaptive IDS. 

Table 1 
Summary of Architectural Components in the Proposed SML-IDS Framework. 

Component Function Technique(s) Contribution to IDS 
Data Collection 
Layer 

Captures and preprocesses raw 
network traffic 

Packet sniffing, 
normalization, one-hot 
encoding 

Provides structured input for 
downstream analysis 

Feature 
Optimization Layer 

Selects most informative 
features, reduces dimensionality 

EHO Enhances model efficiency and 
detection accuracy 

CNN Layer 
(Packet-level) 

Extracts spatial features from 
packet data 

CNN Detects low-level patterns and 
anomalies 

LSTM Layer 
(Session-level) 

Captures temporal patterns 
across network sessions 

LSTM Detects slow, evolving, or stealthy 
attacks 

Temporal Behavior 
Module 

Tracks anomaly trends over 
sliding time window 

Sequence modeling, trend 
analysis 

Adapts to dynamic and novel 
attack behaviors 

Alert and Response 
Layer 

Prioritizes threats and reduces 
false positives 

Fuzzy logic-based context 
analysis 

Enables context-aware, humanlike 
intrusion alerting 
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To detect evolving attack patterns, the system in-
cludes temporal behavior analysis, where anomalies 
detected by CNN and LSTM are tracked over time. 
using a sliding time window mechanism, the IDS 
adapts to new attack strategies and dynamically up-
dates its detection parameters as demonstrated visu-
ally in Figure 2. This module continuously monitors 
the sequence of network events over a sliding time 
window and analyzes evolving traffic patterns using 
the LSTM layer. As new data arrives, the system in-
crementally updates its internal states and adjusts 
thresholds, anomaly scores, and alert priorities based 
on recent trends and deviations from established be-
havioral baselines. This adaptive mechanism allows 
the IDS to respond to shifts in attack strategies or 
previously unseen behaviors without relying on stat-
ic rules or fixed detection thresholds. As a result, the 
system remains responsive and context-aware, im-
proving its ability to detect slow, stealthy, or multi-
stage attacks in real-time.

3.4. Sliding Window Configuration and 
Adaptation Mechanism
The sliding time window is configured with a fixed 
window size of 60 seconds and an update interval of 
10 seconds. Every 10 seconds, the window shifts for-
ward and incorporates the most recent 60 seconds of 
network traffic data for sequential pattern analysis 
using the LSTM layer. Within each window, anom-
aly scores are calculated for session sequences. To 
support real-time adaptivity, the system maintains 
a rolling average and standard deviation of recent 
anomaly scores.
A dynamic threshold θt  is computed as:
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where �� and �� are the mean and standard deviation of 
anomaly scores over the past five windows, and � is a 
tunable sensitivity factor (set to 1.5 in our experiments). 
This adaptive threshold allows the IDS to adjust its 
sensitivity based on observed behavioral shifts and 
reduces both false positives and detection lag for slow-
evolving or stealthy attacks. Anomalies are flagged when 
the score in the current window exceeds �� , and the 
alerting priority is further refined by the fuzzy logic-
based context module. 
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The implementation of the proposed Swarm-Based Multi-
Layer Intrusion Detection System (SML-IDS) involves 
multiple stages, including dataset selection, 
preprocessing, feature engineering, model training, and 
evaluation. This section provides a detailed account of the 
dataset used, the preprocessing techniques applied, the 
feature optimization methodology, and the training 
strategies adopted for deep learning-based intrusion 
detection. We also discuss the evaluation metrics used to 
benchmark the system’s performance. 

%"#! Dataset and Preprocessing 
For training and evaluating the proposed intrusion 
detection system, we utilize the CIC-IDS2017 dataset 

[35], a widely adopted benchmark dataset for network 
intrusion detection. Released by the Canadian Institute for 
Cybersecurity (CIC), the dataset contains realistic attack 
scenarios generated in a simulated environment. It has 
various categories of attacks, including Distributed 
Denial of Service (DDoS), brute force, botnet, infiltration, 
and web-based exploits, along with normal network 
traffic. The dataset includes 80 network flow features, 
extracted using tools such as Bro-IDS and Wireshark. 
These features capture crucial packet-level and session-
level network attributes such as flow duration, packet 
length, source and destination ports, TCP window size, 
and interarrival times. The dataset is highly imbalanced, 
with a significantly larger proportion of normal traffic 
compared to attack instances. 

To prepare the dataset for training, we apply the 
following preprocessing steps: 
"! Data Cleaning: Removal of missing values and 

duplicate entries. 
"! Normalization: Min-max scaling is applied to bring 

feature values to a range of [0,1], ensuring 
uniformity. 

"! Categorical Encoding: Protocol types and other 
categorical variables are converted into numerical 
values using one-hot encoding. 

"! Balancing the Dataset: To address class imbalance, 
we apply Synthetic Minority Oversampling 
Technique (SMOTE) to oversample 
underrepresented attack classes. 

%"$! Feature Optimization 
To enhance the efficiency of the IDS, we employ a two-
step feature engineering strategy consisting of feature 
selection followed by bio-inspired optimization using 
EHO. 

We first perform Pearson correlation analysis to 
eliminate redundant and low-variance features. Features 
with a correlation coefficient above 0.9 are considered 
redundant and removed from the dataset. 

After correlation-based feature reduction, the dataset 
still contains a high-dimensional feature space. We apply 
EHO to further refine the feature subset. The algorithm 
mimics the social herding behavior of elephants, 
iteratively selecting the most discriminative features that 
contribute to attack detection. 

EHO was employed to identify and eliminate 
noncontributing or redundant features from the 
CICIDS2017 dataset. Through iterative evaluation of 
feature subsets based on classification performance, EHO 
was able to reduce the dimensionality of the dataset by 
discarding features that had minimal impact on detection 
accuracy. Features such as Bwd URG Flags, Fwd URG 
Flags, and RST Flag Count were frequently assigned low 
fitness scores due to their limited variability or low 
relevance to the learning task. Similarly, statistical 
attributes like Active Max, Active Min, and Active Std 
were found to be highly correlated and thus redundant in 
the presence of other temporal features. Sparse or 
underutilized attributes such as Bwd Avg Bulk Rate, Fwd 
Avg Bytes/Bulk, and Flow Bytes/sO1 were also removed, 
as they offered negligible discriminative value for 
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adjust its sensitivity based on observed behavioral 
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lag for slow-evolving or stealthy attacks. Anomalies 
are flagged when the score in the current window ex-
ceeds θt, and the alerting priority is further refined by 
the fuzzy logic-based context module.
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realistic attack scenarios generated in a simulated 
environment. It has various categories of attacks, in-
cluding Distributed Denial of Service (DDoS), brute 
force, botnet, infiltration, and web-based exploits, 
along with normal network traffic. The dataset in-
cludes 80 network flow features, extracted using tools 
such as Bro-IDS and Wireshark. These features cap-
ture crucial packet-level and session-level network 
attributes such as flow duration, packet length, source 
and destination ports, TCP window size, and interar-
rival times. The dataset is highly imbalanced, with a 
significantly larger proportion of normal traffic com-
pared to attack instances.
To prepare the dataset for training, we apply the fol-
lowing preprocessing steps:
	_ Data Cleaning: Removal of missing values and 

duplicate entries.
	_ Normalization: Min-max scaling is applied to 

bring feature values to a range of [0,1], ensuring 
uniformity.

	_ Categorical Encoding: Protocol types and other 
categorical variables are converted into numerical 
values using one-hot encoding.

	_ Balancing the Dataset: To address class 
imbalance, we apply Synthetic Minority 
Oversampling Technique (SMOTE) to oversample 
underrepresented attack classes.

4.2. Feature Optimization
To enhance the efficiency of the IDS, we employ a 
two-step feature engineering strategy consisting of 
feature selection followed by bio-inspired optimiza-
tion using EHO.
We first perform Pearson correlation analysis to elim-
inate redundant and low-variance features. Features 
with a correlation coefficient above 0.9 are consid-
ered redundant and removed from the dataset.
After correlation-based feature reduction, the dataset 
still contains a high-dimensional feature space. We 
apply EHO to further refine the feature subset. The 
algorithm mimics the social herding behavior of ele-
phants, iteratively selecting the most discriminative 
features that contribute to attack detection.
EHO was employed to identify and eliminate noncon-
tributing or redundant features from the CICIDS2017 
dataset. Through iterative evaluation of feature sub-
sets based on classification performance, EHO was 

able to reduce the dimensionality of the dataset by 
discarding features that had minimal impact on de-
tection accuracy. Features such as Bwd URG Flags, 
Fwd URG Flags, and RST Flag Count were frequently 
assigned low fitness scores due to their limited vari-
ability or low relevance to the learning task. Similarly, 
statistical attributes like Active Max, Active Min, and 
Active Std were found to be highly correlated and thus 
redundant in the presence of other temporal features. 
Sparse or underutilized attributes such as Bwd Avg 
Bulk Rate, Fwd Avg Bytes/Bulk, and Flow Bytes/sO1 
were also removed, as they offered negligible discrim-
inative value for distinguishing between normal and 
malicious traffic. Table 2 presents the complete list of 
features eliminated by EHO, along with brief descrip-
tions and possible explanations for their removal. 
This optimization step was crucial in enhancing the 
computational efficiency of the proposed SML-IDS 
framework, reducing training time, and improving 
generalization without sacrificing detection perfor-
mance. The resulting feature set retained the most 
informative and relevant attributes necessary for ro-
bust intrusion classification.

4.3. Model Training and Hyperparameter 
Tuning
For intrusion detection, we train a hybrid deep learn-
ing model consisting of Convolutional Neural

Algorithm 1: Feature Optimization using Elephant Herding 
Optimization (EHO)

Require: Dataset D with n features, classification model 
M, population size P, maximum iterations T, 
convergence threshold ϵ, learning factor α

Ensure:   Optimal feature subset S*

1: Initialize a population of P candidate feature subsets 
{S1,S2,...,SP}, where each Si ⊆ D

2: for each candidate feature subset Si do
3: Evaluate fitness f (Si) using model M (e.g., via cross-val-

idation accuracy)
4: end for
5: Set iteration counter t ← 0  
6: Let S* ← argmaxSi  

f (Si) be the best candidate in the ini-
tial population
7: Set previous best fitness fprev

 ← 
 
f (S*)

8: while t<T and improvement >ϵ do
9:	 for each clan (subgroup) in the population do
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The objective of this stage is to reduce the size of the 
search space H to a manageable subspace Hʹ ⊂ H for 
more efficient fine-tuning.
In the second stage, we apply Bayesian optimization 
over the refined subspace Hʹ. Unlike grid search, which 
is exhaustive and deterministic, Bayesian optimization 
models the objective loss function f (h) as a black-box 
function using a surrogate Gaussian Process (GP) mod-
el. The core idea is to maximize an acquisition function 
A(h) that balances exploration and exploitation:

 
. (9)

As the acquisition function we use the Expected Im-
provement (EI), defined as:

 . (10)

where (h+) is the best observed value so far. Assuming  
f (h) ~ N(μ(h),σ2(h)) under the GP, EI can be expressed as:

A (11)
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 � = �(ℎ)−�(ℎ+)
�(ℎ) , (12) 

where Φ(⋅)and �(⋅) are cumulative distribution function 
(CDF) and probability density function (PDF) of the 
normal distribution, respectively. Bayesian optimization 
proceeds iteratively by: 

 

#$! Fitting the surrogate model to previously evaluated 
hyperparameter configurations. 

%$! Selecting the next configuration ℎ�  by maximizing 
�(ℎ). 

&$! Evaluating �(ℎ�) (e.g., model accuracy on validation 
set). 

'$!Updating the surrogate model with the new data 
point (ℎ�, � (ℎ�)). 

This process continues until a stopping criterion is met 
(a maximum number of iterations or convergence of the 
acquisition function). The optimal hyperparameters 
identified through this process were: 
"! Learning rate: 0.0005 
"! Batch size: 64 

"! CNN filters: 64 
"! LSTM units: 128 
"! Dropout rate: 0.3 
These settings yielded the highest classification 

accuracy on the validation dataset while minimizing 
overfitting and training time. The hybrid strategy provided 
a balance between exhaustive exploration (grid search) 
and efficient exploitation (Bayesian optimization), 
leading to a robust and well-tuned model suitable for real-
time intrusion detection in IoT environments. 

Table 2 
Eliminated Features from the Dataset with Descriptions and Justifications. 

Feature Description Possible Explanation for Removal 
Active Max Maximum duration of active period in flow Low variance, minimal contribution to 

classification 
Active Min Minimum duration of active period in flow Redundant with Active Max and Active 

Std 
Active Std Standard deviation of active period durations High correlation with Active Max/Min 
Bwd Avg Bulk Rate Avg. bulk data rate in backward direction Mostly zero or constant across sessions 
Bwd Avg Bytes/Bulk Avg. bytes per bulk segment in backward direction Sparse data, low informativeness 

Bwd Avg Packets/Bulk Avg. packets per bulk segment in backward 
direction 

Largely unused in actual traffic 

Bwd IAT Min Minimum inter-arrival time of packets (backward) High correlation with other IAT metrics 

Bwd Packets/s Number of packets sent per second (backward) Redundant with total packet counts 

Bwd PSH Flags Count of PSH flags in backward direction Low occurrence, limited variability 
Bwd URG Flags Count of URG flags in backward direction Rarely triggered in modern protocols 
CWE Flag Count Count of CWE (Congestion Window) flags Very low entropy across flows 
ECE Flag Count Count of ECN-Echo flags Low variability, high sparsity 
Flow Bytes/sO1 Bytes per second in the flow (possibly typo for 

Flow Bytes/s) 
Duplicate or malformed feature 

Fwd Avg Bulk Rate Avg. bulk data rate in forward direction Similar to Bwd Avg Bulk Rate, low 
variation 

Fwd Avg Bytes/Bulk Avg. bytes per bulk segment in forward direction Sparse and redundant 

Fwd Avg Packets/Bulk Avg. packets per bulk segment in forward direction Not useful in detecting anomalies 

Fwd URG Flags Count of URG flags in forward direction Infrequent in modern traffic 
Idle Std Standard deviation of idle times in flow High correlation with Idle Min/Max 
RST Flag Count Count of TCP reset flags Skewed distribution, dominated by zero 

values 
Subflow Bwd Bytes Bytes in the backward subflow Overlapping with total backward bytes 
Total Length of Fwd Packets Total length of forward packets Strongly correlated with packet count and 

size 
 

 
, (12)

where Φ(∙) and ϕ(∙) are cumulative distribution func-
tion (CDF) and probability density function (PDF) of 
the normal distribution, respectively. Bayesian opti-
mization proceeds iteratively by:
1	 	Fitting the surrogate model to previously evaluated 

hyperparameter configurations.
2	 	Selecting the next configuration ht by maximizing A(h).
3	 	Evaluating f (ht) (e.g., model accuracy on valida-

tion set).
4	 	Updating the surrogate model with the new data 

point (ht, f (ht)).
This process continues until a stopping criterion is 
met (a maximum number of iterations or conver-
gence of the acquisition function). The optimal hy-
perparameters identified through this process were:
	_ 	Learning rate: 0.0005
	_ 	Batch size: 64
	_ 	CNN filters: 64
	_ 	LSTM units: 128
	_ 	Dropout rate: 0.3

10:	 Identify the best candidate Sbest within the clan 
based on fitness

11:	 for each candidate Si in the clan do
12:	 Update candidate via clan movement:

!

distinguishing between normal and malicious traffic. 
Table 2 presents the complete list of features eliminated 
by EHO, along with brief descriptions and possible 
explanations for their removal. This optimization step was 
crucial in enhancing the computational efficiency of the 
proposed SML-IDS framework, reducing training time, 
and improving generalization without sacrificing 
detection performance. The resulting feature set retained 
the most informative and relevant attributes necessary for 
robust intrusion classification. 

%"!! Model Training and Hyperparameter 
Tuning 

For intrusion detection, we train a hybrid deep learning 
model consisting of Convolutional Neural 

 
Algorithm 1 Feature Optimization using Elephant 
Herding Optimization (EHO) 

 
Require: Dataset � with � features, classification model 

�, population size � , maximum iterations � , 
convergence threshold �, learning factor � 

Ensure: Optimal feature subset �∗ 
1: Initialize a population of �  candidate feature subsets 

{�1, �2, … , �� }, where each �� ⊆ � 
2: for each candidate feature subset ��   do 
3: Evaluate fitness �(��)  using model �  (e.g., via 

cross-validation accuracy) 
4: end for 
5: Set iteration counter � ← 0   
6: Let �∗ ← argmax��

�(��) be the best candidate in the 
initial population 

7: Set previous best fitness ����� ← �(�∗) 
8: while � < �  and improvement > � do 
9: for each clan (subgroup) in the population do 

10: Identify the best candidate �best   within the clan 
based on fitness 

11: for each candidate �� in the clan do 
12: Update candidate via clan movement: 

 �� ← �� + � ⋅ (�best − ��) (8) 

13: Remove redundant features from �� (using a 
predefined redundancy criterion) 

14: end for 
15: end for 
16: for each candidate �� in the population do 
17: Re-evaluate fitness �(��) using model � 
18: end for 

19: 
20: Update �∗ ← argmax��

�(��) 

Compute current best fitness ����� ← �(�∗) 
21: Compute improvement: Δ� ← |����� − �����|   
22: Set ����� ← �����   
23: Increment iteration counter � ← � + 1    
24: end while 
25: Return the optimal feature subset �∗   

 
Networks (CNNs) for packet-level feature extraction and 
LSTM networks for session-level temporal anomaly 
detection. 

To fine-tune the performance of the proposed deep 
learning model, we employ a two-stage hyperparameter 
optimization strategy that combines grid search with 
Bayesian optimization. This hybrid approach allows us to 
systematically explore the hyper-parameter space while 
leveraging probabilistic modeling to reduce 
computational overhead. 

In the first stage, a coarse grid search is applied to 
identify promising regions in the hyperparameter space. 
Let ℋ = {ℎ1, ℎ2, … , ℎ�} denote the set of all possible 
hyperparameter configurations. Grid search evaluates 
each ℎ� ∈ ℋ  across a predefined parameter grid to select 
the top 
  configurations with the best validation 
performance. In this study, the grid search explored the 
following ranges: 
"! Learning rate: � ∈ {0.001,0.0005,0.0001} 
"! Batch size: ∈ {32,64,128} 
"! CNN filters: � ∈ {32,64,128} 
"! LSTM units: 
 ∈ {64,128,256} 
"! Dropout rate: 	 ∈ {0.2,0.3,0.5} 
The objective of this stage is to reduce the size of the 

search space ℋ  to a manageable subspace ℋ′ ⊂ ℋ  for 
more efficient fine-tuning. 

In the second stage, we apply Bayesian optimization 
over the refined subspace ℋ′. Unlike grid search, which 
is exhaustive and deterministic, Bayesian optimization 
models the objective loss function �(ℎ) as a black-box 
function using a surrogate Gaussian Process (GP) model. 
The core idea is to maximize an acquisition function �(ℎ) 
that balances exploration and exploitation: 

ℎ∗ = argmax
ℎ∈ℋ′

�(ℎ).  (9)  

As the acquisition function we use the Expected 
Improvement (EI), defined as: 

 ��� (ℎ) = �[max(�(ℎ) − �(ℎ+), 0)], (10) 

where (ℎ+) is the best observed value so far. Assuming 
�(ℎ) ∼ � (�(ℎ), �2(ℎ)) under the GP, EI can be expressed 
as: 

��� (ℎ) = (�(ℎ) − �(ℎ+))Φ(�) + �(ℎ) (�) (11) 

(8)

13:	 Remove redundant features from Si (using a 
predefined redundancy criterion)

14:	 end for
15:	 end for
16:	 for each candidate Si in the population do
17:	 Re-evaluate fitness f (Si) using model M
18:	 end for
19: 
20:	

Update S* ← argmaxSi  
f (Si)

Compute current best fitness fcurr ← f (S*)
21:	 Compute improvement: Δ f ← | fcurr - fprev|  
22:	 Set fprev ← fcurr 
23:	 Increment iteration counter t ← t + 1   
24: end while
25: Return the optimal feature subset S* 

Networks (CNNs) for packet-level feature extraction 
and LSTM networks for session-level temporal 
anomaly detection.
To fine-tune the performance of the proposed deep 
learning model, we employ a two-stage hyperparam-
eter optimization strategy that combines grid search 
with Bayesian optimization. This hybrid approach 
allows us to systematically explore the hyper-param-
eter space while leveraging probabilistic modeling to 
reduce computational overhead.
In the first stage, a coarse grid search is applied to 
identify promising regions in the hyperparameter 
space. Let H ={h1,h2,...,hn} denote the set of all possible 
hyperparameter configurations. Grid search evalu-
ates each hi ∈ H across a predefined parameter grid to 
select the top k configurations with the best validation 
performance. In this study, the grid search explored 
the following ranges:
	_ 	Learning rate: η ∈ {0.001,0.0005,0.0001}
	_ 	Batch size: ∈ {32,64,128}
	_ 	CNN filters: F ∈{32,64,128}
	_ 	LSTM units: U ∈{64,128,256}
	_ 	Dropout rate: d ∈{0.2,0.3,0.5}
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Feature Description Possible Explanation for Removal

Active Max Maximum duration of active period in flow Low variance, minimal contribution  
to classification

Active Min Minimum duration of active period in flow Redundant with Active Max and Active Std

Active Std Standard deviation of active period durations High correlation with Active Max/Min

Bwd Avg Bulk Rate Avg. bulk data rate in backward direction Mostly zero or constant across sessions

Bwd Avg Bytes/Bulk Avg. bytes per bulk segment in backward direction Sparse data, low informativeness

Bwd Avg Packets/Bulk Avg. packets per bulk segment in backward direction Largely unused in actual traffic

Bwd IAT Min Minimum inter-arrival time of packets (backward) High correlation with other IAT metrics

Bwd Packets/s Number of packets sent per second (backward) Redundant with total packet counts

Bwd PSH Flags Count of PSH flags in backward direction Low occurrence, limited variability

Bwd URG Flags Count of URG flags in backward direction Rarely triggered in modern protocols

CWE Flag Count Count of CWE (Congestion Window) flags Very low entropy across flows

ECE Flag Count Count of ECN-Echo flags Low variability, high sparsity

Flow Bytes/sO1 Bytes per second in the flow  
(possibly typo for Flow Bytes/s) Duplicate or malformed feature

Fwd Avg Bulk Rate Avg. bulk data rate in forward direction Similar to Bwd Avg Bulk Rate, low variation

Fwd Avg Bytes/Bulk Avg. bytes per bulk segment in forward direction Sparse and redundant

Fwd Avg Packets/Bulk Avg. packets per bulk segment in forward direction Not useful in detecting anomalies

Fwd URG Flags Count of URG flags in forward direction Infrequent in modern traffic

Idle Std Standard deviation of idle times in flow High correlation with Idle Min/Max

RST Flag Count Count of TCP reset flags Skewed distribution, dominated by zero values

Subflow Bwd Bytes Bytes in the backward subflow Overlapping with total backward bytes

Total Length  
of Fwd Packets Total length of forward packets Strongly correlated with packet count  

xand size

Table 2
Eliminated Features from the Dataset with Descriptions and Justifications.

These settings yielded the highest classification ac-
curacy on the validation dataset while minimizing 
overfitting and training time. The hybrid strategy pro-
vided a balance between exhaustive exploration (grid 
search) and efficient exploitation (Bayesian optimiza-
tion), leading to a robust and well-tuned model suitable 
for real-time intrusion detection in IoT environments.
The final optimized model is trained using the Adam 
optimizer with a learning rate decay strategy to pre-
vent overfitting.

4.4. Fuzzy Logic-Based Context-Aware 
Intrusion Prioritization
To enhance decision-making and reduce false pos-
itives, the proposed SML-IDS incorporates a fuzzy 
logic-based context analyzer in the alert and re-
sponse layer. This module prioritizes detected in-
trusion events by considering multiple contextual 
factors such as severity of the attack, frequency of 
occurrence, historical relevance, and impact on net-
work segments. Fuzzy inference allows the system 
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to mimic human-like reasoning in the presence of 
uncertainty and imprecision, which is particularly 
suitable for dynamic IoT environments where rigid 
decision boundaries may fail.
We define the input linguistic variables, each mapped 
to fuzzy sets using membership functions:
	_ 	Severity (S): {Low, Medium, High}
	_ 	Frequency (F): {Rare, Occasional, Frequent}
	_ 	Historical Match (H): {No Match, Partial Match, 

Exact Match}
	_ 	Impact (I): {Minor, Moderate, Critical}

Each fuzzy set is represented using triangular or 
trapezoidal membership functions. For instance, the 
membership function μHigh(x) for the severity variable 
is defined as:

This process continues until a stopping criterion 
is met (a maximum number of iterations or 
convergence of the acquisition function). The 
optimal hyperparameters identified through this 
process were: 

• Learning rate: 0.0005 

• Batch size: 64 

• CNN filters: 64 

• LSTM units: 128 

• Dropout rate: 0.3 

These settings yielded the highest classification 
accuracy on the validation dataset while 
minimizing overfitting and training time. The 
hybrid strategy provided a balance between 
exhaustive exploration (grid search) and efficient 
exploitation (Bayesian optimization), leading to a 
robust and well-tuned model suitable for real-time 
intrusion detection in IoT environments. 

The final optimized model is trained using the 
Adam optimizer with a learning rate decay strategy 
to prevent overfitting. 

4.4 Fuzzy Logic-Based Context-Aware 
Intrusion Prioritization 
To enhance decision-making and reduce false 
positives, the proposed SML-IDS incorporates a 
fuzzy logic-based context analyzer in the alert and 
response layer. This module prioritizes detected 
intrusion events by considering multiple contextual 
factors such as severity of the attack, frequency of 
occurrence, historical relevance, and impact on 
network segments. Fuzzy inference allows the 
system to mimic human-like reasoning in the 
presence of uncertainty and imprecision, which is 
particularly suitable for dynamic IoT environments 
where rigid decision boundaries may fail. 

We define the input linguistic variables, each 
mapped to fuzzy sets using membership functions: 

• Severity ( ): {Low, Medium, High} 𝑆𝑆

• Frequency ( ): {Rare, Occasional, Frequent} 𝐹𝐹

• Historical Match ( ): 𝐻𝐻

{No Match, Partial Match, Exact Match} 

• Impact ( ): {Minor, Moderate, Critical} 𝐼𝐼

Each fuzzy set is represented using triangular or 
trapezoidal membership functions. For instance, 
the membership function  for the severity µ

𝐻𝐻𝑖𝑖𝑔𝑔ℎ
(𝑥𝑥)

variable is defined as: 

   
µ

𝐻𝐻𝑖𝑖𝑔𝑔ℎ
(𝑥𝑥) = {0,  𝑥𝑥≤0. 6 𝑥𝑥−0.6

0.4 ,  0.

 
(13
) 

These fuzzy values are derived from normalized 
inputs in the range  using min-max scaling. [0, 1]

A set of expert-defined fuzzy inference rules is 
used to model the prioritization logic. Each rule 
follows the standard Mamdani form: 

IF  is High AND  is Frequent AND  is Critical 𝑆𝑆 𝐹𝐹 𝐼𝐼
THEN Priority is Urgent 

Table 3 presents a subset of the fuzzy rule base: 

The fuzzy inference engine applies the Mamdani 
min–max composition method to evaluate the rule 
base. The aggregated fuzzy output  (priority 𝑃𝑃(𝑥𝑥)
level) is computed as: 

(14) 𝑃𝑃 𝑥𝑥( ) =
𝑖𝑖=1

max 𝑁𝑁𝑚𝑚𝑖𝑖𝑛𝑛 µ
𝐴𝐴

1
𝑖𝑖 𝑥𝑥

1( ), µ
𝐴𝐴

2
𝑖𝑖 𝑥𝑥

2( ), ..., µ
𝐴𝐴

𝑛𝑛
𝑖𝑖 𝑥𝑥

𝑛𝑛( )( ),  

Table 3 

Example Fuzzy Inference Rules for Intrusion 
Prioritization 

Severit
y 

Frequenc
y 

Impact Match Priority 

High Frequent Critical Exact Match Urgent 
Mediu
m 

Occasiona
l 

Moderat
e 

Partial 
Match 

High 

Low Rare Minor No Match Low 
High Rare Critical Partial 

Match 
Mediu
m 

Mediu
m 

Frequent Moderat
e 

Exact Match High 

where  denotes the membership function for µ
𝐴𝐴

𝑗𝑗
𝑖𝑖(𝑥𝑥

𝑗𝑗
)

the  -th antecedent in the -th rule. 𝑗𝑗 𝑖𝑖

The crisp priority score  is obtained using the 𝑃𝑃*

centroid defuzzification method: 

,   (15) 𝑃𝑃* = 𝑎𝑎

𝑏𝑏

∫ 𝑥𝑥⋅𝑃𝑃(𝑥𝑥) 𝑑𝑑𝑥𝑥

𝑎𝑎

𝑏𝑏

∫ 𝑃𝑃(𝑥𝑥) 𝑑𝑑𝑥𝑥

(13)

These fuzzy values are derived from normalized in-
puts in the range [0,1] using min-max scaling.
A set of expert-defined fuzzy inference rules is used 
to model the prioritization logic. Each rule follows the 
standard Mamdani form:
IF S is High AND F is Frequent AND I is Critical THEN 
Priority is Urgent
Table 3 presents a subset of the fuzzy rule base:
The fuzzy inference engine applies the Mamdani 
min–max composition method to evaluate the rule 
base. The aggregated fuzzy output P(x) (priority level) 
is computed as:
as: 

( ) = max
=1

min
1
( 1),

2
( 2), … , ( ) ,, (14)

where μAi
j 
(xj) denotes the membership function for the 

j-th antecedent in the i-th rule.
The crisp priority score P* is obtained using the cen-
troid defuzzification method:centroid defuzzification method:

∗ = ∫ ⋅ ( ) 
∫ ( ) 

, , (15)

where [a,b] is the support of the output fuzzy set.
Figure 3 illustrates the fuzzy output for various 
combinations of input variables using a surface 

plot generated from the rule base. By incorporat-
ing fuzzy reasoning, the system improves its ability 
to differentiate between critical and non-critical 
alerts, thereby reducing false positives and priori-
tizing high-risk intrusions for immediate response. 
This enhances operational efficiency and allows 
security analysts to allocate attention to the most 
relevant threats.

Severity Frequency Impact Match Priority

High Frequent Critical Exact 
Match Urgent

Medium Occasional Moderate Partial 
Match High

Low Rare Minor No Match Low

High Rare Critical Partial 
Match Medium

Medium Frequent Moderate Exact 
Match High

Table 3
Example Fuzzy Inference Rules for Intrusion Prioritization

Figure 3
Fuzzy Output Surface for Priority Scoring based on 
Severity and Frequency.

!

The final optimized model is trained using the Adam 
optimizer with a learning rate decay strategy to prevent 
overfitting. 

%"%! Fuzzy Logic-Based Context-Aware 
Intrusion Prioritization 
To enhance decision-making and reduce false positives, 
the proposed SML-IDS incorporates a fuzzy logic-based 
context analyzer in the alert and response layer. This 
module prioritizes detected intrusion events by 
considering multiple contextual factors such as severity of 
the attack, frequency of occurrence, historical relevance, 
and impact on network segments. Fuzzy inference allows 
the system to mimic human-like reasoning in the presence 
of uncertainty and imprecision, which is particularly 
suitable for dynamic IoT environments where rigid 
decision boundaries may fail. 

We define the input linguistic variables, each mapped 
to fuzzy sets using membership functions: 
"! Severity (�): {Low, Medium, High} 
"! Frequency (� ): {Rare, Occasional, Frequent} 

"! Historical Match (�): 
{No Match, Partial Match, Exact Match} 

"! Impact (�): {Minor, Moderate, Critical} 
Each fuzzy set is represented using triangular or 

trapezoidal membership functions. For instance, the 
membership function �High(�) for the severity variable is 
defined as: 
   

�High(�)

=
⎩⎪
⎨
⎪⎧

0, � ≤ 0.6
� − 0.6

0.4
, 0.6 < � < 1.0

1, � ≥ 1.0
 

 (13) 
These fuzzy values are derived from normalized inputs in 
the range [0,1] using min-max scaling. 

A set of expert-defined fuzzy inference rules is used to 
model the prioritization logic. Each rule follows the 
standard Mamdani form: 

IF � is High AND �  is Frequent AND � is Critical 
THEN Priority is Urgent 

Table 3 presents a subset of the fuzzy rule base: 
The fuzzy inference engine applies the Mamdani min–

max composition method to evaluate the rule base. The 
aggregated fuzzy output � (�) (priority level) is computed 
as: 

� (�) = max
�=1

�
min (��1

� (�1), ��2
� (�2), … , ���

� (��)), (14) 

Table 3 
Example Fuzzy Inference Rules for Intrusion 
Prioritization 

Severity Frequency Impact Match Priority 
High Frequent Critical Exact Match Urgent 

Medium Occasional Moderate Partial Match High 
Low Rare Minor No Match Low 
High Rare Critical Partial Match Medium 

Medium Frequent Moderate Exact Match High 

where ���
� (��) denotes the membership function for the � 

-th antecedent in the �-th rule. 
The crisp priority score � ∗  is obtained using the 

centroid defuzzification method: 

� ∗ = ∫�
� �⋅� (�) ��
∫�

� � (�) ��
,   (15) 

where [
, �] is the support of the output fuzzy set. 
Figure 3 illustrates the fuzzy output for various 

combinations of input variables using a surface plot 
generated from the rule base. By incorporating fuzzy 
reasoning, the system improves its ability to differentiate 
between critical and non-critical alerts, thereby reducing 
false positives and prioritizing high-risk intrusions for 
immediate response. This enhances operational efficiency 
and allows security analysts to allocate attention to the 
most relevant threats. 
Figure 3 
Fuzzy Output Surface for Priority Scoring based on Severity and 
Frequency. 

 
%"&! Evaluation Metrics and Performance 

Benchmarks 
To evaluate the effectiveness of our model, we use the 
following key performance metrics: 
"! Accuracy (ACC) measures the proportion of 

correctly classified instances. It is defined as: 

ACC = �� +��
�� +��+�� +��,  

 (16) 
where TP is the number of true positives, TN is the 
number of true negatives, FP is the number of false 
positives, and FN is the number of false negatives. 

4.5. Evaluation Metrics and Performance 
Benchmarks
To evaluate the effectiveness of our model, we use the 
following key performance metrics:
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	_ 	Accuracy (ACC) measures the proportion of 
correctly classified instances. It is defined as:
correctly classified instances. It is defined as:

ACC = +
+ + + ,

  
 , (16)

where TP is the number of true positives, TN is the 
number of true negatives, FP is the number of false 
positives, and FN is the number of false negatives.

	_ 	Precision (P) evaluates the percentage of actual 
attacks correctly identified as:

!

"! Precision (P) evaluates the percentage of actual 
attacks correctly identified as: 

Precision = ��
�� +��      (17) 

"! Recall (R) measures the IDS’s ability to detect true 
intrusions, calculated as: 

Recall = ��
�� +��.   (18) 

"! F1-Score is the harmonic mean of precision and 
recall, expressed as: 

F1 = 2 × Precision×Recall
Precision+Recall.  (19) 

"! False Positive Rate (FPR) evaluates the proportion of 
normal traffic instances that are incorrectly 
classified as attacks: 

FPR = ��
�� +��.   (20) 

"! Detection Time (DT) measures the time taken to 
classify a network packet as: 

DT = �total
� ,    (21) 

where �total is the total time for classification, and � 
is the number of packets classified. 

 
%! Results and Analysis 

&"#! Experimental Environment 
The development and evaluation of the proposed Swarm-
Based Multi-Layer Intrusion Detection System (SML-
IDS) were carried out using Python 3.10.12 language. The 
implementation leveraged TensorFlow 2.13.0 library, 
which provided GPU-accelerated support for training the 
deep learning models. Keras 2.13.1, integrated within 
TensorFlow, was used as a high-level API to define and 
manage the CNN and LSTM architectures that form the 
core of the hierarchical intrusion detection system. 

For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine learning 
baselines, preprocess features, and compute performance 
metrics such as accuracy, precision, recall, and F1-score. 

Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparameter 
space while balancing exploration and exploitation. This 
was combined with a preliminary grid search to narrow 
down the search domain before Bayesian optimization 
was applied to fine-tune model parameters. 

The fuzzy logic-based context analyzer, which 
prioritizes alerts based on severity, frequency, and 
historical patterns, was implemented as a custom module 
using native Python classes and NumPy-based 
vectorization to evaluate fuzzy rules and perform 
defuzzification using the centroid method. 

All experiments were conducted on a high-performance 
workstation running Ubuntu 22.04 LTS (64-bit) equipped 
with an AMD Ryzen 9 7950X 16core processor clocked 

at 4.5 GHz, 64 GB of DDR5 RAM, and an NVIDIA 
GeForce RTX 3090 GPU with 24 GB of VRAM. GPU 
acceleration was facilitated via the CUDA 11.8 toolkit and 
cuDNN 8.6.0 library. 

The CIC-IDS2017 dataset was obtained from the 
Canadian Institute for Cybersecurity’s official repository 
and stored on high-speed NVMe M.2 PCIe Gen4 SSDs to 
allow for fast access during preprocessing and training. 
All preprocessing steps, including data cleaning, 
normalization, one-hot encoding, and oversampling, were 
performed in advance and saved in serialized formats 
using HDF5 and Pickle to support reproducibility. To 
maintain version control and ensure consistent execution 
across different runs, the entire software stack was 
managed using Anaconda 2023.09. A dedicated virtual 
environment named sml-ids-env was created to 
encapsulate all dependencies, and a YAML configuration 
file was exported to facilitate replication of the 
experimental environment on other machines. All sliding 
window operations were implemented using time-indexed 
session logs and synchronized with the packet timestamps 
in the CIC-IDS2017 dataset. The fixed window size of 60 
seconds was selected based on empirical testing, 
balancing temporal resolution and detection 
responsiveness. A 10second hop interval ensured near-
continuous monitoring without significant computational 
overhead. 

&"$! Performance Comparison with 
Traditional IDS Models 

To benchmark the performance of the proposed SML-
IDS, we compare it against conventional Machine 
Learning-based IDS models such as Support Vector 
Machines (SVM), Random Forest (RF), and Multi-Layer 
Perceptron (MLP). The models are trained on the same 
optimized feature set and evaluated using standard 
classification metrics, including Accuracy, Precision, 
Recall, and F1-Score. Table 4 summarizes the 
performance comparison between traditional models and 
the proposed SML-IDS. The results indicate that the 
SML-IDS model significantly outperforms traditional 
IDS approaches, achieving a detection accuracy of 97.4%, 
which is notably higher than Random Forest (93.8%) and 
SVM (91.3%). The results demonstrate that the proposed 
SML-IDS model outperforms conventional methods, 
achieving higher accuracy, lower false positives, and 
improved attack detection efficiency, making it a robust 
and scalable solution for intrusion detection in IoT 
networks. 

Table 4 
Performance Comparison of IDS Models 
Model Accuracy 

(%) 
Precision Recall F1- 

Score 
SVM 91.3 0.89 0.85 0.87 
Random 
Forest 

93.8 0.92 0.90 0.91 

Multi-Layer 
Perceptron 

95.1 0.94 0.91 0.93 

Proposed 
SML-IDS 

97.4 0.96 0.94 0.95 

 (17)

	_ 	Recall (R) measures the IDS’s ability to detect true 
intrusions, calculated as:
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"! Precision (P) evaluates the percentage of actual 
attacks correctly identified as: 

Precision = ��
�� +��      (17) 

"! Recall (R) measures the IDS’s ability to detect true 
intrusions, calculated as: 

Recall = ��
�� +��.   (18) 

"! F1-Score is the harmonic mean of precision and 
recall, expressed as: 

F1 = 2 × Precision×Recall
Precision+Recall.  (19) 

"! False Positive Rate (FPR) evaluates the proportion of 
normal traffic instances that are incorrectly 
classified as attacks: 

FPR = ��
�� +��.   (20) 

"! Detection Time (DT) measures the time taken to 
classify a network packet as: 

DT = �total
� ,    (21) 

where �total is the total time for classification, and � 
is the number of packets classified. 
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&"#! Experimental Environment 
The development and evaluation of the proposed Swarm-
Based Multi-Layer Intrusion Detection System (SML-
IDS) were carried out using Python 3.10.12 language. The 
implementation leveraged TensorFlow 2.13.0 library, 
which provided GPU-accelerated support for training the 
deep learning models. Keras 2.13.1, integrated within 
TensorFlow, was used as a high-level API to define and 
manage the CNN and LSTM architectures that form the 
core of the hierarchical intrusion detection system. 

For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine learning 
baselines, preprocess features, and compute performance 
metrics such as accuracy, precision, recall, and F1-score. 

Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparameter 
space while balancing exploration and exploitation. This 
was combined with a preliminary grid search to narrow 
down the search domain before Bayesian optimization 
was applied to fine-tune model parameters. 

The fuzzy logic-based context analyzer, which 
prioritizes alerts based on severity, frequency, and 
historical patterns, was implemented as a custom module 
using native Python classes and NumPy-based 
vectorization to evaluate fuzzy rules and perform 
defuzzification using the centroid method. 

All experiments were conducted on a high-performance 
workstation running Ubuntu 22.04 LTS (64-bit) equipped 
with an AMD Ryzen 9 7950X 16core processor clocked 

at 4.5 GHz, 64 GB of DDR5 RAM, and an NVIDIA 
GeForce RTX 3090 GPU with 24 GB of VRAM. GPU 
acceleration was facilitated via the CUDA 11.8 toolkit and 
cuDNN 8.6.0 library. 

The CIC-IDS2017 dataset was obtained from the 
Canadian Institute for Cybersecurity’s official repository 
and stored on high-speed NVMe M.2 PCIe Gen4 SSDs to 
allow for fast access during preprocessing and training. 
All preprocessing steps, including data cleaning, 
normalization, one-hot encoding, and oversampling, were 
performed in advance and saved in serialized formats 
using HDF5 and Pickle to support reproducibility. To 
maintain version control and ensure consistent execution 
across different runs, the entire software stack was 
managed using Anaconda 2023.09. A dedicated virtual 
environment named sml-ids-env was created to 
encapsulate all dependencies, and a YAML configuration 
file was exported to facilitate replication of the 
experimental environment on other machines. All sliding 
window operations were implemented using time-indexed 
session logs and synchronized with the packet timestamps 
in the CIC-IDS2017 dataset. The fixed window size of 60 
seconds was selected based on empirical testing, 
balancing temporal resolution and detection 
responsiveness. A 10second hop interval ensured near-
continuous monitoring without significant computational 
overhead. 

&"$! Performance Comparison with 
Traditional IDS Models 

To benchmark the performance of the proposed SML-
IDS, we compare it against conventional Machine 
Learning-based IDS models such as Support Vector 
Machines (SVM), Random Forest (RF), and Multi-Layer 
Perceptron (MLP). The models are trained on the same 
optimized feature set and evaluated using standard 
classification metrics, including Accuracy, Precision, 
Recall, and F1-Score. Table 4 summarizes the 
performance comparison between traditional models and 
the proposed SML-IDS. The results indicate that the 
SML-IDS model significantly outperforms traditional 
IDS approaches, achieving a detection accuracy of 97.4%, 
which is notably higher than Random Forest (93.8%) and 
SVM (91.3%). The results demonstrate that the proposed 
SML-IDS model outperforms conventional methods, 
achieving higher accuracy, lower false positives, and 
improved attack detection efficiency, making it a robust 
and scalable solution for intrusion detection in IoT 
networks. 

Table 4 
Performance Comparison of IDS Models 
Model Accuracy 

(%) 
Precision Recall F1- 

Score 
SVM 91.3 0.89 0.85 0.87 
Random 
Forest 

93.8 0.92 0.90 0.91 

Multi-Layer 
Perceptron 

95.1 0.94 0.91 0.93 

Proposed 
SML-IDS 

97.4 0.96 0.94 0.95 
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	_ 	F1-Score is the harmonic mean of precision and 
recall, expressed as:

!

"! Precision (P) evaluates the percentage of actual 
attacks correctly identified as: 

Precision = ��
�� +��      (17) 

"! Recall (R) measures the IDS’s ability to detect true 
intrusions, calculated as: 

Recall = ��
�� +��.   (18) 

"! F1-Score is the harmonic mean of precision and 
recall, expressed as: 

F1 = 2 × Precision×Recall
Precision+Recall.  (19) 

"! False Positive Rate (FPR) evaluates the proportion of 
normal traffic instances that are incorrectly 
classified as attacks: 

FPR = ��
�� +��.   (20) 

"! Detection Time (DT) measures the time taken to 
classify a network packet as: 

DT = �total
� ,    (21) 

where �total is the total time for classification, and � 
is the number of packets classified. 

 
%! Results and Analysis 

&"#! Experimental Environment 
The development and evaluation of the proposed Swarm-
Based Multi-Layer Intrusion Detection System (SML-
IDS) were carried out using Python 3.10.12 language. The 
implementation leveraged TensorFlow 2.13.0 library, 
which provided GPU-accelerated support for training the 
deep learning models. Keras 2.13.1, integrated within 
TensorFlow, was used as a high-level API to define and 
manage the CNN and LSTM architectures that form the 
core of the hierarchical intrusion detection system. 

For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine learning 
baselines, preprocess features, and compute performance 
metrics such as accuracy, precision, recall, and F1-score. 

Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparameter 
space while balancing exploration and exploitation. This 
was combined with a preliminary grid search to narrow 
down the search domain before Bayesian optimization 
was applied to fine-tune model parameters. 

The fuzzy logic-based context analyzer, which 
prioritizes alerts based on severity, frequency, and 
historical patterns, was implemented as a custom module 
using native Python classes and NumPy-based 
vectorization to evaluate fuzzy rules and perform 
defuzzification using the centroid method. 

All experiments were conducted on a high-performance 
workstation running Ubuntu 22.04 LTS (64-bit) equipped 
with an AMD Ryzen 9 7950X 16core processor clocked 

at 4.5 GHz, 64 GB of DDR5 RAM, and an NVIDIA 
GeForce RTX 3090 GPU with 24 GB of VRAM. GPU 
acceleration was facilitated via the CUDA 11.8 toolkit and 
cuDNN 8.6.0 library. 

The CIC-IDS2017 dataset was obtained from the 
Canadian Institute for Cybersecurity’s official repository 
and stored on high-speed NVMe M.2 PCIe Gen4 SSDs to 
allow for fast access during preprocessing and training. 
All preprocessing steps, including data cleaning, 
normalization, one-hot encoding, and oversampling, were 
performed in advance and saved in serialized formats 
using HDF5 and Pickle to support reproducibility. To 
maintain version control and ensure consistent execution 
across different runs, the entire software stack was 
managed using Anaconda 2023.09. A dedicated virtual 
environment named sml-ids-env was created to 
encapsulate all dependencies, and a YAML configuration 
file was exported to facilitate replication of the 
experimental environment on other machines. All sliding 
window operations were implemented using time-indexed 
session logs and synchronized with the packet timestamps 
in the CIC-IDS2017 dataset. The fixed window size of 60 
seconds was selected based on empirical testing, 
balancing temporal resolution and detection 
responsiveness. A 10second hop interval ensured near-
continuous monitoring without significant computational 
overhead. 

&"$! Performance Comparison with 
Traditional IDS Models 

To benchmark the performance of the proposed SML-
IDS, we compare it against conventional Machine 
Learning-based IDS models such as Support Vector 
Machines (SVM), Random Forest (RF), and Multi-Layer 
Perceptron (MLP). The models are trained on the same 
optimized feature set and evaluated using standard 
classification metrics, including Accuracy, Precision, 
Recall, and F1-Score. Table 4 summarizes the 
performance comparison between traditional models and 
the proposed SML-IDS. The results indicate that the 
SML-IDS model significantly outperforms traditional 
IDS approaches, achieving a detection accuracy of 97.4%, 
which is notably higher than Random Forest (93.8%) and 
SVM (91.3%). The results demonstrate that the proposed 
SML-IDS model outperforms conventional methods, 
achieving higher accuracy, lower false positives, and 
improved attack detection efficiency, making it a robust 
and scalable solution for intrusion detection in IoT 
networks. 

Table 4 
Performance Comparison of IDS Models 
Model Accuracy 

(%) 
Precision Recall F1- 

Score 
SVM 91.3 0.89 0.85 0.87 
Random 
Forest 

93.8 0.92 0.90 0.91 

Multi-Layer 
Perceptron 

95.1 0.94 0.91 0.93 

Proposed 
SML-IDS 

97.4 0.96 0.94 0.95 
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	_ 	False Positive Rate (FPR) evaluates the 
proportion of normal traffic instances that are 
incorrectly classified as attacks:
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"! Precision (P) evaluates the percentage of actual 
attacks correctly identified as: 

Precision = ��
�� +��      (17) 

"! Recall (R) measures the IDS’s ability to detect true 
intrusions, calculated as: 

Recall = ��
�� +��.   (18) 

"! F1-Score is the harmonic mean of precision and 
recall, expressed as: 

F1 = 2 × Precision×Recall
Precision+Recall.  (19) 

"! False Positive Rate (FPR) evaluates the proportion of 
normal traffic instances that are incorrectly 
classified as attacks: 

FPR = ��
�� +��.   (20) 

"! Detection Time (DT) measures the time taken to 
classify a network packet as: 

DT = �total
� ,    (21) 

where �total is the total time for classification, and � 
is the number of packets classified. 
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The development and evaluation of the proposed Swarm-
Based Multi-Layer Intrusion Detection System (SML-
IDS) were carried out using Python 3.10.12 language. The 
implementation leveraged TensorFlow 2.13.0 library, 
which provided GPU-accelerated support for training the 
deep learning models. Keras 2.13.1, integrated within 
TensorFlow, was used as a high-level API to define and 
manage the CNN and LSTM architectures that form the 
core of the hierarchical intrusion detection system. 

For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine learning 
baselines, preprocess features, and compute performance 
metrics such as accuracy, precision, recall, and F1-score. 

Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparameter 
space while balancing exploration and exploitation. This 
was combined with a preliminary grid search to narrow 
down the search domain before Bayesian optimization 
was applied to fine-tune model parameters. 

The fuzzy logic-based context analyzer, which 
prioritizes alerts based on severity, frequency, and 
historical patterns, was implemented as a custom module 
using native Python classes and NumPy-based 
vectorization to evaluate fuzzy rules and perform 
defuzzification using the centroid method. 

All experiments were conducted on a high-performance 
workstation running Ubuntu 22.04 LTS (64-bit) equipped 
with an AMD Ryzen 9 7950X 16core processor clocked 

at 4.5 GHz, 64 GB of DDR5 RAM, and an NVIDIA 
GeForce RTX 3090 GPU with 24 GB of VRAM. GPU 
acceleration was facilitated via the CUDA 11.8 toolkit and 
cuDNN 8.6.0 library. 

The CIC-IDS2017 dataset was obtained from the 
Canadian Institute for Cybersecurity’s official repository 
and stored on high-speed NVMe M.2 PCIe Gen4 SSDs to 
allow for fast access during preprocessing and training. 
All preprocessing steps, including data cleaning, 
normalization, one-hot encoding, and oversampling, were 
performed in advance and saved in serialized formats 
using HDF5 and Pickle to support reproducibility. To 
maintain version control and ensure consistent execution 
across different runs, the entire software stack was 
managed using Anaconda 2023.09. A dedicated virtual 
environment named sml-ids-env was created to 
encapsulate all dependencies, and a YAML configuration 
file was exported to facilitate replication of the 
experimental environment on other machines. All sliding 
window operations were implemented using time-indexed 
session logs and synchronized with the packet timestamps 
in the CIC-IDS2017 dataset. The fixed window size of 60 
seconds was selected based on empirical testing, 
balancing temporal resolution and detection 
responsiveness. A 10second hop interval ensured near-
continuous monitoring without significant computational 
overhead. 

&"$! Performance Comparison with 
Traditional IDS Models 

To benchmark the performance of the proposed SML-
IDS, we compare it against conventional Machine 
Learning-based IDS models such as Support Vector 
Machines (SVM), Random Forest (RF), and Multi-Layer 
Perceptron (MLP). The models are trained on the same 
optimized feature set and evaluated using standard 
classification metrics, including Accuracy, Precision, 
Recall, and F1-Score. Table 4 summarizes the 
performance comparison between traditional models and 
the proposed SML-IDS. The results indicate that the 
SML-IDS model significantly outperforms traditional 
IDS approaches, achieving a detection accuracy of 97.4%, 
which is notably higher than Random Forest (93.8%) and 
SVM (91.3%). The results demonstrate that the proposed 
SML-IDS model outperforms conventional methods, 
achieving higher accuracy, lower false positives, and 
improved attack detection efficiency, making it a robust 
and scalable solution for intrusion detection in IoT 
networks. 

Table 4 
Performance Comparison of IDS Models 
Model Accuracy 
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Precision Recall F1- 

Score 
SVM 91.3 0.89 0.85 0.87 
Random 
Forest 

93.8 0.92 0.90 0.91 

Multi-Layer 
Perceptron 
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Proposed 
SML-IDS 

97.4 0.96 0.94 0.95 
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is the number of packets classified. 
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IDS) were carried out using Python 3.10.12 language. The 
implementation leveraged TensorFlow 2.13.0 library, 
which provided GPU-accelerated support for training the 
deep learning models. Keras 2.13.1, integrated within 
TensorFlow, was used as a high-level API to define and 
manage the CNN and LSTM architectures that form the 
core of the hierarchical intrusion detection system. 

For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine learning 
baselines, preprocess features, and compute performance 
metrics such as accuracy, precision, recall, and F1-score. 

Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparameter 
space while balancing exploration and exploitation. This 
was combined with a preliminary grid search to narrow 
down the search domain before Bayesian optimization 
was applied to fine-tune model parameters. 

The fuzzy logic-based context analyzer, which 
prioritizes alerts based on severity, frequency, and 
historical patterns, was implemented as a custom module 
using native Python classes and NumPy-based 
vectorization to evaluate fuzzy rules and perform 
defuzzification using the centroid method. 

All experiments were conducted on a high-performance 
workstation running Ubuntu 22.04 LTS (64-bit) equipped 
with an AMD Ryzen 9 7950X 16core processor clocked 

at 4.5 GHz, 64 GB of DDR5 RAM, and an NVIDIA 
GeForce RTX 3090 GPU with 24 GB of VRAM. GPU 
acceleration was facilitated via the CUDA 11.8 toolkit and 
cuDNN 8.6.0 library. 

The CIC-IDS2017 dataset was obtained from the 
Canadian Institute for Cybersecurity’s official repository 
and stored on high-speed NVMe M.2 PCIe Gen4 SSDs to 
allow for fast access during preprocessing and training. 
All preprocessing steps, including data cleaning, 
normalization, one-hot encoding, and oversampling, were 
performed in advance and saved in serialized formats 
using HDF5 and Pickle to support reproducibility. To 
maintain version control and ensure consistent execution 
across different runs, the entire software stack was 
managed using Anaconda 2023.09. A dedicated virtual 
environment named sml-ids-env was created to 
encapsulate all dependencies, and a YAML configuration 
file was exported to facilitate replication of the 
experimental environment on other machines. All sliding 
window operations were implemented using time-indexed 
session logs and synchronized with the packet timestamps 
in the CIC-IDS2017 dataset. The fixed window size of 60 
seconds was selected based on empirical testing, 
balancing temporal resolution and detection 
responsiveness. A 10second hop interval ensured near-
continuous monitoring without significant computational 
overhead. 

&"$! Performance Comparison with 
Traditional IDS Models 

To benchmark the performance of the proposed SML-
IDS, we compare it against conventional Machine 
Learning-based IDS models such as Support Vector 
Machines (SVM), Random Forest (RF), and Multi-Layer 
Perceptron (MLP). The models are trained on the same 
optimized feature set and evaluated using standard 
classification metrics, including Accuracy, Precision, 
Recall, and F1-Score. Table 4 summarizes the 
performance comparison between traditional models and 
the proposed SML-IDS. The results indicate that the 
SML-IDS model significantly outperforms traditional 
IDS approaches, achieving a detection accuracy of 97.4%, 
which is notably higher than Random Forest (93.8%) and 
SVM (91.3%). The results demonstrate that the proposed 
SML-IDS model outperforms conventional methods, 
achieving higher accuracy, lower false positives, and 
improved attack detection efficiency, making it a robust 
and scalable solution for intrusion detection in IoT 
networks. 
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Performance Comparison of IDS Models 
Model Accuracy 
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Precision Recall F1- 

Score 
SVM 91.3 0.89 0.85 0.87 
Random 
Forest 
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SML-IDS 
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where Ttotal is the total time for classification, and N 
is the number of packets classified.

 

5. Results and Analysis
5.1. Experimental Environment
The development and evaluation of the proposed 
Swarm-Based Multi-Layer Intrusion Detection Sys-
tem (SML-IDS) were carried out using Python 3.10.12 
language. The implementation leveraged Tensor-

Flow 2.13.0 library, which provided GPU-accelerated 
support for training the deep learning models. Keras 
2.13.1, integrated within TensorFlow, was used as 
a high-level API to define and manage the CNN and 
LSTM architectures that form the core of the hierar-
chical intrusion detection system.
For data manipulation and numerical analysis, we 
employed NumPy 1.24.4 and Pandas 2.1.1. Scikitlearn 
1.3.1 was used to implement traditional machine 
learning baselines, preprocess features, and compute 
performance metrics such as accuracy, precision, re-
call, and F1-score.
Bayesian hyperparameter optimization was conducted 
using Optuna 3.3.0, which uses a Treestructured Parzen 
Estimator (TPE) to efficiently explore the hyperparam-
eter space while balancing exploration and exploitation. 
This was combined with a preliminary grid search to 
narrow down the search domain before Bayesian opti-
mization was applied to fine-tune model parameters.
The fuzzy logic-based context analyzer, which prior-
itizes alerts based on severity, frequency, and histor-
ical patterns, was implemented as a custom module 
using native Python classes and NumPy-based vec-
torization to evaluate fuzzy rules and perform de-
fuzzification using the centroid method.
All experiments were conducted on a high-perfor-
mance workstation running Ubuntu 22.04 LTS (64-
bit) equipped with an AMD Ryzen 9 7950X 16core 
processor clocked at 4.5 GHz, 64 GB of DDR5 RAM, 
and an NVIDIA GeForce RTX 3090 GPU with 24 GB 
of VRAM. GPU acceleration was facilitated via the 
CUDA 11.8 toolkit and cuDNN 8.6.0 library.
The CIC-IDS2017 dataset was obtained from the Ca-
nadian Institute for Cybersecurity’s official reposito-
ry and stored on high-speed NVMe M.2 PCIe Gen4 
SSDs to allow for fast access during preprocessing 
and training. All preprocessing steps, including data 
cleaning, normalization, one-hot encoding, and over-
sampling, were performed in adwvance and saved in 
serialized formats using HDF5 and Pickle to support 
reproducibility. To maintain version control and en-
sure consistent execution across different runs, the 
entire software stack was managed using Anaconda 
2023.09. A dedicated virtual environment named sml-
ids-env was created to encapsulate all dependencies, 
and a YAML configuration file was exported to facili-
tate replication of the experimental environment on 
other machines. All sliding window operations were 
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implemented using time-indexed session logs and 
synchronized with the packet timestamps in the CIC-
IDS2017 dataset. The fixed window size of 60 seconds 
was selected based on empirical testing, balancing 
temporal resolution and detection responsiveness. A 
10second hop interval ensured near-continuous mon-
itoring without significant computational overhead.

5.2. Performance Comparison with 
Traditional IDS Models
To benchmark the performance of the proposed 
SML-IDS, we compare it against conventional Ma-
chine Learning-based IDS models such as Support 
Vector Machines (SVM), Random Forest (RF), and 
Multi-Layer Perceptron (MLP). The models are 
trained on the same optimized feature set and evalu-
ated using standard classification metrics, including 
Accuracy, Precision, Recall, and F1-Score. Table 4 
summarizes the performance comparison between 
traditional models and the proposed SML-IDS. The 
results indicate that the SML-IDS model significantly 
outperforms traditional IDS approaches, achieving a 
detection accuracy of 97.4%, which is notably higher 
than Random Forest (93.8%) and SVM (91.3%). The 
results demonstrate that the proposed SML-IDS mod-
el outperforms conventional methods, achieving high-
er accuracy, lower false positives, and improved attack 
detection efficiency, making it a robust and scalable 
solution for intrusion detection in IoT networks.

Model Accuracy 
(%) Precision Recall F1-Score

SVM 91.3 0.89 0.85 0.87

Random  
Forest 93.8 0.92 0.90 0.91

Multi-Layer 
Perceptron 95.1 0.94 0.91 0.93

Proposed 
SML-IDS 97.4 0.96 0.94 0.95

Table 4
Performance Comparison of IDS Models

The improved accuracy of SML-IDS can be attribut-
ed to the combination of EHO algorithm for feature 
selection and the hierarchical deep learning architec-
ture, which enables precise anomaly detection with 
lower false positives.

5.3. Impact of Swarm Optimization on 
Feature Selection
Feature selection is critical in improving the efficien-
cy of IDS models by eliminating redundant and irrele-
vant features, thereby reducing dimensionality while 
retaining classification effectiveness. The EHO-
based feature selection optimizes the feature subset 
by iteratively selecting the most relevant attributes. 
To evaluate the impact of EHO, we compare its per-
formance against conventional Principal Component 
Analysis (PCA) and Recursive Feature Elimination 
(RFE). The selected feature count and resulting mod-
el accuracy are shown in Table 5.

Figure 4 shows the impact of EHO feature selection 
on classification accuracy.

Table 5
Impact of Feature Selection on Model Performance

Feature Selection 
Method

Selected 
Features

Accuracy 
(%) F1-Score

PCA 20 91.2 0.89

RFE 18 93.1 0.92

EHO (Proposed) 15 97.4 0.95

Figure 4
Comparison of intrusion detection accuracy achieved 
using different feature selection techniques: Principal 
Component Analysis (PCA), Recursive Feature 
Elimination (RFE), and the proposed Elephant Herding 
Optimization (EHO).

!

The improved accuracy of SML-IDS can be attributed 
to the combination of EHO algorithm for feature selection 
and the hierarchical deep learning architecture, which 
enables precise anomaly detection with lower false 
positives. 

&"!! Impact of Swarm Optimization on 
Feature Selection 
Feature selection is critical in improving the efficiency of 
IDS models by eliminating redundant and irrelevant 
features, thereby reducing dimensionality while retaining 
classification effectiveness. The EHO-based feature 
selection optimizes the feature subset by iteratively 
selecting the most relevant attributes. To evaluate the 
impact of EHO, we compare its performance against 
conventional Principal Component Analysis (PCA) and 
Recursive Feature Elimination (RFE). The selected 
feature count and resulting model accuracy are shown in 
Table 5. 
Table 5 
Impact of Feature Selection on Model Performance 

Feature Selection 
Method 

Selected 
Features 

Accuracy 
(%) 

F1- 
Score 

PCA 20 91.2 0.89 
RFE 18 93.1 0.92 
EHO (Proposed) 15 97.4 0.95 
Figure 4 shows the impact of EHO feature selection on 

classification accuracy. 

&"%! Effectiveness of Hierarchical Deep 
Learning 

The multi-layer intrusion detection architecture integrates 
CNN for packet-level feature extraction and LSTM for 
temporal anomaly detection. This combination enables 
the system to identify low-level attack patterns in packets 
while capturing long-term sequential dependencies in 
network sessions. Figure 5 compares the detection 
accuracy of CNN, LSTM, and the hybrid CNN-LSTM 
approach. 

The CNN-LSTM hybrid model outperforms standalone 
CNN and LSTM architectures, achieving the highest 
accuracy and recall values, as it captures both spatial and 
temporal features of network traffic. 
Figure 4 
Comparison of intrusion detection accuracy achieved using 
different feature selection techniques: Principal Component 
Analysis (PCA), Recursive Feature Elimination (RFE), and the 
proposed Elephant Herding Optimization (EHO). 

 
&"&! Adversarial Attack Resistance 
To assess the robustness of SML-IDS against adversarial 
attacks, we generate evasion samples using Fast Gradient 
Sign Method (FGSM) and Projected Gradient Descent 
(PGD). The detection rate before and after adversarial 
training is shown in Table 6. 
Table 6 
Adversarial Attack Resistance Before and After 
Adversarial Training. 

Attack Type Detection Rate 
(Before) 

Detection Rate 
(After) 

FGSM 75.2% 92.4% 
PGD 68.7% 90.8% 

After adversarial training, the IDS achieves a 
significant improvement in detection rates, demonstrating 
its ability to mitigate evasion attempts. 

&"'! Context-Awareness and False Positive 
Reduction 

A major challenge in IDS is the high false positive rate 
(FPR), where legitimate network activities are 
misclassified as attacks. By incorporating fuzzy logic-
based context awareness, the system prioritizes alerts 
based on historical patterns, network behavior, and attack 
severity. 
Figure 5 
Comparison of detection accuracy between individual deep 
learning models—Convolutional Neural Network (CNN) and 
Long Short-Term Memory (LSTM)—and their combined 
hybrid architecture (CNN-LSTM). 
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5.4. Effectiveness of Hierarchical Deep 
Learning
The multi-layer intrusion detection architecture 
integrates CNN for packet-level feature extraction 
and LSTM for temporal anomaly detection. This 
combination enables the system to identify low-lev-
el attack patterns in packets while capturing long-
term sequential dependencies in network sessions. 
Figure 5 compares the detection accuracy of CNN, 
LSTM, and the hybrid CNN-LSTM approach.
The CNN-LSTM hybrid model outperforms 
standalone CNN and LSTM architectures, achiev-
ing the highest accuracy and recall values, as it 
captures both spatial and temporal features of 
network traffic.

5.5. Adversarial Attack Resistance
To assess the robustness of SML-IDS against ad-
versarial attacks, we generate evasion samples 
using Fast Gradient Sign Method (FGSM) and 
Projected Gradient Descent (PGD). The detection 
rate before and after adversarial training is shown 
in Table 6.

After adversarial training, the IDS achieves a signifi-
cant improvement in detection rates, demonstrating 
its ability to mitigate evasion attempts.

5.6. Context-Awareness and False Positive 
Reduction
A major challenge in IDS is the high false positive 
rate (FPR), where legitimate network activities are 
misclassified as attacks. By incorporating fuzzy log-
ic-based context awareness, the system prioritizes 
alerts based on historical patterns, network behavior, 
and attack severity.
Figure 6 illustrates the reduction in false positive rate 
after integrating context-aware filtering.

Attack Type Detection Rate 
(Before)

Detection Rate 
(After)

FGSM 75.2% 92.4%

PGD 68.7% 90.8%

Table 6
Adversarial Attack Resistance Before 
and After Adversarial Training.

5.7. Computational Overhead and RealTime 
Feasibility
Efficient real-time processing is essential for prac-
tical IDS deployment in IoT environments. Table 7 
compares the average detection latency and compu-
tational overhead across different IDS models.

Figure 5
Comparison of detection accuracy between individual 
deep learning models—Convolutional Neural Network 
(CNN) and Long Short-Term Memory (LSTM)—and their 
combined hybrid architecture (CNN-LSTM).
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Figure 6 illustrates the reduction in false positive rate 

after integrating context-aware filtering. 

&"(! Computational Overhead and RealTime 
Feasibility 

Efficient real-time processing is essential for practical 
IDS deployment in IoT environments. Table 7 compares 
the average detection latency and computational overhead 
across different IDS models. 
Table 7 
Computational Overhead and Detection Latency 
Comparison. 

Model Detection 
Time 
(ms) 

Computational 
Overhead 

SVM 45.2 High 
Random Forest 32.8 Moderate 
CNN-LSTM (Proposed) 18.4 Low 

The proposed CNN-LSTM model achieves the lowest 
latency, making it highly feasible for realtime intrusion 
detection in IoT networks. 

&")! Comparison with Other Approaches 
To contextualize the performance of the proposed SML-
IDS framework, we provide a comparative 
Figure 6 
Comparison of false positive rates in intrusion detection with 
and without the integration of context-awareness. 

 
overview of its accuracy alongside several notable 
context-aware and hybrid intrusion detection models, as 
presented in Table 8. These models span a range of 
architectures, including deep learning ensembles, bio-
inspired optimization strategies, and hybrid CNN–LSTM 
pipelines. However, it is important to emphasize that 
several of the compared methods were evaluated on 
different datasets, with varying class distributions, 
network environments, and attack types. The proposed 
SML-IDS achieved a competitive accuracy of 97.4%, 
aligning closely with or outperforming many deep 
learning-based approaches such as DeepCoin (98.23%) 
[10], DL-IDS (98.67%) [37], and Cu(LSTM–CNN) 
(98.60%) [22]. These models, while effective, do not 
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The proposed CNN-LSTM model achieves the lowest 
latency, making it highly feasible for realtime intru-
sion detection in IoT networks.

5.8. Comparison with Other Approaches
To contextualize the performance of the proposed 
SML-IDS framework, we provide a comparative over-
view of its accuracy alongside several notable con-
text-aware and hybrid intrusion detection models, 
as presented in Table 8. These models span a range 
of architectures, including deep learning ensem-
bles, bio-inspired optimization strategies, and hybrid 
CNN–LSTM pipelines. However, it is important to 
emphasize that several of the compared methods were 
evaluated on different datasets, with varying class dis-
tributions, network environments, and attack types. 
The proposed SML-IDS achieved a competitive ac-
curacy of 97.4%, aligning closely with or outperform-
ing many deep learning-based approaches such as 
DeepCoin (98.23%) [10], DL-IDS (98.67%) [37], and 
Cu(LSTM–CNN) (98.60%) [22]. These models, while 
effective, do not incorporate fuzzy logic-based context 
reasoning for alert prioritization—an element that 
distinguishes our approach by reducing false positives 
and improving alert relevance. Although CNN+L-
STM11 [42] reported a higher accuracy of 99.81%, it 
was evaluated on a different dataset and thus should 
not be interpreted as a directly comparable bench-
mark. The models marked with an asterisk (*) in Table 
8 were tested under alternative experimental settings. 
To mitigate potential over-interpretation, we include 
this comparison solely for contextual insight into cur-
rent trends in IDS research.
Although some of SOTA models such as CNN+L-
STM11 and EBAO show slightly higher accuracy, these 
results were obtained on different datasets under var-
ied conditions and often involve more complex archi-

Model Detection Time 
(ms)

Computational 
Overhead

SVM 45.2 High

Random Forest 32.8 Moderate

CNN-LSTM 
(Proposed) 18.4 Low

Table 7
Computational Overhead and Detection Latency Comparison.

tectures and a larger number of features. In contrast, 
SML-IDS achieves competitive performance using 
only 15 optimized features, thanks to the integration 
of EHO, which reduces input dimensionality without 
sacrificing detection capability. Moreover, the pro-
posed model achieves high precision (0.96) and recall 
(0.94), ensuring that both true attacks are captured 
and false positives are minimized. Its lightweight ar-
chitecture ensures a low computational footprint, 
making it suitable for real-time deployment in IoT en-
vironments. This trade-off of detection performance, 
interpretability, and efficiency underscores the core 
contribution of our work, even when benchmarked 
against models with slightly higher accuracy.

Model Accuracy 
(%) Reference / Notes

CNN+LSTM11* 99.81
[42] — Evaluated on differ-

ent dataset with distinct 
class structure

Cu(LSTM–
CNN)* 98.60 [22] — SDN-specific hybrid 

IDS

DL-IDS* 98.67 [37] — CNN-LSTM based 
feature extractor

DeepCoin* 98.23 [10] — Blockchain-based 
energy-aware IDS

EBAO* 99.37 [1] — Enhanced Binary 
Aquila Optimizer

CAFE-CNN* 99.29 [34] — Context-aware 
CNN architecture

Proposed SM-
LIDS 97.4 This study — Evaluated on 

CIC-IDS2017 dataset

Disclaimer: *Models marked with an asterisk were evaluated on 
datasets other than CIC-IDS2017. Due to differences in data struc-
ture, attack types, and class balance, these figures are not directly 
comparable and should be interpreted only as indicative references.

Table 8
Contextual Accuracy Comparison with State-of-the-Art IDS 
Approaches.

6. Discussion and Conclusion
The proposed Swarm-Based Multi-Layer Intrusion 
Detection System (SML-IDS) leverages a combi-
nation of bio-inspired feature selection, hierarchi-
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cal deep learning, adversarial training, and con-
text-aware alert prioritization to enhance intrusion 
detection in IoT environments. The results demon-
strate improvements in detection accuracy, false pos-
itive reduction, and real-time feasibility compared to 
traditional IDS models. In this section, we discuss the 
key strengths and contributions of the proposed ap-
proach, acknowledge its limitations, explore potential 
applications beyond IoT security, and outline promis-
ing directions for future research.

6.1. Strengths of the Proposed Approach
The primary advantage of SML-IDS is its ability to 
achieve high detection accuracy while maintaining 
computational efficiency. The integration of EHO 
for feature selection significantly reduces the di-
mensionality of the dataset while preserving the 
most discriminative features. This results in a more 
efficient and scalable intrusion detection model.
Another major strength of SML-IDS is its hier-
archical deep learning architecture, which com-
bines CNN for packet-level intrusion detection 
and LSTM for session-level anomaly tracking. This 
enables the system to identify both isolated attack 
patterns and long-term sequential anomalies, lead-
ing to a lower false positive rate (FPR). Integra-
tion of adversarial training enhances robustness 
against evasion attacks, ensuring that the IDS re-
mains effective even in adversarial scenarios. The 
context-aware alert prioritization mechanism re-
duces unnecessary alerts, allowing security ana-
lysts to focus on critical threats.
The sliding time window mechanism in our pro-
posed framework plays a critical role in adapting 
to evolving attack patterns by enabling continuous 
monitoring and temporal correlation of network 
activities. Its key advantages include the ability to 
detect slow and stealthy attacks that span multiple 
sessions, identify trends or shifts in behavior over 
time, and maintain an up-to-date representation of 
network state for dynamic decision-making. Un-
like static analysis approaches, the sliding window 
allows the system to learn from recent data while 
discarding outdated information, thereby enhanc-
ing adaptability to emerging threats. This mecha-
nism ensures that intrusion detection remains con-
text-aware and responsive to the temporal evolution 
of cyberattacks in real-time environments.

6.2. Limitations and Challenges
Despite its advantages, the proposed approach has 
certain limitations. One of the primary challenges is 
high computational complexity. Although EHObased 
feature selection reduces the number of features, the 
deep learning model, particularly the LSTM compo-
nent, requires substantial processing power during 
both training and inference. This may pose challeng-
es for real-time deployment in resource-constrained 
edge devices. However, adversarial training is not 
entirely foolproof against advanced adversarial at-
tacks, such as adaptive adversarial examples, which 
continuously learn how to bypass detection systems. 
Enhancements in adversarial defense mechanisms 
are required to strengthen resilience against highly 
sophisticated attack strategies. Another challenge is 
data dependency. The effectiveness of SML-IDS is in-
fluenced by the availability of high-quality, up-to-date 
datasets. CIC-IDS2017 is a comprehensive dataset, 
but newer attack vectors that emerged post-dataset 
release may not be fully represented.

6.3. Future Research Directions
Although the proposed SML-IDS framework demon-
strates notable improvements in intrusion detection 
accuracy, false positive reduction, and real-time fea-
sibility, several avenues remain open for future en-
hancement. One significant limitation lies in the de-
pendency on the CIC-IDS2017 dataset, which, while 
comprehensive, no longer reflects the latest trends 
in cyber threats, especially those targeting IoT and 
cloud-enabled infrastructures. Future research will 
focus on integrating more recent and diverse data-
sets, such as CIC-DDoS2019 and TON_IoT, to cap-
ture emerging attack patterns including botnets, 
ransomware, and adversarial exploits that are more 
representative of contemporary threat landscapes. 
This will enrich the training data and improve the 
generalizability and adaptability of the intrusion de-
tection model across heterogeneous environments.
In cloud computing environments, where virtual-
ized infrastructure and dynamic workloads intro-
duce new security risks, SML-IDS can be extended 
to monitor inter-virtual machine communications, 
detect lateral movements, and identify unautho-
rized access patterns. The temporal behavior analy-
sis module can be used to trace suspicious sequences 
of cloud API calls or abnormal inter-service interac-
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tions, enhancing detection of persistent threats in 
cloud-native applications.
In Software-Defined Networking (SDN), the cen-
tralized control architecture and programmable data 
planes offer both opportunities and risks. The light-
weight and layered design of SML-IDS can be de-
ployed at both the controller and switch levels to in-
spect flow-level traffic in real time. The swarm-based 
feature selection process can be tailored to select 
protocol-specific or flow-level metrics for highspeed 
anomaly detection. Moreover, the contextual alerting 
module can assist in automated flow rule updates to 
isolate compromised network segments. Industrial 
Control Systems (ICS) and Supervisory Control and 
Data Acquisition (SCADA) networks present anoth-
er promising application domain. These systems are 
typically characterized by real-time, deterministic 
communication patterns and are highly sensitive to 
operational disruptions. The LSTM-based tempo-
ral module in SML-IDS can be customized to model 
control commands and sensor data streams, making 
it effective for detecting command injection, replay 
attacks, or other anomalies in control logic over time.
Another direction is the application of model com-
pression techniques to enhance deployment effi-
ciency on resource-constrained devices. Techniques 
such as model pruning, weight quantization, and 
knowledge distillation will be explored to reduce 
the model size and inference latency while main-
taining comparable detection performance. These 
lightweight variants of the proposed model would 
facilitate real-time detection in distributed and 
bandwidth-limited networks, enabling broader de-
ployment in practical IoT scenarios.
To improve the generalizability and applicability of 
our proposed method, future work also will focus on 
evaluating the SML-IDS framework using more recent 
and diverse datasets, including TON_IoT, NBaIoT, 
and NF-TON. These datasets capture contemporary 

IoT-specific threat landscapes, multiplatform network 
interactions, and a broader range of attack behaviors 
such as botnets, malware propagation, and low-rate 
stealth attacks. Evaluating on such datasets will allow 
to validate the robustness of the proposed model across 
heterogeneous environments, address evolving adver-
sarial tactics, and ensure relevance to modern IoT and 
cloud infrastructures in real-world deployments.

6.4. Conclusion
This study introduces a Swarm-Based Multi-Layer 
Intrusion Detection System (SML-IDS) that inte-
grates bio-inspired optimization, hierarchical deep 
learning, adversarial defense, and context-aware 
security analysis. The proposed framework signifi-
cantly improves intrusion detection accuracy, reduc-
es false positives, and enhances real-time feasibility 
compared to traditional IDS approaches.
Experimental results demonstrate that SML-IDS out-
performs conventional machine learning-based IDS 
models by achieving a higher detection rate, lower false 
alarm rate, and improved adversarial robustness. The 
adoption of Elephant Herding Optimization (EHO) for 
feature selection ensures efficient dimensionality re-
duction, making the model computationally efficient.
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