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In the era of industrial automation and smart manufacturing, the reliability of industrial equipment is of 
paramount importance as equipment failures can trigger severe production disruptions and safety hazards. 
While Bayesian Learning effectively handles uncertainties and enhances fault detection interpretability, 
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1. Introduction
With the rapid development of industrial automa-
tion and smart manufacturing, the performance sta-
bility and reliability of industrial equipment have be-
come key factors in production efficiency and safety. 
A fault in the equipment not only leads to production 
interruptions but can also trigger significant safety 
incidents, resulting in substantial economic losses 
[1]. Therefore, effective fault detection methods are 
crucial for ensuring the continuity of industrial pro-
duction and enhancing the efficiency of equipment 
maintenance [25].
Traditional fault detection methods rely on expert 
experience and periodic inspections, which are of-
ten inefficient and struggle to adapt to the complex 
and changing industrial environments. With the 
development of big data and machine learning tech-
nologies, data-driven fault detection methods have 
gradually become a research hotspot [2,28]. In ad-
dition to most deep learning approaches, Bayesian 
methods offer a new perspective for fault detection 
by leveraging their advantages in handling uncer-
tainty and prior knowledge [18].
Bayesian Learning is a machine learning method 
based on Bayes Theorem, which lies in the updating 
of posterior probability distributions through prior 
probability distributions and likelihood functions. It 
can provide an estimate of the uncertainty in model 
parameters and allows knowledge to be incorporated 
into the model in the form of priors. Bayesian Neural 
Networks (BNNs) are a typical instance of Bayesian 
Learning. Unlike traditional neural networks, BNNs 
treat network parameters as random variables rath-
er than fixed values. It makes the model output con-
fidence of its predictions. This characteristic makes 

BNNs offer a new perspective on model interpret-
ability [24,13,3].
In the application of industrial equipment fault detec-
tion, Bayesian Learning can establish fault detection 
models by learning the data features of equipment un-
der normal operating conditions and fault states. Giv-
en that data in industrial environments often contain 
noise and uncertainties, the uncertainty estimation 
capability of Bayesian Learning can help us better un-
derstand the model's prediction results, thereby lead-
ing to more accurate maintenance decisions [33,34].
Traditional Deep Learning or Bayesian Learning 
typically require data to be centralized at a single 
location for processing. In industrial environment, 
the data generated by equipment often contain sen-
sitive information, and directly uploading this data 
to the cloud for centralized processing may pose 
risks of data leakage [20]. Due to the wide variety of 
industrial equipment, each operating in different en-
vironments and conditions, a single fault detection 
model is difficult to adapt to such a diverse range of 
application scenarios [11]. Bayesian Learning gener-
ally require substantial computational resources for 
training and inference, especially when dealing with 
large datasets and complex models.
In recent years, Federated Learning has garnered 
attention as an emerging distributed machine learn-
ing technology due to its unique capability to collab-
oratively train high-quality machine learning mod-
els without sharing raw data. Federated Learning 
allows different entities as clients to jointly train 
models without centralizing their data, thereby pro-
tecting data privacy [30,16]. Federated Learning has 
also been applied in the industry. Under the premise 

it faces challenges in data privacy and centralized processing, whereas Federated Learning safeguards 
data privacy. Bayesian Federated Learning (BFL) integrates their strengths for privacy-preserving proba-
bilistic modeling with superior generalization. This paper innovatively proposes BFL-CI (Bayesian Feder-
ated Learning with Channel Importance), presenting a comprehensive framework and detection process 
that analyzes channel parameter distributions and transmits selected channel distributions as prior dis-
tributions for subsequent clients. Experiments on bearing and gearbox datasets simulating multi-sensor 
scenarios verify BFL-CI’s effectiveness in improving fault detection accuracy and robustness. This paper 
fills the gap in applying BFL to industrial equipment fault detection, offering a cutting-edge privacy-pre-
serving solution for reliable intelligent industrial monitoring.  
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of not affecting data privacy, it optimizes production 
processes and improves product quality and effi-
ciency through cross-organizational collaborative 
training of machine learning models. It also sup-
ports personalized manufacturing and services, en-
abling various small and medium-sized factories to 
share data and benefit from industrial big data with-
out disclosing sensitive information [17]. However, 
traditional Federated Learning methods still have 
limitations in handling uncertainties, especially in 
application scenarios that require uncertainty esti-
mation of model parameters. There is also a theoret-
ical risk of privacy leakage if the model parameters 
are intercepted during transmission [32].
Bayesian Federated Learning (BFL), as a technolo-
gy that combines Federated Learning with Bayesian 
statistical methods, can effectively address the chal-
lenges. Bayesian Federated Learning not only inherits 
the advantages of Federated Learning in data privacy 
protection, but also achieves probabilistic descrip-
tion of model parameters through Bayesian frame-
work. This method allows for the updating of model 
parameters in the form of probability distributions, 
thereby enhancing the model's generalization ability 
and robustness. As a result, it performs excellently in 
handling limited data and uncertainties [9, 4]. 
This paper proposes an industrial equipment fault 
detection method based on Bayesian Federated 
Learning. The contributions are as follows:
1	 Currently, there is limited research applying 

Bayesian Federated Learning to the fault detection 
of industrial equipment. This paper innovatively 
proposes a framework and detection process for 
industrial equipment fault detection using Bayes-
ian Federated Learning.

2	 Leveraging the interpretability of Bayesian meth-
ods and the characteristics of equipment fault 
data, this paper proposes a Bayesian Federat-
ed Learning approach for equipment fault de-
tection—BFL with interpretability analysis for 
Channel Importance. This method analyzes the 
important channels in the input layer of the mod-
el through the interpretability of the Bayesian 
model, that is, the corresponding important sen-
sors. During the federated learning process, this 
method only transmits distributions of selected 
important channels as prior distributions for the 
next client. It not only implements a new Bayes-

ian Federated Learning method for industrial 
equipment fault detection but also significantly 
reduces the information leakage of model param-
eters during the transmission.

3	 Experiments using real-world bearing data sets 
demonstrate the effectiveness of the proposed meth-
od. The performance of the method in this paper has 
been proved by comparison with other methods. It 
is suitable for scenarios involving data collection 
from multiple sensors in industrial equipment.

Section 1 discusses the importance of industrial 
equipment fault detection. There are many issues in 
this area, such as insufficient industrial data and data 
privacy protection. It emphasizes the relevance of 
using Bayesian Federated Learning in this domain to 
improve fault detection capabilities. Section 2 intro-
duces the related work of industrial applications us-
ing Bayesian Learning and the applications of Bayes-
ian Federated Learning. Section 3 introduces the 
overall framework and detection process of Bayesian 
Federated Learning for industrial equipment fault 
detection. Section 4 introduces how Bayesian Feder-
ated Learning, combined with interpretability, identi-
fies important channels in industrial equipment fault 
detection and then modifies the variance of the prior 
distributions for corresponding channels on other 
clients to achieve overall learning and detection. Sec-
tion 5 introduces the dataset, experimental methods, 
and experimental results of real industrial equipment 
experiments. This section analyzes the experimental 
results compared to other methods. Section 6 pro-
vides a summary and discussion of the research. 

2. Literature Review
There are several studies on the application of Bayes-
ian Learning to industry-relevant research. Dynam-
ic models based on Bayesian Artificial Neural Net-
works (BANNs) have been proposed for accurately 
predicting the thermodynamic efficiency and indoor 
temperature of direct expansion air conditioning sys-
tems, providing a basis for improving system control 
strategies and enhancing energy efficiency [22]. The 
use of BNNs has been proposed to quantify uncer-
tainties in data-driven materials modeling, address-
ing key shortcomings in current machine learning 
techniques' handling of uncertainties and providing 
more reliable and precise prediction tools for appli-
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cations in material science and other engineering 
fields [23]. A novel Bayesian neural network-based 
approach has been developed for the automatic detec-
tion of anomalies in retinal optical coherence tomog-
raphy (OCT) images, improving upon existing anom-
aly detection methods in sensitivity and specificity 
[21]. A new Pior-Assistant Random Bayesian Neural 
Network (PA-RBNN) method has been proposed, 
combining BNNs with effective priors to address the 
knowledge uncertainty in online quality prediction in 
process industries, enhancing the robustness and re-
al-time performance of prediction models [31]. Meth-
ods utilizing BNNs for predicting the permeability of 
industrial drilling have demonstrated the potential 
of BNNs in dealing with complex industrial data and 
enhancing prediction accuracy [7]. A novel method 
combining physical constraints with BNNs for pre-
dicting the remaining useful life of batteries has been 
proposed, aiming to improve prediction accuracy and 
address challenges in early prediction stages [10]. 
There are several studies on Bayesian Federated 
Learning and its applications. A novel Federated 
Learning method is proposed, which uses knowl-
edge distillation techniques on each client to trans-
form predictive posterior distributions (PPDs) into 
a single deep neural network, effectively addressing 
model uncertainty issues. This method reduces com-
munication costs, enhances prediction efficiency 
and accuracy, and is applicable to various scenarios 
such as classification, active learning, and anoma-
ly detection, holding significant value for advanc-
ing the practical application of Federated Learning. 
However, the method increases computational bur-
den on clients for posterior distribution inference 
and PPD distillation, and it is relatively sensitive to 
data heterogeneity [5]. A novel Federated Learning 
framework is proposed, which uses online Laplace 
approximation to approximate posteriors on both 
the client and server sides. This method reduces ag-
gregation errors and mitigates local forgetting by em-
ploying a multivariate Gaussian product mechanism 
on the server side and a prior loss on the client side. 
Theoretical and experimental results demonstrate 
that this approach outperforms existing methods in 
terms of accuracy and convergence speed. Howev-
er, the method has certain limitations, including in-
creased computational complexity due to the Laplace 
approximation, higher communication costs during 

iterative updates, and sensitivity to data heteroge-
neity, which can affect performance when the data 
distribution varies significantly across clients [19]. A 
framework for Bayesian Federated Learning and un-
learning in decentralized networks is proposed. The 
method uses variational inference to collaboratively 
infer a distribution that approximates the global pos-
terior, allowing for efficient unlearning mechanisms. 
The approach is based on exponential-family param-
etrization and local gossip-driven communication, 
making it suitable for decentralized architectures. 
Experimental results show that the proposed proto-
col outperforms existing methods in terms of accu-
racy and efficiency. However, the method has certain 
limitations, including increased computational com-
plexity due to the variational inference process, high-
er communication overhead in large-scale decentral-
ized networks, and sensitivity to the initial conditions 
and network topology, which can affect convergence 
and performance [14]. A personalized federated 
learning method named pFedBayes introduces vari-
ational Bayesian inference to address the issue of 
model overfitting under the non-i.i.d. and limited data 
conditions. The method introduces weight uncer-
tainty on both clients and the server to balance local 
data construction errors and the KL divergence with 
the global distribution, achieving personalized model 
updates. Theoretical analysis shows that this meth-
od reaches an optimal convergence rate in average 
generalization error. Experimental results indicate 
that pFedBayes outperforms other state-of-the-art 
algorithms by 1.25%, 0.42%, and 11.71%, respectively. 
However, the method has certain limitations in terms 
of computational complexity, communication cost, 
and hyperparameter tuning, particularly imposing 
a heavy computational burden on resource-limit-
ed devices and leading to high total communication 
costs during multiple rounds of iteration [27]. A new 
perspective on federated learning as a distributed in-
ference problem is proposed, which uses variational 
inference to find a global variational posterior that 
better approximates the true posterior. The meth-
od introduces a federated learning method based on 
expectation propagation (FedEP), which iterative-
ly refines the approximation of the global posterior 
through probabilistic message-passing between the 
central server and clients. Experimental results show 
that FedEP outperforms strong baseline methods on 
standard federated learning benchmarks, achieving 
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faster convergence and higher accuracy. However, the 
method has certain limitations in terms of compu-
tational complexity, communication cost, and sensi-
tivity to data heterogeneity, particularly in scenarios 
with large-scale models and numerous clients, where 
it may require more computational resources and 
higher communication costs [12].
This paper proposes a Bayesian Federated Learning 
approach for detecting faults in industrial equip-
ment. There is no research about Bayesian Federat-
ed Learning applied in industry. Furthermore, this 
paper combines the interpretability in Bayesian 
Learning with the distributed computing in Feder-
ated Learning and innovatively proposes an analysis 
method for important channels. Meanwhile, through 
experiments and comparisons with other methods 
on real experimental datasets, the advantages of the 
method in this paper have been proved.

3. Overall Framework 
3.1. Framework of Bayesian Federated 
Learning
Bayesian Federated Learning is an approach that 
combines Bayesian Learning and Federated Learn-
ing, aiming to address the issues of the singularity 
and uncertainty of model parameter estimation in 
traditional Federated Learning. As shown in Figure 
1, the BFL architecture consists of a central server 
and multiple clients. 
Each client possesses its own private dataset and 
independently trains a Bayesian model, generating a 
posterior distribution. 
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Figure 1 Bayesian Federated Learning. 
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In standard Federated Learning, the goal is to 
minimize the global loss function through 
collaboration between the server and the 
clients. The loss function, ELBO (Evidence 
Lower Bound), is shown in the following 
formula: 
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where ;i il Dw  is the loss function of the 
client i . 

Decentralized Federated Learning is another 
Federated Learning framework, where model 
training is performed through direct 
parameter exchange between clients, reducing 
reliance on a central server and enhancing 
system robustness and privacy protection [29]. 
Decentralized Bayesian Federated Learning 
(DBFL) combines Bayesian Learning and 
transforms client models into Bayesian forms, 
as shown in Figure 2.  
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Figure 2 Decentralized Bayesian Federated 

Learning. 
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Therefore, each client performs local training 
independently, without the need for global 
optimization. As a result, the process of 
optimizing  for each client becomes: 
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In standard Federated Learning, the goal is to mini-
mize the global loss function through collaboration 
between the server and the clients. The loss func-
tion, ELBO (Evidence Lower Bound), is shown in the 
following formula:
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process. The server collects information from 
all clients and integrates it into a global 
posterior distribution ( | )gp Dw . This process 
not only ensures data privacy but also 
provides a comprehensive understanding of 
model uncertainty, enhancing the robustness 
and adaptability of the model. 

Due to the large and complex computation 
involved in calculating the posterior 
distribution, variational inference is 
commonly used. The true posterior 
distribution ( | )P Dw  is approximated by 

( | )q w . During training, the parameter  is 
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Kullback-Leibler (KL) divergence between this 
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In standard Federated Learning, the goal is to 
minimize the global loss function through 
collaboration between the server and the 
clients. The loss function, ELBO (Evidence 
Lower Bound), is shown in the following 
formula: 
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In Bayesian Federated Learning, this objective 
function is modified to: 
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where ;i il Dw  is the loss function of the 
client i . 

Decentralized Federated Learning is another 
Federated Learning framework, where model 
training is performed through direct 
parameter exchange between clients, reducing 
reliance on a central server and enhancing 
system robustness and privacy protection [29]. 
Decentralized Bayesian Federated Learning 
(DBFL) combines Bayesian Learning and 
transforms client models into Bayesian forms, 
as shown in Figure 2.  
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Figure 2 Decentralized Bayesian Federated 

Learning. 
 
For the clients participating in DBFL training, 
they use the posterior distribution of the 
previous client as the prior distribution for 
their current local model to perform Federated 
Learning. The posterior distribution for these 
clients is expressed as follows: 
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Therefore, each client performs local training 
independently, without the need for global 
optimization. As a result, the process of 
optimizing  for each client becomes: 
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where l(wi; Di) is the loss function of the client i.
Decentralized Federated Learning is another Federat-
ed Learning framework, where model training is per-
formed through direct parameter exchange between 
clients, reducing reliance on a central server and en-
hancing system robustness and privacy protection [29]. 
Decentralized Bayesian Federated Learning (DBFL) 
combines Bayesian Learning and transforms client 
models into Bayesian forms, as shown in Figure 2.
For the clients participating in DBFL training, they 
use the posterior distribution of the previous client 
as the prior distribution for their current local mod-
el to perform Federated Learning. The posterior dis-
tribution for these clients is expressed as follows:
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Figure 2 
Decentralized Bayesian Federated Learning.

Therefore, each client performs local training inde-
pendently, without the need for global optimization. 
As a result, the process of optimizing θ for each cli-
ent becomes:
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 (7) 
Since data and model parameters are only 
exchanged between clients without passing 
through a central server node, the security and 
privacy of the data are further enhanced. In a 
decentralized network, each client updates its 
model's posterior distribution based on 
information received from other clients, 
ultimately achieving collaborative 
optimization of the global model. However, 
due to the asynchronous mechanism, the 
overall training time may be longer. In this 
paper, the DBFL approach is employed to 
transmit model channel parameters.   
 
3.2 BFL-CI Framework and Process for 
Industrial Equipment Fault Detection  

 

This paper applies Bayesian Federated 
Learning to the domain of industrial 
equipment fault detection. Devices from 
factories or production lines located in 
different geographical areas serve as clients 
within the federated learning network. Instead 
of sharing raw data, these devices exchange 
only model parameters or gradient 
information, thus collaboratively training a 
more robust and accurate fault detection 
model while preserving data privacy. 
Through a decentralized federated learning 

approach, each client utilizes locally collected 
sensor data—such as vibration, temperature, 
and pressure signals—to train a local model, 
which is then passed on to the next client. 
After several rounds of iterative optimization, 
the model can better generalize across various 
industrial settings, enhancing the accuracy of 
fault predictions, minimizing unexpected 
downtime, and optimizing maintenance 
planning. Additionally, this paper introduces 
the method of Bayesian Federated Learning 
with Channel Importance that reduces the 
amount of data parameter probability 
distribution shared among clients, thereby 
enhancing privacy protection. The specific 
framework is illustrated in Figure 3. 

First, among all the clients involved in 
Bayesian Federated Learning, select a starting 
client, preferably the one possessing the 
largest dataset that encompasses all known 
fault types. In case this client is deficient in 
data for a particular fault type, it should 
engage in small-scale federated Bayesian 
training in collaboration with another client 
that holds the most comprehensive data for 
that specific fault. During this process, the 
model-passing technique is utilized. 

Second, for the model obtained from the 
preceding step, apply Bayesian principles to 
carry out an interpretability analysis. By 
scrutinizing the distribution of model 
parameters, trace backward from the output 
layer to identify the crucial channels in the 
input layer. Detailed explanations can be 
found in Section 4. 

Third, transmit the parameter distributions of 
the pinpointed input layer channels to other 
clients to serve as their prior distributions. 
Subsequently, these clients initiate their 
training. 

Finally, after a predetermined number of 
training rounds, each client will successively 
pass the parameter distributions of the trained 
channels to the next client in a cyclic manner 
until all clients have completed the training of 
their models to satisfaction.

E

(7)

Since data and model parameters are only exchanged 
between clients without passing through a central 
server node, the security and privacy of the data are 
further enhanced. In a decentralized network, each 
client updates its model's posterior distribution 
based on information received from other clients, 
ultimately achieving collaborative optimization of 
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the global model. However, due to the asynchronous 
mechanism, the overall training time may be longer. 
In this paper, the DBFL approach is employed to 
transmit model channel parameters.  

3.2. BFL-CI Framework and Process for 
Industrial Equipment Fault Detection 
This paper applies Bayesian Federated Learning to 
the domain of industrial equipment fault detection. 
Devices from factories or production lines located in 
different geographical areas serve as clients within 
the federated learning network. Instead of sharing 
raw data, these devices exchange only model param-
eters or gradient information, thus collaboratively 
training a more robust and accurate fault detection 
model while preserving data privacy. Through a de-
centralized federated learning approach, each client 
utilizes locally collected sensor data—such as vibra-
tion, temperature, and pressure signals—to train 
a local model, which is then passed on to the next 
client. After several rounds of iterative optimiza-
tion, the model can better generalize across various 
industrial settings, enhancing the accuracy of fault 
predictions, minimizing unexpected downtime, and 
optimizing maintenance planning. Additionally, this 
paper introduces the method of Bayesian Federated 
Learning with Channel Importance that reduces the 
amount of data parameter probability distribution 

shared among clients, thereby enhancing privacy 
protection. The specific framework is illustrated in 
Figure 3.
First, among all the clients involved in Bayesian Fed-
erated Learning, select a starting client, preferably 
the one possessing the largest dataset that encom-
passes all known fault types. In case this client is 
deficient in data for a particular fault type, it should 
engage in small-scale federated Bayesian training in 
collaboration with another client that holds the most 
comprehensive data for that specific fault. During 
this process, the model-passing technique is utilized.
Second, for the model obtained from the preceding 
step, apply Bayesian principles to carry out an inter-
pretability analysis. By scrutinizing the distribution 
of model parameters, trace backward from the output 
layer to identify the crucial channels in the input lay-
er. Detailed explanations can be found in Section 4.
Third, transmit the parameter distributions of the 
pinpointed input layer channels to other clients 
to serve as their prior distributions. Subsequently, 
these clients initiate their training.
Finally, after a predetermined number of training 
rounds, each client will successively pass the param-
eter distributions of the trained channels to the next 
client in a cyclic manner until all clients have com-
pleted the training of their models to satisfaction. 

Figure 3 
BFL-CL framework with Channel Importance for industrial equipment fault detection.
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4. Proposed Method
4.1. The Interpretability of Bayesian 
Learning
Bayesian Learning handles uncertainty by treat-
ing model parameters as probability distributions 
rather than fixed values. The probabilistic nature 
of Bayesian models makes their internal workings 
more understandable [8]. It clearly shows how input 
data and prior information jointly influence the final 
decision. This means that when detecting potential 
faults in industrial equipment, it can provide a confi-
dence interval rather than just a definitive result. For 
maintenance engineers, understanding the degree 
of uncertainty behind the detection results is very 
important, because it helps them assess risks and 
make wiser decisions. By selecting appropriate prior 
distributions, Bayesian Learning also integrates the 
experience of domain experts or data from past cas-
es. This not only helps improve the accuracy of the 
model but also makes the model closer to real-world 
situations. In the field of industrial equipment fault 
detection, Bayesian Learning greatly enhances the 
interpretability of the model through methods such 
as quantifying uncertainty, integrating professional 
knowledge, improving predictive accuracy, and in-
creasing model transparency, providing robust sup-
port for achieving efficient and reliable industrial 
maintenance.
In this paper's experiments, a Bayesian Convolu-
tional Neural Network (BCNN) is used as the net-
work architecture, serving as an example to illus-
trate interpretability. 
1	 Estimation of Prediction Uncertainty 
In industrial equipment fault detection, accurately 
assessing prediction uncertainty is critical for pre-
ventive maintenance and decision support. BCNNs 
can quantify the uncertainty of model predictions 
by introducing prior and posterior distributions 
of parameters. For a given input data point X* (col-
lected from sensors, representing the operating pa-
rameters of the equipment), we can sample multiple 
weight vectors w from the posterior distribution P(w 

| D) and compute the corresponding predicted fault 
probabilities P(Y* | X*,w), where Y* represents wheth-
er the equipment has faults or the specific fault clas-
sification.

By computing the mean and standard deviation of 
these prediction probabilities, we can obtain the ex-
pected value of the prediction result along with its 
associated uncertainty. The calculation formula for 
the expected value is as follows:
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                 Figure 3 BFL-CL framework with Channel Importance for industrial equipment fault detection. 

 

4. Proposed Method 
 

4.1 The Interpretability of Bayesian 
Learning 

Bayesian Learning handles uncertainty by 
treating model parameters as probability 
distributions rather than fixed values. The 
probabilistic nature of Bayesian models makes 
their internal workings more understandable 
[8]. It clearly shows how input data and prior 
information jointly influence the final 
decision. This means that when detecting 
potential faults in industrial equipment, it can 
provide a confidence interval rather than just 
a definitive result. For maintenance engineers, 
understanding the degree of uncertainty 
behind the detection results is very important, 
because it helps them assess risks and make 
wiser decisions. By selecting appropriate prior 
distributions, Bayesian Learning also 
integrates the experience of domain experts or 
data from past cases. This not only helps 
improve the accuracy of the model but also 
makes the model closer to real-world 
situations. In the field of industrial equipment 
fault detection, Bayesian Learning greatly 
enhances the interpretability of the model 
through methods such as quantifying 
uncertainty, integrating professional 
knowledge, improving predictive accuracy, 
and increasing model transparency, providing 
robust support for achieving efficient and 
reliable industrial maintenance. 

In this paper's experiments, a Bayesian 
Convolutional Neural Network (BCNN) is 
used as the network architecture, serving as an 
example to illustrate interpretability.  

(1) Estimation of Prediction Uncertainty  

In industrial equipment fault detection, 
accurately assessing prediction uncertainty is 

critical for preventive maintenance and 
decision support. BCNNs can quantify the 
uncertainty of model predictions by 
introducing prior and posterior distributions 
of parameters. For a given input data point * X  
(collected from sensors, representing the 
operating parameters of the equipment), we 
can sample multiple weight vectors w from 
the posterior distribution |P w D  and 
compute the corresponding predicted fault 
probabilities * *| ,P Y X w , where *Y  

represents whether the equipment has faults 
or the specific fault classification. 

By computing the mean and standard 
deviation of these prediction probabilities, we 
can obtain the expected value of the prediction 
result along with its associated uncertainty. 
The calculation formula for the expected value 
is as follows: 
 * * * * *| | , |E Y X Y P Y X w P w D dw . (8) 

This expected value is calculated by sampling 
multiple distinct weight vectors w from the 
model’s posterior distribution and averaging 
the predicted fault probabilities derived from 
all these samples. It represents the expected 
probability of equipment faults when 
accounting for parameter uncertainty. 
Furthermore, instead of directly determining 
outcomes solely based on training labels, one 
can analyze the probability distribution of 
results from all sampled models and output a 
measure of uncertainty for unseen data after 
setting a threshold. 

The formula for calculating the standard 
deviation is as follows: 

. (8)

This expected value is calculated by sampling mul-
tiple distinct weight vectors w from the model’s pos-
terior distribution and averaging the predicted fault 
probabilities derived from all these samples. It rep-
resents the expected probability of equipment faults 
when accounting for parameter uncertainty. Fur-
thermore, instead of directly determining outcomes 
solely based on training labels, one can analyze the 
probability distribution of results from all sampled 
models and output a measure of uncertainty for un-
seen data after setting a threshold.
The formula for calculating the standard deviation 
is as follows:
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 (9) 
This standard deviation reflects the 
uncertainty in the predicted fault probability. 
A larger standard deviation indicates greater 
uncertainty in the prediction outcome, which 
corresponds to a wider confidence interval 
and suggests significant variability in the 
model’s predictions of equipment faults. This 
helps engineers determine when to conduct 
more rigorous equipment inspections or 
schedule early maintenance. Conversely, a 
smaller standard deviation leads to a narrower 
confidence interval, indicating that the 
model’s predictions are more precise and 
reliable.  

(2) The impact of various sensors and their 
related features  

In BCNN,  c denotes the number of sensors (or 
input channels), i represents the number of 
output channels for a given layer, and L is the 
size of the convolutional kernel, the weight 
matrix for a one-dimensional convolutional 
layer in the model is of dimensions (i, c, 
L).Each weight , ,f c l  (where l indexes the 
position within the convolutional kernel) 
signifies the weight associated with the feature 
extracted from the l-th position of input 
channel c when calculating a particular feature 
value at a specific position in the current 
output channel f. This weight determines the 
degree to which the input feature influences 
the corresponding output feature. 

As discussed earlier, once the posterior 
probability distribution of the weights is 
computed, each weight forms a probability 
distribution—typically a Gaussian 
distribution, though it may also take a more 
complex form. In such cases, one can output 
the mean matrix and variance (or 
covariance/standard deviation) matrix of these 
weights. Each weight corresponds to a mean 
value, resulting in a mean matrix with the 
same dimensions, which reflects the model’s 
estimation of the "optimal" or "most probable" 
value for each weight. 

Variance (or covariance/standard deviation) is 
used to quantify uncertainty in the weight 
probability distributions. If the weights are 
independently and identically distributed 
(i.i.d.), the variance (or covariance/standard 
deviation) matrix is likely diagonal, where 
diagonal elements represent the variance of 
each weight. However, when weights are 
correlated, a non-diagonal covariance matrix 
is used: off-diagonal elements (non-zero 

values) indicate the correlation degree 
between different weights. This covariance 
matrix shares the same shape as the weight 
matrix and encapsulates relationships 
between all possible weight pairs in the model. 

After the model training is completed and the 
posterior distribution , , |f c lP w D  for the 

weight , ,f c lw  has been obtained, the mean of 
this weight is equal to the mathematical 
expectation of this posterior distribution. The 
formula for calculating the mean is as follows: 
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The expected value of the weight reflects the 
overall importance of the corresponding 
sensor and its local features. A high positive 
expected value indicates that the feature 
significantly increases the probability of 
failure. Conversely, a small or negative 
expected value suggests that the feature either 
reduces the likelihood of faults or has little 
impact on the results.  

The formula for the weight variance is as 
follows: 
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The variance of a weight quantifies the 
uncertainty in its contribution to the outcome. 
A larger variance indicates greater uncertainty 
in evaluating the importance of the 
corresponding feature. As the non-negative 
square root of the variance, the standard 
deviation also conveys this uncertainty but is 
expressed in the same units as the weights, 
making it more intuitively interpretable. 
 
4.2 Layer-by-Layer Analysis of 
Channel Importance 

 

In a neural network, each layer's weight matrix 
has its corresponding posterior distribution. 
For multi-layer networks, the weights of each 
layer reflect how the neurons in that layer 
influence the neurons in the next layer, rather 
than directly indicating their impact on the 
final output. When a BCNN contains multiple 
convolutional layers, to analyze the impact of 
various features on the outcome, one must 
consider the posterior distributions of weights 
across all layers and account for the nonlinear 
transformations that features undergo 
through different levels. 

For each convolutional layer, the posterior 

 . (9)

This standard deviation reflects the uncertainty in 
the predicted fault probability. A larger standard 
deviation indicates greater uncertainty in the pre-
diction outcome, which corresponds to a wider con-
fidence interval and suggests significant variability 
in the model’s predictions of equipment faults. This 
helps engineers determine when to conduct more 
rigorous equipment inspections or schedule early 
maintenance. Conversely, a smaller standard devi-
ation leads to a narrower confidence interval, indi-
cating that the model’s predictions are more precise 
and reliable. 
2	 The impact of various sensors and their related 

features 
In BCNN, c denotes the number of sensors (or in-
put channels), i represents the number of output 
channels for a given layer, and L is the size of the 
convolutional kernel, the weight matrix for a one-di-
mensional convolutional layer in the model is of di-
mensions (i, c, L).Each weight ωf,c,l (where l indexes 



Information Technology and Control 2025/4/541214

the position within the convolutional kernel) signi-
fies the weight associated with the feature extracted 
from the l-th position of input channel c when calcu-
lating a particular feature value at a specific position 
in the current output channel f. This weight deter-
mines the degree to which the input feature influ-
ences the corresponding output feature.
As discussed earlier, once the posterior probability 
distribution of the weights is computed, each weight 
forms a probability distribution—typically a Gauss-
ian distribution, though it may also take a more com-
plex form. In such cases, one can output the mean 
matrix and variance (or covariance/standard devi-
ation) matrix of these weights. Each weight corre-
sponds to a mean value, resulting in a mean matrix 
with the same dimensions, which reflects the mod-
el’s estimation of the "optimal" or "most probable" 
value for each weight.
Variance (or covariance/standard deviation) is used 
to quantify uncertainty in the weight probability 
distributions. If the weights are independently and 
identically distributed (i.i.d.), the variance (or cova-
riance/standard deviation) matrix is likely diagonal, 
where diagonal elements represent the variance of 
each weight. However, when weights are correlated, 
a non-diagonal covariance matrix is used: off-diag-
onal elements (non-zero values) indicate the cor-
relation degree between different weights. This co-
variance matrix shares the same shape as the weight 
matrix and encapsulates relationships between all 
possible weight pairs in the model.
After the model training is completed and the posteri-
or distribution P(wf,c,l | D) for the weight wf,c,l has been 
obtained, the mean of this weight is equal to the math-
ematical expectation of this posterior distribution. 
The formula for calculating the mean is as follows:
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This standard deviation reflects the 
uncertainty in the predicted fault probability. 
A larger standard deviation indicates greater 
uncertainty in the prediction outcome, which 
corresponds to a wider confidence interval 
and suggests significant variability in the 
model’s predictions of equipment faults. This 
helps engineers determine when to conduct 
more rigorous equipment inspections or 
schedule early maintenance. Conversely, a 
smaller standard deviation leads to a narrower 
confidence interval, indicating that the 
model’s predictions are more precise and 
reliable.  

(2) The impact of various sensors and their 
related features  

In BCNN,  c denotes the number of sensors (or 
input channels), i represents the number of 
output channels for a given layer, and L is the 
size of the convolutional kernel, the weight 
matrix for a one-dimensional convolutional 
layer in the model is of dimensions (i, c, 
L).Each weight , ,f c l  (where l indexes the 
position within the convolutional kernel) 
signifies the weight associated with the feature 
extracted from the l-th position of input 
channel c when calculating a particular feature 
value at a specific position in the current 
output channel f. This weight determines the 
degree to which the input feature influences 
the corresponding output feature. 

As discussed earlier, once the posterior 
probability distribution of the weights is 
computed, each weight forms a probability 
distribution—typically a Gaussian 
distribution, though it may also take a more 
complex form. In such cases, one can output 
the mean matrix and variance (or 
covariance/standard deviation) matrix of these 
weights. Each weight corresponds to a mean 
value, resulting in a mean matrix with the 
same dimensions, which reflects the model’s 
estimation of the "optimal" or "most probable" 
value for each weight. 

Variance (or covariance/standard deviation) is 
used to quantify uncertainty in the weight 
probability distributions. If the weights are 
independently and identically distributed 
(i.i.d.), the variance (or covariance/standard 
deviation) matrix is likely diagonal, where 
diagonal elements represent the variance of 
each weight. However, when weights are 
correlated, a non-diagonal covariance matrix 
is used: off-diagonal elements (non-zero 

values) indicate the correlation degree 
between different weights. This covariance 
matrix shares the same shape as the weight 
matrix and encapsulates relationships 
between all possible weight pairs in the model. 

After the model training is completed and the 
posterior distribution , , |f c lP w D  for the 

weight , ,f c lw  has been obtained, the mean of 
this weight is equal to the mathematical 
expectation of this posterior distribution. The 
formula for calculating the mean is as follows: 
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The expected value of the weight reflects the 
overall importance of the corresponding 
sensor and its local features. A high positive 
expected value indicates that the feature 
significantly increases the probability of 
failure. Conversely, a small or negative 
expected value suggests that the feature either 
reduces the likelihood of faults or has little 
impact on the results.  

The formula for the weight variance is as 
follows: 
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The variance of a weight quantifies the 
uncertainty in its contribution to the outcome. 
A larger variance indicates greater uncertainty 
in evaluating the importance of the 
corresponding feature. As the non-negative 
square root of the variance, the standard 
deviation also conveys this uncertainty but is 
expressed in the same units as the weights, 
making it more intuitively interpretable. 
 
4.2 Layer-by-Layer Analysis of 
Channel Importance 

 

In a neural network, each layer's weight matrix 
has its corresponding posterior distribution. 
For multi-layer networks, the weights of each 
layer reflect how the neurons in that layer 
influence the neurons in the next layer, rather 
than directly indicating their impact on the 
final output. When a BCNN contains multiple 
convolutional layers, to analyze the impact of 
various features on the outcome, one must 
consider the posterior distributions of weights 
across all layers and account for the nonlinear 
transformations that features undergo 
through different levels. 

For each convolutional layer, the posterior 
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The expected value of the weight reflects the overall 
importance of the corresponding sensor and its lo-
cal features. A high positive expected value indicates 
that the feature significantly increases the probabil-
ity of failure. Conversely, a small or negative expect-
ed value suggests that the feature either reduces the 
likelihood of faults or has little impact on the results. 

The formula for the weight variance is as follows:
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This standard deviation reflects the 
uncertainty in the predicted fault probability. 
A larger standard deviation indicates greater 
uncertainty in the prediction outcome, which 
corresponds to a wider confidence interval 
and suggests significant variability in the 
model’s predictions of equipment faults. This 
helps engineers determine when to conduct 
more rigorous equipment inspections or 
schedule early maintenance. Conversely, a 
smaller standard deviation leads to a narrower 
confidence interval, indicating that the 
model’s predictions are more precise and 
reliable.  

(2) The impact of various sensors and their 
related features  

In BCNN,  c denotes the number of sensors (or 
input channels), i represents the number of 
output channels for a given layer, and L is the 
size of the convolutional kernel, the weight 
matrix for a one-dimensional convolutional 
layer in the model is of dimensions (i, c, 
L).Each weight , ,f c l  (where l indexes the 
position within the convolutional kernel) 
signifies the weight associated with the feature 
extracted from the l-th position of input 
channel c when calculating a particular feature 
value at a specific position in the current 
output channel f. This weight determines the 
degree to which the input feature influences 
the corresponding output feature. 

As discussed earlier, once the posterior 
probability distribution of the weights is 
computed, each weight forms a probability 
distribution—typically a Gaussian 
distribution, though it may also take a more 
complex form. In such cases, one can output 
the mean matrix and variance (or 
covariance/standard deviation) matrix of these 
weights. Each weight corresponds to a mean 
value, resulting in a mean matrix with the 
same dimensions, which reflects the model’s 
estimation of the "optimal" or "most probable" 
value for each weight. 

Variance (or covariance/standard deviation) is 
used to quantify uncertainty in the weight 
probability distributions. If the weights are 
independently and identically distributed 
(i.i.d.), the variance (or covariance/standard 
deviation) matrix is likely diagonal, where 
diagonal elements represent the variance of 
each weight. However, when weights are 
correlated, a non-diagonal covariance matrix 
is used: off-diagonal elements (non-zero 

values) indicate the correlation degree 
between different weights. This covariance 
matrix shares the same shape as the weight 
matrix and encapsulates relationships 
between all possible weight pairs in the model. 

After the model training is completed and the 
posterior distribution , , |f c lP w D  for the 

weight , ,f c lw  has been obtained, the mean of 
this weight is equal to the mathematical 
expectation of this posterior distribution. The 
formula for calculating the mean is as follows: 
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The variance of a weight quantifies the uncertain-
ty in its contribution to the outcome. A larger vari-
ance indicates greater uncertainty in evaluating the 
importance of the corresponding feature. As the 
non-negative square root of the variance, the stan-
dard deviation also conveys this uncertainty but is 
expressed in the same units as the weights, making 
it more intuitively interpretable.

4.2. Layer-by-Layer Analysis of Channel 
Importance
In a neural network, each layer's weight matrix has its 
corresponding posterior distribution. For multi-lay-
er networks, the weights of each layer reflect how 
the neurons in that layer influence the neurons in 
the next layer, rather than directly indicating their 
impact on the final output. When a BCNN contains 
multiple convolutional layers, to analyze the impact 
of various features on the outcome, one must con-
sider the posterior distributions of weights across all 
layers and account for the nonlinear transformations 
that features undergo through different levels.
For each convolutional layer, the posterior mean 
and variance of its weight matrix can be calculated 
separately. These reflect the importance and uncer-
tainty of different channels or feature maps within 
that layer. In a multi-layer structure, the output of 
one layer serves as the input to the next layer. The 
influence of initial sensor signals may be amplified, 
diminished, or even altered after passing through 
multiple convolutions, activation functions, and 
other operations. By analyzing the relative magni-
tude and trends of weights across layers, it is pos-
sible to analyze which features gradually become 
more important at different levels or at which layer 
their influence begins to diminish.
We can progressively analyze the role of sensor sig-
nals in different layers and how they cumulatively 
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impact the final equipment fault detection results 
through multiple layers of nonlinear transformations.
Firstly, identify the parameter with the largest 
weight mean in the output fully connected layer. For 
each output channel n(n 

 

mean and variance of its weight matrix can be 
calculated separately. These reflect the 
importance and uncertainty of different 
channels or feature maps within that layer. In 
a multi-layer structure, the output of one layer 
serves as the input to the next layer. The 
influence of initial sensor signals may be 
amplified, diminished, or even altered after 
passing through multiple convolutions, 
activation functions, and other operations. By 
analyzing the relative magnitude and trends 
of weights across layers, it is possible to 
analyze which features gradually become 
more important at different levels or at which 
layer their influence begins to diminish. 

We can progressively analyze the role of 
sensor signals in different layers and how they 
cumulatively impact the final equipment fault 
detection results through multiple layers of 
nonlinear transformations. 

Firstly, identify the parameter with the largest 
weight mean in the output fully connected 
layer. For each output channel 1,n N  in 
the fully connected layer, its output can be 
expressed as: 
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where: 

nZ is the output value of output channel n in 
the fully connected layer. 

nb is the bias for output channel n. 
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n g oW is the weight at row g and column o in 
the weight matrix of output channel n. 

,
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g oY is the value at position o in the feature 
map produced by convolution kernel  in the 
j-th convolutional layer. 

the shape of the weight matrix for that layer is 
, j jN F O . 

for output channel , the weight with the 
maximum mean max,nw  is  
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the position of the weight with the maximum 
mean max,nw  is * *, ,g o  

where the output for each convolution kernel 
g  1, jg F  at each position  in the j-th 

convolutional layer can be calculated using the 
following formula(Omit the bias term.): 
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, iS is the stride, jP is the padding. The number 
of input channels in the current convolutional 
layer equals the number of output channels 
from the previous convolutional layer, which 
is the number of convolution kernels in that 
layer, denoted here as . 

the shape of the weight matrix for that layer is 

1, ,j j jF F L . Since the position of the weight 

with the maximum mean found in the fully 
connected layer is at *, this layer needs to find 
the weight with the maximum mean at * in 
the output layer (at the convolution kernel *). 

 max, * *, ,max j
g g f lw W . (16) 

The position of the weight with the maximum 
mean weight max,gw  is * *,f l . 

And so on, until the first convolutional layer, 
which is the input layer. The output for each 
convolution kernel  f at each position  in the 
first convolutional layer can be calculated 
using the following formula. 
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where c denotes the channel index, o is the 
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index, and P1 is the padding. 

the shape of the weight matrix for that layer is 
1, ,F C L , The position of the weight with the 

maximum mean found in the subsequent layer 
is at channel *f . Then, the weight with the 
maximum mean is found at output channel 

*f  in this layer. 
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Thus, the corresponding input channel *c  is 
identified. 

In addition, each time the position of the 
weight with the maximum mean is identified, 
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Thus, the corresponding input channel c* is identified.
In addition, each time the position of the weight 
with the maximum mean is identified, the variance 
at that position must also be checked. If the variance 
is large, it indicates a high level of uncertainty. If it 
exceeds the corresponding threshold, the maximum 
value should be discarded, and the next maximum 
value should be selected, and so on. The overall algo-
rithm is as follows:
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4.3. Channel Distribution Transfer for BFL-
based Industrial Equipment Fault Detection 
After identifying the important channels in the in-
put layer, this paper transmits the posterior distri-
butions of these channels from the model trained 
by client 1 to the corresponding channels of other 
clients as their prior distributions. This paper uses 
a Gaussian distribution and only transmits the vari-
ance. This approach effectively reduces the variance 
of the corresponding prior distributions based on the 
results from Client 1, rather than using the default 
standard Gaussian distribution, thereby enhancing 
the importance of the corresponding sensors.
For each client i (e.g., different production lines or 
equipment), we assume that the variational pos-
terior distribution q(wi | θ) of its model parameters 
follows a one−dimensional Gaussian distribution 

 

the variance at that position must also be 
checked. If the variance is large, it indicates a 
high level of uncertainty. If it exceeds the 
corresponding threshold, the maximum value 
should be discarded, and the next maximum 
value should be selected, and so on. The 
overall algorithm is as follows: 
Algorithm 1 Layer-by-layer analysis of the 
Bayesian model for important channels 
1. Input The mean of the weight 

distribution in the output layer , ,
fc

n g oW

the set of output channels N in the input 
layer the mean of the weight 

distribution of each layer *, ,
j

g f lW ,the set J 

of all layers in the model (excluding the 
output layer). 

2. output The set of important channels 
C* the corresponding variance 2

*, *,f c l*  

3. for n in [1, N] 

4.   * *,n ng o =max_index , ,
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n g oW  

5.   if 2
, *, * 1n g o  
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7.         * *,f l =max_index *, ,
j

g f lW  

8.           if 2
*, *, * 1g f l  
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j
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14.    * *,c k =max_index 1
*,c,f lW  
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input layer, this paper transmits the posterior 
distributions of these channels from the model 
trained by client 1 to the corresponding 
channels of other clients as their prior 
distributions. This paper uses a Gaussian 
distribution and only transmits the variance. 
This approach effectively reduces the variance 
of the corresponding prior distributions based 
on the results from Client 1, rather than using 

the default standard Gaussian distribution, 
thereby enhancing the importance of the 
corresponding sensors. 

For each client i (e.g., different production 
lines or equipment), we assume that the 
variational posterior distribution ( | )iq w  of 
its model parameters follows a 
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, ,,q i q iN and its prior distribution 

ip also follows a Gaussian distribution
2

, , ,p i p iN . 
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, , 1p i q ik k . This 
adjustment reduces the variance. 

For parameters where k K  , the prior 
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distribution with: 2
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This approach ensures that the prior 
distributions for important parameters are 
informed by previous clients' results, while 
maintaining a standard prior for other 
parameters. 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 

, and its prior distribution p(ωi) also fol-
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 

.
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 
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should be discarded, and the next maximum 
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*, *, * 1g f l  

9.                  * *g f  
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trained by client 1 to the corresponding 
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This approach effectively reduces the variance 
of the corresponding prior distributions based 
on the results from Client 1, rather than using 

the default standard Gaussian distribution, 
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variational posterior distribution ( | )iq w  of 
its model parameters follows a 
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For the set of parameters K  corresponding to 
the important channels identified through 
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When  k K , the prior distribution variance 
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posterior variance from the previous client's 
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, , 1p i q ik k . This 
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For parameters where k K  , the prior 
distribution remains the standard Gaussian 
distribution with: 2
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This approach ensures that the prior 
distributions for important parameters are 
informed by previous clients' results, while 
maintaining a standard prior for other 
parameters. 

For each client i,the KL divergence is given by: 

 |

1

|

( | ) ( | )

( | )

log |

( | ) ( | )

log |

i

i

i i i

i i

i iq

i i

i iq

KL q p D

KL q p

p D

KL q q

p D

w

w

w w

w w

w

w w

w

 (19) 

The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 

 2 2 2
, , ,

2 2
, ,

( | )

1 1 log
2

i i

q i q i p i

p i q i

KL q pw w

. (20) 

When the variance in the prior distribution for 
some important channels is replaced, then:
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should be discarded, and the next maximum 
value should be selected, and so on. The 
overall algorithm is as follows: 
Algorithm 1 Layer-by-layer analysis of the 
Bayesian model for important channels 
1. Input The mean of the weight 

distribution in the output layer , ,
fc

n g oW

the set of output channels N in the input 
layer the mean of the weight 

distribution of each layer *, ,
j

g f lW ,the set J 

of all layers in the model (excluding the 
output layer). 

2. output The set of important channels 
C* the corresponding variance 2

*, *,f c l*  

3. for n in [1, N] 

4.   * *,n ng o =max_index , ,
fc

n g oW  

5.   if 2
, *, * 1n g o  

6.     for j in [J,2] 

7.         * *,f l =max_index *, ,
j

g f lW  

8.           if 2
*, *, * 1g f l  

9.                  * *g f  

10.           else *, ,
j

g f lW  remove *, *, *g f lw  

11.           Break 

12.       else , ,
fc

n g oW  remove *, *g ow  

13.           Break 

14.    * *,c k =max_index 1
*,c,f lW  

15. Output( * 2
*, *, *, f c lC ) 

 
4.3 Channel Distribution Transfer for 
BFL-based Industrial Equipment Fault 
Detection  

 

After identifying the important channels in the 
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distributions of these channels from the model 
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of the corresponding prior distributions based 
on the results from Client 1, rather than using 
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thereby enhancing the importance of the 
corresponding sensors. 
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variational posterior distribution ( | )iq w  of 
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important channels: 2 2
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For parameters where k K  , the prior 
distribution remains the standard Gaussian 
distribution with: 2
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This approach ensures that the prior 
distributions for important parameters are 
informed by previous clients' results, while 
maintaining a standard prior for other 
parameters. 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:
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the variance at that position must also be 
checked. If the variance is large, it indicates a 
high level of uncertainty. If it exceeds the 
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distribution remains the standard Gaussian 
distribution with: 2
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 
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7.
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 
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checked. If the variance is large, it indicates a 
high level of uncertainty. If it exceeds the 
corresponding threshold, the maximum value 
should be discarded, and the next maximum 
value should be selected, and so on. The 
overall algorithm is as follows: 
Algorithm 1 Layer-by-layer analysis of the 
Bayesian model for important channels 
1. Input The mean of the weight 

distribution in the output layer , ,
fc

n g oW

the set of output channels N in the input 
layer the mean of the weight 

distribution of each layer *, ,
j

g f lW ,the set J 

of all layers in the model (excluding the 
output layer). 

2. output The set of important channels 
C* the corresponding variance 2

*, *,f c l*  

3. for n in [1, N] 

4.   * *,n ng o =max_index , ,
fc

n g oW  

5.   if 2
, *, * 1n g o  

6.     for j in [J,2] 

7.         * *,f l =max_index *, ,
j

g f lW  

8.           if 2
*, *, * 1g f l  

9.                  * *g f  

10.           else *, ,
j

g f lW  remove *, *, *g f lw  

11.           Break 

12.       else , ,
fc

n g oW  remove *, *g ow  

13.           Break 

14.    * *,c k =max_index 1
*,c,f lW  

15. Output( * 2
*, *, *, f c lC ) 

 
4.3 Channel Distribution Transfer for 
BFL-based Industrial Equipment Fault 
Detection  

 

After identifying the important channels in the 
input layer, this paper transmits the posterior 
distributions of these channels from the model 
trained by client 1 to the corresponding 
channels of other clients as their prior 
distributions. This paper uses a Gaussian 
distribution and only transmits the variance. 
This approach effectively reduces the variance 
of the corresponding prior distributions based 
on the results from Client 1, rather than using 

the default standard Gaussian distribution, 
thereby enhancing the importance of the 
corresponding sensors. 

For each client i (e.g., different production 
lines or equipment), we assume that the 
variational posterior distribution ( | )iq w  of 
its model parameters follows a 

2
, ,,q i q iN and its prior distribution 

ip also follows a Gaussian distribution
2

, , ,p i p iN . 

For the set of parameters K  corresponding to 
the important channels identified through 
analysis: 

When  k K , the prior distribution variance 
for these parameters is set to the variational 
posterior variance from the previous client's 
important channels: 2 2

, , 1p i q ik k . This 
adjustment reduces the variance. 

For parameters where k K  , the prior 
distribution remains the standard Gaussian 
distribution with: 2

, 1p i k  

This approach ensures that the prior 
distributions for important parameters are 
informed by previous clients' results, while 
maintaining a standard prior for other 
parameters. 

For each client i,the KL divergence is given by: 

 |

1

|

( | ) ( | )

( | )

log |

( | ) ( | )

log |

i

i

i i i

i i

i iq

i i

i iq

KL q p D

KL q p

p D

KL q q

p D

w

w

w w

w w

w

w w

w

 (19) 

The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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some important channels is replaced, then:

\ 

 

13.           Break

14.

 

the variance at that position must also be 
checked. If the variance is large, it indicates a 
high level of uncertainty. If it exceeds the 
corresponding threshold, the maximum value 
should be discarded, and the next maximum 
value should be selected, and so on. The 
overall algorithm is as follows: 
Algorithm 1 Layer-by-layer analysis of the 
Bayesian model for important channels 
1. Input The mean of the weight 

distribution in the output layer , ,
fc

n g oW

the set of output channels N in the input 
layer the mean of the weight 

distribution of each layer *, ,
j

g f lW ,the set J 

of all layers in the model (excluding the 
output layer). 

2. output The set of important channels 
C* the corresponding variance 2

*, *,f c l*  

3. for n in [1, N] 

4.   * *,n ng o =max_index , ,
fc

n g oW  

5.   if 2
, *, * 1n g o  

6.     for j in [J,2] 

7.         * *,f l =max_index *, ,
j

g f lW  

8.           if 2
*, *, * 1g f l  

9.                  * *g f  

10.           else *, ,
j

g f lW  remove *, *, *g f lw  

11.           Break 

12.       else , ,
fc

n g oW  remove *, *g ow  

13.           Break 

14.    * *,c k =max_index 1
*,c,f lW  

15. Output( * 2
*, *, *, f c lC ) 

 
4.3 Channel Distribution Transfer for 
BFL-based Industrial Equipment Fault 
Detection  

 

After identifying the important channels in the 
input layer, this paper transmits the posterior 
distributions of these channels from the model 
trained by client 1 to the corresponding 
channels of other clients as their prior 
distributions. This paper uses a Gaussian 
distribution and only transmits the variance. 
This approach effectively reduces the variance 
of the corresponding prior distributions based 
on the results from Client 1, rather than using 

the default standard Gaussian distribution, 
thereby enhancing the importance of the 
corresponding sensors. 

For each client i (e.g., different production 
lines or equipment), we assume that the 
variational posterior distribution ( | )iq w  of 
its model parameters follows a 

2
, ,,q i q iN and its prior distribution 

ip also follows a Gaussian distribution
2

, , ,p i p iN . 

For the set of parameters K  corresponding to 
the important channels identified through 
analysis: 

When  k K , the prior distribution variance 
for these parameters is set to the variational 
posterior variance from the previous client's 
important channels: 2 2

, , 1p i q ik k . This 
adjustment reduces the variance. 

For parameters where k K  , the prior 
distribution remains the standard Gaussian 
distribution with: 2

, 1p i k  

This approach ensures that the prior 
distributions for important parameters are 
informed by previous clients' results, while 
maintaining a standard prior for other 
parameters. 

For each client i,the KL divergence is given by: 

 |

1

|

( | ) ( | )

( | )

log |

( | ) ( | )

log |

i

i

i i i

i i

i iq

i i

i iq

KL q p D

KL q p

p D

KL q q

p D

w

w

w w

w w

w

w w

w

 (19) 

The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:
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For the set of parameters K corresponding to the im-
portant channels identified through analysis:
When k 

 

mean and variance of its weight matrix can be 
calculated separately. These reflect the 
importance and uncertainty of different 
channels or feature maps within that layer. In 
a multi-layer structure, the output of one layer 
serves as the input to the next layer. The 
influence of initial sensor signals may be 
amplified, diminished, or even altered after 
passing through multiple convolutions, 
activation functions, and other operations. By 
analyzing the relative magnitude and trends 
of weights across layers, it is possible to 
analyze which features gradually become 
more important at different levels or at which 
layer their influence begins to diminish. 

We can progressively analyze the role of 
sensor signals in different layers and how they 
cumulatively impact the final equipment fault 
detection results through multiple layers of 
nonlinear transformations. 

Firstly, identify the parameter with the largest 
weight mean in the output fully connected 
layer. For each output channel 1,n N  in 
the fully connected layer, its output can be 
expressed as: 
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where: 

nZ is the output value of output channel n in 
the fully connected layer. 

nb is the bias for output channel n. 

, ,
fc

n g oW is the weight at row g and column o in 
the weight matrix of output channel n. 

,
j

g oY is the value at position o in the feature 
map produced by convolution kernel  in the 
j-th convolutional layer. 

the shape of the weight matrix for that layer is 
, j jN F O . 

for output channel , the weight with the 
maximum mean max,nw  is  

 max, , ,max fc
n n g ow W  (14) 

the position of the weight with the maximum 
mean max,nw  is * *, ,g o  

where the output for each convolution kernel 
g  1, jg F  at each position  in the j-th 

convolutional layer can be calculated using the 
following formula(Omit the bias term.): 
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where: 

,
j

g oY is the output value of convolution kernel 

 at position o. 

, ,
j

g f lW is the l -th weight of the -th input 
channel for convolution kernel . 

1
, j j

j
f o S l PY is the value from the (j-1)-th 

convolutional layer's output 1jY for 
convolution kernel  at position j jo S l P

, iS is the stride, jP is the padding. The number 
of input channels in the current convolutional 
layer equals the number of output channels 
from the previous convolutional layer, which 
is the number of convolution kernels in that 
layer, denoted here as . 

the shape of the weight matrix for that layer is 

1, ,j j jF F L . Since the position of the weight 

with the maximum mean found in the fully 
connected layer is at *, this layer needs to find 
the weight with the maximum mean at * in 
the output layer (at the convolution kernel *). 
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The position of the weight with the maximum 
mean weight max,gw  is * *,f l . 

And so on, until the first convolutional layer, 
which is the input layer. The output for each 
convolution kernel  f at each position  in the 
first convolutional layer can be calculated 
using the following formula. 

 1

1 1

11 1
,, , ,1 0

C L
c o S l Pf o f c lc l

Y W X , (17) 

where: 
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Thus, the corresponding input channel *c  is 
identified. 

In addition, each time the position of the 
weight with the maximum mean is identified, 

 K, the prior distribution variance for these 
parameters is set to the variational posterior vari-
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:

\ 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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When the variance in the prior distribution for 
some important channels is replaced, then:
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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The data likelihood term 
( | ) log ( | )

iq i ip D w  is unaffected by the 
prior distribution and can be solved and 
trained using methods such as 
reparameterization. When the prior 
distribution is a standard Gaussian 
distribution (the mean is 0), the KL divergence 
term simplifies to: 
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For important channels parameters, rrrange 
the above equation and remove the constant 
terms: 
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For the first term, to minimize it, the model 
will try to make 2

,q i  as close to 0 as possible. 

As 2
, 1p i  decreases, the impact of this term 

becomes more significant if 2
,q i  is large.  

For the second and third terms, to minimize 
them, the model will attempt to reduce 2

,q i  

and bring it closer to 2
, 1p i . This ultimately 

enhances the model's sensitivity to these 
parameters, resulting in more accurate and 
stable parameter estimation for these 
important channels. 

The above method can more accurately 
capture changes in critical sensors in industrial 
fault detection and can also improve the 
model's robustness and generalization ability 
through stronger regularization effects. 

 

5. Experiment and Result  
 

5.1 Experiment Preparation 
 

5.1.1 Datasets and Processing 

The data used in this paper is sourced from the 
SEU gearbox datasets [26]. The dataset 
consists of two subsets: gear data and bearing 
data. It was collected using a Dynamic Drive 
System (DDS) simulator, aiming to investigate 
the gearbox performance under two operating 
conditions: 20Hz - 0V and 30Hz - 2V. Each 
dataset includes five distinct operating states: 
four fault modes and one normal state. Thus, 
the fault diagnosis task based on DDS can be 
viewed as a five-class classification problem. 
The specific fault class and their 
corresponding data labels are shown in the 
Table 1. 

 
Table 1 The specific fault class and their 
corresponding data labels. 

Locat
ion 

Type Description Label 

Beari
ng 

Ball Crack occurs in 
the ball 

1 

Combi
nation 

Crack occurs in 
both inner and 

outer ring 

2 

Inner Crack occurs in 
the inner ring 

3 

Outer Crack occurs in 
the outer ring 

4 

Health No Crack 0 

Gear
box 

Chipp
ed 

Crack occurs in 
the gear feet 

1 

Miss Missing one of 
feet in the gear 

2 

Root Crack occurs in 
the root of gear 

feet 

3 

Surfac
e 

Wear occurs in 
the surface of 

gear 

4 

Health No Crack 0 

 
Each data sample consists of signals from 8 
channels: Channel 1 represents the motor 
vibration frequency, Channels 2-4 represent 
the vibration frequencies of the planetary 
gearbox in the x, y, and z directions, 
respectively, Channel 5 represents the motor 
torque, and Channels 6-8 represent the 
vibration frequencies of the parallel gearbox in 
the x, y, and z directions, respectively. To 
minimize the interference from vibrations 
during startup and shutdown, we select a 
stable time segment from the middle of the 
data for analysis. Subsequently, a Fourier 
Transform is applied to the data to obtain the 
frequency-domain representation fftx . Given 
the symmetry of the non-negative frequency 
part in the Fourier Transform results, only 
frequencies up to half of the sampling 
frequency need to be computed. A frequency 
array is constructed that includes all 
frequencies from 0 to half of the sampling 
frequency. Furthermore, the magnitude of fftx
,i.e., the amplitude of each frequency 
component, is calculated and stored in the list 
abs

fftx .  

Data under the operating condition of 20Hz - 
0V, the reference frequency for this condition 
is 20Hz. Based on this reference frequency, 
target frequencies of 10Hz, 20Hz, 30Hz, 40Hz, 
and 50Hz are chosen, corresponding to 0.5 f , 
1 f , 1.5 f , 2 f , and 2.5 f  times the reference 
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For important channels parameters, rrrange 
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For important channels parameters, range the above 
equation and remove the constant terms:

 

2 2 2
, , , 1

2 2
, 1 ,

2 2
, , 2

,

1 1 log ,parameters 
2

( | )
1 11 log ,parameters 
2

q i q i p i

p i q i
i i

q i q i
q i

k K

KL q p

k K

w w  (21) 

For important channels parameters, rrrange 
the above equation and remove the constant 
terms: 

 
2 2 2
, , , 1

2 2 2
, 1 , 1 ,

logq i q i p i

p i p i q i
. (22) 

For the first term, to minimize it, the model 
will try to make 2

,q i  as close to 0 as possible. 

As 2
, 1p i  decreases, the impact of this term 

becomes more significant if 2
,q i  is large.  

For the second and third terms, to minimize 
them, the model will attempt to reduce 2

,q i  

and bring it closer to 2
, 1p i . This ultimately 

enhances the model's sensitivity to these 
parameters, resulting in more accurate and 
stable parameter estimation for these 
important channels. 

The above method can more accurately 
capture changes in critical sensors in industrial 
fault detection and can also improve the 
model's robustness and generalization ability 
through stronger regularization effects. 

 

5. Experiment and Result  
 

5.1 Experiment Preparation 
 

5.1.1 Datasets and Processing 

The data used in this paper is sourced from the 
SEU gearbox datasets [26]. The dataset 
consists of two subsets: gear data and bearing 
data. It was collected using a Dynamic Drive 
System (DDS) simulator, aiming to investigate 
the gearbox performance under two operating 
conditions: 20Hz - 0V and 30Hz - 2V. Each 
dataset includes five distinct operating states: 
four fault modes and one normal state. Thus, 
the fault diagnosis task based on DDS can be 
viewed as a five-class classification problem. 
The specific fault class and their 
corresponding data labels are shown in the 
Table 1. 

 
Table 1 The specific fault class and their 
corresponding data labels. 

Locat
ion 

Type Description Label 

Beari
ng 

Ball Crack occurs in 
the ball 

1 

Combi
nation 

Crack occurs in 
both inner and 

outer ring 

2 

Inner Crack occurs in 
the inner ring 

3 

Outer Crack occurs in 
the outer ring 

4 

Health No Crack 0 

Gear
box 

Chipp
ed 

Crack occurs in 
the gear feet 

1 

Miss Missing one of 
feet in the gear 

2 

Root Crack occurs in 
the root of gear 

feet 

3 

Surfac
e 

Wear occurs in 
the surface of 

gear 

4 

Health No Crack 0 

 
Each data sample consists of signals from 8 
channels: Channel 1 represents the motor 
vibration frequency, Channels 2-4 represent 
the vibration frequencies of the planetary 
gearbox in the x, y, and z directions, 
respectively, Channel 5 represents the motor 
torque, and Channels 6-8 represent the 
vibration frequencies of the parallel gearbox in 
the x, y, and z directions, respectively. To 
minimize the interference from vibrations 
during startup and shutdown, we select a 
stable time segment from the middle of the 
data for analysis. Subsequently, a Fourier 
Transform is applied to the data to obtain the 
frequency-domain representation fftx . Given 
the symmetry of the non-negative frequency 
part in the Fourier Transform results, only 
frequencies up to half of the sampling 
frequency need to be computed. A frequency 
array is constructed that includes all 
frequencies from 0 to half of the sampling 
frequency. Furthermore, the magnitude of fftx
,i.e., the amplitude of each frequency 
component, is calculated and stored in the list 
abs

fftx .  

Data under the operating condition of 20Hz - 
0V, the reference frequency for this condition 
is 20Hz. Based on this reference frequency, 
target frequencies of 10Hz, 20Hz, 30Hz, 40Hz, 
and 50Hz are chosen, corresponding to 0.5 f , 
1 f , 1.5 f , 2 f , and 2.5 f  times the reference 

 

. (22)

For the first term, to minimize it, the model will try 
to make μ2

q,i as close to 0 as possible. As σ 2
p,i–1 decreas-

es, the impact of this term becomes more significant 
if μ2

q,i is large. 
For the second and third terms, to minimize them, 
the model will attempt to reduce σ 2

q,i and bring it 
closer to σ 2

p,i–1. This ultimately enhances the model's 
sensitivity to these parameters, resulting in more 
accurate and stable parameter estimation for these 
important channels.
The above method can more accurately capture chang-
es in critical sensors in industrial fault detection and 
can also improve the model's robustness and general-
ization ability through stronger regularization effects.

5. Experiment and Result 
5.1. Experiment Preparation

5.1.1. Datasets and Processing
The data used in this paper is sourced from the SEU 
gearbox datasets [26]. The dataset consists of two sub-
sets: gear data and bearing data. It was collected using 
a Dynamic Drive System (DDS) simulator, aiming to 
investigate the gearbox performance under two oper-
ating conditions: 20Hz - 0V and 30Hz - 2V. Each data-
set includes five distinct operating states: four fault 
modes and one normal state. Thus, the fault diagnosis 
task based on DDS can be viewed as a five-class clas-
sification problem. The specific fault class and their 
corresponding data labels are shown in the Table 1.
Each data sample consists of signals from 8 chan-
nels: Channel 1 represents the motor vibration fre-
quency, Channels 2-4 represent the vibration fre-
quencies of the planetary gearbox in the x, y, and z 
directions, respectively, Channel 5 represents the 
motor torque, and Channels 6-8 represent the vi-
bration frequencies of the parallel gearbox in the 
x, y, and z directions, respectively. To minimize the 
interference from vibrations during startup and 

shutdown, we select a stable time segment from 
the middle of the data for analysis. Subsequently, a 
Fourier Transform is applied to the data to obtain 
the frequency-domain representation xfft. Given the 
symmetry of the non-negative frequency part in the 
Fourier Transform results, only frequencies up to 
half of the sampling frequency need to be computed. 
A frequency array is constructed that includes all 
frequencies from 0 to half of the sampling frequen-
cy. Furthermore, the magnitude of xfft ,i.e., the ampli-
tude of each frequency component, is calculated and 
stored in the list absxfft

. 
Data under the operating condition of 20Hz - 0V, the 
reference frequency for this condition is 20Hz. Based 
on this reference frequency, target frequencies of 
10Hz, 20Hz, 30Hz, 40Hz, and 50Hz are chosen, corre-
sponding to 0.5 f, 1 f, 1.5 f, 2 f, and 2.5 f times the refer-
ence frequency. The other operating condition is sim-
ilar. For each target frequency, the closest frequency 
value in the frequency array   and its corresponding 
absxfft

 amplitude value are identified. This process en-

Location Type Description Label

Bearing

Ball Crack occurs in 
the ball 1

Combination
Crack occurs in 
both inner and 

outer ring
2

Inner Crack occurs in 
the inner ring 3

Outer Crack occurs in 
the outer ring 4

Health No Crack 0

Gearbox

Chipped Crack occurs in 
the gear feet 1

Miss Missing one of 
feet in the gear 2

Root
Crack occurs in 
the root of gear 

feet
3

Surface
Wear occurs in 
the surface of 

gear
4

Health No Crack 0

Table 1  
The specific fault class and their corresponding data labels.
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sures that we can accurately locate and analyze the 
vibration characteristics at each target frequency. 
Finally, the amplitude values corresponding to these 
target frequencies are aggregated to form the fi nal 
dataset for experimental analysis. The above data 
processing procedure is shown in Figure 4.

5.1.2. Experimental Environment
This paper utilizes a Dell PowerEdge R740 server 
with advanced hardware confi gurations as the ex-
perimental platform. The server is powered by a dual 
Intel Xeon Gold 5218R processor setup and possess-
es 256GB of memory. Although the server is also 
provided with two NVIDIA Tesla T4 GPUs to man-
age large-scale parallel computing and deep learning 
tasks. The server operates on the Ubuntu 22.04 LTS 
operating system and runs version 1.3.0 of the Py-
Torch deep learning framework, which is utilized to 
construct and execute the experiments.
In the implementation of Bayesian Neural Networks, 
this paper utilizes Pyro, a contemporary probabilistic 
programming library [6]. Pyro is a fl exible framework 
built atop Python and PyTorch specifi cally designed 
for the development of Bayesian deep learning mod-
els and other intricate probabilistic models, fi rst re-
leased in 2017 by Uber AI Labs. Constructed upon the 
foundation of the PyTorch deep learning framework, 
Pyro harnesses PyTorch's dynamic computation 

Figure 4 
Sensor data processing procedure.

graphs and automatic diff erentiation capabilities, of-
fering users a highly adaptable and powerful platform 
to design, simulate, and infer complex probabilistic 
models. Pyro comes equipped with a rich set of tools 
to defi ne random variables, construct implicit or ex-
plicit probabilistic models, and perform effi  cient and 
modular inference through methods such as varia-
tional inference and Markov Chain Monte Carlo al-
gorithms. This integration allows researchers and 
developers to seamlessly blend deep learning archi-
tectures with Bayesian principles, enabling them to 
tackle problems with uncertainty quantifi cation and 
probabilistic reasoning eff ectively. The BCNN of this 
Experiment consists of two convolutional layers and 
one fully connected output layer.
In this paper, a Federated Learning environment 
was established, involving three clients. A deep 
learning environment was built using PyTorch on a 
shared server, with PySyft simulating the federated 
learning environment [15] and Pyro constructing 
the Bayesian Learning framework. Three training 
programs were implemented to simulate distributed 
data training scenarios for the three clients.
To refl ect the varying amounts of data held by each 
client, the data distribution across the three clients 
was set to a ratio of 2:1:1. Specifi cally, the fi rst client 
has the most extensive data resources, while the sec-
ond and third clients each have half the amount of 
data compared to the fi rst client. Additionally, the 
training datasets of the three clients are completely 
independent, with no overlap. This data distribution 
design aims to simulate real-world scenarios where 
diff erent clients may possess varying amounts and 
diversity of data, thus providing a challenging envi-
ronment for evaluating the performance of Federat-
ed Learning algorithms.
In this experiment, Algorithm 1 is implemented in 
Python, enabling automatic analysis and integration 
of distribution information from the training re-
sults of multiple clients for interpretability analysis 
and information transfer. For clients requiring lay-
er-by-layer analysis, the client with the largest data 
volume is selected by default (in this paper, Client 
1). After training, Algorithm 1 uses interpretability 
analysis results to identify key channels and their 
corresponding variances and transfers this informa-
tion to the target client. For other clients, Algorithm 
1 directly extracts the local distribution parameters 
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for the same channels and transmits the channel and 
distribution information to the target client.
To comprehensively evaluate the performance of 
diff erent methods in a Bayesian Federated Learn-
ing environment, comparative experiments are de-
signed in this paper. The four methods are as follows: 
1 Local Bayesian Learning (Local BL): Bayesian 

Learning with local training on all data (no feder-
ated collaboration).

2 Federated Average Bayesian Learning- Gaussian 
(FEDAG)[17]: Bayesian Federated Learning with 
centralized parameter distribution averaging.

3 Bayesian Federated Learning (BFL) [17]: Bayesian 
Federated Learning with full-channel distribution 
transmission.

4 Bayesian Federated Learning with Channel Impor-
tance (BFL-CI, ours): Bayesian Federated Learning 
with important-channel distribution transmission.

For all models, the learning rate is set to 0.01, the 
number of training epochs is 500, and the batch size 
is 8. When evaluating the Bayesian model, the pa-
rameters are sampled 100 times to account for un-
certainty estimation and provide a probabilistic in-
terpretation of the model's predictions. The training 
sets and test sets are consistent across all models.
To objectively evaluate the performance of the mod-
els from each algorithm, comparisons will be made 
across the following dimensions: Accuracy, Receiver 
Operating Characteristic (ROC) curve, and confi -
dence interval. The accuracy table presents results 
from both datasets; however, due to the similar per-
formance of the two datasets in other evaluations, 
only the results from the bearing dataset are shown.

5.2. Experimental Result

5.2.1.   of Channel Importance 
The mean distribution and standard deviation distri-
bution of the weights of each layer of the BCNN after 
the training of client m are shown in Figures 5-7, re-
spectively. In each fi gure, there are two sub-fi gures, 
(a) and (b). Figure (a) represents the mean heatmap 
of the weights of this layer, and Figure (b) represents 
the variance heatmap of the weights of this layer. 
The abscissa in the fi gure corresponds to the input 
channels of each layer in the model. For the convo-
lutional layers conv1 and conv2, due to the partic-
ularity of their structures, the input channels are 

fl attened, and the abscissa represents the product of 
the input channels and the convolution kernels. And 
the ordinate corresponds to the output channels of 
each layer in the model. Each square in the heatmap 
corresponds to the value of the mean or variance 
corresponding to a neuron respectively. The shade 
of the color represents the magnitude of the value. 
The darker the color, the lower the value, and the 
lighter the color, the higher the value. In the mean 
heatmap, a higher value indicates a higher degree of 
importance. In the variance heatmap, a higher value 
indicates a lower degree of confi dence. 

Figure 5
Weights posterior distribution of Conv1.

(a) heatmap of Conv1 weights means

(b) heatmap of Conv1 weights standard deviation
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In this paper, Algorithm 1 is implemented using 
Python. Starting from the output layer, important 
channels are identified based on the mean and stan-
dard deviation of the parameters in each layer, ulti-
mately leading to the discovery of important input 
channels (which also correspond to sensors). The 
program's output indicates that Channel 2 is the 
significant channel in the experiments conduct-
ed in this paper. This result indicates that the data 
from vibration sensors in the x direction of the plan-
etary gearbox plays an important role in the results 
of fault detection.
The variance of client m's channel 2 and its corre-
sponding distribution is passed to the next client as 
the variance of the prior distribution of channel 2 of 

Figure 6 
Weights posterior distribution of Conv2.

(b) heatmap of Conv2 weights standard deviation
Figure 6 Weights posterior distribution of Conv2.

(a) heatmap of FC weights means

(b) heatmap of FC weights standard deviation
Figure 7 Weights posterior distribution of FC.

5.2.2 Accuracy

As shown in the following table, it presents the 
accuracy obtained by various methods under 
different operating conditions for each 
training set. From the data in Table 2, it can be 
clearly observed that, compared with other 
methods, the method proposed in this paper 
demonstrates a remarkable advantage of high 
accuracy under different working conditions 
for both bearings and gearboxes.

Table 2 Accuracy obtained by various methods under different operating conditions for each training set.

Method
s

Client Client2 Client3
Dataset Bearing Gearbox Bearing Gearbox
Operating 
condition
s

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

Local BL 89.13% 90.17% 93.14% 94.56% 87.71% 87.9% 94.21% 94.13%
FEDAG 89.03% 92.43% 95.32% 95.07% 89.14% 90.23% 97.11% 95.83%
BFL 90.23% 92.13% 95.72% 95.67% 89.28% 89.5% 97.22% 95.94%
BFL-CI 92.84% 93.26% 96.92% 97.23% 94.84% 91.97% 98.73% 97.35%

Bearing data under the operating condition of 
20Hz - 0V is taken as an example to show the 
results of the accuracy changing with the 
training epoch. Figures 8-9 depict the accuracy 
results on the test set for Client 2 and Client 3, 
respectively, after training for a total of 200
epochs. It is evident that the proposed method 
in this paper outperforms other methods in 
terms of accuracy. The accuracy achieved on 
Client 2 is 90%, and on Client 3, it is 95%. 
Moreover, compared to the FEDAG and Local 
BL methods, the BFL method demonstrates 
superior performance.

Figure 8 The accuracy of Client 2.

Figure 9 The accuracy of Client 3.

5.2.3 ROC

Figures 10 and Figures 11 show the ROC 
curves for Client 2 and Client 3, respectively. 
In these figures, the Local BL ROC curve is 
represented by a yellow line, the FEDAG ROC 
curve by a green line, the BFL ROC curve by a 
blue line, and the BFL-CI ROC curve by a red 
line. All results demonstrate that the ROC 
curve of the proposed BFL-CI model in this 
paper is closest to the top-left corner, with the 
highest AUC value, indicating superior 
performance compared to other methods. For 

(a) heatmap of Conv2 weights means (b) heatmap of Conv2 weights standard deviation(b) heatmap of Conv2 weights standard deviation
Figure 6 Weights posterior distribution of Conv2.

(a) heatmap of FC weights means

(b) heatmap of FC weights standard deviation
Figure 7 Weights posterior distribution of FC.

5.2.2 Accuracy

As shown in the following table, it presents the 
accuracy obtained by various methods under 
different operating conditions for each 
training set. From the data in Table 2, it can be 
clearly observed that, compared with other 
methods, the method proposed in this paper 
demonstrates a remarkable advantage of high 
accuracy under different working conditions 
for both bearings and gearboxes.

Table 2 Accuracy obtained by various methods under different operating conditions for each training set.
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s

Client Client2 Client3
Dataset Bearing Gearbox Bearing Gearbox
Operating 
condition
s

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

Local BL 89.13% 90.17% 93.14% 94.56% 87.71% 87.9% 94.21% 94.13%
FEDAG 89.03% 92.43% 95.32% 95.07% 89.14% 90.23% 97.11% 95.83%
BFL 90.23% 92.13% 95.72% 95.67% 89.28% 89.5% 97.22% 95.94%
BFL-CI 92.84% 93.26% 96.92% 97.23% 94.84% 91.97% 98.73% 97.35%

Bearing data under the operating condition of 
20Hz - 0V is taken as an example to show the 
results of the accuracy changing with the 
training epoch. Figures 8-9 depict the accuracy 
results on the test set for Client 2 and Client 3, 
respectively, after training for a total of 200
epochs. It is evident that the proposed method 
in this paper outperforms other methods in 
terms of accuracy. The accuracy achieved on 
Client 2 is 90%, and on Client 3, it is 95%. 
Moreover, compared to the FEDAG and Local 
BL methods, the BFL method demonstrates 
superior performance.

Figure 8 The accuracy of Client 2.

Figure 9 The accuracy of Client 3.

5.2.3 ROC

Figures 10 and Figures 11 show the ROC 
curves for Client 2 and Client 3, respectively. 
In these figures, the Local BL ROC curve is 
represented by a yellow line, the FEDAG ROC 
curve by a green line, the BFL ROC curve by a 
blue line, and the BFL-CI ROC curve by a red 
line. All results demonstrate that the ROC 
curve of the proposed BFL-CI model in this 
paper is closest to the top-left corner, with the 
highest AUC value, indicating superior 
performance compared to other methods. For 

Figure 7 
Weights posterior distribution of FC.

(a) heatmap of FC weights means (b) heatmap of FC weights standard deviation

the next client. And so on. Eventually, the training 
process of all clients is completed, and then the per-
formance test is carried out using the test set.

5.2.2. Accuracy
As shown in the following table, it presents the ac-
curacy obtained by various methods under diff erent 
operating conditions for each training set. From the 
data in Table 2, it can be clearly observed that, com-
pared with other methods, the method proposed in 
this paper demonstrates a remarkable advantage of 
high accuracy under diff erent working conditions 
for both bearings and gearboxes.
Bearing data under the operating condition of 20Hz 
- 0V is taken as an example to show the results of the 
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accuracy changing with the training epoch. Figures 
8-9 depict the accuracy results on the test set for Cli-
ent 2 and Client 3, respectively, after training for a 
total of 200 epochs. It is evident that the proposed 
method in this paper outperforms other methods in 
terms of accuracy. The accuracy achieved on Client 
2 is 90%, and on Client 3, it is 95%. Moreover, com-
pared to the FEDAG and Local BL methods, the BFL 
method demonstrates superior performance.

5.2.3. ROC
Figures 10 and Figures 11 show the ROC curves for 
Client 2 and Client 3, respectively. In these fi gures, 
the Local BL ROC curve is represented by a yellow 
line, the FEDAG ROC curve by a green line, the BFL 
ROC curve by a blue line, and the BFL-CI ROC curve 
by a red line. All results demonstrate that the ROC 
curve of the proposed BFL-CI model in this paper is 
closest to the top-left corner, with the highest AUC 
value, indicating superior performance compared to 

other methods. For the third class of faults, all meth-
ods achieve an AUC of 1, indicating that all methods 
can accurately identify this class, likely due to the data 
features being distinctly diff erent from other classes.

5.2.4. Confi dence Interval
To clearly and intuitively illustrate the distribution 
of uncertainty trends associated with diff erent clas-
sifi cation results across the entire test set, this paper 
fi rst categorizes the test set by class. Curve plots are 
then constructed with classes on the x-axis and the 
log probability distribution of model predictions for 
each class on the y-axis. The blue curve represents 
the trend of the average posterior probability for the 
samples, while the shaded area indicates the 95% 
confi dence interval for each sample, highlighting the 
model's varying levels of uncertainty for diff erent 
classifi cation decisions. Figures 12 and 13 show the 
confi dence interval plots for each fault category using 
the proposed method for Clients 2 and 3, respectively.

Methods

Client Client2 Client3

Dataset Bearing Gearbox Bearing Gearbox

Operating 
conditions

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

20Hz
0V

30Hz
2V

Local BL 89.13% 90.17% 93.14% 94.56% 87.71% 87.9% 94.21% 94.13%

FEDAG 89.03% 92.43% 95.32% 95.07% 89.14% 90.23% 97.11% 95.83%

BFL 90.23% 92.13% 95.72% 95.67% 89.28% 89.5% 97.22% 95.94%

BFL-CI 92.84% 93.26% 96.92% 97.23% 94.84% 91.97% 98.73% 97.35%

Table 2 
Accuracy obtained by various methods under different operating conditions for each training set.

Figure 8 
The accuracy of Client 2.

Figure 9 
The accuracy of Client 3.
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Figure 10 
ROC of Client 2.

(a) ROC for label 0 (b) ROC for label 1 (c) ROC for label 2

(d) ROC for label 3 (e) ROC for label 4

Figure 11 
ROC of Client 3.

(a) ROC for label 0 (b) ROC for label 1 (c) ROC for label 2

(d) ROC for label 3 (e) ROC for label 4
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Figure 12  
Confidence interval of Client 2.

(a) confidence interval 
for Class 0

(b) confidence interval 
for Class 1

(c) confidence interval 
for Class 2

(d) confidence interval 
for Class 3

(e) confidence interval 
for Class 4

Figure 13  
Confidence interval of Client 3.

(a) confidence interval 
for Class 0

(b) confidence interval 
for Class 1

(c) confidence interval 
for Class 2

(d) confidence interval 
for Class 3

(e) confidence interval 
for Class 4
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From the figures, for each fault class, the model gen-
erates mean log-probabilities that reach their high-
est levels for the correct class, and these log-prob-
abilities are accompanied by relatively narrow 
confidence intervals. This phenomenon strongly 
suggests that the model shows a high level of accu-
racy and strong certainty when predicting various 
fault classes.
In the confidence interval plot for Class 3 faults, 
the uncertainties for other classes are very evident, 
while Class 3 exhibits a smooth curve with the nar-
rowest interval. This indicates that the model's de-
tection of Class 3 is both the most accurate and the 
most confident, which is consistent with the ROC 
curve results showing that the model can identify 
this class with complete certainty, achieving a 100% 
recognition rate. Furthermore, it is observed that the 
curves for Classes 0, 2, and 4 are relatively closer to 
each other, suggesting potential confusion between 
these classes due to their similar features. There-
fore, greater attention should be paid to the detec-
tion results of these three classes during subsequent 
testing processes.

5.2.5. Analysis of Experimental Results
Although faults can be detected through vibration 
signals and it can be known from ordinary frequency 
analysis that the data in the radial direction is more 
sensitive to the detection results. However, this pa-
per obtains mowre accurate channel importance 
results through interpretability analysis. Since the 
inner ring of the bearing is tightly fitted with the 
shaft, the rotational speed and power transmission 
of the shaft directly act on the inner ring. The im-
pact of inner ring faults on vibration is more obvi-
ous, so the detection accuracy of the model reaches 
100%. However, the phenomena of outer ring faults 
and simultaneous inner and outer ring faults are 
relatively similar, and the signal characteristics are 
rather complex. Whether viewed from the results of 
channel importance analysis or from the detection 
performance results such as accuracy and ROC, the 
experimental results in this paper are consistent 
with the theoretical concept results, which proves 
the feasibility of the method in this paper. Then, the 
variance of the important channels is transmitted to 
other clients, which not only realizes Bayesian Fed-
erated Learning but also improves the detection per-
formance.

6. Discussion and Conclusion
This paper proposes an industrial equipment fault 
detection method based on Bayesian Federated 
Learning (BFL), combining the uncertainty mod-
eling advantages of Bayesian Learning with the 
distributed training characteristics of Federated 
Learning to effectively address data privacy and 
model generalization issues in industrial equipment 
fault detection. The proposed method of passing 
channel distributions based on explainability anal-
ysis not only ensures the learning capabilities of 
each industrial node but also significantly reduces 
the transmission of parameters across the network, 
thereby further protecting data privacy. Through ex-
periments, this paper demonstrates the feasibility of 
the proposed method and its performance in detect-
ing faults. Therefore, this approach not only quan-
tifies the uncertainty in industrial equipment fault 
detection but also allows the model to learn from a 
broader range of data sources, adapting to cross-re-
gional industrial environments.
In Federated Learning, although the order of client 
participation does not affect the final detection re-
sults, optimizing the scheduling sequence by consid-
ering factors such as each client's computing power 
and network conditions can effectively improve the 
training efficiency of BFL. This direction deserves 
further in-depth research in the future. Industrial 
equipment typically generates various types of data, 
including images, sounds, vibration signals, etc. 
Current BFL methods primarily focus on processing 
single-type sensor data, lacking effective integra-
tion of multimodal data. Future research can aim to 
develop BFL frameworks capable of handling mul-
timodal data to fully utilize complementary infor-
mation among different types of data. This not only 
requires designing algorithms that can fuse multiple 
data types but also necessitates considering syn-
chronization and calibration issues between dif-
ferent modalities. Although BFL excels in handling 
data uncertainties and dynamics, its interpretability 
regarding the decision-making process, especially 
when the model makes incorrect predictions, still 
needs improvement. Future research should explore 
how to combine existing explainability methods 
(such as SHAP values, LIME, etc.) with BFL to en-
hance model transparency.
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