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The rapid development and spread of deepfake technology have posed serious threats to cybersecuri-
ty, information security, privacy, and public safety; consequently, reliable detection of deepfake content 
has become a critical necessity.   We present a metaheuristic-based hybrid approach that combines deep 
learning architectures with metaheuristic algorithms. In the study conducted on FaceForensics (FF++) 
and Celeb-DF datasets, four feature vectors extracted from Xception and ResNet50 architectures under-
went a metaheuristic-based feature selection process incorporating Cuckoo Search Algorithm (CS), Suc-
cess-History Based Adaptive Differential Evolution with Linear Population Size Reduction (L-SHADE), 
Particle Swarm Optimization (PSO) and Weighted Mean of Vectors Optimization Algorithm (INFO) algo-
rithms. Sub-feature vectors were obtained through feature selection for each algorithm. The four feature 
vectors obtained from the architectures and sixteen sub-feature vectors generated after feature selection 
were classified using machine learning and deep learning methods. When comparing performance met-
rics before and after feature selection, the INFO algorithm provided the highest performance across both 
datasets, achieving AUC values of 99.05% for the FF++ dataset and 99.01% for the Celeb-DF dataset. We 
believe that our comprehensive experimental study demonstrates more significant and effective results 
than existing methods.
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1. Introduction
Face forensics differs from traditional forensic 
techniques, focusing on detecting artificial intelli-
gence (AI)-generated or digitally manipulated facial 
content rather than relying on physical evidence 
such as fingerprints or handwriting. It employs 
computer vision and deep learning approaches to 
analyze visual media, particularly in the context 
of deepfake detection. In recent years, AI and deep 
learning advancements have made it increasingly 
facile to generate fake images and videos through 
digital facial manipulation. These advancements 
have led to highly realistic AI-generated content, a 
growing diversity of manipulation techniques, and a 
lack of generalizable detection models that can per-
form consistently across different datasets and ma-
nipulation types. While these manipulations were 
initially employed for entertainment purposes, 
they have eventually evolved into a threatening di-
mension targeting political figures and celebrities, 
leading to serious security and privacy concerns in 
society [43, 7, 25]. Deep learning-based techniques 
such as Generative Adversarial Networks (GAN) 
[22] enable malicious actors to perform nearly im-
perceptible facial modifications, allowing them to 
successfully alter an individual's identity with a dif-
ferent face or expression [34].
Deepfake videos encompass many photorealistic 
manipulations, from altering facial expressions to 
scene compositions. Moreover, these manipulations 
have been observed even in medical imaging. For 
instance, the artificial processing of cancerous and 
benign tumors in lung disease data raises signifi-
cant security concerns in this domain [30]. As such, 
high-quality fake images are difficult for humans to 
detect, so the development of automated methods 
for detecting of forgeries has become crucial.
The production of fake images and videos, which 
pose significant societal threats, has become ac-
cessible even to ordinary users. GAN-based algo-
rithms such as StyleGAN [31, 32] have accelerat-
ed face-swapping and deceptive content creation 
processes, proliferating rapidly among internet 
users through applications like ZAO [10] and Face-
App [51]. These developments have made distin-
guishing deepfake content from authentic images 
increasingly complex. Thus, deepfake detection 

has gained paramount importance regarding cy-
bersecurity and ethics. Previous work in deepfake 
manipulation detection focused on analyzing vis-
ible features such as eye blinking [28], heart rate 
[20, 46], and head pose inconsistencies [60]. These 
discontinuities typically arise from imperfectly 
preserving natural movements and facial or body 
anatomical variations in deepfake videos [37, 1]. 
However, such conventional approaches have re-
lied on "hand-crafted" features that are valid only 
for specific scenarios and can extract more detailed 
and specific characteristics. These techniques at-
tempted to distinguish fake videos from original 
ones using database-driven analyses such as facial 
alignment, symmetry, and color conditions [29, 
42]. Nevertheless, the scenario-specific nature 
of hand-crafted features and their need to adapt 
to each new processing technique has limited the 
flexibility of these approaches. With the advance-
ment of deep learning technologies, software based 
on architectures such as Xception [12] and similar 
frameworks has automatically learned deep and 
detailed features through multi-layered structures, 
marking a significant step forward in accuracy and 
generalization [57]. These architectures can make 
more accurate and reliable determinations by 
learning high-level features in images. In our study, 
deep learning-based architectures such as Xcep-
tion and ResNet [24] were preferred for this pur-
pose. Xception is a model that particularly lever-
ages the advantages of deep convolutional network 
structure and has the ability to effectively learn 
fine details in an image. On the other hand, ResNet 
enables us to achieve more efficient results by uti-
lizing residual connections to solve the vanishing 
gradient problem encountered in training deeper 
networks. Both models demonstrate robust perfor-
mance in deepfake video detection.
Feature Selection (FS) is a crucial step that enhanc-
es model performance by reducing dimensionality, 
improving computational efficiency, and mitigating 
the risk of overfitting [55]. Selecting only the most 
relevant features makes the model more robust and 
interpretable, critical for high-dimensional data [9, 
52]. Metaheuristic search (MHS) algorithms are em-
ployed to optimize the FS process. These algorithms 
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enable the efficient identification of optimal feature 
subsets that contribute most to classification accu-
racy by providing flexibility in complex search spac-
es [2, 18]. Consequently, utilizing MHS approaches 
for FS improves detection accuracy and offers com-
putational advantages in processing datasets with 
large frameworks [35].
While deep learning architectures offer the advan-
tage of automatic feature learning, machine learn-
ing algorithms can provide effective results when 
supported by specific FS methods [27, 58]. The 
comparison of these two approaches aims to deter-
mine their advantages and limitations by evaluat-
ing each method's classification performance. The 
main contributions of this study to the literature 
are given below.
	_ 	This paper presents a comprehensive comparative 

analysis integrating two current deepfake datasets, 
two feature extraction methods, four metaheuristic 
algorithms, and both deep learning and machine 
learning classification approaches. 

	_ 	This paper presents the implementation of CS, 
L-SHADE, PSO, and INFO algorithms for feature 
selection in deepfake detection. Based on our 
literature review, l-SHADE and INFO are applied 
for the first time in this domain. 

	_ 	This paper provides an extensive evaluation of 
twenty feature vectors, comparing non-FS feature 
vectors with sub-feature vectors obtained from 
MHS algorithms, contributing to the literature 
with comprehensive performance analysis.

 

2. Related Work
Deepfake detection has emerged as a crucial re-
search topic in cybersecurity and media security in 
recent years, with solutions in this domain contin-
uously evolving and diversifying. Studies propose 
various approaches to detect deepfake videos using 
different methods and techniques, and these solu-
tions are becoming increasingly effective.

2.1. Deepfake Detection Techniques
Deepfake detection methods present a wide spec-
trum of approaches ranging from traditional fea-
ture-based analyses to deep learning architectures, 
analyzing visual, auditory, and behavioral inconsis-

tencies in manipulated content. In particular, tem-
poral and spatial features are utilized alongside bio-
metric characteristics in detecting fake videos. In 
the study conducted in [57], the model called Tcep-
tion is a two-stream network that combines both 
RGB spatial features and noise-space features. In 
the proposed model, RGB features and noise features 
are merged. Features are learned using convolution 
kernels of different sizes in a parallel structure. In 
another study that considers both audio and visual 
elements, the Modality Dissonance Score (MDS) 
model was employed. It detects deepfake videos 
based on inconsistencies between audio and visual 
modalities [13]. The study in [36] proposed a model 
by analyzing eye movements and gaze orientations 
in each frame. The method predicts gaze orienta-
tions. The study in [14] utilizes a 3D Morphological 
Model (3DMM) to analyze a person's movements 
during speech.
In addition to temporal inconsistencies, Convo-
lutional Neural Network (CNN) architectures are 
employed in the proposed models [37, 11, 54, 39, 5, 
8]. The study in [11] performs deepfake video de-
tection by combining optical flow fields with CNN. 
The Longterm Recurrent Convolutional Neural 
Network (LRCN) model is utilized to model human 
blinking behavior due to its temporal dependencies 
[37]. A CNN-based model is proposed by integrat-
ing various techniques, including manual distil-
lation, data augmentation, and dynamic threshold 
classification [54]. A CNN-Long Short Term Mem-
ory (CNN-LSTM) architecture has been developed 
that incorporates a Facial Geometry Prior Mod-
ule (FGPM) for extracting facial geometry feature 
maps and analyzing manipulation regions [39]. 
Another study using the CNN-LSTM hybrid model 
combines the CNN model for spatial awareness ca-
pabilities with the LSTM model for temporal con-
text analysis [5]. Almestekawy et al., 3D images are 
created from face and background regions, and spa-
tio-temporal features are extracted for deepfake 
detection. While face images are processed with 
Gray Level Co-occurrence Matrix (GLCM) and Lo-
cal Binary Pattern (LBP), LBP features are fed to 
3D CNN for further analysis. In addition, face and 
background features are extracted using shared 
weights Siamese network, and all these features are 
combined to detect fake video segments [8].



Information Technology and Control 2025/4/541142

Generating deepfake content, particularly during 
image merging and resynthesis operations, can in-
troduce inconsistencies in frequency components. 
Studies [59, 47, 40] demonstrate deepfake video de-
tection methods that leverage frequency awareness 
and analyze frequency component patterns to iden-
tify such manipulations.
Vision Transformer (ViT), a deep learning model 
based on the Transformer architecture, is gaining 
popularity in deepfake detection [17, 21, 49]. In a 
study combining ViT with CNN architecture [17], 
the Convolutional Vision Transformer (CViT2) 
model determines whether an image is real or fake 
by extracting meaningful features from facial images 
using CNN while analyzing these features through 
its ViT component. Another ViT architecture study 
proposes the Vision Transformer with Xception 
Network (ViXNet) model [21]. In [49], a Video ViT 
(ViViT)-based system has been developed. ViViT 
processes sequential data in image patches for clas-
sification by transforming image data into vectors 
and utilizing the transformer encoder module.
The model proposed in [23] employs an Adaptive 
Manipulation Trace Extraction Network (AMTEN) 
to emphasize manipulation traces while suppress-
ing image content. AMTEN utilizes convolution 
layers to predict manipulation traces while adapting 
weights during backpropagation to reuse these trac-
es in subsequent layers. DF-UDetector, a recovery 
method in the feature domain rather than the image 
domain, models corrupted images and enhances ex-
tracted features to high quality [33].

2.2. Metaheuristic Algorithms in Deepfake 
Video Detection
MHS algorithms have emerged as powerful optimi-
zation techniques for solving complex and high-di-
mensional problems. These algorithms, inspired 
by natural processes (such as evolution, swarm in-
telligence, or physical phenomena), are practical in 
feature selection, parameter tuning, and model op-
timization [41]. In deepfake detection, metaheuris-
tic approaches are increasingly being utilized to 
enhance the robustness and accuracy of detection 
frameworks. When integrated with machine learn-
ing and deep learning methods, these algorithms 
have significantly improved the detection of manip-
ulated content [26].

In [44], the Competitive Swarm Sunflower Optimi-
zation Algorithm (CSSFOA-RMDL) method is pro-
posed, leveraging these advantages of metaheuris-
tic algorithms. The proposed model is developed 
by combining Competitive Swarm Optimization 
(CSO) and Sunflower Optimization (SFO), aiming 
to detect video forgery more effectively. Face detec-
tion is performed using the Viola-Jones algorithm, 
and local best-oriented pattern features are calcu-
lated considering light coefficients and facial image 
coefficients.
PSO is the most preferred metaheuristic algorithm 
in deepfake video detection and is predominantly 
used for hyperparameter optimization [15, 62, 4]. 
For instance, PSO is utilized for hyperparameter 
optimization in a study where EfficientNet Gate 
Recurrent Unit (EfficientNet-GRU) and Efficient-
Net-B0 architecture are used for visual feature ex-
traction [15]. In [62], PSO is employed in a hybrid 
manner with 3D CNN and RNN models to perform 
video authenticity classification. Another hybrid 
implementation is realized with CNN-RNN mod-
els [4]. The PSO algorithm initializes the weights of 
CNN and RNN, and the model is trained by updat-
ing the loss function gradients. Video classification 
as 'fake' or 'real' is achieved by applying a threshold 
value to the RNN output.
In the hybrid approach of Ant Colony Optimization 
(ACO) and PSO [6], spatial and temporal patterns 
from manipulations in video frames are removed. 
These extracted features are integrated into deep 
learning models to process deepfake and authentic 
content.
In updated models within the field of deepfake vid-
eo detection, the integration of metaheuristic algo-
rithms with hybrid models has become a preferred 
approach to enhance detection performance. These 
algorithms significantly contribute, particularly in 
optimizing complex feature spaces and improving 
model efficiency by selecting crucial features. In-
spired by these advancements in the literature, we 
incorporated metaheuristic algorithms into the fea-
ture selection process in our study. Thus, we not only 
achieved a superior feature set but also succeeded in 
developing a model that demonstrates high perfor-
mance in deepfake video detection. We believe this 
approach makes a significant contribution to exist-
ing studies in deepfake detection.
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3. Material and Method
In this study, a model integrated with MHS algo-
rithms is proposed for the detection of fake videos. 
Initially, frames were extracted from video data, and 
feature extraction was performed on these frames 
using two different deep learning models, Xception 
and ResNet50.

These extracted features were subsequently optimized 
using MHS algorithms, and the most significant fea-
tures were selected. Finally, the selected features were 
classified using both deep learning-based models and 
machine learning methods. This process presents a 
systematic framework for comparing the performance 
of different approaches. The proposed methodology is 
illustrated in the flow diagram shown in Figure 1.

Figure 1 
Workflow of the proposed method.
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3.1. Frame Extraction
Preprocessing steps were applied to video data to 
create the image dataset used in this study. Initially, 
the process of extracting consecutive frames from 
videos was performed. In this process, the Multi-
task Cascaded Convolutional Networks (MTCNN) 
[61] method, which demonstrates effective perfor-
mance in face detection and tracking tasks, was uti-
lized. MTCNN enabled the extraction of each frame 
by accurately detecting the facial region across 
consecutive frames in videos. This stage was imple-
mented as a preprocessing step to prepare the video 
data for modeling.

3.2. Feature Extraction
For feature extraction from images, two powerful 
deep learning-based models, Xception and ResNet50, 
were employed [56]. Xception possesses an architec-
ture based on depthwise separable convolutions and 
offers high performance, particularly in tasks such 
as image classification and feature extraction. The 
Xception architecture is illustrated in Figure 2.
ResNet50 is an architecture based on residual 
learning to solve the vanishing gradient problem 
encountered in training deep networks, and with 
its 50-layer structure enables the learning of com-
plex features. A 2048-dimensional feature vector 
was obtained for each image using the proposed ar-
chitectures. These high-dimensional feature vec-
tors were used as subsets for the FS processes to 
be applied in subsequent stages. The architectural 
flow of ResNet50, used as the base architecture, is 
presented in Figure 3.

3.3. Feature Selection
In our experimental study, an innovation was pre-
sented by incorporating the FS method in addition to 
commonly used approaches in deepfake detection in 
the literature. FS aims to enable the model to operate 
more effectively by removing redundant or insignifi-
cant features from the feature vector that contribute 
the least to the accuracy rate. In our study, MHS al-
gorithms were utilized for FS. MHS algorithms are 
powerful methods used to obtain effective results in 
large and complex search spaces, and in this study, a 
suitable solution for FS is presented.
In this study, the Random Forest (RF) model was 
employed as a fitness function to evaluate the perfor-
mance of MHS algorithms and perform the optimal 
feature selection process. RF served as a validation 
tool to measure classification performance and was 
solely used to assess the impact of selected features. 
The fitness value was defined by the Accuracy (ACC) 
score of the RF model trained with selected features 
on both training and test datasets. In each iteration, 
datasets were filtered using the selected features, 
the RF model was trained, and test accuracy was cal-
culated as the fitness value. Thus, continuous feed-
back was provided to the algorithm by evaluating the 
performance of feature subsets. Mathematically, the 
fitness function is given in Equation (1).
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Here, N represents the total number of samples in 
the test dataset, ŷi represents the predicted label by 

Figure 3 
ResNet50 architecture.
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the model, and yi represents the actual label. In the 
model, the RF classifier was preferred due to its ef-
fectiveness in working with small-subset data and 
its high classification performance. Additionally, the 
fitness value was assigned as zero in cases where no 
features were selected, ensuring the algorithm elim-
inates low-performance solutions.
In our study, four different MHS algorithms CS [48], 
L-SHADE [53], PSO [19] and INFO [3], were compar-
atively analyzed to optimize the high-dimensional 
feature space obtained from Xception and ResNet50 
architectures. This approach aimed to achieve high 
accuracy rates in deepfake detection.

3.3.1. Cuckoo Search Algorithm
The CS algorithm, inspired by the egg-laying behav-
ior of cuckoo birds and a search mechanism called 
Levy flight, was proposed by Rajabioun in 2011 [48]. 
This proposed algorithm enhances its global search 
capability by utilizing Levy flights and follows an 
evolutionary process by replacing poor solutions 
with better ones. The algorithm stages are sequenced 
as generating new solutions, evaluating fitness, se-
lecting a nest, replacing solutions, and finding the 
current best. The main control parameters affecting 
the CS algorithm's performance are the probability 
(ρa) and the number of host nests (H).

3.3.2. Success-History Based Adaptive Differential 
Evolution with Linear Population Size Reduction
L-SHADE algorithm is an advanced version of the Dif-
ferential Evolution (DE) [45] algorithm, which was de-
veloped to solve high-dimensional optimization prob-
lems. In this algorithm, the population size is linearly 
reduced as iteration progresses, thus ensuring diversi-
ty in the search space initially while performing a more 
focused search in the final stages. Additionally, hyper-
parameters such as scaling factor (F) and crossover 
rate (CR) are adapted based on the history of previous 
successful solutions. This mechanism enhances op-
timization success by enabling the algorithm to work 
adaptively in different problem domains [53]. The al-
gorithm consists of four stages: mutation, crossover, 
selection step, and linear population reduction.

3.3.3. Particle Swarm Optimization
This mechanism enhances optimization success by 
enabling the algorithm to work adaptively in differ-

ent problem domains [19]. The algorithm consists 
of four stages: mutation, crossover, selection step, 
and linear population reduction. In the algorithm, 
each particle represents a candidate solution in the 
solution space and has a velocity vector. The velocity 
vector determines the particle's next movement and 
is updated in each iteration by considering the per-
sonal best position and global best position. In ve-
locity updating, an adaptation of particles to them-
selves and the swarm is achieved through control 
parameters called c1 (personal learning coefficient) 
and c2 (global learning coefficient). Additionally, the 
w (inertia weight) parameter controls the particle's 
tendency to maintain its current velocity. After the 
velocity update operation, the particle's position is 
updated according to this velocity. PSO is frequently 
preferred due to its simplicity, requirement for few 
hyperparameters, and ability to provide effective 
solutions across a wide range of problems through 
these mechanisms.

3.3.4. Weighted Mean of Vectors Optimization 
Algorithm

The INFO algorithm was proposed by Ahmadianfar 
et al. in 2022 [3]. It is a population-based optimiza-
tion method where the population consists of a set 
of vectors [16]. These vectors represent possible 
solutions, and each has a specific weight. The algo-
rithm calculates an average according to the weights 
of these vectors. This process consists of four stages: 
initialization, updating rule, vector combining, and 
local search. The weighted average function that the 
algorithm is based on is given in Equation (2).
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. (2)

According to the given equation, N represents the to-
tal number of vectors. (xi) denotes each position val-
ue, and (wi) represents the weight of each position. 
The weighted mean (WM) is the ratio of the weighted 
sum (xi × wi) to the sum of all weights (wi). The weight 
calculation for each vector is given in Equation (3).
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. (3)

Here, w is the dilation parameter and is a constant 
number.

Initialization phase
At this stage, two control parameters - weighted 
mean factor (δ) and scaling factor (σ),  and the main 
inputs, a set of possible (X), dimension (D) and num-
ber of vectors of INFO (NINFO), are defined. Then, 
vectors are initialized with random initialization as 
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. (4)

Updating rule
After initializing the algorithm with a random start, 
a rule is established to proceed to the solution. For 
this rule, vector weights are evaluated using the 
worst, good, and best vectors. The goal at this stage 
is not to reach the best solution in the current vector 
but to take the average of vectors. The MeanRule is 
given in Equation (5).

0B"94";%"4' 16&' 0B"' 4W139' $4' 1#B$"%"&' 0B35?<B'
#56035;' /1319"0"34' #1;;"&' #,' X/"34561;' ;"136$6<'
#5"22$#$"60Z' 16&' #(' X<;5T1;' ;"136$6<' #5"22$#$"60ZO'
.&&$0$561;;@=' 0B"' W' X$6"30$1' W"$<B0Z' /1319"0"3'
#56035;4' 0B"' /130$#;"k4' 0"6&"6#@' 05' 91$601$6' $04'
#?33"60' %";5#$0@O' .20"3' 0B"' %";5#$0@' ?/&10"'
5/"310$56=' 0B"' /130$#;"k4' /54$0$56' $4' ?/&10"&'
1##53&$6<' 05' 0B$4' %";5#$0@O' `Ka' $4' 23"U?"60;@'
/3"2"33"&' &?"' 05' $04' 4$9/;$#$0@=' 3"U?$3"9"60' 253'
2"W' B@/"3/1319"0"34=' 16&' 1T$;$0@' 05' /35%$&"'
"22"#0$%"' 45;?0$564' 1#3544' 1' W$&"' 316<"' 52'
/35T;"94'0B35?<B'0B"4"'9"#B16$494O'

>#>#N#!O&-91+&<!5&)/!.(!;&,+.64!M'+-:-K)+-./!
789.6-+1:!

AB"' J]>a' 1;<53$0B9' W14' /35/54"&' T@'
.B91&$16213'"0'1;O'$6'()(('hijO'J0'$4'1'/5/?;10$56L
T14"&' 5/0$9$D10$56' 9"0B5&' WB"3"' 0B"'
/5/?;10$56'#564$404'52'1'4"0'52'%"#0534'h,7jO'AB"4"'
%"#0534'3"/3"4"60'/544$T;"'45;?0$564='16&'"1#B'B14'
1' 4/"#$2$#' W"$<B0O' AB"' 1;<53$0B9' #1;#?;10"4' 16'
1%"31<"'1##53&$6<'05'0B"'W"$<B04'52'0B"4"'%"#0534O'
AB$4'/35#"44'#564$404'52'25?3'401<"4M'$6$0$1;$D10$56='
?/&10$6<' 3?;"=' %"#053' #59T$6$6<=' 16&' ;5#1;'
4"13#BO' AB"'W"$<B0"&' 1%"31<"' 2?6#0$56' 0B10' 0B"'
1;<53$0B9'$4'T14"&'56'$4'<$%"6'$6':U?10$56'X(ZO'

"!!!!!!!!!!!! ! !!!!!!!!!#&%!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

.##53&$6<'05'0B"'<$%"6'"U?10$56='!'3"/3"4"604'0B"'
0501;' 6?9T"3' 52' %"#0534O' $&!'' &"650"4' "1#B'
/54$0$56'%1;?"='16&'$(!''3"/3"4"604'0B"'W"$<B0'52'
"1#B'/54$0$56O'AB"'W"$<B0"&'9"16' $)*'' $4' 0B"'
310$5'52'0B"'W"$<B0"&'4?9'X&! + (!',05'0B"'4?9'52'
1;;'W"$<B04'$(!'O'AB"'W"$<B0'#1;#?;10$56'253'"1#B'
%"#053'$4'<$%"6'$6':U?10$56'XiZO'

"! ! !!!!!!!!!#'%!

^"3"=' (' $4' 0B"' &$;10$56' /1319"0"3' 16&' $4' 1'
#5640160'6?9T"3O'

!"#$#%&#'%$#(")*+%,-)

.0'0B$4'401<"='0W5'#56035;'/1319"0"34'L'W"$<B0"&'
9"16' 21#053' X-Z' 16&' 4#1;$6<' 21#053' X.Z=' ' 16&' 0B"'
91$6'$6/?04='1'4"0'52'/544$T;"'X/Z='&$9"64$56'X0Z'
16&' 6?9T"3' 52' %"#0534' 52' J]>a' X!#$%&Z=' 13"'

&"2$6"&O' AB"6=' %"#0534' 13"' $6$0$1;$D"&' W$0B'
316&59'$6$0$1;$D10$56'14'<$%"6'$6':U?10$56'X-ZO'

"! !!!!!!!!!!!!!!!!!!!!!!!!#(%!

.*/%$#"0)12&-)

.20"3' $6$0$1;$D$6<' 0B"' 1;<53$0B9' W$0B' 1' 316&59'
40130=' 1' 3?;"' $4' "401T;$4B"&' 05' /35#""&' 05' 0B"'
45;?0$56O' >53' 0B$4' 3?;"=' %"#053' W"$<B04' 13"'
"%1;?10"&' ?4$6<' 0B"' W5340=' <55&=' 16&' T"40'
%"#0534O'AB"'<51;'10'0B$4'401<"'$4'650'05'3"1#B'0B"'
T"40'45;?0$56'$6'0B"'#?33"60'%"#053'T?0'05'01H"'0B"'
1%"31<"' 52' %"#0534O' AB"'*1234561' $4' <$%"6' $6'
:U?10$56'X*ZO'

"!!!!!#)%!

J6'0B"'<$%"6'"U?10$56='7'$4'1'6?9T"3'$6'0B"'316<"'
h)L)O*jO')*8'(,3"/3"4"604'0B"'2$340'W"$<B0"&'9"16'
%1;?"='16&')*9'('3"/3"4"604'0B"'4"#56&'W"$<B0"&'
9"16'%1;?"O'AB"4"'%1;?"4'13"'<$%"6'$6':U?10$564'
X7ZLXQZ='3"4/"#0$%";@O'

!!!!!!!!!!!!!!!!!!!!!#*%!

! !!!!!!!!!#+%!

AB"' %1;?",:' $6' :U?10$564' X7ZLXQZ' $4' 1' #5640160'
6?9T"3O'AB"'0"394'X()Z='X(*Z='16&'X(+Z'3"/3"4"60'
W1%";"0' 2?6#0$564O' AB"' 2$340=' 4"#56&=' 16&' 0B$3&'
W1%";"0' 2?6#0$564' 13"' ?4"&' 05' #1;#?;10"' 0B"'
W"$<B0"&' 9"164' 52' %"#0534=' 3"4/"#0$%";@O' AB"'
W1%";"0' 2?6#0$564' 52' 0B"' 2$340' 16&' 4"#56&'
W"$<B0"&'9"164'13"'<$%"6'$6':U?10$564'X7O,ZLX7OiZ'
16&' :U?10$564' XQO,ZLXQOiZ=' 3"4/"#0$%";@O' J6' 0B"'
"U?10$564='0B"'%13$1T;"';'3"/3"4"604'0B"'&$;10$56'

!
!

=

=
"

= !

" "

!

" ""

#

#$
%&

!

!

!!
"

#
$$
%

&
'(=
!
""!
!

"#$%&'()

}{
!"#$

%
&'

%
'

%
'

%
('

"'
))))

!"""!#!$!%
!"""!! !$!%!!

=

=

!

"
#

"
#

$#
%&'%&'&()*+,#(

!"""#!$
%#&$'$

=
!"+!=

( )
( )
( )

( )
( )!"#$

%%%
&&%
&&%
&&%

'(
""

""

""

)
*

!+
"
"
"
"
"

#

$

%
%
%
%
%

&

'

+++

(
(
(

)

*

+
+
+

,

-

.
+.
+.

!=

/
/

0

!"#

!#!

!#"

"##

$
#

( )
( )
( )

( )
( )!"#$

%%%
&&%
&&%
&&%

'(
%)*+

%)*)

*+*)

+
,

!+
"
"
"
"
"

#

$

%
%
%
%
%

&

'

+++

(
(
(

)

*

+
+
+

,

-

.
+.
+.

!=

/
/

0

!"#

!

"

#

$
"

 

. (5)

In the given equation, r is a number in the range [0-
0.5]. WM1l

t represents the first weighted mean value, 
and WM2l

t represents the second weighted mean val-
ue. These values are given in Equations (6)-(7), re-
spectively.
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1' 4/"#$2$#' W"$<B0O' AB"' 1;<53$0B9' #1;#?;10"4' 16'
1%"31<"'1##53&$6<'05'0B"'W"$<B04'52'0B"4"'%"#0534O'
AB$4'/35#"44'#564$404'52'25?3'401<"4M'$6$0$1;$D10$56='
?/&10$6<' 3?;"=' %"#053' #59T$6$6<=' 16&' ;5#1;'
4"13#BO' AB"'W"$<B0"&' 1%"31<"' 2?6#0$56' 0B10' 0B"'
1;<53$0B9'$4'T14"&'56'$4'<$%"6'$6':U?10$56'X(ZO'

"!!!!!!!!!!!! ! !!!!!!!!!#&%!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

.##53&$6<'05'0B"'<$%"6'"U?10$56='!'3"/3"4"604'0B"'
0501;' 6?9T"3' 52' %"#0534O' $&!'' &"650"4' "1#B'
/54$0$56'%1;?"='16&'$(!''3"/3"4"604'0B"'W"$<B0'52'
"1#B'/54$0$56O'AB"'W"$<B0"&'9"16' $)*'' $4' 0B"'
310$5'52'0B"'W"$<B0"&'4?9'X&! + (!',05'0B"'4?9'52'
1;;'W"$<B04'$(!'O'AB"'W"$<B0'#1;#?;10$56'253'"1#B'
%"#053'$4'<$%"6'$6':U?10$56'XiZO'

"! ! !!!!!!!!!#'%!

^"3"=' (' $4' 0B"' &$;10$56' /1319"0"3' 16&' $4' 1'
#5640160'6?9T"3O'

!"#$#%&#'%$#(")*+%,-)

.0'0B$4'401<"='0W5'#56035;'/1319"0"34'L'W"$<B0"&'
9"16' 21#053' X-Z' 16&' 4#1;$6<' 21#053' X.Z=' ' 16&' 0B"'
91$6'$6/?04='1'4"0'52'/544$T;"'X/Z='&$9"64$56'X0Z'
16&' 6?9T"3' 52' %"#0534' 52' J]>a' X!#$%&Z=' 13"'

&"2$6"&O' AB"6=' %"#0534' 13"' $6$0$1;$D"&' W$0B'
316&59'$6$0$1;$D10$56'14'<$%"6'$6':U?10$56'X-ZO'

"! !!!!!!!!!!!!!!!!!!!!!!!!#(%!
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.20"3' $6$0$1;$D$6<' 0B"' 1;<53$0B9' W$0B' 1' 316&59'
40130=' 1' 3?;"' $4' "401T;$4B"&' 05' /35#""&' 05' 0B"'
45;?0$56O' >53' 0B$4' 3?;"=' %"#053' W"$<B04' 13"'
"%1;?10"&' ?4$6<' 0B"' W5340=' <55&=' 16&' T"40'
%"#0534O'AB"'<51;'10'0B$4'401<"'$4'650'05'3"1#B'0B"'
T"40'45;?0$56'$6'0B"'#?33"60'%"#053'T?0'05'01H"'0B"'
1%"31<"' 52' %"#0534O' AB"'*1234561' $4' <$%"6' $6'
:U?10$56'X*ZO'
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W"$<B0"&' 9"164' 52' %"#0534=' 3"4/"#0$%";@O' AB"'
W1%";"0' 2?6#0$564' 52' 0B"' 2$340' 16&' 4"#56&'
W"$<B0"&'9"164'13"'<$%"6'$6':U?10$564'X7O,ZLX7OiZ'
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(6)

0B"94";%"4' 16&' 0B"' 4W139' $4' 1#B$"%"&' 0B35?<B'
#56035;' /1319"0"34' #1;;"&' #,' X/"34561;' ;"136$6<'
#5"22$#$"60Z' 16&' #(' X<;5T1;' ;"136$6<' #5"22$#$"60ZO'
.&&$0$561;;@=' 0B"' W' X$6"30$1' W"$<B0Z' /1319"0"3'
#56035;4' 0B"' /130$#;"k4' 0"6&"6#@' 05' 91$601$6' $04'
#?33"60' %";5#$0@O' .20"3' 0B"' %";5#$0@' ?/&10"'
5/"310$56=' 0B"' /130$#;"k4' /54$0$56' $4' ?/&10"&'
1##53&$6<' 05' 0B$4' %";5#$0@O' `Ka' $4' 23"U?"60;@'
/3"2"33"&' &?"' 05' $04' 4$9/;$#$0@=' 3"U?$3"9"60' 253'
2"W' B@/"3/1319"0"34=' 16&' 1T$;$0@' 05' /35%$&"'
"22"#0$%"' 45;?0$564' 1#3544' 1' W$&"' 316<"' 52'
/35T;"94'0B35?<B'0B"4"'9"#B16$494O'

>#>#N#!O&-91+&<!5&)/!.(!;&,+.64!M'+-:-K)+-./!
789.6-+1:!

AB"' J]>a' 1;<53$0B9' W14' /35/54"&' T@'
.B91&$16213'"0'1;O'$6'()(('hijO'J0'$4'1'/5/?;10$56L
T14"&' 5/0$9$D10$56' 9"0B5&' WB"3"' 0B"'
/5/?;10$56'#564$404'52'1'4"0'52'%"#0534'h,7jO'AB"4"'
%"#0534'3"/3"4"60'/544$T;"'45;?0$564='16&'"1#B'B14'
1' 4/"#$2$#' W"$<B0O' AB"' 1;<53$0B9' #1;#?;10"4' 16'
1%"31<"'1##53&$6<'05'0B"'W"$<B04'52'0B"4"'%"#0534O'
AB$4'/35#"44'#564$404'52'25?3'401<"4M'$6$0$1;$D10$56='
?/&10$6<' 3?;"=' %"#053' #59T$6$6<=' 16&' ;5#1;'
4"13#BO' AB"'W"$<B0"&' 1%"31<"' 2?6#0$56' 0B10' 0B"'
1;<53$0B9'$4'T14"&'56'$4'<$%"6'$6':U?10$56'X(ZO'

"!!!!!!!!!!!! ! !!!!!!!!!#&%!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

.##53&$6<'05'0B"'<$%"6'"U?10$56='!'3"/3"4"604'0B"'
0501;' 6?9T"3' 52' %"#0534O' $&!'' &"650"4' "1#B'
/54$0$56'%1;?"='16&'$(!''3"/3"4"604'0B"'W"$<B0'52'
"1#B'/54$0$56O'AB"'W"$<B0"&'9"16' $)*'' $4' 0B"'
310$5'52'0B"'W"$<B0"&'4?9'X&! + (!',05'0B"'4?9'52'
1;;'W"$<B04'$(!'O'AB"'W"$<B0'#1;#?;10$56'253'"1#B'
%"#053'$4'<$%"6'$6':U?10$56'XiZO'

"! ! !!!!!!!!!#'%!

^"3"=' (' $4' 0B"' &$;10$56' /1319"0"3' 16&' $4' 1'
#5640160'6?9T"3O'

!"#$#%&#'%$#(")*+%,-)

.0'0B$4'401<"='0W5'#56035;'/1319"0"34'L'W"$<B0"&'
9"16' 21#053' X-Z' 16&' 4#1;$6<' 21#053' X.Z=' ' 16&' 0B"'
91$6'$6/?04='1'4"0'52'/544$T;"'X/Z='&$9"64$56'X0Z'
16&' 6?9T"3' 52' %"#0534' 52' J]>a' X!#$%&Z=' 13"'

&"2$6"&O' AB"6=' %"#0534' 13"' $6$0$1;$D"&' W$0B'
316&59'$6$0$1;$D10$56'14'<$%"6'$6':U?10$56'X-ZO'

"! !!!!!!!!!!!!!!!!!!!!!!!!#(%!

.*/%$#"0)12&-)

.20"3' $6$0$1;$D$6<' 0B"' 1;<53$0B9' W$0B' 1' 316&59'
40130=' 1' 3?;"' $4' "401T;$4B"&' 05' /35#""&' 05' 0B"'
45;?0$56O' >53' 0B$4' 3?;"=' %"#053' W"$<B04' 13"'
"%1;?10"&' ?4$6<' 0B"' W5340=' <55&=' 16&' T"40'
%"#0534O'AB"'<51;'10'0B$4'401<"'$4'650'05'3"1#B'0B"'
T"40'45;?0$56'$6'0B"'#?33"60'%"#053'T?0'05'01H"'0B"'
1%"31<"' 52' %"#0534O' AB"'*1234561' $4' <$%"6' $6'
:U?10$56'X*ZO'
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X7ZLXQZ='3"4/"#0$%";@O'
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16&' :U?10$564' XQO,ZLXQOiZ=' 3"4/"#0$%";@O' J6' 0B"'
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(7)

The value ε in Equations (6)-(7) is a constant num-
ber. The terms (w1), (w2), and (w3) represent wavelet 
functions. The first, second, and third wavelet func-
tions are used to calculate the weighted means of vec-
tors, respectively. The wavelet functions of the first 
and second weighted means are given in Equations 
(6.1)-(6.3) and Equations (7.1)-(7.3), respectively. In 
the equations, the variable ω represents the dilation 
parameter, and f (x) is referred to as the objective 
function. The values a1, a2, and a3 are distinct integers 
randomly selected from the interval  [1, NINFO].

/1319"0"3='16&'<$&''$4'3"2"33"&'05'14'0B"'5TR"#0$%"'
2?6#0$56O' AB"' %1;?"4' 2)= 2*=,16&' 2+,13"' &$40$6#0'
$60"<"34'316&59;@'4";"#0"&'2359'0B"'$60"3%1;''h,="
!#$%&jO'
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AB"'W"$<B0"&'9"16' 21#053'%1;?"'$>'' $4'<$%"6' $6'
:U?10$56' XSZO' J6':U?10$56' XdZ=' X?,-./'' 3"/3"4"604'
0B"'91[$9?9'6?9T"3' 52' $0"310$564+<"6"310$564'
52'J]>a='16&'X@Z'$4'0B"'#?33"60'$0"310$56O'
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VB$;"'&")='&"*='16&'&"+'3"/3"4"60'%"#053'/54$0$564='
A01= A02,,16&' A31' 3"/3"4"60' 0B"' T"40=' <55&=' 16&'
W5340' 45;?0$564=' 3"4/"#0$%";@O' AB"' 2$340' 401<"' 52'
?/&10$6<' 0B"' 3?;"' W$;;' T"' #59/;"0"&' T@'
#1;#?;10$6<'0B"'W"$<B0"&'9"16O'J6'0B"'6"[0'40"/='
0B"' #56%"3<"6#"' 1##";"310$56' /B14"' W$;;' T"'
$9/;"9"60"&O' AB"' 5TR"#0$%"' 10' 0B$4' 401<"' $4' 05'
3"1#B'0B"'T"40'45;?0$56O'.4'<$%"6'$6':U?10$56'X,)Z='
%"#0534'13"'&$3"#0"&'05W13&4'1'T"00"3'&$3"#0$56'T@'
&$22"3"60$10$6<'0B"'40"/'4$D"'$6'"1#B'<"6"310$56'05'
3"1#B'0B"'013<"0O'AB"'6"W'%"#053'XB'(Z'$4'<$%"6'$6'
:U?10$56'X,,ZO'
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"61T;"4'<;5T1;'4"13#B='$4'&"2$6"&'T@':U?10$56'X,(ZO'
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2$340' 16&' 4"#56&' %"#0534' &"/"6&$6<' 56' 0B"'
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/35#"44"4O'J2'0B"'%1;?"'52'.'$4';5W='"[/;5$010$56'$4'
/"32539"&'05'$9/35%"'0B"'#?33"60'/54$0$56'T14"&'
56'0B"'W"$<B0"&'9"16'52'%"#0534O'̂ 5W"%"3='WB"6'
0B"' %1;?"' 52'.' $4' B$<B=' 0B"' 0"6&"6#@' 05' &"%$10"'
2359' 0B"' W"$<B0"&' 9"16' $6#3"14"4=' WB$#B'
/35950"4'0B"'"[/;5310$56'/B14"O'AB"'%1;?"4'52'.'
13"' #1;#?;10"&' ?4$6<' :U?10$56' X,-Z=' WB"3"' 0B"'
#56401604'#'16&'&'?4"&'$6'0B$4'#1;#?;10$56'13"'4"0'
05'('16&'-='3"4/"#0$%";@O'
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(6.1)

/1319"0"3='16&'<$&''$4'3"2"33"&'05'14'0B"'5TR"#0$%"'
2?6#0$56O' AB"' %1;?"4' 2)= 2*=,16&' 2+,13"' &$40$6#0'
$60"<"34'316&59;@'4";"#0"&'2359'0B"'$60"3%1;''h,="
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The weighted mean factor value (δ) is given in Equa-
tion (8). In Equation (9), (TINFO) represents the maxi-
mum number of iterations/generations of INFO, and 
(t) is the current iteration.
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(9)

While xa1, xa2, and xa3 represent vector positions, xbs, 
xbt and xws represent the best, good, and worst solu-
tions, respectively. The first stage of updating the rule 
will be completed by calculating the weighted mean. 
In the next step, the convergence acceleration phase 
will be implemented. The objective at this stage is to 
reach the best solution. As given in Equation (10), vec-
tors are directed towards a better direction by differ-
entiating the step size in each generation to reach the 
target. The new vector (zl

t) is given in Equation (11).
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(11)

The updating rule (Ruleur), which supports the ex-
ploration phase of the INFO algorithm and enables 
global search, is defined by Equation (12). This rule is 
applied to create new vectors for the first and second 
vectors depending on the parameter r. The scaling 
factor σ of vectors is expressed by Equation (13) and 
provides a balance between exploration and exploita-
tion processes. If the value of σ is low, exploitation is 
performed to improve the current position based on 
the weighted mean of vectors. However, when the 
value of σ is high, the tendency to deviate from the 
weighted mean increases, which promotes the ex-
ploration phase. The values of σ are calculated using 
Equation (14), where the constants c and d used in 
this calculation are set to 2 and 4, respectively.
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Vector combining
The third stage aims to increase population diversi-
ty and expand the scope of local search. The vectors 
z1l

t and z2l
t, created by the updating rule operator, are 

combined according to the vector combining prin-
ciple defined in Equation (15) to form a new vector. 
The parameter μ used in this process is expressed by 
Equation (16).
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Local search
The fourth stage of the INFO algorithm focuses on 
the local search process and promotes exploitation 
activities by targeting the global best point. For this 
purpose, a new vector is generated using the global 
position (xt

best)  and the averaging rule. The updating 
rule (Rulelc), new solution (xrnd), and mean solution 
(xavg) used in this process are defined by Equations 
(17)-(21).
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Algorithm Inspiration Stages Control 
Parameter Value

CUCKOO Cuckoo behavior and Le´vy flight

Generating new solutions
Evaluate fitness

Choose a nest
Replace the new solution

Find the current best

ρa

H

0.25

30

L-SHADE Mutation strategy

Mutation 
Crossover

Selection step
Linear population reduction

F

CR

0.8

0.9

PSO Flock behavior
Update velocity

Update value of particle

C1

C2

w

1.5

1.5

0.9

INFO Weighted mean of vector
Updating rule

Vector combining
Local search

c

d

2

4

Table 1
Inspiration, stages, control parameters and values of algorithms.
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Table 1 shows the inspiration, stages, control param-
eters, and parameter values used in our experimen-
tal study for the MHS algorithms.

3.4. Proposed Metaheuristic-Based Model

In this study, a metaheuristic-based model is pro-
posed for deepfake video detection. In the first 
stage of the proposed model, Xception and Res-
Net50 deep learning architectures were used for 
feature extraction. The high-dimensional feature 
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vectors obtained from these architectures were 
optimized using a series of MHS algorithms to en-
hance classification performance. CS, L-SHADE, 
PSO, and INFO algorithms were applied in the FS 
process. These algorithms enabled the elimination 
of features with low contribution to classification 
performance and the creation of sub-feature vec-
tors with more informative features for the clas-
sifier. This process reduces the risk of overfitting 
and enables the production of more meaningful, 
interpretable results. Videos were classified as real 
or fake using MultiLayer Perceptron (MLP) and 
Fully Connected Neural Network (FCNN) classi-
fication methods with both the feature vectors ob-
tained from Xception and ResNet50 architectures 
and the sub-feature vectors obtained from MHS 
algorithms. This study conducted a comprehensive 
comparative analysis for deepfake video detection. 
The proposed methodology was tested on two data-
sets, and two feature extraction techniques were 
applied. Four different metaheuristic optimization 
algorithms were evaluated in the feature selection 
phase, while two different approaches based on 
deep learning and machine learning were used for 
classification. This multi-faceted experimental 
design enabled a detailed comparison of different 
approaches' performances, thereby enhancing the 
model's accuracy and generalizability.

3.5. Evaluation Criteria
In the deepfake video detection study, accuracy 
(ACC) and area under the ROC curve (AUC) values 
were used to evaluate performance. Accuracy pro-
vides an important metric in understanding overall 
model success by showing the ratio of correctly clas-
sified samples, as given in Equation (22). However, 
since accuracy alone would not be sufficient, partic-
ularly in imbalanced datasets, the model's discrimi-
native ability between True Positive Rate (TPR) and 
False Positive Rate (FPR) was also evaluated using 
the AUC metric. The combined use of these two 
metrics comprehensively demonstrates the model's 
overall performance success and its sensitivity and 
specificity in classification. TP represents the cor-
rect classification of a fake image as fake, TN rep-
resents the correct classification of a real image as 
real, FN represents the misclassification of a fake 
image as real, and FP represents the misclassifica-
tion of a real image as fake.

4. Results and Discussion
In this study, we proposed a new model leverag-
ing the optimization capabilities and advantages 
of MHS algorithms, such as avoiding local minima, 
for detecting fake videos or images. This model was 
evaluated using FF++ [50] and Celeb-DF (CDF) [38] 
datasets, which are widely used in the field of deep-
fake detection. 

4.1. Dataset Description
The FF++ dataset is a widely used resource for detect-
ing deepfakes and facial manipulations, allowing the 
examination of effects from techniques such as face 
swapping and manipulation. The dataset is divided 
into two folders: original and manipulated. The orig-
inal videos consist of two subfolders labeled as you-
tube and actor. The manipulated folder contains six 
subfolders with fake videos: Deepfakes, DeepFake-
Detection, Face2Face, FaceShifter, FaceSwap, and 
NeuralTextures. For deepfake video detection, 1000 
fake videos from the Deepfakes subfolder and 1000 
real videos from the youtube subfolder are used. The 
videos in the dataset were divided into frames using 
the MTCNN method, with 4 or 5 frames extracted 
from each video. The total number of images is 9527, 
consisting of 4585 images obtained from real videos 
and 4942 images from fake videos.
The CDF dataset contains 590 real videos and 5639 
fake videos. The high-quality deepfake videos stand 
out with their diverse facial expressions, varying 
lighting conditions, and different poses. The deep-
fake videos were produced more realistically with 
natural facial expressions, accurate lip synchroniza-
tion, and minimal visual artifacts. From real videos, 
2704 frames were obtained. Since there is a dispro-
portionate number of real-fake videos in the data-
set, there would be an imbalance in classification. 
Therefore, 5639 frames were obtained by extracting 
one frame from each fake video.
The dataset was divided into 80% training and 20% 
testing sets. To prevent class imbalance, 80% of sam-
ples from both real and fake data were selected for the 
training set. The remaining 20% was used as test data 
to evaluate the model's performance. With this data 
separation, the proportional distribution of real-fake 
classes was maintained in training and test sets. The 
distribution of the dataset is shown in Table 2.



Information Technology and Control 2025/4/541150

4.2 Experimental Setup
The experiments of the proposed metaheuris-
tic-based model were conducted using Python on the 
Google Colab platform. During this process, various 
Python libraries such as numpy, opencv, and tensor-
flow were utilized. For each optimization algorithm 
used in feature selection, the initial population size 
was set to 30, and the maximum generation was ad-
justed to 50. The number of features selected after 
FS is given in Table 3 according to the architectures 
used. These selected features were classified using 
MLP and FCNN methods.
The FCNN architecture is a Dense Neural Network 
(DNN) structure consisting of fully connected layers 
and is designed for classification purposes. The in-
put layer receives an input according to the number 
of selected features. The hidden layers have 512, 256, 
and 128 neurons, respectively. In each layer, Batch 
Normalization was used to ensure stability during 

Dataset
# Real frames in/#Fake frames in

Training Test Total

FF++ 3828/3953 957/989 4785/4942

CDF 2163/3970 541/1669 2704/5639

Table 2
Distribution of extracted frames-cropped faces in training 
and test sets for both datasets.

the learning process, ReLU activation function to 
add non-linearity, and Dropout (with rates of 0.5 in 
the first layer and 0.3 in others) to prevent overfit-
ting. The output layer consists of only one neuron 
with a sigmoid activation function. The model was 
trained with the Adam algorithm in the optimization 
process, with a learning rate of 0.001, batch size of 
32, and epoch value of 100. This structure was de-
signed to ensure rapid convergence during the learn-
ing process and optimize overall performance.

4.3. Experimental Results
In this section, the results of our experimental study 
are considered. Figure 4 presents a visual summary 

Dataset Algorithm Xception
Features

ResNet50
Features

FF++

CS 999 1039

L-SHADE 736 821

PSO 1000 1087

INFO 1529 1927

CDF

CS 1024 1052

L-SHADE 1048 1901

PSO 1007 1062

INFO 1684 1968

Table 3
Number of features in both datasets after FS.

Figure 4
Feature sets.
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of the sub-feature sets obtained from two datasets 
used in our experimental study, two architectures 
preferred for feature extraction, and four MHS al-
gorithms applied for FS. In this visualization, the 
sub-feature vectors obtained from each algorithm 
are referred to using abbreviations.
As shown in Figure 4, the 2048-dimensional fea-
ture vector obtained from the FF++ dataset using 
Xception architecture is labeled as FX, while the 
2048-dimensional feature vector obtained using 
ResNet50 architecture is labeled as FRN. Similarly, 
the feature vector obtained from the CDF dataset 
using Xception architecture is labeled as CX, while 
the feature vector obtained using ResNet50 archi-
tecture is labeled as CRN. The sub-feature vectors 
obtained from applying CS, L-SHADE, PSO, and 
INFO algorithms to the FX feature vector are la-
beled as FX-CS, FX-LSHADE, FX-PSO, FX-INFO, 
respectively. In contrast, the sub-feature vectors 
of the FRN feature vector are labeled as FRN-CS, 
FRN-LSHADE, FRN-PSO, and FRN-INFO. The 
sub-feature vectors obtained from algorithms ap-
plied to the CX feature vector are labeled as CX-CS, 
CX-LSHADE, CX-PSO, and CX-INFO, respectively, 
while the sub-feature vectors of the CRN feature 
vector are labeled as CRN-CS, CRN-LSHADE, 
CRN-PSO, and CRN-INFO.

Dataset Architecture Classification 
methods AUC (%) ACC (%)

FF++

Xception
FCNN 98.34 94.71

MLP 98.66 94.35

ResNet50
FCNN 97.75 93.47

MLP 98.52 95.38

CDF

Xception
FCNN 96.78 93.77

MLP 97.51 93.55

ResNet50
FCNN 98.88 95.57

MLP 98.82 95.57

Table 4
Performance metrics in Non-FS.

Table 4 shows the performance metric values before 
applying FS (Non-FS) to the feature vectors. For the 
FF++ dataset, the highest AUC value is 98.66%, and 
the highest ACC value is 95.58%. For the CDF dataset, 

the highest AUC value is 98.88%, and the highest ACC 
value is 95.57%. The maximum performance metric 
values achieved in Non-FS are shown in Figure 5.
The performance metric values of sub-feature vec-
tors obtained from MHS algorithms are presented in 
Tables 5-6.
With the use of MHS algorithms, for the FF++ data-
set, the ACC value increased from 95.38% (Non-FS) 
to 95.63%, and the AUC value increased from 98.66% 
(Non-FS) to 99.05% (Tables 4-5). For the CDF data-
set, the ACC value increased from 95.57% (Non-FS) 
to 95.87%, and the AUC value increased from 98.88% 
(Non-FS) to 99.01% (Tables 4 and 6). Figures 6-7 
show the top results of each MHS algorithm based 
on the classifier that achieved the highest perfor-
mance. The corresponding classifier is labeled on 
each bar.

Figure 5
Performance metrics Non-FS.
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Architecture Classification 
Methods Algorithm AUC 

(%)
ACC 
(%)

Xception

FCNN

CS 98.48 94.76

L-SHADE 98.72 94.66

PSO 98.87 95.02

INFO 99.05 95.27

MLP

CS 98.48 95.58

L-SHADE 98.52 95.63

PSO 98.74 95.63

INFO 98.85 95.38

ResNet50

FCNN

CS 97.92 94.04

L-SHADE 97.96 93.73

PSO 97.82 92.81

INFO 98.16 93.99

MLP

CS 98.48 94.55

L-SHADE 97.63 93.58

PSO 98.65 95.53

INFO 98.22 94.14

Table 5
MHS algorithms and performance metrics with FS on 
FF++ dataset.

Architecture Classification 
Methods Algorithm AUC 

(%)
ACC 
(%)

Xception

FCNN

CS 96.40 92.27

L-SHADE 96.33 97.49

PSO 96.16 92.57

INFO 96.84 92.87

MLP

CS 96.69 92.51

L-SHADE 92.87 93.11

PSO 96.52 92.93

INFO 96.93 92.87

ResNet50

FCNN

CS 98.57 94.73

L-SHADE 98.59 95.57

PSO 98.39 94.55

INFO 98.64 95.21

MLP

CS 98.60 95.07

L-SHADE 98.99 95.87

PSO 98.64 94.91

INFO 99.01 95.69

Table 6
MHS algorithms and performance metrics with FS on 
CDF dataset.

Figure 6
MHS algorithms and max. performance metrics for Xception architecture.
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Considering the results, the following comparisons 
can be made:
	_ 	In the Non-FS, for the FF++ dataset, the maximum 

AUC value was achieved with the FX feature vector, 
while the maximum ACC value was achieved with 
the FRN feature vector. For the CDF dataset, 
maximum AUC and ACC values were achieved 
with the CRN feature vector (Table 4).

	_ 	Considering the performance metrics of all sub-
feature vectors belonging to the FF++ dataset, 
the highest AUC and ACC values were obtained 
with the FX feature vector. The maximum AUC 
value was achieved with the FX-INFO sub-
feature vector, while the maximum ACC value was 
achieved with both FX-LSHADE and FX-PSO sub-
feature vectors (Table 5).

	_ 	Considering the performance metrics of all sub-
feature vectors belonging to the CDF dataset, 
the highest AUC value was obtained with the 
CRN feature vector, while the highest ACC value 
was obtained with the CX feature vector. The 
maximum AUC value was achieved with the 
CRN-INFO sub-feature vector, and the maximum 
ACC value was achieved with the CX-LSHADE 
sub-feature vector (Table 6).

Figure 7
MHS algorithms and max. performance metrics for ResNet50 architecture.
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	_ 	For the FF++ dataset, maximum performance 
metric values were achieved with the FX feature 
vector, while for the CDF dataset, maximum 
performance metric values were achieved with 
the CRN feature vector. In this case, features 
obtained from the Xception architecture for the 
FF++ dataset and features obtained from the 
ResNet50 architecture for the CDF dataset are 
more significant (Tables 4-6).

	_ 	For the FF++ dataset, the maximum ACC value 
was achieved using the MLP method, while for 
the CDF dataset, the maximum ACC value was 
achieved using the FCNN method (Tables 4-6).

	_ 	For the FF++ dataset, the AUC value increased from 
98.66% to 99.05% using the INFO algorithm. For the 
CDF dataset, the AUC value increased from 98.88% 
to 99.01% using the INFO algorithm (Tables 4-6).

	_ 	For the FF++ dataset, the ACC value increased 
from 95.38% to 95.63% using the L-SHADE 
algorithm. For the CDF dataset, the ACC value 
increased from 95.57% to 95.87% using the 
L-SHADE algorithm (Tables 4-6).

Considering all experimental results in our study, 
the sub-feature vectors obtained from the INFO al-
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gorithm achieved maximum AUC values for both 
datasets. The sub-feature vectors obtained from the 
L-SHADE algorithm achieved maximum ACC val-
ues. The INFO algorithm and L-SHADE algorithm 
demonstrated maximum performance in our exper-
imental study.

4.4. Comparison with other Deepfake 
Detection Techniques
Our proposed deepfake detection method is com-
pared with most state-of-the-art methods from the 
literature in Table 7 [52, 2, 18, 35, 58, 36, 11, 54, 26, 
44, 15]. In the research, methods tested with FF++ 

and CDF datasets were selected, and unused data-
sets or performance metrics were marked as '-'.
Results and analyses indicate that the proposed method 
achieves slightly higher AUC values compared to most 
methods in the literature, reflecting a strong discrimi-
native capability. However, this improvement comes 
with a moderate reduction in ACC, suggesting a trade-
off that may depend on the priorities of specific appli-
cation contexts. When comparing the performance 
metrics of Non-FS and post-FS conditions in our study, 
maximum AUC values were achieved using the INFO 
algorithm, and maximum ACC values were achieved 
using the L-SHADE algorithm for both datasets.

Ref.
FF++ CDF

AUC (%) ACC (%) AUC (%) ACC (%)

Li et al. [37] 91.8 - - -

Caldelli et al. [11] - 87.20 - -

Tran et al. [54] - - 97.8 -

Liang et al. [39] - 91.36 - 85.35

Cozzolino et al. [14] 99.0 93.6 84 71.6

Cunha et al. [15] - - 89.85 92.47

Zhang et al. [62] 94.25 96.20 92.70 94.98

Adwan et al. [4] - - - 97.26

Guo et al. [23] - 90.11 - -

Wang et al. [59] 94.12 90.48 86.62 79.34

Deressa et al. [17] 96 91.26 99.0 98.25

Qian et al. [47] 98.1 97.52 - -

Ganguly et al. [21] 98.57 97.0 98.54 94.4

Liu et al. [40] 91.04 86.64 73.09 68.28

Ke et al. [33] - 94.75 - 93.32

Ramadhani et al. [49] - 90.27 - 87.17

Proposed Model 99.05 95.63 99.01 95.87

Table 7
AUC (%) and ACC (%) scores of other methods and our proposed method on FF+ and CDF datasets.

5. Conclusion
In this study, a metaheuristic-based model is pro-
posed for deepfake video detection. The proposed 
model employs MHS algorithms for feature selec-

tion. Feature selection was implemented by pre-
serving only significant features while eliminating 
deep learning features that do not contribute to per-
formance. Additionally, MHS algorithms not previ-
ously used in the literature were employed for fea-
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ture selection, and experiments were conducted on 
two comprehensive datasets. The two classification 
methods employed in the study were applied to four 
deep feature vectors obtained using the Xception 
and ResNet50 architectures on the FF++ and CDF 
datasets. In the subsequent phase, classification was 
performed on sixteen sub-feature vectors obtained 
by applying MHS algorithms to the four feature vec-
tors. The goal of our study, which aimed to improve 
AUC and ACC values in deepfake video detection 
through the use of MHS algorithms for feature se-
lection, has been successfully achieved. In line with 
this objective, ACC values increased from 95.38% 
to 95.63% for the FF++ dataset and from 95.57% to 
95.87% for the CDF dataset. This improvement was 
achieved through the use of the L-SHADE algorithm 
in feature selection. The AUC values increased from 

98.66% to 99.05% for the FF++ dataset and from 
98.88% to 99.01% for the CDF dataset. This improve-
ment was achieved through the use of the INFO 
algorithm in feature selection. Despite these im-
provements, the proposed approach still has certain 
limitations. While the results demonstrate the effec-
tiveness of MHS-based feature selection, the use of 
fixed feature representations may limit adaptability 
to different manipulation types or real-world con-
ditions. Additionally, employing standalone MHS 
algorithms allowed for comparative evaluation, but 
hybrid or adaptive strategies were not explored in 
this study. Future research could investigate more 
dynamic MHS frameworks, incorporate temporal 
modeling, and evaluate the method on broader and 
more diverse datasets to enhance its generalizability 
and robustness. 
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