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The increasing use of Android mobile devices and applications leads to an increase in malware threats.
There is a requirement to investigate if a more detailed feature extraction from APXK files with deep learn-
ing can produce more accurate results. We investigate using deep learning techniques to detect Android
Malware considering the latest datasets. We aim to improve the system’s ability to accurately classify and
detect a wider range of Android malware variants. We propose a mechanism to carry out APK analysis for
feature extraction capable of extracting 46,648 features. We retain 10,523 features after applying feature
selection and subsequently use these selected features to train the neural networks. We make use of APK
retrieved from Androzoo for dataset generation. We contribute a dataset with code and scripts to arrive at
our proposed dataset using a public repository. We compare deep learning models based on deep neural
networks (DNN), convolutional neural networks (CNN), and transfer learning-based models using static
features. We consider our contributed datasets and conclude that the DNN-based models outperform the
CNN models with a wider range and number of features.
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1. Introduction

Everyday use of mobile devices, particularly Android
operating system devices, has increased with time.
Malware attacks on these devices are becoming in-
creasingly common. In malware, the attacker devel-
ops a program to damage a computer system without
the user’s consent. For Android mobiles, third-party
app stores such as Google Play Store have recently
been penetrated by malware, which poses serious
privacy and security risks for users [9], [16]. Over
2.56 million mobile applications (Apps) were avail-
able for download in the Google Play Store alone as
of the first quarter of 2022 [27].

We can make use of datasets containing static or
dynamic features of an application to determine
whether an Android App is possibly benign or mali-
cious. The datasets that are based on static features
consider the Android Package Kit file (APK) of the
application for extracting feature-related data with-
out executing the application. Examples of static
features include permissions, API calls, strings, etc.
Static feature analysis techniques have emerged as
an approach to identifying and classifying malware
without executing the applications. By extracting
features from the binary code or manifest files, these
techniques offer valuable insights into the potential
malicious behavior of Android Apps. Dynamic anal-
ysis techniques, on the other hand, involve executing
Apps in controlled environments to observe their
behavior in real-time.

It is pertinent to note that prior research focused
either on binary classification [11] or multi-classi-
fication considering a limited number of classes or
sub-classes of Android malware [28], [12]. Since we
discover new classes of Android malware with time,
it becomes imperative to consider additional class-
es for the development of prediction models. A ze-
ro-day attack, also known as a zero-day exploit, is a
type of cyberattack that takes advantage of a previ-
ously unknown vulnerability. These vulnerabilities
are called "zero-day” because they are exploited by
attackers before the software developer becomes
aware of the issue, leaving zero days for the develop-
er to prepare and release a patch or fix and provide
safeguards against the newly emerged vulnerability
[28]. There is a need to incorporate techniques such
as transfer learning to effectively address zero-day
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attacks [12]. We also note that a limited number of
features are considered for the development of mod-
els [15], [29]. Static feature extraction techniques
extracting up to a maximum of 19000 features and
applying pre-processing returning 350 features is
reported in [11]. APK development, code complexity,
and feature extraction techniques for static feature
extraction as well as simulator-based execution for
dynamic feature extraction became more advanced
over time and hence we can extract a larger num-
ber of features. This helps in creating datasets with
more classes and features which can assist in devel-
oping models with more diverse and relevant exam-
ples enhancing their generalization capabilities [14].
‘We contribute the following:

We consider a new or unknown class, in addition to
alist of malware classes, and demonstrate the use of
transfer learning techniques to make the models ca-
pable of handling zero-day attacks.

We provide a feature extraction mechanism capable
of extracting 43,376 features from APK analysis.

We extract features including Application Tags,
Feature Tags, Activity Count, Library Tags, Meta-
data Tags, Permission Tags, Provider Tags, Receiver
Tags, and Service Tags to contribute a dataset with
10,523 features.

‘We propose models based on Convolutional Neural
Network (CNN) and Deep Neural Network (DNN)
based models that consider more malware classes
and more features.

This paper is organized as follows. We present a
literature review in Section 2 and provide a com-
prehensive overview of our proposed methodology,
dataset, and pre- processing in Section 3. We pres-
ent our experimental design and performance evalu-
ation metrics in Section 4 and, finally, present a con-
clusion in Section 5.

2. Related Work

We report studies implementing CNN, DNN, or
Transfer learning-based models. We consider ma-
chine learning and deep learning-based Android mal-
ware detection techniques with special reference to
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models, datasets, and claimed model accuracy. The
authors in [18] proposed a machine learning-based
approach for Android malware detection, utilizing a
staticpermission-based methodology. Their approach
shares similarities with Drebin in terms of being
lightweight and computationally efficient. The paper
included four main experiments: Permission-based
clustering, Permission-based classification, source
code-based clustering, and source code-based clas-
sification. For conducting their research, the authors
used a dataset comprising 400 applications, equally
split into 200 benign and 200 malicious samples. To
improve the accuracy and reliability of the results, an
Ensemble learning technique was employed, consist-
ing of an odd number of classifiers. This allowed for a
more robust determination of outcomes based on the
probabilities generated by each model.

Authors in [15] enhance the efficiency and reliabil-
ity of Android malware detection by focusing sole-
ly on the permission feature and employing binary
classification with an imbalanced dataset sourced
from the MODroid dataset. The study evaluates the
performance of commercial anti-virus tools in clas-
sifying samples as malicious or benign. The findings
indicated low detection rates, with only 14.37% of
the 5902 malicious samples correctly identified, and
a false positive rate of 18.4% observed on the 4297
benign samples. Furthermore, the research explored
the effectiveness of various machine learning (ML)
algorithms using only the APK manifest file for anal-
ysis. Notably, all ML algorithms outperformed com-
mercial anti-virus engines. A literature review is
presented in [4] that explored the application of deep
learning techniques for Android malware detection,
specifically focusing on static features. In the study,
a dataset of 426 malware and 5,065 benign samples
was utilized, and these samples were categorized into
Ransomware, Adware, SM'S Malware, and Scareware.
The research employed the BiLSTM model, which
demonstrated an exceptional accuracy of 98.85% on
the CICInvesAndMal2019 dataset containing 8,115
static features. Notably, the selected features, includ-
ing Permissions, Activities and Services, Broadcast
Receivers, Meta-data, API calls, System calls, and
Opcode, played a vital role in contributing to the im-
proved detection of Android malware.

Automatic Modulation Classification (AMC) is piv-
otal for cognitive radios, enabling adaptive modula-
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tion and demodulation. Our proposed Deep Learn-
ing Prior Regularization (DL-PR) method optimizes
loss during model training by augmenting inter-class
distances and minimizing intra-class ones based
on SNR distribution [31]. Validated on RadioML
2016.10a dataset, DL-PR outperforms state-of-the-
art methods, offering robustness to hyper-parame-
ters and SNR estimation for practical applications.

In the backdrop of challenges posed by unautho-
rized broadcasting in complex electromagnetic en-
vironments, our study delves into introducing the
manifold regularization-based deep convolutional
autoencoder (MR-DCAE) model for effective identi-
fication. The MR-DCAE utilizes a specially designed
autoencoder optimized by entropy-stochastic gradi-
ent descent, with a focus on reconstruction errors
during testing to discern authorized signals. We pro-
pose adding this paper [32] to elaborate on advanced
techniques like MR-DCAE, offering insights into
cutting-edge methods for addressing unauthorized
broadcasting issues. Automatic modulation classifi-
cation (AMC) is crucial in both civilian and military
contexts. The proposed multi-scale radio transform-
er (Ms-RaT) with dual-channel representation of-
fers a refined approach to fine- grained modulation
classification (FMC). By integrating dual-channel
representation (DcR) and multi-scale analysis, Ms-
RaT demonstrates superior classification accuracy
com- pared to existing methods, as validated through
extensive simulation results. The author in [5] fo-
cused on multi- classification, considering adware,
ransomware, Scareware, and SMS malware, while
utilizing 19 selected features. The study employed
the Long Short-Term Memory (LSTM) algorithm
for improved ransomware detection in the Android
environment. The proposed deep learning-based
malware detection model was evaluated using the
CI-CAndMal2017 android malware dataset and
standard performance parameters. Remarkably, the
proposed algorithm achieved an outstanding detec-
tion accuracy of 97.08%. Based on these impressive
results, the proposed algorithm was endorsed as an
efficient approach for malware.

Malware detection using feature extraction is pro-
posed in [21] and authors claim promising results
where the authors in [20] propose a dynamic ma-
chine-learning algorithm for content-aware health-
caredata. Theauthorsin [3] stresstheneed to classify
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and detect adversarial agents that may compromise
the security of cyber systems and agents whereas the
authors in [26] provide a comprehensive account of
such adversarial agents and proposals that consider
obfuscated samples to train the models. of people,
organizations, and countless other forms of digital
assets, we find proposals where the authors consider
network

Such as 5G networks [6] and obfuscated samples
using Siamese networks [1] for Malware classifica-
tion. The authors worked on binary Android mal-
ware detection in [30]. The proposed Deep Classify
Droid detection system was a deep learning-based
approach focused on distinguishing malicious and
benign Android applications. The system utilized
CNN-based malware detection and achieved an im-
pressive accuracy rate of 97.4%. Comparative eval-
uations demonstrated that DeepClassifyDroid out-
performed most existing machine learning-based
methods, accurately detecting 97.4% of malware
with minimal false alarms. Additionally, the ap-
proach showcased exceptional efficiency, being 10
times faster than linear SVM and 80 times faster
than kNN. The evaluation dataset consisted of 5546
malware and 5224 benign software samples from
the Drebin dataset, underscoring the effectiveness
and efficiency of the Deep Classify Droid detection
system for binary Android malware detection. We
find a static analysis-based Android malware detec-
tion model proposed using features from benign and
malicious apps collected from Google Play and Virus
Share in [33]. The model utilized a fully connected
deep learning approach (DNN) and achieved an out-
standing accuracy of approximately 94.65%. The
dataset included 331 features with classifier labels,
focusing on binary and multi-label categorical data,
particularly permissions in API, which were often
misused by hackers. The study also identified mal-
ware and benign applications, contributing to a safer
user experience on Android devices.

The author used a novel machine learning model
and considered the co-existence of static features
aimed at detecting Android malware [22]. Consid-
ering the permissions and APIs compared to benign
applications. To validate this hypothesis, the study
constructs a new dataset, examining co-existed per-
missions and API calls across various levels of com-
binations. Employing the frequent pattern growth
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(FP-growth) algorithm, relevant co-existed features
are extracted from a range of Android APK samples.
The proposed model undergoes evaluation using
conventional machine learning algorithms, show-
casing its efficacy in accurately classifying Android
malware. Notably, the Random Forest algorithm
achieves exceptional performance, achieving a peak
accuracy of 98% when considering co-existed per-
missions features at the second combination level.

We compare our results with the state-of-the-art
models. With the rise of mobile technology, Android
has become a prime target for attackers. Despite
existing literature on Android malware detection,
there’s a gap in utilizing attribute selection methods.
This study introduces a machine learning-based de-
tection system aiming to distinguish Android mal-
ware from benign apps. Employing a linear regres-
sion-based feature selection approach, unnecessary
features are eliminated to reduce dimensionality
and enhance real-time detection capabilities. Re-
sults indicate a peak F-measure of 0.961 with atleast
27 features.

‘We show the existing literature using static analysis
of applications in Table 1. It is pertinent to note that
there are numerous Android malware families and
their sub-classes, and new malware is introduced
regularly. However, existing research considers at
most 10 classes and sub-classes [8]. Therefore, a
deeper APK analysis capable of revealing more stat-
ic features for constructing datasets and deep learn-
ing models considering a wider range of malware
classes and sub-classes for the Android malware de-
tection process is required. We aim to deploy a fea-
ture extraction mechanism for dataset development.
We also propose deep-learning techniques-based
models considering more classes and static features
and use deep-learning for Android malware detec-
tion techniques handling zero-day attacks. We pres-
ent in the following sections how can we construct
datasets with larger sets of examples by considering
more features and families/classes and how can we
develop deep learning approach-based models that
make use of a bigger range of malware classes and
features in the dataset, and improve the efficiency of
existing systems. We finally provide a comparison of
deep learning-based classifiers that can be employed
to identify malware with and without the possibility
of handling zero-day attacks.
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3. Our Approach

‘We use applied research design principles and pro-
vide research design including data collection, mea-
surement, and analysis steps. We develop a mech-
anism for feature extraction and develop a dataset.
We make this dataset publicly available at Kaggle'.
We show in Figure 1 the methodology used for con-
ducting this research.

We present an overview of existing datasets in Table
that allow users to extract filtered information in the
form of processed datasets containing examples and
labels. However, it is important to highlight that they

Table 1
Selected Previous Studies for Android Malware Detection
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contain a limited number of features e.g., the Drebin
dataset offers 215 features and it becomes a motiva-
tion for us to develop a feature extraction mechanism
that we introduce in Subsection 3.1 extracting "10523"
features. We distinguish between malware categories
and malware families in our context. Malware catego-
ries categorize malicious software based on their gen-
eral behavior, while malware families serve to group
together related variants that share common charac-
teristics or origins within the Android ecosystem.

This distinction forms a foundational aspect of our
research as we carefully select and analyze datasets
for our study.

Ref. Dataset Classification Classifiers Features Limitation
. Permissions,
Multi-class s
Activities, Ser- .
CICInves- (Ransomware, vices. Broadeast Considers only 4 malware classes
[4] Adware, SMS BiLSTM ] ’ ie Ransomware, Ad- ware, SMS
AndMal2019 Receivers, Meta- .
Malware, Scareware Malware, Scare- ware and Benign.
and Benign) data, API calls,
g System calls
. Considers only 2 malware classes
Multi-class . . -
[11] Androzoo (Benign, Trojan CNN- permissions, API | only and considers a limited number
and AMD ’ ’ BILSTM calls, and intents of features e.g. permissions, API
and Backdoor) .
calls, intents
Drebin and Multi-class permissions
[11] CICMal- (Adware, Bank1ng, 1D-CNN, RF mod- intents, services, Considers 4 classes only
droidzogo | Deniem Riskware, els and APT calls
and SMS)
Multi-class
CICADd- (Adwaref Radware, . .
[7] rootkit, SM'S DNN Not mentioned Considers only 5 classes only
Mal2017
malware, and
ransomware)
Manifest file,
. . OpCodes,
[23] Private Binary Clags CNN N-flrams, Focuses on binary classification.
Dataset (Malware, Benign) _
Permission and
API Calls
Considers permission feature
flenome, .
. . - limiting the dataset to only
Drebin and Binary Class Permission- . ..
[2] . . Random Forest Android permission features,
private (Malware, Benign) based features .
dataset overlook behavioral, struc- tural,

! https://www.kaggle.com/datasets/hiraak27/samdroid-dataset

and code-based indi- cators.
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Ref. Dataset Classification Classifiers Features Limitation
Virus Share, Does not provide a break-down of
. . API call . o
Maltrieve Binary Class specific malware families or classes
[13] . . SVM sequences and . .
and private (Malware, Benign) svstem call included in the dataset, only con-
Dataset v sider the API call and system calls.
Ember, Multi-Class (Dailer,
VirusTotal, Backdoor, worm, Random Forest
[28] | VirusShare | trojan, wormautoit, = (RF), SVM, CNN, Systemcalls Considers only the system calls.
and Private | trojan, downloader, DNN
Dataset rouge and pws)
Drebin, Multi-class (Trojan, Considers a limited number of
[17] AMD, backdoor, worms, BiLSTMs Permissions API features for analysis, only the
VirusShare, botnet, spyware calls Permission and API Calls and only
floogle Play | classes and benign) 5 malware classes.
. Permissions and
[10] N(.)t Multi-class SVM API calls and Lacks details about datasets used
Mentioned (10 classes)
Intent
Private Binary class flAN and quantum . Limited information features used
[17] Dataset (malware and support vector Not Mentioned and works on binary classification
benign) machine (QSVM) Ty ’
. Binary class
[22] Private (malware and Random Forest API .Cans’ Limited features used.
Dataset . Permissions
benign)
KNN, Naive Bayes
Private Binary class l\/Ell\rIlllar?aaSleggtelrrﬁi—
[33] Dataset (mil:;?ri )and tion (SMO), MLP. Not mentioned Only 27 features used.
g RF, C4.5 and Logis-
tic Regression (LR)
Figure 1
Methodology.
l Dataset Collection ]
[ MODEL
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Select malware classes from
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I Convert Label To Numeric l

Download APKs ‘ l
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|
|
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[
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Table 2

2025/4/54

Prominent Public Repositories for Android Malware Detection.

Repositories Link No. of APK (examples)

Google play https://support.google.com/googleplay/?hl=entopic=3364260 3.553 Million
Androzoo https://androzoo.uni.lu/ 23 Million
MARVIN https://www.insightplatforms.com/platforms/marvin/ 135 Thousand

Virus share https://virusshare.com/ 69 Million
Contagio https://zeltser.com/malware-sample-sources/ 10 Thousand

It is pertinent to note that there are two types of data
origins for Android malware detection considering
machine-learning or deep-learning techniques. The
firsttype of origin is where we find repositories of APK
files that we can use for accessing APK files for fea-
ture extraction and dataset development. We present
information about such repositories in Table 2. The
second type of origin is where we find extracted fea-
tures and labeled data in the form of datasets such as
CICmal2020, CICmal2019, and CICmal2017, etc. We
present information about such repositories in Table
2.1t is further to note that only CICmal2020 provides
information about malware classes and families. One
of our objectives was to consider a wider number of
classes with more features than what is available in
currently available datasets. Therefore, we retrieved
information about APK files from Androzoo?® which is
a publicly available APK repository and wider range
of features and classes.

Using deep learning techniques for Android malware
detection has the following motivating factors: Pres-
ent malware includes obfuscation and other meth-
ods, making it difficult to identify. This necessitates
complex approaches capable of handling large and
diverse data sets to identify malicious behavior. Deep
learning techniques are effective in dealing with
big data, which is crucial due to the numerous apps
and possible malware versions. These models can
be trained from large data sets, improving accuracy
and reducing sensitivity to noise. The ability to learn
from new and unknown malware (zero-day attacks)
is especially useful. Techniques like transfer learning
can efficiently update models, enhancing their ability
to identify new types of malware. Deep learning mod-
els can be extended to accommodate a large number
of features and different classes of malware, enhanc-
ing the models’ generalization capabilities. This scal-

2 https://androzoo.uni.lu/

ability is crucial in ensuring comprehensive protec-
tion against various types of malware.

These techniques address the challenges associat-
ed with the growing number of malware threats on
Android devices by offering a more precise, efficient,
and flexible approach to malware identification.

3.1. Dataset Development

We located seven malware classes including Tro-
jan, Banking, Backdoor, SMS Trojan, Ransomware,
Adware, and Riskware from the Androzoo reposito-
ry. We selected the remaining malware classes only
if we were able to obtain and download a specific
number of APK files from the Androzoo repository.
We found that we would be able to download ”1,200”
APK files available in the Androzoo repository. We
included Spyware, Monitors, and Exploits.

To identify potential zero-day threats, we utilized the
K-means algorithm to detect patterns and identify
such APK files from the available dataset. We chose a

Figure 2
Selection of Classes.

START APK REPOSITORY SELECTION MALWARE LABELS AVAILBLE

Euphony;
A tool used by AndroZoo, autcmatically
labels the APKs in i of

"AndroZoo"

A repository of around 23 million Android
malware apps (APKs) detected by numerous
antivirus products, including VirusTotal, ete * o

urselve e Ut
AndroZoo website,
almost 21 malw:

MALWARE CLASS SELECTION
CRITERIA

SELECTING BENIGN APK's.

We used a custom Python script to scrape
the Play Store and APKPure Market
downloading 1200 applications that had a
significant number of positive reviews (o
serve as benign app samples

We chose a total of 10 malware families
each containing 1,200 APKs We
prioritized those families which had more
than 1200 APKs available in order
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total of ten malware classes from Androzoo, specifical-
ly focusing on those classes that consist of more than
"1,200” APK files. Our reason for this selection is the
limitation of free access to Androzoo, which provides
access to only 1 million APK out of a total of 23 mil-
lion APK files available with Androzoo. Our reason for
choosing the figure of ”1,200” is purely based on a num-
ber that can be extracted from free samples such that
we do not need to carry out any class balancing step.

We also contribute our Python codes and algorithms
so that users can enhance the number of examples
keeping a broader list of features. We select malware
classes that we want to collect data on. We followed a
series of steps to determine which classes we utilize
to train our model as shown in Figure 2. We down-
load APK files from Androzoo, a repository with over
a million apps including malicious ones to construct
the dataset. We make use of a command-line tool Eu-
phony [19], which is created to infer a single label per
malicious application from VirusTotal reports. Every
entryinthe Androzoorecordshasacolumn called "VT
Score,” which shows how many times VirusTotal has
reported the application, along with a malware class
label. We focus on specific malware classes required
for the research to ensure diversity and relevance. We
select the top 1200 APKs with the highest VT scores
within these particular malware classifications.

‘We make sure that our selected examples contain a
wider variety of Android malware classes by select-
ing the most significant and identifiable samples. We
do feature extraction first and then do feature selec-
tion. We write a script to download and decompile
these APKs and extract the manifest files individu-
ally. Additionally, this script organizes the data for
later study by compiling it into a CSV file and read-
ing particular tags from the manifest files. This pro-
cedure made sure the dataset represented a broad
range of Android malware.

3.1.1. Selecting Required Links into a CSV File

We develop a CSV file that contains the SHA256,
Malware Class and APKs name.

1 Searching for malware classes: We search for
them in the web databases of VirusTotal and An-
drozoo after determining the malware classifica-
tions. We found a large number of malware sam-
ples for our study from these databases.
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2 Converting data to CSV format: We develop a Py-
thon script to convert the data from the Virus Total
JSON format to CSV format, as shown in Algorithm
1. We obtain data such as the virus’s name, file type,
file size, and number of detections as a result of this
step. We use a Python script that uses the Apktool
tool to decode the apps and get the AndroidMan-
ifest.xml files out of these samples to get the APK
files. We extracted the AndroidManifest.xml files
from the samples of malware and stored them in a
separate directory. The process is repeated for each
Android malware class including benign samples.

3 Organizing the data: Finally, we organize the data
by dividing the CSV file according to the various
malware types selected. We achieve this using an-
other Python script. We save the data in the form of
CSV file locally for developing the dataset.

3.1.2. Data Extraction from APK Files

We provide the physical location of the APK file
sources of a benign and malware nature which we
have stored in the CSV file in the previous step. The
next set of steps is:

1 Load CSV of each malware class: We need to
load each CSV file into memory to extract the APK
links After splitting the CSV file based on malware
types. This process involves reading the CSV files
and getting the data that is needed by processing.

2 Download APK Files for Processing After get-
ting the relevant information we create a loop to
download the requested amount of APKs. This
loop will run over the number range supplied by
the user. Each iteration of the loop will involve
downloading an APK from the specified malware
class using its corresponding link from the previ-
ously loaded CSV file.

3 Decompile downloaded APK using JADX: After
downloading the APK, we need to decompile it us-
ing a tool such as JADX to obtain the source code.
This is necessary in order to investigate the code
for future research.

4 Find and move the Android manifest file: After
decompiling the APK, we need to find and extract
the Android manifest file. This file provides essential
APK information, such as its components, permis-
sions, and services. This file will be moved to a sep-
arate directory for future use for feature gathering.
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Table 3
Prominent Datasets for Android Malware Detection.
Dataset Link Classes
. . They do not mention names of classes which
Drebin https://www.sec.cs.tu-bs.de/danarp/drebin/ they consider
https://ieee-dataport.org/documents/data- .
AMD set-android-malware-detectionfiles Not mentioned Clearly
CICAndMal2017 https;// unb.ca/cic/datasets/and- Adware, Ransomware, Scareware, SMS Malware
mal2017html
Genome http://www.malgenomeproject.org/ Not clearly mention
Ember https://paperswithcode.com/dataset/ember Not mentioned
CICInvesAndMal2019 https:// unb.ca/cic/datasets/invesand- Adware, Ransomware, Scareware, SMS Malware
mal2019.html
Microsoft Malware https://paperswithcode.com/dataset/micro-

They do not mention name of classes

http://www.malgenomeproject.org/?th-

They also do not mention the name of classes or

Malgenome clid=IwAR1xhnvHsP3CcrYC va8kreKvwi{ps- families what thev have consider
Mwiji67kEply7x-RvLRU4LPpwaxpjlPA Hhesw yhav !
Omnidriod https://aida.etsisiupm.es/download/omni- Not clearly mentioned

droid-dataset-v1l/

CCCS-CIC-And-
Mal-2020

https:;//www.unb.ca/cic/datasets/and-
mal2020.html

Adware, Backdoor, File Infector, No Category,
PUA, Ransomware, Riskware, Scareware,
Trojan, Trojan-Banker, Trojan- Dropper,

Trojan-SMS, Trojan-Spy, Zero- day

The steps for downloading APK files considering CSV
provided by repositories are presented in Figure 3.

‘We write a Python script to separate each malware
class in a separate CSV file, as shown in Figure 4 af-
ter converting the JSON to CSV. We present the pro-
cess of downloading malware APK in Figure 5.

Algorithm 1: Convert JSON to CSV

Input: json_filename, csv_filename
Convert_JSON_to_CSV(json_filename, csv_filename)

: data < OPEN json_filename and LOAD its content

: OPEN csv_filename for writing AS csv_file

. writer « INITIALIZE CSV WRITER for csv_file

: WRITE header to csv_file: ’'SHA256’, ’Malware Class’,

’Malware Class Name’

: for each key, value in data DO do
malware_class_name « value +' _application.apk’
WRITE to csv_{file: key, value, malware_class_name

end for

: CLOSE csv_file

P e

R BN

Figure 3
Collection of Malware Classes.

Ask for total
number to
download

Decompile using
JADX

Delete APK file

APK folder
Figure 4

Process of Malware APKS Download.

Identify Malware ”
ﬂ—» Virustotal + Androzoo
JSON to CSV
Convert

Seperate Each
Malware in a
seperate CSV
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Table 4
Considered Features for Dataset Creation.

Application
Libraries

Receivers

Providers
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The main component of an APK containing code and resources required to run the app.
Pre-built code modules used by the app to add functionality or reduce development time.
Components that receive and handle messages or events from other apps or system components.

Components that manage access to a structured set of data, used to share data between

Apps or provide access to data stored in a database.

Meta Data

Additional information about the app, such as the version number, developer information,

and licensing information.

Permissions

Security settings that control access to system resources or user data, required for certain

App functionality such as accessing the camera or microphone.

Services

Feature that executes in the background and perform long-running operations, such as playing

music and downloading files, etc.

Features

App ID

Activity Count

Labels

That provide additional functionality to the applications, such as support for specific software or
hardware features.

A unique identifier for the application used to distinguish it from other applications on the devices.
The number of activities is in the applications.

Names are given to various components of the applications, for example, activities, providers, and

services, It is utilized to identify and make them more easily understandable and readable.

We gather the information of the features that are
mentioned in Table 4 from each APK.

3.1.3. Feature Extraction from Selected APK Files

‘We note that the feature extraction process is com-
plete once all the files have been processed. Figure
5 shows the process of malware feature extraction.

Figure 5
Malware Feature Extraction.
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AndroidManifest
Files

Load Each
Manifest File

Create a
Features Dataset

‘We develop abenign malware sample collector as well
which is shown in Figure 6. We designed a web scrap-
per to scrape through the Google Play store and other
third-party App stores to acquire benign samples. We
present the steps of downloading a benign APK and
processing it for dataset development in Figure 6.

Figure 6
Benign Downloader.
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‘We use application Tags, Feature Tags, Library Tags,
Meta Data Tags, Permission Tags, Provider Tags, Re-
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ceiver Tags, and Service Tags. Feature extraction in
the context of Android malware analysis involves ex-
tracting relevant information or attributes from the
decompiled APK files that can be used for further
analysis. We use APKtool to get the AndroidMan-
ifest.xml files from the APK files and decode them.
APKtool is a useful open-source tool to reverse en-
gineer Android apps and extract various files such
as XML, Java, and resources. We use "elem.getAttri-
bute” from the "xml” library available with Python.
We then call "xmldoc.getElementsByTagName( )"
with application Tags, Feature Tags, Library Tags,
Meta Data Tags, Permission Tags, Provider Tags, Re-

Algorithm 2: Deep Neural Network (DNN) Model

Input: Dataset-Training T, Dataset-Testing f, Epochs E,
Batch-Size B, Weights W, DNN Layers DL

: Normalize T (0 1)

: Reshape T

: Initialize DNN architecture:

: Dense(unit = 2", activation=relu,

: kernel_regularizer=12(0.0001) + Dropout(rate = (.2))

: output layer = Dense(units = 12, activation = softmax)

: Optimisation Settings:

: optimizer = Adam(learning_rate=0.0001)

: loss = categorical_crossentropy

10: metrics = accuracy

N-R- RN B N I N e

11: for epoch in range(E) do
12:  fori in range(0, len(T"), B) do
13: batch=TIi : i + B]
14: Train w.r.t B from T
15: Calculate loss for the B
16: if Wrong Prediction then
17: Update W
18: end if
19:  end for
20: end for
Figure 7

Deep Neural Network Architecture.
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Table 5
Features Before Processing and After Processing.
# of Features # of Feature
Feature Set before feature after feature
selection selection
Application Tags 6 3
Feature Tags 89 65
Library Tags 21 9
Meta Data Tags 14051 3777
Permission Tags 4161 848
Provider Tags 5965 619
Receiver Tags 8584 2476
Activity Tags Count 1 1
Service Tags 10496 2725
Total 43374 10523

ceiver Tags, and Service Tags as arguments and do
feature extraction. We get "43,391” features to which
we apply feature reduction and get "10523" features.
We show the features we get from our script before
pre-processing and after pre-processing in Table
5. Our dataset development process®, our Python
scripts (code)?, and the resulting datasets are avail-
able for public use on Kaggle®.

3.2. Data Pre-processing

We handle missing data, class imbalance, and data-
set noise in this step. We removed any irrelevant or
redundant data from the dataset. We removed the
App Name column as it does not contain any useful
information for our analysis. We also remove any
missing or null values in the dataset and eliminate
them as needed. We implement balancing tech-
niques to ensure that each class has an equal number
of representative samples for our analysis and model
training even though we selected an equal number of
APK files for each class in the dataset development
phase. Weuse SMOTE to generate synthetic samples
of the minority class. This ensures that the model is
not biased towards the majority class. Feature se-
lection is a method of selecting a group of important
features to use in the model. In this phase, we count-
ed the number of ones in each column to determine

2 https://www.kaggle.com/code/hiraak?27/script-for-samdroid-dataset/notebook

* https://www.kaggle.com/code/hiraak27/samdroid-features-analysis

5 https://www.kaggle.com/datasets/hiraak27/samdroid-dataset
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Table 6
DNN Architecture.
HL1 HL2 HL3 HL4 Output Layer
0 Input 10523 512 256 128 64
1 Nodes 512 256 128 64 12
2 Weights (%) 96.88% 2.36% 0.59% 0.15% 0.01%
3 Biases (%) 52.67% 26.34% 13.17% 6.58% 1.23%
4 Variance 0.02% 0.26% 0.53% 1.03% 2.58%

the frequency of each feature in the collection. Then
we set a threshold to eliminate features with fewer
than a specified number of 1s. For instance, we set a
threshold of 2, meaning that any feature with fewer
than two 1’s was removed from the set. Our number
of features reduced from a total of 43,377 features to
10,523 during the preprocessing stage.

3.3. DNN Model Development Details

We make use of a "feedforward” DNN and we im-
plement the "Transfer learning” (TL) approach. We
provide a smaller dataset for the second DNN mod-
el to fine-tune its parameters further. This trans-
fer of knowledge enabled us to capitalize on the
pre-learned features and representations from the
first model, thus enhancing the performance and
efficiency of the second model while working with a
limited amount of data.

Our DNN consists of an input layer, three hidden lay-
ers with ReLU activation, and an output layer with a
softmax activation as presented in Table 6, where we
show its input size, number of nodes, and the distri-
bution of weights, bias, and variance. Beginning with
an input size of 10,523, the first hidden layer (HL1)
encompasses 512 nodes, which dominate the model
by holding 96.88% of the total weights and 52.67% of
the biases. As we progress deeper into the network,
subsequent hidden layers sequentially decrease in
node count, with each layer holding 256, 128, and 64
nodes, respectively. The final output layer is stream-
lined to 12 nodes. The variance values across the lay-
ers, as presented, offer a glimpse into the weight dis-
tribution within each layer, suggesting the potential
intricacy of patterns that each layer might discern.
This tabulated representation furnishes a snapshot
of the DNN’s architecture, highlighting the layered

composition and the relative significance of each
component, as shown in Algorithm 2.

‘We use the categorical cross-entropy loss function
and the Adam optimizer to train the DNN. The input
layer receives "10523” features, which are extract-
ed from the AndroidManifest.xml files of the APK
samples. We use ReLU activation function as "f(x) =
max(0, x)” which means that it outputs the maximum
between 0 and the input value. We use The ReLU ac-
tivation in three hidden layers to introduce non-lin-
earity to the model and help it learn complex patterns.
in the data. The output layer has 11 nodes, where 10
nodes correspond to the 10 malware sub-classes, and
the eleventh node corresponds to the benign class.
The softmax activation function is applied to the out-
put layer, which outputs a probability distribution
over the 11 classes. The softmax function ensures that
the sum of the outputs of all nodes is equal to 1, which
gives us a probability distribution. The categorical
cross entropy measures the difference between the
predicted probability distribution and the true proba-
bility distribution. We used the Adam optimizer with
alearning rate of 0.0001 to get the settings of the mod-
el to work best. The Adam optimizer is an adaptive
learning rate optimization algorithm that is efficient
and robust to noisy gradient information. We also ap-
plied "L2 regularization” to the three hidden layers to
prevent overfitting. L2 regularization adds a penalty
term to the loss function that encourages the model
weights to be small. We use the early stopping func-
tionality to stop the training process when the val-
idation loss stops improving. We trained the model
for 200 epochs, and the early stopping functionality
helped us to prevent overfitting and achieve better
generalization performance. The graphical presen-
tation of the neural network architecture is shown in
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Figure 7 and the proposed algorithm is presented in
Algorithm 2.

3.3.1. Feedforward Deep Neural Network (DNN)

In this section, we explain the architecture training
methodology of the feedforward Deep Neural Net-
work (DNN) employed in our approach. The choice
of a feedforward DNN ability to balance simplicity
with powerful feature learning capabilities contrib-
utes to its effectiveness in analyzing the Android-
Manifest.xml files.

Figure 8
CNN Architecture.

Output

Flatten Layer T

MaxPool
Conv layer
Input

3.3.2. Architecture Overview

The feedforward DNN architecture is characterized
by its sequential arrangement of layers, where data
flows linearly from the input layer through multiple
hidden layers to the output layer. Each layer com-
prises interconnected neurons, with connections di-
rected forward, hence the term "feed-forward”. We
include an input layer, three hidden layers utilizing
Rectified Linear Unit (ReLU) activation functions,
and an output layer with "softmax” activation func-
tion to generate a probability distribution across
output classes, thereby streamlining multi-class
classification tasks. We also use ReLU activation
function which is used to introduce non-linearity
into the model which helps in improving the capaci-
ty to capture complex data patterns effectively.
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3.3.3. Training Methodology

We employ L2 regularization in the hidden layers to
mitigate overfitting by penalizing large weights with
dropout regularization to enhance generalization by
introducing redundancy and reducing reliance on
specific neurons. We benefit from the hierarchical
structure of the DNN that enables automatic feature
learning, wherein raw input features are progres-
sively transformed into higher-level representa-
tions. This hierarchical feature learning capability
is crucial for analyzing complex patterns within the
AndroidManifest.xml files, contributing to the mod-
el’s high accuracy.

3.3.4. Comparison with Other Neural Networks

Compared to other neural network architectures such
as r convolutional neural networks (CNNs)or recur-
rent neural networks (RNNSs), the feedforward DNN
provides a favorable balance of simplicity and perfor-
mance. While RNNs and CNNs excel in tasks involv-
ing sequential or spatial data, the feedforward DNN’s
sequential nature and hierarchical feature learning
make it particularly well-suited for the analysis of
structured data like AndroidManifest.xml files.

3.4. Architecture of CNN

The graphical presentation ofthe neural network archi-
tecture is shown in Figure 8. We present the architec-
ture of our proposed CNN-based model in Algorithm 3
and transfer learning-based model architecture using
Algorithm 4 also shows the graphical presentation of
the transfer learning is shown in Figure 9.

Our CNN model consists of four ConvlD layers, each
with a different filter size determined by 2n, followed
by a ReLU activation function. After each convolu-
tional layer, there is a MaxPoolinglD operation to
down-sample the data, and a Flatten layer to convert
it into a suitable format for subsequent processing.
BatchNormalization is applied to improve training
stability, and Dropout is incorporated to mitigate
overfitting. It is presented in Algorithm 3.

In the Convolutional Neural Network (CNN) archi-
tecture detailed in the Table 7, the model is struc-
tured with a series of convolutional layers followed
by denselayers. Starting with an expansive input size
of 10,523, the first convolutional layer (ConvlD-1)
introduces 8 filters. Thus, it retains only 2.06% of the
biases, it holds a relatively small portion of the total
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Table 7
CNN Architecture.
ConvlD-1 ConvlD-2 ConvlD-3 ConvlD-4 Dense-1 Output Layer
Input 10523 8 32 * 128
Filters/Nodes 8 16 64 128 12
Weights (%) 0.00% 0.01% 0.03% 0.12% 99.81% 0.03%
Biases (%) 2.06% 4.12% 8.25% 16.49% 32.99% 3.09%
Variance 5.83% 2.73% 140% 0.70% 0.00% 0.00%

weights. The number of filters increases gradually
to 16, 32, and 64 as the data moves through the net-
work’s successive convolutional layers (ConvlD-2,
ConvlD-3, and ConvlD-4).

The variance values across these layers decrease,
suggesting a stabilization in the weight distribution
as the data is processed. Transitioning from convo-
lutional to dense layers, the Dense-1 layer stands out
prominently, holding a staggering 99.81% of the total
weights and 32.99% of the biases, with 128 nodes.
The final output layer is streamlined to 12 nodes.
This tabulated representation provides a compre-
hensive overview of CNN’s architecture, empha-
sizing the layered hierarchy and the relative signif-
icance of each segment. The analysis of the CNN
architecture in this section comprehensive under-
standing of'its design and functionality.

3.4.1. Input Layer

CNN receives input data comprising a sequence of
10,523 features. This initial layer serves as the entry
point for data into the neural network.

3.4.2. Convolutional Layers (Conv1D)

The layers utilize convolutional filters to extract
relevant features from the input data, capturing in-
creasingly complex patterns. The CNN architecture
has four layers include ConvlD-1, ConvlD-2, Con-
v1D-3, ConvlD-4. To enhance the model’s ability to
discern intricate relationships within the data by
employing the ReLU activation function, non- lin-
earity is introduced

3.4.3. MaxPoolinglD Layer

Following each convolutional layer, a MaxPooling1D
operation is applied to down-sample the data. This
operation AIM reduces the dimensionality of fea-

ture maps while pre-serving critical information,
thereby expediting computation and mitigating the
risk of overfitting by promoting spatial in-variance.

3.4.4. Flatten Layer

The flatten layer transforms the output from the
convolutional and pooling layers into a one-dimen-
sional array, preparing it for input into subsequent
dense layers.

3.4.5. Batch Normalization and Dropout

Batch normalization enhances speed by normalizing
the activations of each layer and training stability.
Dropout is employed to counter overfitting by ran-
domly dropping a fraction of connections between
neurons during training.

3.4.6. Dense Layer (Dense-1)

Featuring 128 nodes, the Dense-1layer plays a pivot-
al role in learning complex patterns within the data.
Applying a softmax activation function, it generates
probability distributions over the output classes,
The final output layer encompasses 12 nodes cor-
responding to the classification task’s classes. Le-
veraging the capturing high-level features acquired
fromlower layers and facilitating final classification.

3.4.7. Output Layer

softmax activation function, it yields probabilities
for each class, indicating the input’s likelihood be-
longing to each class.

3.5. Architecture of Transfer Learning

‘We construct anew deep neural network model by le-
ver- aging the architecture of a pertained model. This
pertained model serves as a starting point for our
work. To adapt this model for the specific task of ze-
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ro-day attack detection, we make a crucial modifica-
tion to the output layer. It is pertinent to note that we
have 10 malware classes and one benign class that we
considered earlier and the twelfth one is for zero-day
attacks raising the total number of classes from a to-
tal of 11 to 12 classes. For training, we configure the
model by specifying the optimization method (Adam
with a learning rate of 0.0001) and the loss function
(categorical cross-entropy). The training process in-
volves iterating over the data for a defined number of
epochs, and we process the datain batches, enhancing
efficiency. During training, we monitor the loss, and if
it surpasses a predefined threshold (typically set at 0.1
in this case), it signals a potential zero-day attack.

In response to this detection, we can take appropri-
ate actions, such as updating the model’s weights
or implementing further security measures. After
training, we save the trained model for future use.
To assess its performance, we evaluate it on a sep-
arate set of testing data. We primarily measure the
accuracy as an indicator of how well the model can
classify data into its respective classes in the eval-
uation phase, which includes identifying zero-day
attacks when they occur. Transfer learning involves
the knowledge of how the algorithm’s architecture
interacts with the pre-existing model to handle ze-
ro-day attacks. We present the architecture of our
transfer learning-based model in Algorithm 4.

Finally, the output layer is a Dense layer with 12 units
and a softmax activation function, which is suitable
for tasks involving multi-class classification. For op-
timization, the model uses the Adam optimizer with a
learning rate of 0.0001, employs categorical cross-en-
tropy as the loss function, and tracks accuracy as a
metric for model performance. The training process
unfolds within a loop that runs for the specified num-
ber of training epochs. Inside each epoch, the training
data is divided into batches of a specified size, and
the model is trained on each batch while computing
the loss. If the model makes incorrect predictions on
a batch, it updates its weights to enhance its perfor-
mance. After completing the training, the function
saves the trained model to a file for later use. We use
the following evaluation metrics to assess the func-
tioning of the deep learning models:

Accuracy which refers to the proportion of the total
number of instances in the data set with the number
of correctly classified instances (both true positives
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and true negatives), measures how often the model
correctly predicts the labels.

Precision: Precision refers to a measure of the ac-
curacy of positive predictions and the percentage of
true positive instances (among those predicted as
positive).

Algorithm 3: Convolutional Neural Network (CNN) Model

Input: Dataset-Training X,.;,, Dataset-Training Labels
Yirain» Epochs E, Batch-Size B
1: Normalize X ;, (0 1)
2: Reshape X,
3: Initialize CNN model:
4: Conv1D(2", 3, activation="relu’, input_shape=(size,
1)) + MaxPooling1D(2) + Flatten()
5 BatchNormalization() + Dropout(0.3)
6 Output Layer = Dense(12, activation="softmax”)
7: Optimisation Settings:
8 optimizer = Adam(learning_rate=0.0001)
9:  loss = categorical_crossentropy
10:  metrics = accuracy
11: for epoch in range(E) do
12:  for i in range(0, len(X.,;,), B) do

13: batch = X ;. [i : i + B]

14: Train the model on the batch
15: Calculate loss for the batch
16: if Wrong Prediction then

17: Update the model weights
18: end if

19:  end for

20: end for

F1-Score The Fl-score is the harmonic average of
the precision and recall, achieving the balance. These
scenarios help us find whether the model is perform-
ing accurately or not and it is generally preferable
to use F1-score when we have imbalanced datasets
since it takes both precision and recall into account.

Confusion Matrix Performance metrics of a clas-
sification algorithm through which counts of False
Positives and False Negatives True Positives, True
Negatives and helps us to get a better understand-
ing of how well the model is doing, especially when
it comes to distinguishing between different classes.

Recall (Sensitivity or True Positive Rate): The
proportion of true positive examples, which has
been correctly identified by the model. This gives a
good idea regarding how well the model tries to cap-
ture all the instances of a class. In other words, how
well it tries to capture whatever is useful to us.
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ROC-AUC Receiver Operating Characteristic — Area
Under the Curve. It is a measure of how well a model
separates complex classes. The ROC curve plots the
class-specific True Positive rate against the FP rate
at different thresholds, the AUC is a mathematical
measure of a curve of how much the model is capable
of distinguishing between the classes.

Figure 9
Transfer Learning Architecture

The accuracy rates of 97% for DNN model and 96%
for the CNN model were also determined by calcu-
lating the proportion of instances that have been
correctly classified (both true positives and true
negatives) out of the total instances in the test set.
DNN model shows better results than the CNN mod-
el by having a slightly higher accuracy than the CNN
model, which means DNN proves to be more effec-
tive at successfully classifying the malicious and be-
nign samples of the dataset.

3.6. Statistical Analysis

We perform statistical analysis using p-value to as-
sessthe significance of observed differences between
models. This analysis helped us understand whether
the observed variations in model performance were
statistically significant. We conducted the binomial
test and chi-square test using a significance level (al-
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pha) of 0.05. The results yielded significant evidence
toreject the null hypothesis based on both tests. This
indicates that the DNN model exhibits a statistically
significant ability to detect malware. Furthermore,
the validation accuracy of 83.56%

Algorithm 4: Zero-Day Detection with Transfer Learning

Input: Dataset-Training X,;,, Dataset-Training Labels
Yirain» EPochs E, Batch-Size B, pretrained_model

: Normalize T (0 1) and reshape

T =T /np.max(T)

T = T.reshape(T .shape|0],—1)

: Initialize DNN architecture

: model = Sequential()

: for layer in pretrained_model.layers do

model.add(layer)

: end for

: Modify the output layer for zero-day detection

: model.layers|—1].output_dim = 12 (12 classes - 10
malware, one benign, and 1 zero-day)

11: model.layers|—1).activation =' softmax’

12: Optimization settings

13: optimizer = Adam(learning_rate=0.0001)

14: model.compile(loss = categorical_crossentropy

15: optimizer = optimizer, metrics=|[’accuracy’])

16: for epoch in range(E) do

17:  for i in range(0,len(T"), B) do

A

—
=3

18: batch =TIi : i + B]

19: Training w.r.t B from T

20: Calculate loss for the batch

21: loss = model.train_on_batch(batch, batch)
22: If "loss" is above a threshold, update weights
23: threshold = 0.1

24: if loss > threshold then

25: model.layers|—1].set_weights(new_weights)
26: end if

27:  end for

28: end for

We split our test such that we test Top 50 Correlat-
ed Columns exhibiting the highest correlation with
the malware label column shown in Table 8. These
columns were chosen based on their potential sig-
nificance in understanding the presence of malware
in the dataset. Following this selection, we subjected
these columns to the Chi-Square (y?) test, a statisti-
cal method known for its ability to assess indepen-
dence between categorical variables. Surprisingly,
the results of this first test revealed zero instances
of test failures, signifying the robustness of the cor-
relations identified.
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P-Value Analysis of Top 50 Columns.

Column

0

© |00 N O O WY
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WY RO © 0N oUW YR OO 0N U W = O

P-Value
Malware Class
PERMISSION:android.permission. READ_PHONE_STATE
PERMISSION:android.permission.GET_TASKS
meta-data_value:@integer/google_play_services_...
meta-data_value:none
provider:com.android.vending.expansion.zipfile...
meta-data_value:@string/google_maps_v2_api_key
provider:com.gbiki.util.InternalFileContentPro...
receiver:com.gbiki.seattleclouds.ExpansionFile...
SERVICE:com.qgbiki.modules.videolist. DownloadSe...
SERVICE:com.qgbiki.seattleclouds.ExpansionFiles...
receiver:com.qbiki.gem.GCMBroadcastReceiver
SERVICE:com.gbiki.geofencing.ReceiveTransition...
meta-data:com.google.android. maps.v2. API_KEY
provider_readPermission:
PERMISSION:android.permission WRITE_EXTERNAL_S...
provider_writePermission:
PERMISSION:android.permission.SYSTEM_ALERT_WINDOW
provider_grantUriPermissions:
allowBackup_false
meta-data:com.google.android.gms.version
provider:com.google firebase.provider.Firebase...
FEATURE:android. hardware.screen.landscape
SERVICE:com.wyh.framework.KenelService
receiver:com.wyh.framework . MonitorReceiver
receiver:com.google.firebase.iid.Firebaselnsta...
PERMISSION:com.google.android.c2dm.permission....
meta-data:com.android.vending.derived.apk.id
meta-data:android.app.default_searchable
meta-data_value:gfan
FEATURE:android.hardware.screen.portrait
meta-data:android.app.searchable
receiver:com.gbiki.modules.goaltracker.GoalTra...

PERMISSION:android.permission.ACCESS_WIFI_STATE
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Test Passed
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
9.768805e-242
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
0.000000e+00
4760756e-279
0.000000e+00
0.000000e+00

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

True
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Column P-Value Test Passed
34 meta-data:UMENG_CHANNEL 0.000000e+00 True
35 PERMISSION:com.android.launcher.permission.INS... 0.000000e+00 True
36 SERVICE:com.google firebase.messaging.Firebase... 0.000000e+00 True
37 meta-data_value:com.google.firebase.components... 0.000000e+00 True
38 SERVICE:com.google.firebase.components.Compone... 0.000000e+00 True
39 meta-data;UMENG_APPKEY 0.000000e+00 True
40 SERVICE:com.google.android.gms.measurement.App... 0.000000e+00 True
41 PERMISSION:android.permission. MOUNT_UNMOUNT_FT... 0.000000e+00 True
42 allowBackup_ 0.000000e+00 True
43 PERMISSION:android.permissionVIBRATE 0.000000e+00 True
44 PERMISSION:com.google.android.finsky.permissio... 0.000000e+00 True
45 PERMISSION:android.permission.SEND_SMS 0.000000e+00 True
46 SERVICE:com.google.android.gms.measurement.App... 0.000000e+00 True
47 receiver:com.google.android.gms.measurement.Ap... 0.000000e+00 True
48 provider_grantUriPermissions:true 0.000000e+00 True
49 meta-data:android.support. FILE_PROVIDER_PATHS 0.000000e+00 True
Figure 10 Figure 11
P-Value Analysis. Failed P-Value Analysis.
Out[15]: Column P-Value TestPassed
Column P-Value TestPassed
9 FEAHER G e 1 FEATURE: android. permission ACCESS_WIFI_STATE 0530262 Faise
3 FEATURE: android.hardware. LOCATION 0.000525 True 2 FEATURE android hardware.Camera  0.530262 False
4 FEATUREandroid hardware audio low_latency 0.000000 True 32 FEATURE:android hardware sensor barometer 0.621719 False
5 FEATURE:android.hardware.audio.pro  0.000525 True 36 FEATURE:android.hardware sensor light 0.621719 False
B8 FEATURE:android hardware autofocus  0.000002 True 36 FEATURE::android.hardware sensor.proximity 0.621719 False
10518 receiver_enabledtrue 0.000000 True 10508 receiver:xcxin filexpert receiver ApkReceiver  0.530262 False
10519 usesCleartextTrafic  0.000000 Friia 10509 receiver xcxin filexpert.receiver MediaReceiver 0.530262 False
10820 \sesClesrtextTramic faIS; 0.000000 Tk 10510 receiver.xcxin. filexpert wxapi. AppRegister 0.530262 Faise
— 10616 receiver_enabled @boolhasKitkat  0.530262 Faise
10521 usesCleartextTraffic_frue  0.000000 True
10516 receiver_enabled @boolpreKitkKat 0.530262 False
10522 Activity Count  0.000000 True

8819 rows x 3 columns

In the second phase, we extend the analysis to com-
plete 10,523 columns within the dataset, individually
paired with the malware label column. This compre-
hensive approach involved the execution of a total
0f 10,523 Chi-Square tests, each assessing the inde-
pendence between a single column and the malware
label column. Impressively, out of these tests, 8819
successfully passed as shown in Figure 10, reveal-
ing significant relationships between these columns

1704 rows x 3 columns

and the presence of malware. However, the remain-
ing 1,704 tests resulted in failures which is shown in
Figure 11, highlighting the complexity and diversity
of factors present in the dataset. This meticulous
and thorough statistical examination provides valu-
able insights into the dataset’s composition, offer-
ing a deeper understanding of the correlations and
potential indicators associated with the presence
of malware. The utilization of P-value analysis in
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this research underscores its efficacy in identifying
significant relationships and patterns, serving as a
valuable resource for further investigation into mal-
ware detection and mitigation strategies.

Figure 12
DNN AUC-ROC Curve.
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4, Results and Discussion

We evaluate and compare all three models by using
the evaluation metrics which included accuracy,
confusion matrix, F1 score, recall, and ROC-AUC.
We present the results of ROC-AUC in Figure
13, 12, and 14. We perform experiments using the
Keras python library with Python version 3.11.3, by
using Scikitlearn, Numpy, Tensorflow, and Pandas
libraries to achieve the desired results. The experi-
ments are done on a single PC server with a Core-i7
Processor Intel(R) Core(TM) i7-6820HQ CPU @
2.70GHz, 2.71 GHz, and a GPU NVIDIA Quadro
MZ2000M. The operating system used for the ex-
periments is Windows 10-64 Bit, with 16 GB-3600
MHz DDR4 RAM.

‘We calculate Accuracy, Recall, Precision, ROC, AUC,
and F1-Score. The Confusion Matrix is used to pres-
ent the actual values of True Negative (TN), True
Positive (TP), False Positive (FP), and False Negative
(FN). When dealing with the classes, the Confusion
Matrix without normalization accurately represents
the results for each predicted label. In the case of bal-
anced datasets, the normalized Confusion Matrix dis-
plays the results as a percentage, allowing for a com-
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prehensive assessment of each class. By experiments,
we get these results which are mention above.

We present the results of our experiments comparing
the performance of the Deep Neural Network DNN) ap-
proach with the alternative Convolutional Neural Net-
work (CNN) and Transfer Learning (TL) method for
Android malware detection which is shown in Table 9.

Table 9
DNN VS CNN VS Transfer Learning (TL).
S# Item DNN CNN TL
Training time 53.33 173 05
(approx) Minutes = Minutes | Minutes
2 Epochs 194 200 50
3 Accuracy 97.62% 96.44% 9445
4 Loss 0.1424 0.1278 0.3550
5 COnfusion Figure Figure Figure
Matrix 15 16 17
6| AUGROC | piy | pgs | riga
7 Recall 0.84 0.82 0.96
8 F1-Score 0.84 0.82 0.97
9 Precision 0.84 0.82 0.98

1 Training Time: The DNN model required approxi-
mately 53.33 minutes to complete the training pro-
cess, while the CNN model took significantly lon-
ger, with a training time of approximately 2 hours
and 53 minutes.

2 Epoch: The DNN model was trained for a total of
194 epochs, whereas CNN model was trained for
200 epochs.

3 Accuracy: The DNN model’s accuracy was 97.62%,
which surpassed the CNN model’s accuracy of
96.44%.

4 Loss: The DNN model had a loss value of 0.1424,
whereas the CNN model had aloss value of 0.1278.

5 Confusion Matrix: The confusion matrices for
CNN and DNN models are depicted in Figures 15-
16, respectively.

6 AUC-ROC: The DNN model exhibited an AUC-
ROC score of 0.98, indicating excellent discrimi-
native power. The CNN model also performed well,
achieving an AUC-ROC score of 0.97.
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7 Recall: The DNN model had a recall rate of 0.84,
while the CNN model had a slightly lower recall
rate of 0.82.

8 F1 Score: The DNN and CNN models obtained
F1 scores of 0.84 and 0.82, respectively, indicating
their usefulness in balancing accuracy and recall.

9 Precision: For both models, the precision values
were 0.84 for the DNN model and 0.82 for the CNN
model, indicating their ability to correctly classi-

fy threatening and non-malicious applications for
Android.

Figure 13
CNN AUC-ROC Curve.
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4.1. Selection of Hyper-Parameters

‘We employ various hyper parameters to enhance the
performance of our deep learning algorithm, as high-
lighted in the study [24]. Our approach involves the
following components:

1 Epochs: Epochs denote the training iterations
per- formed on our deep neural networks. Initially,
we configured the model to undergo 1000 training
iterations. Subsequently, we implemented an ear-
ly stopping technique, which continually assessed
the model’s performance by monitoring the train-
ing loss. If, for five consecutive epochs, the loss
failed to exhibit any further reduction, we made the
informed decision to conclude the training process
at that specific epoch. This choice was grounded
in the understanding that an increase in loss indi-
cates that the model has likely reached its optimal

2025/4/54

training state. Further iterations would carry the
potential risk of overfitting. Employing this ap-
proach, our DNN Model successfully completed its
training after the 200th epoch in our experiments.

Figure 14
Transfer Learning AUC-ROC Curve.
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2 Batch-size: The batch size denotes the number
of data samples processed together during each
training iteration. In our series of experiments,
we varied batch sizes, ranging from 8 to 128, and
found that a batch size of 64 emerged as the most
optimal choice for both our DNN, CNN, and TL-
DNN (transfer Learning with DNN). Importantly,
the preference for a batch size of 64 aligns with our
dataset. In this context, larger batch sizes expedite
training while mitigating the risk of slower conver-
gence, thereby facilitating the accomplishment of
desirable model performance levels.

3 Dropout is a regularization technique where for
each layer, a fraction of neurons (represented as a
percentage) is randomly deactivated during train-
ing to prevent overfitting. We implemented a 20%
dropout rate for each layer in the DNN and a 30%
dropout rate in the CNN. These dropout rates
emerged as the most suitable choices through sys-
tematic experimentation, where we tested a range
of values from no dropout to 90%.

4 Optimizer function: We use Adam optimizer with

a minimum learning rate of 0.001 to Deep Neural
Networks (DNNs) and Convolutional Neural Net-
works (CNNs) and pre-trained DNN used in trans-
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fer learning ensures stable and efficient fine-tun-
ing for new tasks.

5 Activation Function: In our neural network, we
chose to employ the Rectified Linear Unit (ReLU)
activation function for all hidden layers due to its
computational efficiency and its ability to mitigate
the vanishing gradient problem, thus allowing the
model to effectively capture complicated patterns
and advance the training process. We use "soft-
max” activation function for the output layer. This
selection was made to transform raw scores into
a probability distribution, which is particularly
beneficial for tasks involving multi- class classi-
fication. It enables us to obtain interpretable and
probabilistic class predictions.

Figure 15
Confusion Matrix DNN.
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Overall, the DNN-based model outperformed the
CNN- based model in key areas, including train-
ing time, accuracy, and several assessment criteria.
These results suggest that the DNN model holds
promise as an effective solution for Android mal-
ware detection. Both models’ confusion metrics are
shown in Figures 15-17.

4.2. Robustness and Sensitivity Analysis

We evaluate the robustness of our Android malware
detection model by sensitivity analysis. We obtain
significant insights about our model’s robustness
and adaptability by applying it to diverse situations
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and analyzing its performance under different set-
tings. We explore the impact of changes in training
data size and class distribution, sheddinglight on the
model’s stability and effectiveness across different
settings. Through these analyses, we gain a deeper
under- standing of the model’s capabilities and un-
cover important considerations for its deployment
in real-world scenarios. We conduct a sensitivity
analysis by changing the dataset from balanced to
unbalanced. This analysis aimed to assess the per-
formance of our DNN model under varying class dis-
tribution scenarios. The results obtained from this
sensitivity analysis are shown in Figure 18.

Figure 16
Confusion Matrix CNN.
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In addition, we also conducted a sensitivity analysis
using holdout method. The analysis focuses on key
metrics such as epoch, training time, loss, accuracy,
precision, recall, ROC and AUC, F1 score, and con-
fusion matrix. In Table 10, The sensitivity analysis
of the DNN model clearly demonstrates its resil-
ience and efficacy in malware detection, even with
a reduced training data size. Despite the challenges
posed by a smaller dataset, our model exhibits con-
sistently high accuracy, precision, recall, and F1
score, showcasing its capability to effectively identi-
fy and classify Android malware instances.

This illustrates the robustness and strength of our
approach, highlighting its potential for real-world
applications.
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Figure 17
Confusion Matrix Transfer Learning.
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Table 10
Sensitivity Analysis by Performance Metrics.
Epoch 200
Training Time 40 Minutes
Loss 0.1376
Accuracy 9776%
Precision 0.81
Recall 0.81
ROC and AUC 0.97
F1Score 0.81

We report that the training time of the DNN mod-
el outperformed the CNN model indicating that
the DNN model offers a more time-efficient solu-
tion for Android malware detection. Moreover, the
DNN model achieved higher accuracy, with a rate
of 97.62%, surpassing the CNN model’s accuracy of
96.44%. The AUC-ROC scores for both models are
quite high, with the DNN model achieving a score of
0.98 and the CNN model achieving 0.97, as shown in
Figures 12-14.

This demonstrates the models’ ability to effectively
differentiate between positive and negative instanc-
es, further validating their effectiveness in detect-
ing Android malware. Our findings highlight the ef-
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Figure 18
Sensitivity Analysis by unbalancing the dataset.
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fectiveness of utilizing deep neural networks in the
context of Android malware detection using static
feature analysis. The sensitivity analysis further
substantiated the robustness of our DNN model.
Even with reduced training data, the model main-
tained high accuracy, precision, recall, and F1 score.

5. Conclusion

We proposed a deep learning-based approach for
addressing the security concerns associated with
Android-based applications, specifically focusing on
malware detection. Our model exhibits the capability
to process a substantial 10,524 features as input data,
a considerable leap beyond the limitations of prior
DNN models, which typically accommodated a max-
imum of 350 features. We evaluate the performance
of our proposed mechanism using our proposed data-
sets that contain more features and more classes and
benchmark deep-learning algorithms. We do statis-
tical evaluation using P-value analysis and we em-
ploy various performance metrics such as Recall, F1
score, Confusion Matrix, Accuracy, AUC (Area under
the Curve), ROC (Receiver Operating Characteristic
to assess the effectiveness of our multi-threat mal-
ware detection techniques. Our experimental results
demonstrate that our approach achieves high detec-
tion accuracy with DNN while maintaining efficient
processing times. The deep neural networks (DNNs)
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train model gives an accuracy of 97.62%, we also ap-
ply Convolutional neural networks (CNNs) yields an
accuracy rate of 96.44%, underlining the robustness
of our approach in tackling complex malware threats.
Even in the case of Transfer Learning, where the ac-
curacy reaches 94.45% with the addition of zero-day
attacks alongside the other 10 malware families and 1
benign class are considered. This highlights the profi-
ciency of our system in addressing the complex chal-
lenges posed by multi-threat malware and detecting
zero-day attacks in Android environments. Our pro-
posal is useful, particularly, in handling zero- day at-
tacks, and considers a dataset with alarger number of
features. However, the number of examples and mal-
ware families considered in our proposal is limited.
This can be handled by running our publicly contrib-
uted scripts for a longer time and downloading more
APK files. We consider this as future work for us.
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