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Data encryption before transmission is still a crucial step in lowering security concerns in cloud-based environ-
ments. Steganography and image encryption methods validate the security of confidential data while it is being
transmitted over the Internet. The paper presents the Ant Colony Optimization with Encryption Curve cryptogra-
phy-based steganography technique to enhance the security of medical image management (ACO-ECC-SMIM).
The initial stage is to create the stego images for the used cover image, the ACO algorithm-based image steganog-
raphy technique is used. The creation of the encryption process is a key focus of the suggested ACO-ECC-SMIM
strategy. The encryption process is initially carried out using an ECC technique, or elliptic curve cryptography. To
maximize PSNR, the ACO technique is employed to optimize the crucial production process in the ECC model.
The host image is subjected to an integer wavelet transform, and the coefficients have been altered. To determine
the ideal coefficients where to conceal the data, the ACO optimization technique is utilized. The decryption and
sharing reconstruction procedures are then carried out on the receiver side to create the original images. In Image
1, the ACO-ECC-SMIM model showed an improved peak signal-to-noise ratio (PSNR) of 59.37 dB. Due to the
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ECC-ACO-SMIM model, Image 5 has an improved PSNR of 59.53dB. A large-scale experimental investigation
was conducted to show the improved performance of the proposed PIOE-SMIM method, and the findings demon-
strated the superiority of the ACO-ECC-SMIM model over other approaches.

KEYWORDS: Ant colony optimization, Elliptic curve cryptography, steganography, encryption, integer wave-

let transform.

1. Introduction

In recent years, most healthcare facilities have ad-
opted an electronic format for their patient record
systems [36, 37]. Most leading industries, such as the
interplay of commercial news and details about mil-
itary operations, will preserve the photographs with
the utmost confidentiality. Massive image-preserving
methods, including data encryption, steganography,
and alternative models, are suggested to increase the
privacy of sensitive photographs. By hiding sensitive
information behind a cover image that seems iden-
tical, an adversary will have more trouble determin-
ing whether or not the data has been transferred. It
demonstrates the significance of transmitting secret
information under various cover images.

The use of cryptographic techniques helps ensure
secrecy and security by lowering the likelihood that
an adversary may intervene. Encryption and the act
of managing keys are the two processes involved in
cryptography. Every security system ought to pro-
vide some security procedure that can reliably main-
tain the system’s confidentiality [30]. Symmetric and
asymmetric keys are the two main subcategories of
cryptography [31]. In the case of symmetric key cryp-
tography, a single key serves both the purpose of en-
crypting and decrypting data [25, 26, 27]. Asymmetric
Key Cryptography makes use of distinct keys for each
of the processes [29].

The art and science of steganography is the ability for
two parties to communicate secretly across a stan-
dard media without the spectator being able to read
what is said. Cryptography, the art and science of se-
cret data communication, are related to steganogra-
phy. Steganography conceals the existence of covert
communication, while cryptography only tries to ob-
scure the substance of the message. However, notice
is investigating that contact through a local server
or an ISP. Steganography offers a scenario in which
transmitter A delivers a message M to recipient B to
safeguard this communication. The transmitter re-
ceived stego object S, embedded it over cover media

C, and sent it over an unsecured channel. The phrases
“cover object” and “stego object” is used to describe
different multimedia items that are employed to con-
ceal data, respectively [1].

Effective steganography properties:

1 Secrecy: By permitting intended users to recover
the concealed information [9, 16, 17, 20, 26]

2 Imperceptions: The capacity to be entirely unde-
tectable [10-11]

3 Imperceptions: The capacity to be entirely unde-
tectable [11]

4 Capacity: The most extended hidden information
can be inserted into a cover item.

5 Accuracy: The integrated data should be accurately
extracted

The unique feature of the approach is that it generates
the key stream for encryption using an Ant Colony
Optimization technique. This process is done based
on the distribution of characters in the plain text
identifying the image. It enables the locks in the key
stream to be encoded using a mutated character code
table to increase system security.

Consequently, the safety of electronic health data/
images has received much interest recently, espe-
cially when these images are exchanged through
networks. An image encryption technique aims to
change an original idea into an obscure one. Most
security measures in healthcare digital image tech-
nologies are based on well-known encryption algo-
rithms, including AES, DES, RSA, and IDEA [35].
In real-time remote monitoring of patients, inter-
net sources create huge electronic medical images
to be transferred increasingly frequently over the
public network. It is desirable to develop an effi-
cient healthcare image encryption technique. Mag-
netic resonance imaging (MRI and tomography are
only two examples of the numerous applications of
digital images in healthcare diagnostics. Multiple
approaches are used with electronic images, such
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as sound recognition, watermarking, segmentation
techniques, feature extraction, noise removal, and
image compression [5, 6]. The most important part
of health information for analysis and research pur-
poses is likely medical images. These images are
frequently shared and distributed between research
organizations and hospitals worldwide via mobile
phones and the Internet. These days, medical im-
aging analysis and storage are cloud-based. Finally,
stored data is analyzed in a remote location. Since
the patient’s data is confidential, it cannot be pub-
lic. To confer with specialists, doctors send patient
information via an image to the general community.
Thus, while communicating ideas over the Internet
network infrastructure, security is essential.

The suggested solution uses the Ant Colony Optimi-
zation Algorithm [19], which operates on the same
principles. Applying the ACO method will allow you
to embed the secret raw data’s ASCII values at the best
coefficients. Following embedding all private values,
the inverse IWT is turned into the stego object and is
then prepared for transmission to the recipient. The
recipient can retrieve its secret information by receiv-
ing it and using the embedding method in reverse.

The technique developed in this study, called ACO-
ECC-SMIM Ant Colony Optimization with Encryp-
tion Curve cryptography-based steganography tech-
nique (security enhancement of medical image), uses
encryption. The encryption processes are designed
with the proposed ACO-ECC-SMIM approach in
mind. The encryption procedure uses an elliptic curve
cryptography (ECC) technique. The ACO algorithm is
used to create the best possible keys for the ECC mod-
el, with the increasing goal of peak signal-to-noise
ratio (PSNR). The reconstruction procedures with
decryption are done to create the original image data
on the receiver side. A thorough simulation analysis
is conducted to show the ACO-ECC-SMIM model to
have improved performance.

The contributions of the study are listed below in
brief: (i) introducing a new ACO ECC-SMIM archi-
tecture for the healthcare industry with secured im-
age management; (II) transferring the medical im-
ages safely by ECC encryption model; (III) creating
an ACO algorithm that will best produce the keys for
more secure transfer of medical images; (IV) compar-
ing the suggested model performance to a benchmark
dataset and analyzing the outcomes regarding various
metrics.
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2. Review of Literature

An asymmetric encryption program has been intro-
duced by Shaktawat et al. [31] to encrypt color patho-
logical images under the Dadras difficult hyperactive
chaotic system. The program is based on the encryp-
tion phase and decryption phases. To generate the
initial challenges for the chaotic device, 512 bits of the
basic image are subject to the protected hash algorithm
(SHA). The system appears to have a critical size that
is sufficiently large to defend against the brute force
attack, and it also seems to have received a significant
deal of sensitivity to the key that is being used.

Seyyedi et al., [27] suggested a secure, high-volume pay-
load steganography technique in their paper that was
based on the integer wavelet transform. Reduce distor-
tion while providing a high embedding capacity by com-
bining the Genetic Algorithm (GA), OPAP, and Integer
Wavelet Transforms, according to Ghasemi et al. [8].

Sreelaja and Vijayalakshmi Pai [33] came up with the
ideafor an approach to text encryption that was based
on swarm intelligence. In this method, an Ant Colony
Optimization Key Generation Algorithm, also known
as an AKGA, is utilized to produce the encryption
keys for the content that is being protected. Text, un-
like binary graphics, can comprise any combination
of the universe’s potential characters. As a result, the
critical stream comprised a 94 characters maximum
with a code table for characters.

Ching-Sheng Hsu and colleagues [18] have developed
a method to calculate the best possible LSB substitu-
tion using the ACO method. This algorithm will in-
corporate the data into the cover image’s final bytes.
In addition, the ACO method should be used to con-
struct the optimal matrix to hide the data at the opti-
mal values. A chaos-based picture encryption system
was proposed within stream cipher architecture. In
the first step of this method, an image is transformed
into a stream of binary data. The encrypted image,
similar to the input image, is produced by data mask-
ing techniques with keystream random, formed by a
chaos Pseudorandom Key Generator (PRKG). The
PRKG is controlled by a pair of the logistic map, and
their behavior is determined by the values of ((1), 0),
and (2), as well as y0. These values are kept under
wraps, and the cipher key can be derived from them.

Using chaotic encryption and parallel computing,
Bhattacharyya [4] suggested a fast and real-time
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cryptosystem. The “permutation-substitution” struc-
ture of a chaotic encryption system is the concept’s
foundation. The desired level of diffusion is ensured
throughout the entire image collection process. The
phase of substitution by encryption is carried out over
adjacent images using an expanded Cipher-Block-
chain (CBC) model. The batch image is divided into
different groups during the permutation stage. Then,
multi-threading simultaneously generates permu-
tation coordinates in every group to save time. From
these, multiple images are rotated simultaneously.

The optimization technique was utilized by Shubo
[33] to conceal the hidden message within the target
picture. The optimization was carried out using the
PSO algorithm, which produced superior results to
the traditional GA-based method. The technique pro-
posed by H. Nematzadeh et al. [21] can select an ideal
image block, which may be the most effective location
for data hiding. The fitness function that needs to be
considered is one in which the ratio maximizes the
sum of contrast, energy, entropy, and homogeneity.
The findings demonstrate that this algorithm per-
forms better than the PSO method.

The plaintext medical image will initially deal with
the 4D hyperchaotic sequence picture. This will in-
volve the generation of pseudorandom sequences, the
segmentation of images, and the processing of chaotic
systems. In the paper [2], the scientists encoded me-
dicinal images using a V-net at the convolution neu-
ral networks (CNNs) model that relies on the 4D hy-
perchaotic technique. After that, the V-net with CNN
model is applied to chaotic sequences for training
and to eliminate the periodicity present in chaotic se-
quences. In the end, the picture of the chaotic sequence
goes through diffusion, which alters the actual image
pixels and completes the encryption procedure. Paper
[3] presents a concept for a hybrid that combines the
modified coupled map lattices medical picture encryp-
tion approach and genetic algorithm (MGA).

Figure 1
Workflow of ECC-ACO-SMIM work

Image Dataset

Elliptic Curve

|Ke',r Generation using
Cryptography | Ant Colony Algorithm
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The references [15] and [22] present several methods
for encrypting medical images.

It was recommended by Rarhi et al [24] that the picture
encryption be carried out with the help of the Blowfish
Algorithm because it possesses superior execution
and delivery time. The images were hidden using the
Least Significant Bit (LSB) approach [12], which was
applied by the method. A hybrid strategy, which uses
a mixture of picture encryption, image encryption +
image concealing, is still recommended for providing a
substantial level of protection. To estimate the dynam-
ics, PSNR and MSE have been utilized. Hasan et al.
[13] provided an effective and lightweight encryption
technique to develop a secure picture coding strategy
for the medical sector. The solution that is being giv-
en makes use of two permutation strategies to secure
medical photos. Parthasarathi et al. [23] descript the
key-based cryptography technique to share health-
care records among hospital people in a secure man-
ner. Marco et al. [14] offer a lightweight cryptosystem
using Chen’s chaotic, Henson’s chaotic, and Brownian
motion techniques to encrypt healthcare images while
maintaining high safety. The experiment results in-
dicate that the proposed model is an efficient method
that has the potential to achieve the desired level of se-
curity to encrypt image-based patient datasets.

3. Proposed Methodology

During the transmission of images in the network se-
curely, this paper proposed ECC-ACO-SMIM. The en-
cryption process is initially carried out using an ECC
technique, or elliptic curve cryptography. To maximize
the peak signal-to-noise ratio (PSNR), the ACO tech-
nique is employed to generate the key in the process of
the ECC model. The host image is subjected to an inte-
ger wavelet transform, and the coefficients have been
altered. The proposed work is given in Figure 1.

Encrypted Image

—
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Figure 1 describes the two levels of processing. They
are implementing Elliptic curve cryptography (ECC)
to secure the image’s transmission. The key is gener-
ated by implementing an ant colony optimization al-
gorithm.

3.1. ECC-Based Encryption

The Elliptic Curve Cryptography (ECC) technique is
aform of public-key cryptography that is based on the
algebraic construction of elliptical curves that pass
over finite fields. It utilizes non-EC cryptography and
comes with a tiny key to provide an equivalent level of
safety. At the ECC, the np value for the prime param-
eter is selected, and the H value for the private key is
favored [18]. After that, it can be stated as the follow-
ing in Equation (1).

E= p(i)3 +x*p@)+y; @

where x and y signify the constant value x =y =2, and
where x and y are variables. After ensuring that the
condition P = Q has been met, the ECC will select the
optimal points for the calculation. After that, we find
out what P and Q are in Equations (2)-(3).

P=mod(E,n,) ®

Q0 =mod(p(j)*,n,). 3)

Now, the point on the elliptic curve is denoted by the
expression p(i, j). n, is the description of an image.
The doubling method is utilized for determining the
values of P and Q. The optimum point of the public
key is represented by X_(k, 1) and X,in Equation (8):

X, =H*X,. @

During the encryption process, each share is repre-
sented by a block, and each block in turn is represent-
ed by an encrypted part. The total blocks are denoted
by the expression k(i, j), where I and j indicate the row
and column of the blocks, respectively. All the infor-
mation’s components are now being sent over as in-
put for the data encryption process. The following is a
description of how the point, along with the data C (i,
j),and C (i +1,j), can be represented [34]:

D =H*X, ®)
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D,=(C,,C)+D,. ©)

In decryption, the private key (H) is used to decrypt
the transmission, and point D,, is utilized to solve the
pixels. Both of these steps are part of the technique.

D, =H*D,
Di/ =D,-D,.

The decryption process has been completed, and the
final output may be seen in C;. Using the results of D;,
color bands (RGB) with pixel values and infrared light
are preserved in a distinct manner. In the end, it can
be summed up as follows in Equation (12).

E

l.ngR+G+B, 8)
3.2. Key Generation Using Ant Colony
Optimization

The ACO technique is employed to generate the key
in the process of the ECC model. The host image is
subjected to an integer wavelet transform, and the
coefficients have been altered. To provide optimized
security of data in the image by applying ACO. To de-
termine the ideal coefficients where to conceal the
data, the ACO optimization technique is utilized. In
this paper, the ACO-based technique has been used
to detect the complex region of the image. To detect
the complex region of the image securely, LSB stegan-
ography is applied [7]. ACO generates the pheromone
matrix and employs the many ants in the medical im-
age. The movements of the ant are implemented by
computing the intensity value of pixels in the medical
image. The entries in the pheromone matrix contain
the pixel value of the cover image. Figure 2 shows the
sender and receiver of applying ECC-ACO-SMIM.

Pseudocode for ACO:
1. Begin
Initialize
2. While the stopping criterion is not satisfied, do
Position all ants at starting node
Repeat
3. Foreachanttdo
* Compute heuristic information n State

e Transition rule is applied for choosing the
nextnode
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e Each ant built solution by computing fitness
value
end for
Update the best solution// trial update
5. Initeration, global bestand moveis  Identified
Print the best result and terminate the

condition

Figure 2
Sender & Receiver of Applying ECC-ACO-SMIM

Cover Image
Image Dataset
- - Y
— - L
Encryption Algerithm Steganography
using ECC ‘Algorithm
L L
r
Key Generation using
Ant Colony Algorithm
Stego Image

Sender

Decryption Algorithm
using ECC
Output Secret
Image
Key Generation using
Ant Colony Algorithm

Receiver

Stego Image

The Ant Colony optimization Key Generation algo-
rithm is based on encrypting the input image using
ECC into binary Image encryption format. To obtain
the key stream for binary image encryption by apply-
ing the probability of occurrence of characters of the
key stream in the plain text representing the encoded
binary image is greater than or equal to the threshold
value 0.80.

The optimal solution is obtained by coordination with
one another. The pheromones are left on the paths
traveled by the ants and serve as communication be-
tween the remaining other ants.

By computing the energy value, each ant agent gen-
erates the solution by depositing a pheromone. The
deposition of the pheromone of each ant agent is rep-
resented as a key stream. Compute the ant agent’s
energy value based on its pheromone deposition. The
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threshold value of 0.80 is implemented to get the opti-
mal solution. Since atleast 80% of the character in the
key stream denotes the deposition of the pheromone
of the ant agent. Figure 3 shows the workflow of get-
ting a key stream using ACO.

Figure 3
Keystream Generation

?/

Figure 3 describes that to improve the security of
the system, encoding the key stream characters us-
ing a character code table. Compute the energy value
by counting the occurrence of characters in the key
stream and dividing it by the length of the key stream.
When the ant agent’s energy value is equal to or ex-
ceeds its threshold value of 0.80, then the pheromone
deposition of the corresponding ant agent is selected
as the key stream for encryption.

4. Experimental Results and
Discussions

The datasets for diabetic retinopathy, or DR, are used
to test the experimental validity of the ACO-ECC-
SMIM model.

The PSNR, CC, and MSE are calculated using Equa-
tions (9)-(11).

NMSE

2
PSNR =20*log,, [ij dB ©)




Information Technology and Control

MSE = MlN jzA::( ]))2 (10)
oo nEw)-(Zx)(v)

\/[sz (z x)z} [nz W (z y)z} (m

4.1. Uniform Histogram

The histograms of the images produced by the sug-
gested cryptosystem are uniformly distributed. Equa-
tion (19) provides the image’s histogram H (ri).

H(r)=n, a2)

where r; represents an intensity value ith and the
number of pixels is defined as n, in the image with an
intensity value equal to r;

Figure 4

[
P
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m
e
r

Orlgmal Orlglnal Image Encrypted
DR Image image encryption histogram
histogram image
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Figure 5
Examining the result of the ACO-ECC-SMIM model under
distinct images of tests

(a) (b) ©)
Original Encrypted After
image image ECC

4.2. Correlation Coefficient and PSNR

A measurement of the degree to which individual pix-
els in an image repeat themselves is provided by the
correlation coefficient (CC). The simple image has
a high redundancy value, but the encrypted image
should have an extremely low CC value. For the cor-
relation coefficient, refer the Equation (17). Figure
6 provides a detailed examination of the ACO-ECC-
SMIM method under specific image tests.

Table 1 presents an overview of a preliminary PSNR
assessment of the ACO-ECC-SMIM model under the
conditions of a specific selection of test images. Ac-
cording to Table 1, the ACO-ECC-SMIM model has
produced higher values of PSNR as a consequence of
its application. For example, the PIOE-SMIM mod-
el determined that the PSNR for Image 1 should be
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Figure 6
PSNR analysis

PSNR analysis
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Table 1

PSNR assessment of the ACO-ECC-SMIM model under
the conditions of a specific selection of test images

Test images MSE PSNR CC SSIM
Imagel 0.0761 60.37 99.96 99.91
Image 2 0.0693 60.59 99.92 99.01
Image 3 0.0892 59.95 99.98 99.90
Image 4 0.0690 61.58 99.92 99.94
Image 5 0.0795 59.62 99.97 99.91

60.37 decibels. In addition, the ACO-ECC-SMIM
model has produced an image with a PSNR of 60.59
dB concerning Image 2. In an analogous manner, the
ACO-ECC-SMIM model has supplied a PSNR of
59.95 dB concerning Image 3. In addition, the ACO-
ECC-SMIM model has produced an Image 4 with a
PSNR value of 61.58dB when applied to it. Atlong last,
the ACO-ECC-SMIM model has produced an image
with a PSNR of 59.62 dB. Figure 7 shows the analysis
of PSNR.

Figure 8 presents a detailed study of SSIM and CC in
the proposed ACO-ECC-SMIM model under a dis-
tinct count of test images. The figure designated that
the ACO-ECC-SMIM model has resulted in enlarged
values of SSIM and CC. For instance, with Image
1, the ACO-ECC-SMIM model has offered CC and
SSIM of 99.96 and 99.91. Moreover, with Image 2, the
ACO-ECC-SMIM model has provided CC and SSIM
of 99.92 and 99.91. Equally, with Image 3, the ACO-
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Figure 7
Comparison of SSIM and CC
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Figure 8

Proposed ACO-ECC-SMIM and existing methods analysis
in terms of P SNR
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ECC-SMIM model has offered CC and SSIM of 99.98
and 99.90. Furthermore, with Image 4, the ACO-ECC-
SMIM model has resulted in CC and SSIM of 99.92
and 99.91. Finally, with Image 5, the ACO-ECC-SMIM
model has led to CC and SSIM 0f 99.97 and 99.91.

4.3. Comparative Analysis of the ACO-ECC-
SMIM Method with the Existing Methods

Table 2 and Figure 9 provide an in-depth PSNR and
MSE comparative analysis between the ACO-ECC-
SMIM model and other models. The results suggest-
ed that the ACO-ECC-SMIM model had improved
PSNR values and decreased MSE values. For in-
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Table 2
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Proposed ACO-ECC-SMIM and existing method comparison in terms of PSNR and MSE

ACO-ECC-SMIM

Testimages MSE PSNR

Imagel 0.0761 60.37

Image 2 0.0693 60.59

Image 3 0.0892 59.95

Image 4 0.0690 61.58

Image5 0.0795 59.62
Figure ©

Comparison study of the ACO-ECC-SMIM model with
other models

CC VALUES

Image 2 Image 4

Image 3
IMPUT IMAGE

stance, the ACO-ECC-SMIM model produced the
lowest MSE of 0.0761 with regard to Image 1, whereas
the PIOE-SMIM and SC-ECC models produced high-
er MSEs of 0.0751 and 1.4460, respectively. The MSE
for Figure 5 was simultaneously lowered by 0.0795 for
the ACO-ECC-SMIM model and increased by 0.725
for the PIOE-SMIM model and 2.1652 for the SC-
ECC model.

Table 3 and Figure 10 present a complete CC compar-
ison study of the ACO-ECC-SMIM model with other
models. The results showed that the ACO-ECC-SMIM
model produced better CC values. For instance, the PI-
OE-SMIM and SC-ECC models achieved minimum
CC 0f'99.95 and 97.68 for Image 1, respectively, where-
asthe ACO-ECC-SMIM model offered a maximum CC
of 99.95. As shown in Image 3, the PIOE-SMIM and
SC-ECC models only achieved minimal CC of 99.97

PIOE-SMIM SC-ECC
MSE PSNR MSE PSNR
0.0751 59.37 14460 46.53
0.0652 59.99 1.9453 45.24
0.0853 58.82 2.0245 4507
0.0610 60.28 17516 4570
0.0725 59.53 21652 4478
Table 3

Comparison study of the ACO-ECC-SMIM model with
other models in terms of CC

Testimages = ACO-ECC-SMIM | PIOE-SMIM @ SC-ECC
Image1 99.95 99.95 97.68
Image 2 99.91 99.91 98.14
Image 3 99.97 99.97 96.52
Image 4 99.91 99.91 9713
Image 5 99.96 99.96 97.06

Figure 10

Computation Time

Computation Time

Time in ms
&

SC-ECC PIOE - SMIM

Techigues

ACO-ECC-SMIM (Proposed)

and 96.52, respectively, while the ACO-ECC-SMIM
technique provided higher CC of 99.97.

Table 4 shows the analysis of the encryption time and
decryption time of various algorithms.
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In the observation of Table 4, while securely sharing
images from sender to receiver. Time is taken for en-
cryption and decryption of sharing images; our pro-
posed work requires minimum time. Table 5 shows
the transmission cost of the input image and storage
cost in bits of different techniques.

Table 4
Encryption Time & Decryption Time

e Encryg;i;))n time Decry[()rtrilgl Time
ACO-ECC-SMIM 11.67 9.05
PIOE - SMIM 18.15 14.67
SC-ECC 35.73 1567

From the observation of Table 5, our proposed work
ACO-ECC-SMIM algorithm got a minimum commu-
nication cost bit and storage cost bit more than other
techniques. Figure 9 presents a complete CC compar-
ison study of the ACO-ECC-SMIM model with other
models.

Table 5
Communication cost and Storage cost of different methods

Al Transr?;istssi)on cost Stozgigtes ;:ost
ACO-ECC-SMIM 4370 6310
PIOE - SMIM 3280 2478
SC-ECC 1770 1280

Figure 10 shows the computation time obtained from
various ACO-ECC-SMIM, PIOE-SMIM, and SC-
ECC methods. Our proposed work IGMM-RSA re-
quires minimum computation time. Figure 11 shows
the accuracy rate.

Figure 11 shows the accuracy rate of various algo-
rithms such as ACO-ECC-SMIM, PIOE-SMIM, and
SC-ECC. Our proposed work provides a better accu-
racy rate in securely sharing medical images. The ac-
curacy rate of SC-ECC got 65.78%, PIOE - SMIM got
82.34%, and ACO-ECC-SMIM got 93.23%.
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Figure 11
Accuracy Rate
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5. Conclusion

In order to provide a secure image transmission sys-
tem,anew ACO-ECC-SMIM model hasbeen designed
in this work. The design of the encryption process is
the major emphasis of the proposed ACO-ECC-SMIM
approach. The ECC scheme is used for the encryption
procedure at the beginning. The ACO algorithm is
used to maximize PSNR in the key generation pro-
cess of the ECC model. The decryption and sharing
reconstruction procedures are then carried out on the
receiver side to create the original photos. The ant col-
ony optimization algorithm-based proposed method
improves large capacity and optimal image steganog-
raphy methodology. The ACO algorithm can efficient-
ly identify good answers despite the size of the search
space. A thorough simulation research was conduct-
ed to demonstrate the ACO-ECC-SMIM technique’s
improved performance, and the findings showed the
model’s superiority over other methodologies. The
study recommends a secure encryption technology
to safeguard patient medical image privacy. Compar-
atively, it is clear from the outcome that the computa-
tion required by the suggested algorithm is little. As a
result, the proposed algorithm is carefully construct-
ed to obtain the highest level of security to secure the
medical image. In the future, a Blockchain can be ap-
plied to enhance security in healthcare management.
At the same time, the brief evaluation of performance
metrics and the crypto analysis can be used for the
proposed algorithm on different software and hard-
ware platforms for possible attacks.
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