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COVID-19 is a disease caused by a novel coronavirus originated in Wuhan, China. The virus rapidly spread over 
more than 200 countries around the world and caused deaths of more than 690.000 of people. To prevent rapid 
spreading of this disease, the information sharing related to the findings about the COVID-19 disease must be 
fast and secure between countries. Since the COVID-19 related health data such as the symptoms and private 
patient records are confidential, such information requires privacy protection. The blockchain and smart con-
tracts are well-suited solutions for speed, privacy, and security needs of dissemination the COVID-19 related 
information. Blockchain based e-health solutions have been discussed for years. However, a pandemic is more 
important than the regular health problems. Thus, this study proposes how critical pandemic related informa-
tion should be shared between the participating countries and can be accessed by health data actors such as 
researchers, doctors, laboratory staff, authorized institutions of different countries as well as the World Health 
Organization.
KEYWORDS: COVID-19, Blockchain, E-health, Smart Contracts, Security and Privacy.

1. Introduction
COVID-19 is a disease caused by a new coronavirus 
that detected in humans or animals first appeared in 
Wuhan, China. Following the spread of the virus of 
many countries around the world, World Health Or-
ganization (WHO) assessed that COVID-19 can be 
classified as a pandemic [12]. Since this novel coro-

navirus can easily be transmitted effectively from hu-
man to human, disease detection at a highly accurate 
rate gained importance [7], [16], [21]. 
Polymerase Chain Reaction (PCR) is one the meth-
ods employed to detect this disease [33]. PCR has 2 
different versions which are quantitative and digital. 
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Reliability of the digital PCR equipment and software 
such as FastPCR [11] is open the discussion due to its 
centralized structure. The software code is generally 
closed to global access, i.e., it is not open source. Open-
source software allows any people to analyze the code 
behind de program while closed source software does 
not permit that [27]. Closed-source programs only 
run on one machine which belongs to a certain com-
pany; hence, the company has an opportunity to use 
the PCR data for their benefits or for any other rea-
son. The companies can even manipulate the PCR 
test results. In addition to these factors, the company 
which manufactures the PCR test, and the PCR test 
software owner might be two different companies. 
It means that the software owner can also involve in 
data fraud or other similar interventions. Because of 
the centralized structure of the dPCR machine, the 
dPCR machine also has the weakness of single point 
of failure which can be seen in many machines prone 
to failure. Once the software crashes, all machines 
will be out-of-service since all machines use the same 
software. Once the machines crash, the software will 
have nothing to do. In addition to above concerns, 
there are issues related to privacy since COVID-19 re-
lated data is an electronic health record. According to 
almost every data protection regulations and legisla-
tions (abbreviated as DPRL in rest of this paper) such 
as HIPAA [1], privacy-preserving EHRs have four re-
quirements: patients must be able to define privacy 
policies concerning the information related to them, 
to check whether the agreed privacy policy has been 
enforced, in case of undesired information flow, they 
should be able to detect the data leak, the patient 
should not be forced to trust anybody but those par-
ties directly involved with the treatment and common 
certification authorities and the information gained 
from linking different flows of medical data should 
be insufficient to establish profiles of or gain new 
knowledge about patients. Since the COVID-19 data 
is an EHR, the same requirements are available and 
applicable.
All these concerns point out the same thing: there is a 
great need for a highly available, secure and redundant 
system in the hardware and software perspectives for 
the environment of the dPCR test for SARS-COV-2 de-
tection and COVID-19 e-health data sharing. Narayan 
et al. [23] proposed some techniques that guarantees 
security and privacy of the EHRs on cloud. Their work 

shows that how new primitives in attribute-based 
cryptography can be used to create a privacy-preserv-
ing and secure EHR system that make it possible for 
patients to share their health data among healthcare 
providers in a dynamic, flexible, and scalable way. Seol 
at al. [29] proposed a EHR model based on cloud com-
puting solutions that performs attribute-based access 
control using extensible access control markup lan-
guage to have fine-grained access control on the EHRs. 
Nonetheless, storing the patient health data in the 
third-party servers in a centralized manner as in [23] 
and [29], is a leading problem for keeping balanced 
data privacy and the need for patients and providers to 
regularly interact with the data. 
The use of blockchain technology for the EHRs can be 
found in [13] and [18]. Both studies focus on the pri-
vacy and security aspects of the health data. However, 
these studies do not emphasize which cryptography 
techniques can be used to achieve those goals.
Wang et al. [32] proposed attribute-based encryption 
and identity-based encryption to achieve confiden-
tial medical data for patients, hospital, and insurance 
companies. However, their study does not connect 
countries to prevent fast dissemination of diseases.
Cao et al. [6] proposed a secure blockchain based EHR 
system to guarantee that medical data is not tam-
pered. However, they are not proposing to connect 
different countries for fast and secure information 
sharing to prevent and take precautions for illnesses’ 
dissemination.
Blockchain is a highly distributed, secure, and avail-
able network of machines where all machines could 
be thought as redundant, therefore, these machines 
will never crash in case of any failure on one machine 
[23]. All machines in a blockchain network keep the 
same record of transaction history. In case of dPCR 
tests, this data can be thought as dPCR test results. 
Since all machines keep the same data, manipulation 
of the test results will never be successful where the 
manipulated data will be invalid. The linked structure 
of blockchain also has tamper-proof feature for block-
chain-based structures. The applications which run 
on the distributed network is also called the decen-
tralized applications (DApps). dPCR software can run 
on the blockchain network as DApps, which means it 
will never crash-down due to highly available block-
chain network structure. 
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Smart contracts can be explained as a software run-
ning on the blockchain network, not only on a ma-
chine. The contracts can be written on the blockchain 
and executed by all nodes on the block. The contracts 
can be executed automatically when the terms of the 
agreement are fulfilled and self-implemented due to 
its decentralized structure without intermediaries by 
enabling protection against interferences [18]. Once 
a smart contract is deployed on the blockchain net-
work, it cannot change by someone else, or it cannot 
fail. COVID-19 data sharing and accessing policies 
can be implemented as smart contracts. Besides that, 
some parts of the PCR software, i.e., decision-mak-
ing or result returning parts, can be implemented on 
smart contracts. 
In this paper, after explaining the core terms such as 
blockchain, smart contracts, PCR and so on, we pro-
posed a secure blockchain based COVID-19 informa-
tion sharing network, 3 different COVID-19 related 
data interaction algorithms for patients, authorized 
countries and authorized COVID-19 laboratories, 
and decentralized COVID-19 test software opera-
tion. Eventually, we proposed a secure and trusted 
COVID-19 consortium blockchain network that in-
cludes Turkey, USA, China, and India as participating 
countries of that network.
The remaining part of the paper is organized as fol-
lows: Section 2 has a brief history of COVID-19 pan-
demic and fundamental information on PCR tech-
nology. In Section 3, blockchain technology, smart 
contracts and decentralized applications are ex-
plained with some use case examples. Section 4 has 
our contribution and explanation. In Section 5, some 
concerns and future works are argued.

2. Blockchain and COVID-19
2.1. COVID-19 History
In the last days of 2019, it was confirmed that a group 
of patients with an unknown pneumonia was infect-
ed with a novel coronavirus, which has not been pre-
viously detected in humans or animals. This novel 
virus originated in Hubei Province, Wuhan, the Peo-
ple’s Republic of China. Subsequently, this virus was 
named 2019-nCoV, novel coronavirus [8] [36]. The 
epidemiological data obtained from the observed 

patients revealed that the majority of these patients 
went to a local seafood market in Wuhan and the gene 
information of the virus obtained from these patients, 
2019-nCoV, was highly similar to the coronavirus in 
the bats [19]. On the following days, this virus was 
called SARS-CoV-2 due to its similarity to the SARS 
coronavirus, which is also known as “severe acute 
respiratory syndrome” [17]. This virus managed to 
spread to nearly 200 countries in approximately 3 
months [25].
In response to the spread of the virus and immediate-
ly after the unexplained pneumonia cases in Wuhan, 
a firm called BGI sequenced the genome of the SARS-
CoV-2 virus by using genome sequencing technic and 
developed a test kit with RT-PCR (reverse transcrip-
tion-polymerase chain reaction) technology to detect 
this virus by using a test [3]. PCR is a powerful tech-
nique that allows enzymatic amplification, obtaining 
multiple copies of specific regions of the DNA without 
using traditional cloning procedures [26]. The qPCR 
(quantitative PCR) method which occurs in real-time 
or quantitatively was later used with the dPCR (digi-
tal PCR) technique by offering solutions to overcome 
some problems in the current qPCR technique. The 
strengths and weaknesses of the dPCR technique for 
qPCR technique benefits are shown in Table 1 [15]. 
The ‘+’ sign indicates that the technique is stronger, 
while the ‘-‘ sign indicates the weakness. The ‘*’ sign 
indicates that two different techniques for the related 
benefit cannot provide a significant advantage.
The test results of the test conducted in the digital en-
vironment are either positive or negative according to 
certain threshold values. This result is controlled by 

Table 1
Comparison of qPCR and dPCR

Criterias qPCR dPCR

Measurement Accuracy - +

Assay Content Sensitivity * *

Inhibition Resistance - +

Measurement Standardization - +

Vulnerability from Target Sequence 
Variability

- +

Application Awareness + -
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algorithms, regardless of the simplicity or complexity 
behind the measuring devices. However, in both cas-
es, central software was used for controls, that is, the 
necessity of trusting a third party which in this case 
corresponds to the test device providers.
Same as the PCR software, electronic health record 
software such as LIMS and PHMS are also centralized. 
That means, all health records, in this case COVID-19 
data, belongs to one authority. Central software means 
that a software run on a specific machine may not 
work properly for some redundancy problems. To ex-
press it briefly, it has a single point of failure weakness. 
When the machine is down or has some security prob-
lems, this might allow manipulating test data, testing 
software, LIMS or PHMS. Thus, the test results will 
become unreliable. As a result of these weaknesses, 
irrecoverable consequences may occur.
It is possible to ensure for the software to produce test 
results with smart contract-based mechanisms that 
are decentralized, reliable, tamper-proof, and fast on 
a blockchain network. Since it will be possible to ex-
press the existing algorithms behind the test mecha-
nism with programming languages like Solidity [10] 
developed for programming smart contracts on Ethe-
reum blockchain network or any other programming 
languages like Golang and JavaScript in the smart 
contracts, a test software deployed on the blockchain 
network will also benefit from all the features of the 
blockchain. Since a blockchain network consist of 

many computers, there will be no single point of fail-
ure problem while running the test software. Consid-
ering the cost of existing test software on instruments 
[20], the costs will also be reduced significantly by us-
ing smart contract-based test software running on the 
blockchain network. This way, access to test software 
problems will not be experienced, and the possibility 
of everyone in the world to benefit from this service at 
anytime and anywhere will be significantly increased 
due to the high availability property of the blockchain 
technologies.

2.2. Blockchain and Smart Contract 
A blockchain is essentially a linked list which has 
cryptographic hashes as pointers that keep records 
of all digital events or the transactions that have been 
executed and shared among participating members of 
distributed network with a distributed ledger manner. 
Each transaction added to the chain is agreed on by a 
majority consensus of the blockchain network mem-
bers. The blockchain is an append-only ledger where 
information can never be erased or updated. The 
blockchain contains exact, traceable and verifiable 
record of every transaction ever made on the chain 
[24]. A general structure of a blockchain is shown in 
the Figure 1.
Bitcoin, the decentralized peer-to-peer digital cur-
rency, is the most popular and the first example that 
uses the blockchain technology which is announced 
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in 2008 [22]. The digital currency Bitcoin itself is 
highly argumentative but the underlying blockchain 
technology has found wide range of applications in 
financial and non-financial worlds.
Decentralization is a core strength for blockchain 
since a copy of the blockchain data is owned by all ac-
tors. It provides a highly redundant infrastructure. To 
ensure the integrity of each record on different nodes, 
a consensus algorithm is required. The consensus al-
gorithm allows the network members to ensure that 
each added block is legitimate and not falsified. The 
blockchain does not require trust. Therefore, it does 
not require any third party to provide a trusted en-
vironment for transactions. It creates a trust model 
based on a group consensus that the network verifies 
transactions and allows the block to be added to the 
chain. 
Blockchain has roughly three types of networks: pub-
lic, private and consortium [4]:
 _ Public – No one owns public blockchains. All 

records in the public blockchain are visible to the 
public and everyone could take part in agreeing 
on a consensus. This blockchain network type is 
theoretically the most decentralized form.

 _ Private – For the private blockchain, only nodes 
belong to a particular organization would be 
allowed to join the consensus process. A private 
blockchain can be thought as a centralized network 
since it is under the control of one organization.

 _ Consortium – The consortium blockchain is 
constructed by the participation of several 
organizations. It is semi decentralized since only 
a small number of nodes would be selected to join 
the consensus process.

Due to the hierarchical structure of our contribution, 
private blockchain used at first level and consortium 
blockchain networks are used at second level. In the 
light of the above-mentioned properties, blockchain 
has four main characteristics [31]:
 _ Decentralized (Redundant): All blockchain network 

member nodes have a copy of the blockchain file. 
This creates decentralization and redundancy for 
the transactional history.

 _ Tamper-Proof (Immutable): The blockchain 
keeps the transaction records in a permanent 
manner. Once a block is added to the chain, it is not 
changeable since the block includes a hash pointer 

for the previous block on that chain. Since all 
blockchain network members keep the same copy 
of data, any altered blocks on that chain will be 
invalid. Thus, such alteration can easily be noticed 
by the other blockchain network members and the 
block is discarded.

 _ Consensus Oriented: In other words, the main 
principle is the verification of trust. To add a block 
to the blockchain, the block must be verified via a 
consensus algorithm to prove that the required 
consensus is achieved. 

 _ Transparency: Since the blockchain data is stored 
on an open file, every participant of the current 
network can access this data and analyze all 
transaction history.

When the idea of smart contracts appeared towards 
the end of the 1990s, these contracts were defined as 
digital contracts which operate when the necessary 
conditions occur like the traditional contracts [30]. 
According to Christidis and Devetsikiotis, smart con-
tracts can be expressed as digital programs based on 
a platform-specific blockchain consensus protocol, 
which will be executed automatically when the terms 
of the agreement are fulfilled and self-implemented 
due to its decentralized structure, without interme-
diaries and by the protection against interferences 
[9]. It is not possible to run smart contracts on every 
blockchain platform. Blockchain platforms like Ethe-
reum [35], Hyperledger Fabric [5] and NEM [14] can 
store and run smart contracts. 
Unlike today’s centralized Web or mobile applications 
(CAPP), DApps are transparent, traceable, flexible, and 
better incentive anti-centralized applications that do 
not run on a central server or machine. The informa-
tion about the application is also not stored in a central 
database. Data is stored on blockchain or distributed 
storage solutions like Storj [34] and IPFS [2]. Due to 
the decentralized operation of the DApps on the block-
chain network and the data being distributed on the 
blockchain, the failure of any machine in the block-
chain network will not make the application and data 
inaccessible [28]. Because the same data and applica-
tion will exist in any blockchain member and be ac-
cessed from any members of the blockchain network. 
In our case, it means that COVID-19 test software will 
never crash down. The operation logic of a DApp and a 
centralized application is given in Figure 2.
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3. Secure Information Sharing for 
COVID-19

3.1. The Network for COVID-19 Information 
Sharing
First, we proposed a blockchain-based secure 
COVID-19 information sharing network. Then, we pro-
posed a smart contract-based COVID-19 test software. 
Authorized COVID-19 Laboratories (ACL) exist in 
different cities around the world. Laboratory Informa-
tion Management Systems (LIMSs) software is used 

Figure 2
DApp vs CApp
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Figure 3 outlines our contributions to this field 
which are the ability of multiple stakeholders, 
such as Authorized COVID-19 Laboratories, 
cities, countries and WHO to securely interact 
with the blockchain. PHMS software is used for 
country nodes, and LIMS software is used for 
ACL nodes. 
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3.2. Proposed COVID-19 Information 
Handling Algorithms

Table 1 shows the abbreviations for variables used 
in the proposed algorithms. Algorithm 1 shows how 
patient nodes interact with their COVID-19 infor-
mation, Algorithm 2 shows how country nodes inter-
act with COVID-19 information of patients of other 
countries and Algorithm 3 shows that how ACL 
nodes are interacting with COVID-19 information of 
patients.

Figure 3
Our Proposal: Blockchain Based COVID-19 Information Sharing Network 
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Algorithm 1
Patient Interaction Algorithm

Result: Give grant to patient for writing, updating or reading its COVID-19 Records initialization;
while True do

if PID in BCN then
if PC_REC  not in ACLID then

create_covid_records(PID , PC_REC , BCN)
else

update_covid_records(PID , PC_REC , BCN)
read_covid_records(PID , PC_REC , CID , ACLID , BCN)

end
else

not_in_records()
end

end

Algorithm 2
Authorized Country Working Algorithm

Result: Get grant for adding or updating COVID-19 Records initialization;
while True do

if CID in BCN then
if authorized(PC_REC) in CID then

read_covid_records(CID , PC_REC , BCN)
alter_covid_records(CID , PC_REC , BCN)

else
ask_authorization(CID)

end
else

not_in_records()
end

end

Algorithm 3
Authorized COVID-19 Lab Working Algorithm

Result: Get grant for writing or reading COVID-19 Records initialization;
while True do

if ACLID in BCN then
if authorized(PC_REC) in ACLID then

read_covid_records(ACLID; PC REC;BCN)
write_covid_records(ACLID; PC REC;BCN)

else
ask_authorization(CID)

end
else

not_in_records()
end

end
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3.3. Proposed Decentralized COVID-19 Test 
Software Operation

Taq DNA Polymerase Enzyme, Taq DNA Polymerase 
Buffer, forward primer, reverse primer, dNTP, MgCL2, 
Genomic DNA template and nuclease-free water re-
agents are put in tubes with test swabs for PCR tests. 
Each reagent component must be vortex and spin be-
fore use to pellets of material forming in the storage 
tube. Those tubes with the compound put in the test 
instrument. In the present case after the test is fin-
ished, the results are shown in the centralized com-

Figure 4
Our Proposal: Decentralized COVID-19 Test Software Operation

puter software. However, in our proposed decentral-
ized case in Figure 4, decisive mechanisms of this test 
software can be programmed as smart contracts in a 
distributed manner. Attributes at dPCR instrument in 
Figure 4 represents compounds those include different 
patients’ swabs. After the smart contract is finished its 
process test results will be written to blockchain that 
the current ACL computer participated. Any results 
request can made to blockchain after this process. Ac-
cording to our proposal in the Figure 4 smart contracts 
are deployed on the same consortium blockchain net-
work where patient, country and ACL nodes exist.
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software and smart contract that explained in Section 
3.3. In addition to these a smart contract implemen-
tation of Algorithm 3 will audit the COVID-19 data 
interactions of those ACL workers.
That master nodes of countries are behaving as inter-
faces between the private blockchains and the con-
sortium blockchain, which consists of the USA, Chi-
na, Turkey, India and the WHO nodes. 
In case of any information gathering request from one 
of the participating countries, the related master node 
implements the smart contract implementation of Algo-
rithm 2 that will audit the COVID-19 data interactions 
of those master nodes to check the request owner autho-
rization. If the owner of the request is authentic, then the 
information will be provided to requester master node. 

Figure 5
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these conditions are the same for dPCR 
software. Blockchain technology presents a 
solution to prevent that monopolization. Any 

PCR software can be implemented as a 
decentralised application, DApp, to run on a 
blockchain network. However, there could be 
some privacy issues on health data. Therefore, 
the selection of an existing blockchain platform 
or creating a novel blockchain platform should 
be carefully considered. If there are any privacy 
or security issues in the selected blockchain 
platform, health data can also be used by 
malicious actors. Therefore, a proper 
implementation of our proposal will bring 

A smart contract implementation of Algorithm 1 
should be integrated with electronic health appli-
cations, such as e-Nabız application that belongs to 
Turkey Ministry of Health, for give grant to patients 
to manage their permissioned health records. In that 
case, decisive algorithms of e-Nabız must be imple-
mented as smart contracts. Taking into account the 
possibility that not every country has such an appli-
cation as e-Nabız or any other reasons like laws and 
regulations, not all participating countries can pro-
vide that. However, nobody can deny the fact that the 
blockchain technology and smart contracts will pro-
vide faster and more trusted COVID-19 information 
sharing and data integrity among the participating 
countries.
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5. Conclusion and Future Works
It is obviously known that many of the software for 
health sector are highly expensive. This is due to 
the monopolized nature of this field. Since almost 
all software is closed source, it is almost impossible 
to analyze the code behind the software for security 
and privacy issues. All these conditions are the same 
for dPCR software. Blockchain technology presents 
a solution to prevent that monopolization. Any PCR 
software can be implemented as a decentralised ap-
plication, DApp, to run on a blockchain network. 
However, there could be some privacy issues on 
health data. Therefore, the selection of an existing 
blockchain platform or creating a novel blockchain 
platform should be carefully considered. If there are 

any privacy or security issues in the selected block-
chain platform, health data can also be used by mali-
cious actors. Therefore, a proper implementation of 
our proposal will bring highly secure, private and a 
cheaper solution. However, any incorrect application 
will result in unpredictable results for both heath sec-
tor representatives and patients.
In our scenario, all participating parties of the consor-
tium blockchain joins this network regardless of their 
privacy concerns. Therefore, we may say that some 
patients or countries will require some anonymiza-
tion to protect their identifications and COVID-19 
related health information. For this purpose, crypto-
logical mixing methods can be used. This topic should 
be investigated in future studies.
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