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This paper presents a cost-effective watermarking scheme for the authentication of healthcare data management.
The digital fundus images are one particular class of medical images and it is widely used for screening mass pop-
ulation, identifying early symptoms of various diseases in healthcare. The mass volume of such data and its man-
agement requires an effective authentication scheme, while it is exchanged on an open network. The proposed
scheme uses a watermarking technique to authenticate the digital fundus images. The watermark is generated
concerning the portions of the original image using Singular value decomposition (SVD) and the remaining por-
tions are used for embedding. The embedding process uses interleaving concepts across the red and blue planes of
the original images to make the number of embedding as constant. The constant number of embedding is fixed for
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the original size of the given image to make the scheme as computationally cost-effective. The experiment showed
the maximum capacity of the proposed scheme is 329960 bits for an image of size 565x584x3. It modifies 43% of
the total number of embedded pixels against jittering attacks at an average. Comparative analysis showed that the
proposed scheme uses only 1/3 of the original image size for embedding by retaining good imperceptibility of 54
dB. The net performance of the proposed scheme is found to be constant and it makes a scheme as cost-effective.

KEYWORDS: Digital Fundus Images, Healthcare Data Management, Singular Value Decomposition, Water-

marking Scheme.

1. Introduction

The Telemedicine is the latest health care practice
that connects communication technologies and in-
formation systems to healthcare infrastructure.
This integration facilitates remote consultation, re-
mote diagnosis, online prescription of medicines,
and remote guided surgery. It keeps and shares all
the healthcare information in digital formats such as
documents, audio, images, and videos through open
networks. It opens the room for everyone to access
the data easily and modify. This situation demands
security schemes for two important tasks. They are
authentication and ownership verification and con-
tent security [4,22]. The authentication and own-
ership verification ensures that received content is
coming from the intended sender and it is received as
sent by the sender. It verifies the owner of the content
and integrity. The content security ensures that con-
tent is protected from the view of unauthorized users.
Only authorized users can view the content. The wa-
termarking schemes known for authentication and
ownership verification and cryptography are known
for content security [22-23].

The watermarking is effective in authentication and
ownership verification of the digital contents that are
being exchanged over insecure open networks. The
watermarking involves two processes. Embedding
is a first process done at the sender’s side where in-
formation about the original content will be hidden
inside the original content. This hidden information
becomes secret data that is used to assess authenti-
cation and verification. The secret data may either
be generated using original data or independent of
original data based on the application. The output of
the embedding process is embedded data that secret
data inside the original data in an unseen manner.
This embedded data will then be sent to the receiver.
The extraction is the second process done on the re-
ceiver’s side. The embedded data sent by the sender is

received by the receiver and from this, the embedded
secret data is being extracted with the knowledge of
either original data or secret data. The extracted se-
cret data will then be used for the assertion of authen-
tication and verification

The medical images are one class of information
widely used in healthcare where X-Rays, CT Scan Im-
ages, MRI Images, Fundus Images, and other modali-
ty of images are in use. These images are captured and
exchanged for diagnosis purposes. Hence, the protec-
tion of such images in healthcare is challenging and
essential. The fundus images are captured using a spe-
cialized fundus camera and used in the department of
ophthalmology. The fundus is an interior surface of a
human eye containing blood vessels, retina, and opti-
cal disks. These images are mainly employed in diag-
nosis for two reasons. To identify the early symptoms
of diseases other than eye diseases and to identify eye
issues. The sample fundus image is shown in Figure 1.

Figure 1
Sample Fundus Image (originally taken from Drive Grand
Challenge data set)
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The fundus images are exchanged for diagnosis pur-
poses and any modifications done on the images for
authentication and ownership verification need to be
recovered after the process. Failing this, the diagno-
sis process becomes critical. Hence, a set of special
requirements need to be devised for medical image
watermarking. This paper proposes a cost-effective
watermarking scheme fundus image by satisfying the
special requirements of reversibility, imperceptibili-
ty, and fragility.

1.1. Requirements

As mentioned above, the fundus images impose spe-
cial requirements for watermarking applications.
The below given three requirements are considered
in the work.

Reversibility: The reversibility refers to the resto-
ration of original data at the embedding process after
the extraction of secret data from it. The embedded
secret data is for assertion and it is being embedded
during the embedding process by modifying the orig-
inal data. These modifications need to be recoverable.
Therefore, the original data can be used for diagnosis
after authentication and verification [28].
Imperceptibility: The imperceptibility refers to the
capacity to which the embedded secret data is not
producing any external artifacts on the original data.
It means that secret data is hidden inside the original
data in an unnoticeable manner.

Fragility: The fragility refers to the sensitiveness of
the watermarking scheme against any kind of attack.
If embedded data is attacked, it should change the
hidden secret data to validate the authentication at
the receiver side.

2. Related Works

Reversible Schemes: Error expansion is a key tech-
nique used in the reversible watermarking schemes
where error between the original data and predicted
data is expanded to insert the secret data. The liter-
ature showed that The Difference Expansion (DE),
Interpolation Error Expansion (IEE), and Predic-
tion-Error Expansion (PEE) are key techniques based
on error expansion concepts [2, 3, 5-8, 10-14, 20, 21,].
The difference expansion technique takes the differ-

2021/4/50

ence between two pixels of an image reference pixel
and another neighbor pixel. The difference is expand-
ed to insert secret data. Interpolation- Error Expan-
sion technique uses the interpolation of two pixels
and better estimation reduces the error in the inter-
polation and Prediction-Error Expansion technique
uses different methods to predict the target value to
reduce error and better prediction values reduce deg-
radations [2, 3, 5-8,10-14, 21]. The histogram shifting
is another key technique in reversible watermarking.
It takes a histogram of an image where the distribu-
tion of various pixels value in an image is obtained.
The lowest distributed pixels are taken, emptied, and
earmarked for reversibility. Then, the highest distrib-
uted pixel is taken and all the pixels between these
highest and lowest distributed pixels are added by
one to insert the secret data. Many works have been
reported using histogram shifting concepts [9, 15, 16,
18, 27, 29, 34-38]. It is observed from the literature
that prediction error expansion techniques are wide-
ly used in the reversible watermarking scheme [20].

Imperceptible Schemes: The imperceptibility needs
to be incorporated during the embedding process.
The embedding process should modify the original
data in such a way that it should not create any exter-
nal artifacts on original data. The embedding broadly
has been done in two domains of an image spatial and
transformed. The spatial domain methods use and
modify the pixel values directly for embedding. The
least significant bit (LSB) and spread spectrum and
correlation are popular in the spatial domain. The
transformed domain uses and changes the frequency
values of the pixels for embedding. The popular meth-
ods are discrete cosine transforms (DCT), discrete
wavelet transforms (DWT), discrete Fourier trans-
form (DFT), singular value decomposition (SVD),
and Karhunen-Loeve transform (KLT) [19, 30-32]. It
is observed from the literature that imperceptibility
is linked to the capacity (the size of secret data). The
capacity of imperceptibility needs to be balanced [1].

Fragile Schemes: The fragile schemes are classified
into two categories pixel-based and block-based. The
pixel-based schemes embed the secret data into a pix-
el of an image whereas, in block-based, it embeds in a
block of an image. During the attack, the pixel or block
of an image is modified to validate the authentication
process. The fragility can be extended to the recovery
of original data from its corrupted version. It is ob-
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served from the literature that the fragility is linked
to the capacity (size of secret data). The capacity and
fragility need to be balanced [26]. It is also found that
reversibility is linked to fragility and capacity. The
reversibility limits the capacity for recovery and it af-
fects the fragility. If all the pixels of an image are em-
bedded with secret data, fragility will be improved. In
case of any modification in embedded images will lead
to changes in embedded secret data. However, it is an
ideal case and the capacity, fragility, and reversibility
to be balanced in real-time [28].

The review of the literature shows the reversibility,
imperceptibility, and fragility are being addressed in-
dependently. Few works have combined these three
requirements. In [23], the chaotic based watermark-
ing scheme has been used for fundus images combin-
ing all above mentioned three requirements. In [33],
the SVD based watermarking scheme is presented for
fundus images combining all three requirements. In
the context of cost-effectiveness, the scheme in [23]
uses chaotic maps and it is time-consuming and re-
quires much computation. The scheme in [33], com-
putes SVD for all the pixels of an image and it requires
much computation and timing requirements. Hence,
this paper presents a cost-effective watermarking
scheme for fundus image authentication and it satis-
fies the requirement of reversibility, imperceptibility,
and fragility. The review of the literature revealed the
tradeoff relationship between reversibility, imper-
ceptibility, and fragility. The reversibility demands a
fewer number of embedding and it will fail the fragil-
ity. The imperceptibility is good for fewer number of
embedding and it is affected, when the number of em-
bedding increases. Hence, the scheme needs to be op-
timized for better performance. The proposed scheme
finds optimal capacity (number of watermark bits) to
satisfy the reversibility, imperceptibility, and fragility.

3. The Proposed Scheme

The proposed watermarking scheme uses discrete
wavelet transformation and singular vector decom-
position.

Discrete Wavelet Transformation: Discrete Wavelet
Transform (DWT) is a multi-level transformation.
It divides an image into four sub-bands LL, HL, LH,
and HH in the first level where LL give approximation
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coefficients of an image. The LH, HL, and HH give
detailed coefficients. The LH refers to Horizontal In-
formation, HL refers to Vertical Information and HH
refers to Diagonal Information. If the further level of
decomposition is preferred, any one or more of the
subbands in the first level is further divided into four
bands. The sequence is continued until a preferred
level is reached. The single-level wavelet decomposi-
tion of Figure 1is shown as an example in Figure 2.

The wavelet transformation is a promising technique
for image watermarking. It reduces computation time
and memory requirements [33]. The Haar waveletis a
family of wavelet which is simple and easy to imple-
ment. It is reversible and requires fewer memory re-
quirements for the computation. Since the proposed
scheme is targeted for reversibility, the Haar Wavelet
is used in the proposed scheme.

Figure 2
Single Level Wavelet Decomposition
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Singular Value Decomposition: The singular val-
ue decomposition is an algebraic transform and it is
recently employed in image processing for various
applications such as rank approximations, orthogo-
nal subspaces, image denoising, image compression,
image authentication, and image forensics. A digital
image I whose size is M x N is represented by SVD as
follows.

ik -
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where M 2 N, U =[u,,u,,uy,.u,,],

V=[v,,v,,v;,.v,]

The U and V are orthogonal matrixes whose size is
MxM and NxN respectively. It represents the geom-
etry of an original image I. The S is an MxN matrix
whose diagonal elements represent singular values
of an original image I. The U and V are singular vec-
tors and S is a singular matrix. The singular matrix
possesses luminance of an image concerning the pair
of U and V. The singular values of an image consist of
two properties. It will not affect the quality of an im-
age if the singular values of an image change. It is up
to some extent and small modifications of singular
value will retain the quality of the original image. The
stability of the singular values is naturally high [17].
Hence, the singular values will not be affected by the
image processing attacks. The proposed scheme uses
cover dependent watermark where the watermark is
generated using the original image using SVD.

The Proposed Watermarking Scheme: The proposed
watermarking scheme is explained using two algo-
rithms embedding and extraction. The embedding
algorithm works as follows.

3.1. The Embedding Algorithm

Step 1: Read the MxNxK Input Fundus Image (I) in
the TIFF format. Where M is the number of rows, N is
the number of columns and K is the number of planes.
Read the Secret Data. The secret data is textual infor-
mation about the input Fundus images. This is shown
in Figure 3. This will be confidentially shared with the
sender and receiver. It acts as a key in the process.

Step 2: Watermark Generation: Here, the watermark
is generated using the original image and secret data
using SVD as below.

2.1: Read the secret data file, convert the contents into
abinary string. Refer to this as String 1.

2.2: Read the Green Plane of 1.

2.3: Apply Wavelet Decomposition to this Green
Plane at Single Level.
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Figure 3
The Secret Data

The Secret Data

CAY34567
RAGAHVALAWRENCE
EMBOLI

0.45

0.33

0.22

0.44

2.4: Take the Approximate Component and divide it
into 3x3 non-overlapping blocks.

2.5: Apply SVD for every block and takes the compo-
nent S only.

2.6: Comparethelist of Svalues and convert them into
the binary string as below. Refer to this as String 2. If
the current S value is in increasing order with respect
to previous S value, then assign 1, else assign -0.

2.7: Equalize string 1 and string 2. Apply XOR be-
tween them to prepare the final string.

2.8: Replicate the final string into the length of MxN.

2.9: Rearrange the final binary string of length MxN
in 2-D. This is the watermark is to be embedded inside
the original image I. The watermark is generated with
the blend of the original image and secret data. If the
original or secret data is changed the watermark will
change. This is facilitated by wavelet and SVD.

Step 3: The red and blue plane of I is taken for embed-
ding. The odd-numbered rows of the red plane and
even-numbered rows of the blue plane are taken. The
watermark bits are embedded in the respective loca-
tions of the original image using the Least Significant
Bit Embedding (LSB) method. The final image will be
an embedded image and it is transferred to the receiver.

Step 4: When LSB is used in embedding, it changes
pixels values of original images 50% after embedding.
However, this will contract with the reversibility of
the scheme. To retain reversibility, the locations of
changes of original image pixel values after the em-
beddingis shared as alocation map along with the em-
bedded image. The location maps are simple binary
images in the size of the original image and it contains
only two values O or 1. The one refers to the changes
in the pixels LSB after embedding and zero refers to
no changes after the embedding. The proposed water-
marking generation steps are illustrated in Figure 4.
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Figure 4
Proposed Watermark Generation
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Value from the SVD
v
Convert into Binary String as per
Step 2.6 (String2)
v
Equalizing String 2 with respect
to String 1

3.2. The Extraction Algorithm

The extraction process is carried out at the receiving
end. From the sender, the receiver receives an embed-
ded image and location map. First, read the embedded
image and extracts the Green Plane from it. Apply
Step 2 of the embedding process and generate the wa-
termark. This is a reference watermark to be used for
validation of the authentication. Next, read the pixels
of Red and Blue planes of the embedded image in the
order of odd and even as discussed in the embedding
process. Covert the pixels into binary and read the LSB
and store its separate place. This is an extracted wa-
termark [25]. The extracted watermark and reference
watermark should be equal for successful authentica-
tion [24]. Failing which, the authentication process is
failed. To bring back the actual original image after the
extraction, the LSB of the pixels of red and blue planes
are inverted, if the corresponding location map is 1.

Thus, the reversibility is achieved in the scheme. To
make the scheme as fragile the Green plane is un-
touched in the process and it is used to generate wa-
termark at embedding and extraction process. In case
of any attacks, this process will generate two different
watermarks to validate the authentication. At the same
time, the Red and Blue Planes are also prone to attack.

2021/4/50

Here, the embedded watermark will vary from embed-
ding to extraction to validate the authentication.

4. Results and Discussion

The experiment is conducted to analyze the proposed
scheme performances quantitatively. An exclusive
test bed of 1000 images of the sized 565x584x3 was
collected from STARE and DRIVE databases [23].
The experiments were executed in MATLAB R2016b
using an image processing toolbox. The peak to signal
ratio (PSNR) is used as a metric in measuring Re-
versibility and Imperceptibility. When PSNR is taken
between two images namely A and B, it refers to the
number of pixels that are changed in B concerning A.
Here A is considered as Clear Image, and B is consid-
ered as Noisy Image. Thus, the PSNR is used to mea-
sure the changes of B concerning its clean version (A).
The PSNR is calculated as follows and it is represent-
ed in decibel (dB).

MAX *
PSNR (A,B)=101o —)> )
( ) g 10 ( MSE )

where MAX refers to the maximum possible intensi-
ty value in the image. In our case, MAX=255 and the
pixels are represented in unsigned 8-bit integer. MSE
refers to the mean square error between A and B and
it is calculated as follows:

MSE(4,B)=—— % S [4G. ) =BG/

nico j=o0

The higher PSNR values refer to the quality of the im-
ageishigh. IFMSE becomes 0 and PSNR becomes INF.
It refers to the case where A and B are the same and
this is used as a metric for measuring reversibility.

4.1. Reversibility Experiment

For the reversibility, the original image and extract-
ed image are taken as A and B respectively. From the
experiment, it is found that MSE(A, B) is 0. Thus, the
proposed scheme is reversible. The LSB embedding
is irreversible by nature. To make this as reversible, a
location map is created in the same size as the origi-
nal image in 2-D. It contains the binary data where 0
refers to no changes in the location after embedding
and 1 refers to the changes in the location after em-



Information Technology and Control

bedding. This location map will also be shared with
an embedded image. During extraction, the LSB of
locations is inverted, if it is 1. Thereby, the proposed
scheme brings back the original image without any
loss. The LSB characteristics are shown in Table 2.

4.2. Imperceptibility Experiment

For the imperceptibility, the original image and em-
bedded image are taken as A and B respectively. The
PSNR(A, B) is taken for each plane and analyzed. The
sample results are shown in Table 1. From the experi-
ment, it is found that the Green plane is not modified
since it is untouched for embedding. The Red and
Blue planes are modified almost equally since the odd
and even process of embedding. It is also observed
from Table 1 that net modification done on the Red
and Blue plane is nearly 45dB and it is constant over-
allimages. The Odd and Even row concepts of the pro-

Table 1
Imperceptibility Results of the Proposed Scheme

Test Image Red Plane Green Plane Blue Plane
Image 1 54.154 100 54.154
Image 2 54.1829 100 54.1449
Image 3 54.1689 100 54.2167
Image 4 54.1404 100 54.161
Image 5 54.1613 100 54.1457
Image 6 54.1447 100 54.1321
Image 7 54.1985 100 54.1371
Image 8 54.1488 100 54.1268
Image 9 54.1573 100 54.1254
Image 10 54.143 100 54.1378
Image 11 54.1487 100 54.1616
Image 12 54.176 100 54.1103
Image 13 54.1319 100 54.1269
Image 14 54.1285 100 54.1559
Image 15 54.1474 100 54.1424
Image 16 54.1564 100 54.1423
Image 17 54.1837 100 54.1399
Image 18 54.1869 100 54.1536
Image 19 54.1352 100 54.1242
Image 20 54.1509 100 54.1576
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posed scheme equally takes the number of pixels from
the Red and Blue plane for embedding. The maximum
difference of changes in the red and blue plane is 0.07
and it is negligible as shown in Figure 5.

Figure 5

Imperceptibility - Difference of Changes between Red and
Blue Plane
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The net average PSNR for imperceptibility is 54dB
and it is good enough to retain the original look of
the image under normal vision condition. It is shown
in Figure 6 where no external artifacts are found in
the embedded image. However, this will vary, if the
number of locations used for embedding is increas-
ing and the watermark size is increased. The pro-
posed scheme generates the watermark in the size of
MxN (5665x584 in our experiment) and it is constant.
Hence, the imperceptibility of the proposed scheme
is also constant. In addition to this, the proposed
scheme uses LSB embedding and it brought 50% of
changes in original image pixels as per its character-
istics given in Table 2.

Table 2
Coalition game for the proposed model

Original = Watermark Original LSB LSB Changed
LSB Bit to be After Embed- from Original
Value embedded ding After Embedding
0 0 0 NO

0 1 0 YES
1 0 0 YES
1 1 1 NO
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Table 3
Energy and security matrix representation using payoffin coalition game
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Schemes / Parameters Work in [2] Work in [4] Proposed Scheme
Reversibility Reversible Reversible Reversible
Embedding Capacity . . .
(Size of the watermark) 30000 bits 989880 bits 329960 bits
Imperceptibility 60dB 26dB 54 dB
Fragility 20 % 48% 43%
Level of the High. Uses Chaotic High. Uses DWT in all the Low. Ituses DWT only at
Computational Models and it is time- three planes to generate share | Green Plane for Generating
Complexity consuming. images. Watermark.
Achieves 48% of fragility at Achieves 43% of fragility at
Cost-Effective Achieves 20% of fragility | the size of 989880 bits. Thisis | the size of 329960 bits. It just
at the size of 30000 bits. achieved by using the entire | uses 1/3 of the original image
image pixels for embedding. pixels for embedding.

Figure 6

a) Original Image (taken from Review of Optometry Data Set); b) Watermark Generated; ¢c) Embedded Image

Original Image

()

Watermark Image

4.3. Fragility Experiment

For the fragility experiment, the jittering attack has
been simulated on the embedded image in different
scales ranging from 5% to 95% and a measured num-
ber of bits changed in the extraction process.

It is observed from the Table 3 that proposed scheme
nearly changes 43% of original watermark bits against
jittering attack. From Figure 7, it clearly is shown that
the proposed scheme initially changes a higher number
of pixels for the modifications from 5% to 20%,and lat-
er it stabilizes the changes around 150000 bits. There-
by, the proposed scheme changes 43% of original wa-
termark bits against jittering attack at an average

4.4, Comparative Analysis

For the comparative analysis, the works in [23] and
[33] are taken, since it is related to the proposed
scheme and its requirements as listed in section 2.
The detailed analysis is carried out using the same
testbed as discussed above in this section. The details
are summarized in the Table 3.

From the comparative analysis, it is found that the
proposed scheme uses only 1/3 of the original im-
age pixels for embedding and yields 43% of fragility
against jittering attacks. Moreover, it uses only DWT
at the green plane for embedding. The imperceptibil-
ity of the proposed scheme was found to be effective
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Table 4
Fragility of the Proposed Scheme against Jittering Attack

Total Num- = Average No. of Bits of

I;e:gte ber of Wa:ter— Watermark Changed Chl;.Tre;;es

mark Bits for 5% to 95%
Image 1 329960 139928.2 42
Image 2 329960 141420.5 43
Image 3 329960 145586.1 44
Image 4 329960 143107.2 43
Image 5 329960 142960.8 43
Image 6 329960 141659.5 43
Image 7 329960 143358.5 43
Image 8 329960 143895.9 44
Image 9 329960 143931.5 44
Image 10 329960 143665 44
Image 11 329960 143807.9 44
Image 12 329960 141628.1 43
Image 13 329960 147254.6 45
Image 14 329960 141740.2 43
Image 15 329960 144666.3 44
Image 16 329960 141369.7 43
Image 17 329960 145122.3 44
Image 18 329960 1432414 43
Image 19 329960 142591.2 43
Image 20 329960 141818.8 43
Figure 7

Fragility of the proposed scheme - Number of watermark
bits changes from 5% to 95% of Modifications
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concerning the embedding capacity. The cost-effec-
tiveness of the proposed scheme is measured in terms
of the number of embedding required to keep the re-
versibility, imperceptibility, and fragility tradeoff. By
nature, reversibility, imperceptibility and fragility are
in trade-off and it can be optimized. The optimization
may increase the overload. As in Table 4, the work
in [23] is limited to the maximum watermark size of
30000 bits. When the number of bits is increased,
the imperceptibility is decreased. The fragility rate
achieved in the scheme is 20% and it is limited by the
capacity of 30000 bits. The work in [33] improves the
fragility to 48% and it uses all the pixels of the original
image to achieve this. The proposed scheme optimiz-
es the fragility to 43% by using one-third of the pixels
of the original image for embedding. This 1/3 is con-
stant for any size of the original images. The perfor-
mance of the proposed scheme and existing schemes
[23] and [33] are linearly dependent on the size of the
original image. Thereby, the proposed scheme be-
comes computationally cost-effective compared with
the schemes in [23] and [33].

5. Conclusion

This paper presents a cost-effective watermarking
scheme for digital fundus images for authentication.
The scheme generates the watermark using the origi-
nal image and secret information. The green plane of
the original image is used for generating watermark
and it is untouched in embedding. The red and blue
planes of the original image are used for embedding
where odd rows taken from the red plane and even
rows are taken from a blue plane. Thereby the pro-
posed scheme used a constant number of pixels in the
red and blue plane for embedding to make the process
cost-effective. The green plane is used only for wa-
termark generation at the embedding and extraction
process. The experiment showed the maximum ca-
pacity of the proposed scheme is 329960 bits for an
image of size 565x584x3. It modifies 43% of the total
number of embedded pixels against jittering attacks
at an average. Comparative analysis showed that the
proposed scheme uses only 1/3 of the original image
size for embedding by retaining good imperceptibility
of 54 dB. Thereby, the proposed scheme outperforms
the existing schemes in terms of cost-effectiveness.
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