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Abstract. Recently, Chen et al. [B. Chen, W. Kuo, L. Wuu, A secure password-based remote user authentication
scheme without smart cards, Information Technology and Control 41(1) (2012) 53-59] proposed a secure password-
based remote user authentication scheme without smart cards and claimed that their scheme could withstand various
attacks. Although Chen et al.’s scheme has many benefits, we find that it is vulnerable to the device stolen attack and
the privileged insider attack. We also find that their scheme does not support perfect forward secrecy and no key
control. Therefore, we propose an improved scheme to overcome weaknesses and maintain the benefits of the original

scheme..
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1. Introduction

Authentication scheme is an essential security
mechanism, through which the user and the server
could authenticate each other and generate a session
key for future communications. In 1981, Lamport [1]
proposed the first authentication scheme by using a
one-way hash function. However, the server in his
scheme maintains a password table and the system
will be crash if the table is stolen by an adversary. To
improve security, many password-based authentication
schemes with smart cards have been proposed [2-12].

With the development of electronic technology,
various common storage devices (e.g., universal serial
bus (USB) thumb drives, portable HDDs, mobile
phones, Laptop and Desktop PCs) are produced to
make human life more convenient. These password-
based authentication schemes with smart cards [2-12]
cannot be applied in such environment. To satisfy
requirement of applications, Rhee et al. [13] proposed
a remote user authentication scheme without smart
cards. They claimed that their scheme provides mutual
authentication with no verification table at the cost of
only two messages for login and authentication
protocols. They also claimed that their scheme is
resistant against impersonation and off-line dictionary
attacks. However, Rhee et al.’s scheme is vulnerable
to the impersonation attack [14, 15] and the man-in-
the-middle attack [14]. To overcome weaknesses in
Rhee et al.’s scheme, Chen et al. [16] proposed a

170

password-based remote user authentication and key
agreement scheme using common storage devices
such as USB drives. They claimed that their scheme
not only withstands off-line dictionary and well-
known on-line attacks, but also provides mutual
authentication. Unfortunately, we found that Chen et
al.” scheme is vulnerable to the device stolen attack
and the privileged insider attack. We also found that
their scheme does not support perfect forward secrecy
and no key control. To overcome these weaknesses,
we propose an improved password-based remote user
authentication scheme without smart cards.

The organization of the paper is sketched as
follows. In Sections 2 and 3, we review and analyze
Chen et al.’s scheme. In Section 4, we present a new
password-based authentication scheme without smart
cards. In Section 5, we analyze the security of our
proposed scheme. In Section 6, the performance
considerations are given. Finally, a conclusion is given
in Section 7.

2. Review of Chen et al.’s scheme

Chen et al.’s scheme consists of four phases:
registration, login, authentication, and password
change. As shown in Fig. 1, the details of these phases
are described as follows.



Cryptanalysis and Improvement of a Password-Based Remote User Authentication Scheme without Smart Cards

2.1. Registration phase

The server S generates two large prime numbers
p and ¢ such that p =24+1. S generates a random
number x e Z; as its secret key and selects a one-way

hash function H . The following steps will be
executed if the user U, wants to be a legal user.

1) U, chooses his identity D, and password PW,
and sends them to S through a secure channel.

2) Upon receiving [D, and P, , S computes
Y, = H(ID,)""" mod p and sends the authentication
information {p,q,H,Y} to U, through a secure

channel.
3) Upon receiving {p,q,H,Y.}, U, stores it locally

on his memory device, i.e., his USB drive.

2.2. Login phase
When y, wants to login in §, he will carry out the

following steps.

1) U, generates ar andom number z and
computes y'=Y /H(ID,)™ mod p, C,= H(ID,)* mod p
D, =Y'C,mod p and V.= H(ID,Y/,C,,D,T;), Where T,
is the current time of /..

2) U the
M,={ID,,C,V,,T} to0 S.

3) If U, does not receive §’s reply before timeout,

sends login request message

U, must go back to the registration phase and re-obtain

his authentication information.

2.3. Authentication phase

In this phase, the sever and the user will
authenticate each other and generate a session key for
future communications through the following steps.

1) Upon receiving the message M, ={ID,,C.,V,,T}
S checks the validity of /p, and the freshness of 7.
If ID, is not valid or T is not fresh, S stops the
session. Otherwise, § computes Y'=H(ID,) mod p »
D!=Y"C, mod p
H(ID,,Y/C,,D/,T;) are equal. If they are not equal, §
stops the session; otherwise, S computes
V.=H(ID,D!.T.) and sends the response message

and checks whether Vi and

M,={V,,T} to U, where T is the current time of .S'.

2) Upon receiving the message M, ={/,T.}, U,
checks the freshness of T. If it is not fresh, U, stops
the session; otherwise, U, checks whether V. and
H(ID,,D,,T,) are equal. If they are not equal, U, stops

the session; otherwise, S is authenticated.
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3) After the mutual authentication finished, U, and
S compute the session key sk=H(D,)=H (D)) and

use the key to launch a secure communication
channel.

2.4. Password Change phase

In the case when the user U, wants to change his
identity D, and password PW,, he can choose his
new identity ID! and password PW!, go back to the

registration  phase, and re-obtain  his
authentication information from the server §.

new

3. Security analysis of Chen et al.’s scheme

In this section, we will analyze the security of
Chen et al.’s scheme and point out that their scheme
suffers from the device stolen attack and the
privileged insider attack. We also point out that their
scheme cannot provide perfect forward secrecy and no
key control.

3.1. Device stolen attack

The adversary A could read all the authentication
information {p,q,H,Y} from the user’s USB device

since the device cannot provide tamper-resistant
property where y = H(ID,)*"" modp . Besides, we
assume A4 has total control over the communication
channel between the user and the server, which means
that 4 can insert, delete, or alter any messages in the
channel. Generally speaking, the user often chooses
his name as his identity or writes his identity on the
device; and moreover the input identity is usually
displayed in plain on the screen and thus can be
possibly seen when the attacker steals the device [17].
Therefore, 4 could get the user’s identity probably.
A could get the password through the following
steps.

1) A intercepts all messages {ID,,C,,V,,T} sent by
users. For convenience, A4 stores these messages in to
a database according to the identity /D, , where
Y=Y, /H(ID)" modp C,=H(D)"modp
D, =Y/ C;mod p and ¥, = H(ID,Y,C,, D, T,)-

2) A can guess apassword py” and derive the
UD,,C, V., T}

corresponding message from his

database.
3) 4

D] =Y C,modp

H(ID.,Y'

i

computes Y ' =Y /H(ID,)" modp
checks  whether .

C.,D;,T) are equal. If they are equal, the

and and
adversary has guessed the correct password PW, ;

otherwise, A4 repeats steps 1), 2) and 3) until the
correct password is found.
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.......................................... b
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Login phase

Generate c e Z°;

V=Y /HID)Y" modp;
¢ = H(IDY modp:
D=V modp,

V = H(ID V.C DTy,

M, ={ID .C.V.T)

Authentication phase

My={V.I}

Checls 70 and T

Y= H{IDY mod g

D'=F"C mod g

Check ¥ = H{ID,¥"C, IL,TY,
v = H(ID,D.T),

'

Check T
Check ¥ =H(D,D T,

Session key sk = H(D)

Session key sk = H( D0

Figure 1. Chen et al.’s scheme

Since A4 knows the authentication information
Y, =H(ID,)* mod p » he could impersonate the user to

login in the server once he gets obtain the correct
password PW, and identity D, through the above

attack.

3.2. Privileged insider attack

In a real environment, it is a common practice that
many users use the same passwords to access different
applications or servers for their convenience of
remembering long passwords and ease-of-use
whenever required [18, 19]. However, if the system
manager or a privileged insider A4 of the server §
knows the passwords of user U,, he may try to

impersonate U, by accessing other servers where U,

could be a registered user. In the user registration
phase of Chen et al.’s scheme, 4 sends his identity
D, and the password PW, to S directly. Then, the

privileged-insider of S could get the password.
Therefore, Chen et al.’s scheme is vulnerable to the
privileged insider attack.

3.3. Lack of perfect forward secrecy

We call a key agreement scheme as satisfying the
perfect forward secrecy if the adversary still cannot
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compute the previous session keys when he gets the
user’s private keys or the server’s secret key. In this
subsection, we will show Chen et al.’s scheme cannot
satisfy the perfect forward secrecy.

e The first attack
Suppose that the adversary 4 gets auser U, ’s

password and the authentication information
(p.q.H,Y} where Y, =H(ID,)*"™" mod p - Then, A4
could get all the previous session keys generated by
U,

1) A intercepts a message {ID,,C,,V,,T} sent by
U,, where y'=y /H(ID,)"™ mod p» C,= H(ID,)" mod p»
D, =Y'C,mod p and V, = H(ID,Y/,C,,D,,T,)-

2) 4 Y'=Y,/ H(ID,)"™ mod p
D =Y'C,modp-

3) A computes the session key sk = H(D,)-

computes and

e The second attack

Suppose that the adversary A4 gets the server’s
secret key x. Then, A4 could get all the previous
session keys generated by U, .

1) A intercepts a message {ID,C,,V,,T} sent by
U,, where y'=y /H(ID,)" mod p» C, = H(ID,)* mod p
D, =Y'Cmodp and V.= H(ID,,Y/,C,,D,,T))
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2) A and
D =Y'C,modp-

3) A computes the session key sk = H (D,)-

computes Y'=H(ID,)" mod p

From the above description, we know that Chen et
al.’s scheme cannot satisfy the perfect forward
secrecy.

3.4. Lack of no key control

We call a key agreement scheme that satisfies the
no key control if neither entity should be able to force
the session key to be a pre-selected value.

In Chen et al.’s scheme, the session key is
sk=H(D,)=H(H(ID,)"") , that is, U, can compute
H(ID,)*mod p=Y,/ H(ID,)" mod p as « is chosen by
U, . Then, the session key is completely controlled by
U, and does not contain any contribution from § .

Therefore, Chen et al.’s scheme cannot satisfy the no
key control.

4. Our improved scheme

Like Chen et al.’s scheme does, our scheme also
consists of four phases: registration, login, authenti-
cation, and password change. The last phase of our
scheme is the same as that of Chen et al.’s scheme. To
save space, we just give the details of the first three
phases. As shown in Figure 2, the details of these
phases are described as follows.

4.1. Registration phase

The server § generates two large prime numbers
p and ¢ such that p=2¢+1. Then § generates a

random number y ¢ Z;‘ as its secret key and selects a

one-way hash function H . The following steps will
be executed if the user U, wants to be a legal user.

1) U, chooses his identity ID, and password PW,,
generates a random number re Z; and sends /D, and
H(PW,,r,) to S through a secure channel.

2) Upon receiving [D, and H(PW,r) , S
computes Y = H(ID,)"""" + H(PW,,r)mod p and sends
the authentication information {p ¢ H,Y} to U,

through a secure channel.
3) Upon receiving {p,q,H,Y}, U, stores it and
locally on his memory device, i.e., his USB drive.

4.2. Login phase

When U, wants to login in S, he will carry out the

following steps.
1) U, generates ar andom number 4cz' and

Y'=Y,-H(PW,r)modp )
C. = H(ID,)* mod p , D, =(¥)* mod p and

computes

V.=H(ID,,C,,D,,T)), where T is the current time of
U,

2) v, the
M,={ID,,C.V.,T} to S.

3) If U, does not receive §’s reply before timeout,

sends login request message

U, must go back to the registration phase and re-obtain

his authentication information.

4.3. Authentication phase

In this phase, the sever and the wuser will
authenticate each other and generate a session key for
future communications through the following steps.

1) Upon receiving the message M, ={ID,,C,.V,,T},
S checks the validity of D, and the freshness of T. If
ID, is not valid or T is not fresh, S stops the session.
Otherwise, § computes p'=(C)""™ modp and
checks whether v and H(ID,C,D,,T) are equal. If
they are not equal, S stops the session; otherwise, S
generates ar andom number
E =H(ID,Y’ modp » V,=H(D,C,D,T,E,T) and
sends the response message M,={E,V,,T.} to U,,

s27s i

pez , computes
q

where 7 is the current time of §.

2) Upon receiving the message M, ={E,V,.T},
U, checks the freshness of T. If itis not fresh, U,
stops the session; otherwise, U, checks whether 8

and H(ID,C,D,T,E,T) are equal. If they are not

equal, U, stops the session; otherwise, S is
authenticated.

3) After the mutual authentication finished, U,
and S compute the session key

sk = H((C,)” mod p) = H((E,)* mod p) and use the key to
launch a secure communication channel.

5. Security analysis

5.1. Authentication proof based on BAN-logic

The BAN logic [20] is a well known formal
model. It has been widely used to analyze the security
of authentication and key distribution protocols. We
will demonstrate the validity of our scheme through
the BAN logic. For convenience, the notations used in
BAN logic analysis are described as follows.

e P|= X : The principal P believes a statement X ,

or P is entitled to believe X .

e #(X): The formula X is fresh.

e P = X: The principal P has jurisdiction over the
statement X .

P < X : The principal P sees the statement X .
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Registration phase

*
Generate 3 € 2,

Choose I} and FIF, {iDy, H(PW, r)}
.......................................... I ———
- e 8.5
Store {p, g, 4. K. 515
Login phase
Generate ze 2,
Y=V - HPW, rimodp,
O = H{(ID mod p,
D = ()" mod g,
V= H(ID.C,D,TY), M, ={ID .C' V. T} R
Authentication phase
Check /7 and T,
D= (""" mod p,
Check ¥ =H(ID,C, DT,
Generate S 2,
E = H{IDY mod g,
M:={E,V,T} V=H(ID,C,D‘,T,E,T),
Check T ;
Check V7 =F(ID. O DT, BT,
Session keysk = HUEY mod p) Session key sk = F(C mod g3
Figure 2. Our scheme
e P|~ X : The principal P once said the statement e The nonce-verification rule: Pl=#(X),P=Q|~X .
X. PEOEEX
e (X,Y): The formula X or Y is one part of the e The jurisdiction rule: PEQ=X.PEQEX

PEX
According to the analytic procedures of BAN
logic, the proposed scheme will satisfy the following

formula (X,Y).

° <X>,: The formula X is combined with the

formula Y. goals:
* (X}, The formula X is encrypted under the key Goal 1. U |= (U, <% 5);
K.

Goal 2. U |=S|= (U, «%>S5);
® (X),:The formula X is hash with the key K. ESEU )

— sk .
e P¢X 50 The principals P and Q use the Goal 3. §|=(U, «*—>5);

shared key K to communicate. The key K will Goal4. S|=U, = (U, «%>5);
never be discovered by any principal except P
and Q.

e sk : The session key used in the current session.

First, we transform our proposed scheme to the
idealized form as follows:

. . ) :ID.,C.,
We also define some main logical postulates of Ui=S oG
BAN logic as follows, since they will be used in our (ID,C,,U, <L>S,T,.)H([D 1021 gy > i
proof.
K S—>U:E,
e The message-meaning rule: PEP< 0P X}, sk
P|5Q|NX (ID:ijaU[(—>SaT EDZ;)H(ID’)HH(II)l_x)mOdp’ s

e The freshness-conjuncatenation rule: Pl#(X) Second, we make the following assumptions about

PE#X,Y) the initial state of the scheme to analyze the proposed

scheme:
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4 U [EHT)5

4 SEHT)S

A2 U [EHT)s

A, S|EHT)

AU, |=U, D) " wodp
4,0 SEEU, HUD) P modp o
4 SEU, = (U« 5);

41U [ S = (U *=5);

Third, we analyze the idealized form of the
proposed scheme based on the BAN logic rules and
the assumptions. The main proofs are stated as
follows:

According to the message A7, , we could get

S,: S<(D,,C,,(ID,,C,,U,«*>S,T)

H (DY " o 1)

According to the assumption 4 , we apply the
message-meaning rule to get

S,: S=U, |~ UD,C,U, <L>S,T,.)H(,D,)M,,),. Vmodp

According to the assumption 4,, we apply the
freshness-conjuncatenation rule to get

S,: S|e#(UD,C, .U, «*—>S.T), DY P mod )

According to §, and S, , we apply the nonce-
verification rule to derive

S,: S=U,|=UD,,C,,U, <L>S,T,.)H(,DL)W,),,‘.MP~

According to 4, and §,, we apply the BAN logic
rule to break conjunctions to produce

S;:SEU, = (U, «2-5)- (Goal 4)

According to the assumption 4, and §,, we apply
the jurisdiction rule to get

S, :S|=U, «%>9). (Goal 3)

According to the message M, , we could get

S,: U, <(E,(ID,,C U, «*>S,T,E,T)

H(ID,)" H(/l),_\)mndl's];) :
According to the assumption 4,, we apply the

message-meaning rule to get

Sy U, =S|~ (D, C,,U,«*>5,T,E,T,

i’ ‘V)H(ID,)“””D’"‘)modp.
According to the assumption 4,, we apply the

freshness-conjuncatenation rule to get

Sy U= #((]DiaCnUi(L)SaﬂaEin)

s H(ID’)QII(ID,.HmodP).
According to S, and §, , we apply the nonce-
verification rule to derive

S,: U |=S|=UD,C,U<«*>S.T,E,T.)

H(ID,Y* i) mod p
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According to 4, and §

10°
rule to break conjunctions to produce

S, U ESE(U, <% 5).

we apply the BAN logic

(Goal 2)
According to the assumption 4, and §,, we apply
the jurisdiction rule to get

S, :U |=U <%>S). (Goal 1)

According to (Goall) » (Goal2) , (Goal3) and
(Goal 4) , we know that both of the user U, and the

server S believe that the session key sk is shared
between U, and S.

5.2. Discussions on the possible attacks

Device stolen attack: An adversary 4 could read
all the authentication information {p,q,H.,Y,1} from

the user U, ’s USB and get a message y7, = {D,.C,.V,,T}
sent by U,, where y = H(ID,)"" + H(PW,,r;)mod p »
Y=Y -HPW,rymodp , C=H(UD) modp >
D, =(Y)*modp and V,=H(ID,,C,D,T) . A could
PW,
However,

guess a  password and  compute

Y =Y, H(PW, r)mod p A cannot
compute D, from C, and Y since he will face with

the computational Diffie-Hellman problem. Then, 4
cannot verify the correctness of PW,. Therefore, our

scheme could withstand the device stolen attack.
Privileged insider attack: In the registration of
our scheme, the user U, sends H(PW,,r,) to the server

S instead of pw, . The privileged-insider 4 of the
server could get the value H(PW,,r) - However, he
cannot deduce Py, since it is protected by the hash
function A and the random number - Therefore, our

scheme could withstand the privileged insider attack.
Replay attack: An adversary 4 could intercept

the login message M, = {ID,,C,,V,,T;} sent by the user

U,. He may re-send it to login in the server. However,

the server could find the attack since he will check the
freshness of 7 . Therefore, our scheme could

withstand the replay attack.
Impersonation attack: Suppose an adversary A
wants to impersonate a legal user U, to login in the

server. He could generate a random number ,, ¢ z and
compute C, = H(ID,)*mod p - However, he cannot
generate al egal V. =H(ID,C,D,T

server’s verification since he cannot compute
D, = H(ID,)* """ mod p without the knowledge of

T) to pass the

H(ID,)""™ mod p - Therefore, our scheme could

withstand the impersonation attack.
Server spoofing attack: Suppose an adversary A
wants to impersonate the server to the user U,. A has



to generate a legal V. = H(ID,,C,,D!,T,

', T,E,, T.) when he
intercepts the login message M,={ID.,C,V,T}} -
However, he cannot compute p’= H(ID,)* """ mod p

without the knowledge of server’s secret key Xx .
Therefore, our scheme could withstand the server
spoofing attack.

Perfect forward secrecy: In our scheme, the
adversary 4 may get the server’s secret key and the
user’s authentication information. Since
sk=H(H(ID,)"” mod p) > the adversary A has to
compute F(ID,)*” mod p from ¢, = H(ID,)* mod p and
E.=H(ID,)’ mod p if he wants to get the session key
generated in previous session. Then, he has to solve
the computational Diffie-Hellman problem. Therefore,
our scheme could provide perfect forward secrecy.

No key control: In our scheme, the session key is
generated by computing
sk =H(E* mod p)= H(C’ mod p) = H(H(ID,)“” mod p) >

Table 1. Comparison of different schemes

D. He, D. Wang, S. Wu

where o and g are two random numbers generated

by the user and the server separately. So neither entity
can force the session key to ap re-selected value.
Therefore, our protocol satisfies the no key control.

6. Performance analysis

In this section, we will compare our scheme with
two latest schemes. i.e. Rhee et al.’s scheme [13] and
Chen et al.’s scheme [16]. For convenience, some
notations are defined as follows.

° l‘e

operation.

the time complexity of exponentiation

e 7: the time complexity of multiplication/division
operation.

° £y . the time complexity of hashing operation.

Rhee et al.’s scheme

Chen et al.’s scheme Our scheme

Computational cost (user side)

Computational cost (server side) 3t, 41,121,
Withstand device stolen attack No
Withstand privileged insider attack No
Withstand replay attack Yes
Withstand impersonation attack Yes
Withstand server spoofing attack Yes
Perfect forward secrecy No
No key control No

3t,+21,+31,

21,421, +41, 3t,+41,
t,+1,+41, 3t,+41,

No Yes

No Yes

Yes Yes

Yes Yes

Yes Yes

No Yes

No Yes

In Table 1, we summarize the comparison results
of the related schemes. According to the comparison
given in Table 1, Chen et al.’s scheme [16] has better
performance than both of Rhee et al.’s scheme [13]
and our scheme, whereas our scheme and Rhee et al.’s
scheme has similar performance. However, both of
Rhee et al.’s scheme [13] and Chen et al.’s scheme
[16] are vulnerable to the device stolen attack and the
privileged insider attack. Moreover, both of Rhee et
al.’s scheme [13] and Chen et al.’s scheme [16] do not
support perfect forward secrecy and no key control.
Our scheme could overcome these security
weaknesses. It is acceptable to enhance security at the
cost of increasing the computational complexity
slightly. Therefore, our scheme is more suitable for
practical applications.

7. Conclusions

In this paper, we analyze the security of Chen et
al.’s password-based remote wuser authentication
scheme without smart cards. We point out that four
weaknesses exist in their scheme. To improve the
security, we also propose a security-enhanced scheme.
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The analysis shows that our scheme could overcome
the weaknesses in Chen et al.’s scheme and is more
suitable for practical applications.
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