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The Mobile ad-hoc networks are auto configured systems where hubs can travel towards any direction. The
hubs do not rely on any external entity to build the framework. Because of its versatility, the black hole is a real
security issue to be settled. It occurs once a malignant hub referred to as black hole goes into the framework.
Black hole center point exhibits its fake lead among the methodology after all disclosure. Currently, varied
strategies are made arrangements for Mobile ad-hoc networks. Regardless, at interims seeing Black hole or fake
hubs, the entire Mobile ad-hoc frameworks are exposed to various sorts of assaults or network attacks. Among
these issues, a black hole center points plugs itself of getting a nearest targeted hub, whose data packet must be
constrained to drop. In this flooding procedures, if the communication from the genuine hub accomplishes later
than the fake hub replies as requested by the standard hub. A false communication path is framed through a fake
center hub. A perfect method is one in which the package reach to target with less delay and lesser overhead.
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In this paper, this study talks about the implementation of Ant Colony Optimization Technique and Repetitive
Route Configuration with Reactive Routing Protocol for obstruction of Black Hole Attack in Mobile ad-hoc
networks. This study revealed the results with more valuable throughput and better prevention of Black Hole
Attack by using ACO with Reactive Routing Protocol and achieved 10% of higher throughput and 27% of less

Packet Loss over Least Cost Path Protocol.

KEYWORDS: Black Hole Attack; Ant Colony Optimization; Reactive Routing Protocol; Secured ad-hoc net-

work.

1. Introduction

The Mobile ad-hoc networks (MANET) consists of
the frameworks of transportable registered devices
related remotely that are not encouraged of settled
foundation [25]. There are small number of charac-
teristics of MANET that are the following: 1) there is
no might want of settled structure, 2) the architecture
of'the framework is versatile and dynamic, and 3) only
two hubs are required for a wireless connection in a
wireless medium. The wireless medium [4] is not se-
cure as wire framework, the MANETS are auto han-
dled portable frameworks of freely moveable hubs.
It can work separately and can be connected to the
settled framework. There will be some constraints as
of data measure Constraints and Energy limitation,
disseminated nature of activity for security, guiding
and have course of action, a great deal of flexible than
mounted Network, High customer thickness and es-
calated dimension of customer portability, Nodal
network is intermittent and every center set about
as each host and switch. On the contrary hand, their
square measure has a few issues in Mobile ad-hoc
networks that are: aimlessly consistently evolving
topology, restricted energy, no incorporated adminis-
tration, capacity and danger from compromised hub
inside system.

MANET has some security standards that can guar-
antee wellbeing of system. These are: Accessibility,
Reliability, Secrecy, Realness, Approval, Non-Repu-
diation and Concealment [43]. There are two catego-
ries of attacks in MANET.

Passive Attacks: These types of attacks are not for
steering convention rather than effort for catching
fundamental data by means of movement’s investiga-
tion. Due to this sort of attack, the secrecy of message
is traded off. Uninvolved attacks incorporate Over-
hearing, Position revelation, and Traffic examination.

Active Attacks: Dynamic attacks, the interlopers
adjust, infuse, manufacture, create or change infor-
mation packets. This outcome in loss of uprightness
of information bundle. Dynamic assault aggravates
working of system and its very critical than remote
attack. Active attacks can interchange the data or re-
direct the path of packets. If a hub wants to send data
to target hub, it sends packet to its nearest hub and
that will send data to next nearest hub. Thus, this cy-
cle will run until the packet reached to its proper des-
tination. The packet loss happens when any defected
hub opposed to sending the information to its correct
recipient. For saving the energy when a hub is not
connected to other hub for packet travelling, it turns
itself'into sleep mode.

Different types of attacks are described as follow:

Sleep Deprivation: This type of attack interfaces
through other hub in such method that gives off an
impression of being true blue, yet the motivation be-
hind the communication is to keep the casualty hub
out of its energy preserving rest mode [30].

Black Hole Attack: This type of attack is very dan-
gerous because it simulates the packets received to its
correct destination and opposed forwarding of data
packets to its destination [39]. It is also known as full
packet dropping attack [13]. During route discovery
the black hold node shows itself as a valid route to-
wards destination or sometime show itself as a valid
destination [14].

Gray Hole Attack: In the Gray Hole Attack, the ma-
levolent hub drops a portion of the bundle or send
parcel to wrong hub. Every hub of MANET needs
an address through which hubs are recognized [30].
Sybil Attack: In this type of attack, the malicious
hub makes the network path improper by diving the
networks, this leads to shortage of resources for a net-
work. It can also create the routing loop so that the
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packet cannot receive to its correct destination [30].
Figure 1illustrates the classification of network layer
attacks in MANETS.

Figure 1
Classification of network layer attacks in MANETS [24]
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Objectives and Motivation

The security and ensuring of accurate data commu-
nication between the origin and its destination in
any network is the first priority. An attacker can use
any hub, to make it malicious for spying the data and
send it to attacker other than its destination path. The
main objective of this research is to prevent the Black
Hole Attack, increase the throughput and reduce the
number of packet loss during finding the actual des-
tination hub.

Normally, portable devices are not enriched with
powerful resources and require an algorithm that use
less resources for its implementation and create the
ad-hoc networks.

As this study is focusing on prevention of Black Hole
Attacks in MANET, the path finding and route optimi-
zation technique can be selected among these meta-
heuristics simple, basic and advanced techniques of
Ant Colony Optimization [9], Particle Swarm Opti-
mization (PSO) [26], External Optimization [45, 46],
Large Neighborhood Search [17] and Neuro-Heuris-
tic Methods [31].

‘We chose Ant Colony Optimization (ACO) because the
PSO has poor local optimization capability and prema-
ture convergence [8]. The Neuro Heuristic Methods
needs massive amount of data for deep learning and
utilizes large resources that is not available in porta-
ble devices with ad-hoc networks. ACO provides more
classification accuracy than PSO with dataset having
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large number of attributes [37] and utilizes very less
resources [29]. It endorses that it utilizes the network
coding resources in better way. It is now used in latest
projects like path finding for unmanned vehicles [44]
and Path Planning for Mobile Robots [9].

This study also used the Reactive Routing Protocol
to reduce the packet loss and network load in mobile
ad-hoc networks because this protocol ensures the
packet delivery at destination with very low cost, less
routing delay and minimal network load [13, 21].

The focus of the paper lands on Black Hole Attack
and its prevention in MANET using Ant Colony Op-
timization (MAX-MIN Ant System (MMAS)) and Re-
petitive Route Configuration with Reactive Routing
Protocol. Rest of the paper is organized as follows. Re-
lated work is reviewed in Section 2. Section 3 is about
the proposed model; results are discussed in Section 4
and finally conclusion is drawn in Section 5.

2. Related Work

Black Hole Attack [39] is one of the genuine attacks in
portable unarranged networks. In this type of attacks,
a single node or more than one node becomes the ma-
licious node and start dropping of packets instead of
forwarding them to their correct position. [17, 28]. In
this type of attack, a node simulate itself as the short-
est path of network and collect all the data that were
sent to original node. By sending the fake replies it
can at as spy node and can create the denial of service
attack [27]. Black Hole Attack can be distributed into
two types of attacks (i) Single hub attack, in which a
single node starts dropping the packet; (ii) Multiple
hubs becomes the malicious nodes and starts to drop
the datapackets known as Gray Hole attack. The Black
Hole Attack has two kind of properties that anode can
simulate itself as the shortest path towards the target
means showing the fake path. The malicious node can
drop the packets as well.

The other name of Black Hole Attack is Sleep Depri-
vation attack that can be created through remotely
outside the system. By attacking, the attacker can use
any hub, to make it a malicious hub, this malicious
hub can spy the data and send it to the attacker and
stop sending the packets towards its destination path
[2]. Numerous systems are proposed to stay away
from and recognize the Black Hole Attack [27]. For
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this, below some techniques are presented with their
advantages and drawbacks.

In [25], multiple solutions are proposed to avoid at-
tacks of Black Hole. In first, techniques (Detection by
checking destination sequence number), it describes
to find multiple paths of the destination but it creates
too much issues, such as the time delay or higher la-
tency. It can also create the bounces of data packets
between the hubs. In other techniques, send packet
bundle that have number of misuses packets in the
bundle. The second technique, Detection, Preven-
tion and Reactive AODV (DPRAODV) [16] is better
approach for finding the malicious hub. but this tech-
nique utilized a large memory because there is need
of two different tables, one for storing the last suc-
cessful data sending address for every hub and second
for counting the successfully transaction in packet
sending and receiving for every hub. This paper only
focusses on single hub attack in the system.

The specific procedure (Detection of black hole on
AODV by Deng) [29] is considered to distinguish the
Black Hole Attack with its interests and difficulties.
Authors talk about two types of attacks, in which one
is attack with single hub Black Hole and the other is
attack with multiple Black Hole hubs. In this article,
researchers TRIPO is a better way. It recognizes in-
vading hub and as well as strengthens system centers
to close different hub packages.

The Remote system [38] is proposed for the avoid-
ance of Black Hole Attack. In this proposed system,
there is no need of any extra equipment and changing
in physical system. This system uses the Ad-hoc On
Demand Multipath Distance Vector technology [19].
In this system, every neighboring hub keeps validity
of its neighbor; that is why this protocol needs least
extra time without anxiety hub and decrease bundle
loss as portable enhancement.

Two Security methods processed under the process
of executing, Integration Detection systems and
Way-Sharing techniques [34]. The executable grid
used to inspect is the access element and the accuracy
factor. The result shows that availability of Watchdog
and Path Rater (WPR) [34] is better than anything
else than measuring availability. The paper considers
different types of separate and dynamic attacks.

Consider how SMC [40] arrangements can be used to
protect security. SMC is a short type of secure mul-
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tiply accounting. After a while, physically distributed
processing gadgets in a single system may want to re-
flect, some of the capabilities of their private partner-
ships, without exposing these partnerships. Comes
under a securely protected multitask (SMC) class.
SMC issues can be answered with information inputs
or with some known methods in mobile-shared net-
works. The authors reviewed further security issues
of MANETS as well.

Another barrier space frame that is arranged unique-
ly for MANETS, is called EAACK (Extended EAACK)
[15]. The authors indicate additional interest to apply
for application. Three weaknesses of the EAACK is
clock drop scheme, i.e. false lieutenant, limited trans-
mission power, and receiver’s collision. In this paper,
the authors finished both Digital Signature Algorithm
(DSA) [15] and RSA [33] in the suggested EAACK
for implementation in MANET. Public Delivery Ra-
tio and Routing Over [15]. As a result, they show that
EAACK is an important project that is equipped to
isolate the wrong-troubleshooting report. The DSA
depends on the RSA that is less than the least depen-
dent on the RSA. DSA is a computerized signature in
management. EAA started aggression by launching a
custom attack.

A fuzzy logic-based component is proposed to identi-
fy the Black Hole Attack with an Ad Hoc On-Demand
Distance Vector (AODV) convention [18]. Execu-
tion grounds used to control the transmission rate,
enhance execution rate, and reduce network delay
checking. Based on fuzzy logic, hangout increases
device throughput. This component based on Fuzzy
Logic can also be used similarly in the Gray Holes and
Worm Holes attacks.

3. The Proposed Model (Black Hole
Attack Prevention Using MAX-MIN
Ant System)

The Prevention of Black Hole Attack in Mobile Ad-Hoc
Networks by implementing Ant Colony Optimization
(MAX-MIN Ant System (MMAS) [3] and Repetitive
Route Configuration with Reactive Routing Proto-
col is proposed. This technique has two main steps,
the first one is Route Discovery and the second one is
Route Maintenance. In the first step, Route Discovery,
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Ant Colony Optimization (MAX-MIN ANT System)
technique is used. After finding the Route Discovery,
the Route Data is saved in Reactive Routing Protocol
Formats [1, 4]. The Reactive Routing Protocol works
on Demand as any device need to send data so the
Route Configuration is done repetitively according to
need of data sending among the nods [35].

Adopting the Route Discoveryusing Ant Colony Op-
timization: The Ant Colony Optimization algorithm
has been inspired by real-life [31], which is roaming
around its homes for forces to investigate nutrition
inquiry. Ants navigated from the nest to eat; they dis-
covered the smallest way through the Pheromone. Ants
run randomly; Pheromone is collected on every path.
On the way as a maxim, the chances of following it in-
creases.If we are trendy, in some other ways, the essen-
tial idea of metaphoric metabolism in the area of un-
derground bugs is to take real chess foods. To find the
shortest way, a non-static compound system known as
pheromone is removed from underground insects. It is
when insects are returning home after stopping food
search and leaving the way. Pheromone Ants can also
see Pheromone and there is a tendency to carry after
high possibilities, which focuses on the methods de-
scribed by Solid pheromone [6], known as a little bit of
control bundle with a kind of personality, which is used
to find their way towards the goal. Due to its strength
and versatile nature, the Ant Colony Optimization
(AOC) can find its applications in this steering, work
and plan [20]. Similarly, it is used as part of biotechnol-
ogy and communication systems. In Figure 2, the path
shows use of Ant-colony Optimization techniques [41].

The path Segments are accumulated by the Virtual
Trail on possible paths from starting node in Figure 2.

Figure 2
A Route-Finding using Ant Colony Optimization
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Asthe amount of Trail present increases from the start-
ing node, the path selection at random bases increases.
It shows the direct proportion between the Trail pres-
ence and the Path Selection [7]. On Each Node, the Ant
Selects the next path by the pheromone level. The ant
continues to select the path with pheromone level until
they reach the starting nod. The Meta Heuristic Meth-
od is used in Ant Colony Optimization to analyze the
optimality among multiple paths [42]. This Heuristic
method to solve the very common class of computing
issues by combining the Heuristic given to the user in
the hope of getting an effective way. We choose soft
computing technology to solve difficult computing.

Implementation of Meta-heuristic Technique in
Ant Colony Optimization

The Following steps are used to implement Ant Colo-
ny Optimization [41].

Step 1: (Set Parameters [1,j, T, K,P, L, T, n, T, .1
Step 2: Implement Solutions of ACO.

a The path will be followed with possibility from
nodeitoj.

The possibility ofiand j =

_\N BN o)
Z(Zl j ) s )
Step 3: Increase amount of pheromone as per equation

Ti,j:Ti,j+(1_P)Ti,j’ 2

where [, is the cost of the k,, ant’s tour (typically
length)

Step 4: Virtual trail accumulated on path segments
There are many cases of the ACO meta-heuristic
among these, Ant System, Ant Colony System (ACS)
and MAX-MIN Ant System (MMAS) are commonly
used [42]. We opt the Max Min Ant System (MMAS)
for this research paper.

Step 1: On Completion of tour the Pheromone will be
updated by each ant.

Step 2:

Tw.=(Z,’:’:1)(ZY"/.)+(I}J)(1—P), ®)

Pheromone disappearance quantity is P, K /is number
of travels from node i, to j for an ant in A]; ; and m is
total number of ants.
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Step 3:

L]

Th ={{"a}. @

If ‘K’ ant travels from nodeitoj
The length of travel between node i, tojis L,

Step 4: the minimum and maximum pheromone
quantity is limited by the m number of ants.

Step 5: The T ; will never go outside the 7, and T

Step 6: The T, ; will assigned to 7 in case of i and
jvalue greater than T or T, will assigned to 7, in

case of . value less than T. -

Route Maintenance Using Reactive Routing
Protocol

Reactive Routing Protocol is also known as request
steering protocol [25]. The reactive routing protocol
is required for the transmission of information. The
benefit of this protocol is that it reduces the route
Discovery time during constant transmission of data
bundles. Ad Hoc Demand Distance Vector (AODV)
[12, 35] and Dynamic Source Routing (DSR) [29]
is the instances of the reaction routing protocol. In
AODV, each node records the next hub address in its
routing table. It executes the route Discovery process
when there is no address of destination hub in the
source routing table. The source hub asks the next
hub (to begin the search process of the RREQ) bundle.
All hub receives RREQ bundled data on your steering
table with a hub data, then sends a path to the source
center (RREP). When the main source hub routing ta-
ble is changed or dissolved, it starts the routing main-
tenance service. The source center is taught by a Re-
active Root Error (RRE) bundle. DSR centers have to
keep their way through the center. The DSR process
reduces the system’s data flow and evaluate the paths
with a high time of data reachability [29].

As far as the ant columns optimization techniques are
pulled out, the way the response can be saved in the
Reactive Routing protocol [10] is as follows:

a Table 1 shows the format to save the routing set of
packet in Routing Protocol.

b The format to maintain the data structure details
maintained by each mobile node.

Packet Formats of Routing Packet’s example Values
used for Packet Formats of Routing Packets.
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Table 1

Parameter with default values

Parameter Name

Packet Type

HPC Hop Count

RCT Route Cost

DIN (Dis Identification No)

SVR Sender of VER Packet

ORG Originator Address
TGT Target Address

K Dis_Targets

DIV Dis_Via_Address

DIT(1) DIS_Target_
Address

N Count of Neighbors Node
DIT Dis_Target_Address
NBR@)(N)

LCT(1)(N) Link Cost

RON Route Number

NT Next Hop toward target
NNO Next to Next Hop
INT Invalid Type

SIN Sender of Invalid
Packet

RPO Repairing Originator
Address

RPT Reparining Target
Address

Values
Settol
Setto 0
Set to LCT Neighbor List

Setto DIN_Table parallel to T

Setto O (Originator node
‘O’ has packets to send to a
Target node T))

Setto O
Setto T
Settol
Setto O

Setto N

Setto Noda A of Neighbor List
Setto A
Set to Neighbor List

Set to Neighbor List parallel
to NBR(1)(N)

Allotted Route No by Router
Setto A

ORG entry of Routing_Table
Settol

Setto A

Setto A

Setto C

Note: ‘O, ‘T, ‘N’ /C’ and ‘A’ means IP Addresses of nodes

‘O, “T", ‘N’’C’ and ‘A’

Variables definition:

- HPC =Hop Count value

- RCT =Route Cost

TGT = Target Address

DIV =Dis_Via_Address

DIN = Dis Identification No
ORG = Originator Address
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— N =Count of Neighbors Node

- NBR =1st Node Value

- LCT = Link cost Value

- RON = Route Number

— NNO = Next to Next Hop

— SIN = Sender of Invalid Packet

- RPO = Repairing_Originator_Address
- RPT =Reparining_Target_Address

4. Results and Discussion

Theorem (A-MMAS algorithm Theorem No 8. using
directed graph with pheromone bounds) [3] is applied
for testing.

Between two weight capabilities, Rapid continuous
may be required in each vertex above 2Q (n) ants
sothat 0 <0.5-Q (1) for the --MMAS as well as the
possibilities of building the shortest path in each step
of next iteration.

The hypothesis is demonstrated by illustration: this
study demonstrates its performance in Figure 3,
chart with the k =Q (n) triangle, increase capabili-
ties between W1 and W2 (W1 and W2 are the weight
functions) during each repeat. It is necessary that
A-MMAS requires A =2Q(k)=2Q(N) units should
be started in each vertical to maintain continuous
possibilities for each of the lowest hostages. During
every repetition, the 2-MMA is not a priority in this
setting because the shortest methods for W1 and W2
are quite unique, and A - MMAS cannot save unrecog-
nized arrangements in pheromone remembrance.

Figure 3
From s to t path different equating triangles

iy iy iy
s CM‘ —

A-MMAS - Consider the Reproduction of the
Performing State of the MMA. Ideally, let sort the
triangle as ideal weight work if the pheromone
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estimates are not less than 0.5 on the shortest
possible route. On the occasion that the k /2 triangle
is positive, the need for the various ants that require
a variety of kits, because at any rate, anybody at any
rate is capable of any active circular segment at any
rate. There is no need to settle on the decision. Event
k /2 weak triangle Give chance to PS to make one of
the units a right path, the possibilities of PP are that
a specific anti-accurately examines k /2 negative tri-
angle, and P1<0.5 be is likely to Antioxidants effec-
tively find a particular trouble triangle on this point

ki/2

p, <1-(1-pk) <1-(1-(0.5)"")A< 2272 )
For ensuring that PS is not less than continuous, at
least 2Q)(c¢) units can begin.

On the occasion that triggers are very good in the
present repetition, a number of tricks 7>0.5 will
need to develop the shortest path. One of the most
recent ways to achieve the precession is to reduces
down the values in a triangle with minimum angles.
At this time the same triangle respects the perimeter
on the other circular segment. In the following recur-
rence, this curve will be the shortest way, and its pe-
rimeter will be the maximum 0.5+ ¢ . For a length of
0.50,the PS < 0.5+ o number of units can begin with
the initial number.

Thus, for the A-MMA, the minimum triangle quantity
is not needed at least the repetition.

The ability to perform a close exam may be in a desire
to work for some special work near some permanent
division of the triangle. This means that every repeti-
tion requires a number of exponential ants (to be op-
posed to the minimum continuous disposition in this
premium authentication) for the limited extent to the
right extent in the optional recurrence guarantees the
minimum chances of malicious nodes.

As arule, [22], the reduction rate, the low impact ef-
fect is on the pheromone fields, reducing the predic-
tions of the W1 predictions of the start of refining
method that ants will start moving more than T, and it
will reduce the W1-favored circular segment. Arbitra-
tion will have to be faced, due to fluctuations, the con-
cerns presented by the introduction of the procedure
will reduce the path between s and t. In this event
that the number of triangles supports W2 to W1, by
w1 side w2 side wl-favoring triangles W2 by W1 amid
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‘W1. The fortress will be fortified by the W1 during the
maintenance.

Nevertheless, the case described the problem of route
stability, pheromone memory is not suitable for iso-
lating two weight capabilities, and then it is not well-
scale if the differences between weight capabilities
reach different vertical lines.

Implementing the Experiment

The settings presented in previous results were car-
ried out outside different re-operations to determine
the A-MMAS functionality; in this section all the
middle points and modes introduced in the data are
MMAS parameters o and A, and the proper con-
tinuous flow of time, where information is available
from every suitable 1000 compounds.

Figure 4

The number of arbitrarily pheromone before leaving the
triangle blue [0.1, 0,9] triangle to remove the rate of triangle
before the procession A- MMA started with the same repeat
oneachwith 1 =2,3,4 vertices [22]
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To change the path order with the balance of A-MMA 2
began with each vertical 2 less then equal to 4 greater
then equal to 4 ants, resumed with different expansion
rates, the principal range recording, which contains
estimates on the pheromone triangle [1/10,9/10] left
range (e.g.blue out) that appear in Figure 4, with A = 2,
A=3and 1=4.

The curve is practiced, which suggests thatthe 4 =2
units are not enough to maintain pyramidation due
to its compilation super-polymerum numbers, it ap-
pears that enough to meet A =3 units. For 1 MMA in
close proximity, an anti-province has been re-activat-
ed with the extent of the expansion rate and the length
of the phase, recording a significant repeat on which
the Peruvian triangle specific boundaries remain on
the triggers circular segments. The result in Figure
5, all of its goals are a significant difference between
T=2,T=3 and T =4. In addition, it appears that
the Pheromone Field should be in such a way to stay

Figure 5
The native variations with slow impulsion tours
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in excess of [0,01,0.99]’50 prohibit it. A-MMA was
re-replaced with A =6and o =1/50 in the world’s
changes in order with K =200 triangle. The number
of triangles was recorded outside[1/4,3/4].

The Pheromone Field; Figure 6, shows the slightest
number of triangles with the pheromones estimates
outside the circle. By increasing the weight of the
triangle increases the increasing number of weights,
and in the end solution, for example, in the [1 /4,3/ 4]
pheromone area, approximately 33% covers the trian-
gle area. Figure 6, triangle arrangements is more im-
portant than the number of W1 triangles associated
with the W2 triangle. The curve is practiced, which
suggests that the units are not enough to maintain
pheromone due to its compilation super-polymerous
numbers, it appears that it is enough to meet units
between T'=2 and T =3.

In Figure 7, similarly mathematics in the setting of
changes in the world with the rate of disappearing
in o =1 to increase the effect of repetition. As a re-
sult of some extent, even with this unusual error rate,

Figure 6

200 triangles in arrangement; normal crosswise over 1000
reproductions; where 1 equal to 6 and p is equal to 1/50s
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Figure 7

Across more than 1000 radio drives, 200 triangles in
sequence; A1=6,0=1
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the proportion between the weight triangles ratio is
strong between the W1 and W2 to support W2 ratio
which is just 3:2. After some time, it appears that the
effect of basic prediction is balanced, as opposed to
maximum. In addition, it appears that the informa-
tion focuses interchange between iterations utilizing
W1 and W2, making the lines seem spiked.

5. Limitation of Proposed Work

As study is focusing on prevention of Black Hole At-
tack in MANET by implementing the Ant Colony Op-
timization with Reactive Routing Protocol, following
are the limitations of our work.

1 Itis not efficient for large-scale network

2 The limitation of this study is to eliminate the ma-
licious hub for its first time.

3 The convergence time has uncertainty and de-
pends on selection of pheromone related parame-
ters.
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6. Comparison of Results

In April 2019, a research work for Preventing the
Blackhole attack with implementation of Ant Colony
Optimization was presented by two authors Kaveri
Sawant and Dattatray Sawant [31]. In that research
the authors achieved the 449 throughputs and 328
packets loss with 10 number of nodes by using Least
Cost Path Protocol. In simple AODV protocol, they
achieved the 350 throughput and 250 packets loss
with 10 number of nodes.

In our model, the better results are achieved with 513
throughputs and 237 packets loss with 10 number of
nodes by using Reactive Routing Protocol. Compari-
son is shown in Fig 8.

Figure 8

Comparison chart of throughput and packet loss by using
ant colony optimization with reactive routing protocol and
other protocols with 10 number of nodes

600
500
400 \/
300
200
100

Least Cost Path
Protocol

AODV Protocol Reactive Routing

Protocol

W Packet Loss  ==C==Delay ==——=Throughput

Therefore, we conclude that Ant Colony Optimization
with Reactive Routing Protocol gives better through-
put and provide better prevention of Black Hole At-
tack with minimum number of chances of occurrence
than existing approaches.
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