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Theorem 1. Suppose that the hash functions H1, H2,
H3 and H4 are the random oracles. Then 
the proposed RMIBE scheme is a 
semantically outsider-secure RMIBE 
scheme (IND-O-sRMID-CCA) assuming 
that the Gap-BDH problem is hard. 
Concretely, assume that there is an 
outsider adversary A that has an 
advantage against the proposed RMIBE 
scheme. Suppose A makes at most qE > 0 
initial key extract queries, qU > 0 time 
key update queries, qd > 0 decryption 
queries and qi > 0 queries to hash 
functions Hi (i = 1, 2, 3, 4). Here we 
denote qo = q3 + q4 (PC oracle queries). 
Then the proposed RMIBE scheme is (t, 
q1, q2, q3, q4, qE, qU, qd, )-IND-O-
sMRID-CCA secure assuming that the 
Gap-  qo, -intractable, where 

– y
dq

1 + q2 + qE +

qU) O( 1) + qd O( 2) + (q3 + q4) O(1), 
where 1 and 2 denote the executing time 
for a multiplication in G1 and a pairing
computation, respectively.
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Theorem 2. Suppose that the hash functions H1, H2,
H3 and H4 are the random oracles. Then 
the proposed RMIBE scheme is a 
semantically insider-secure RMIBE 
scheme (IND-I-sRMID-CCA) assuming 
that the Gap-BDH problem is hard. 
Concretely, assume that there is an 
insider adversary A that has an
advantage against the proposed RMIBE 
scheme. Suppose A makes at most qE > 0 
initial key extract queries, qU > 0 time 
key update queries, qd > 0 decryption 
queries and qi > 0 queries to hash 
functions Hi (i = 1, 2, 3, 4). Here we 
denote qo = q3 + q4 (PC oracle queries). 
Then the proposed RMIBE scheme is (t, 
q1, q2, q3, q4, qE, qU, qd, )-IND-O-
sMRID-CCA secure assuming that the 
Gap-  qo, -intractable, where 

– y
dq and 1 + q2 + qE + 

qU) O( 1) + qd O( 2) + (q3 + q4) O(1), 
where 1 and 2 denote the executing time 
for a multiplication in G1 and a pairing
computation, respectively.
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