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Abstract. Quite recently, Tseng and Tsai proposed a revocable identity (ID)-based encryption (RIBE) with a
public channel, in which the private key generator (PKG) can efficiently revoke misbehaving/compromised users by
using a public channel. Considering the problem where a sender would like to encrypt an identical message for n
receivers, the sender must re-encrypt the message n times using Tseng and Tsai’s RIBE scheme. In such acase, n
expensive pairing operations are required for the re-encrypting procedure. In this paper, for reducing the pairing
operations, we extend Tseng and Tsai’s RIBE to propose an efficient revocable multi-receiver ID-based encryption
(RMIBE) scheme. Our scheme only needs one pairing operation to encrypt an identical message for n receivers while
remaining the merit of user revocability in Tseng and Tsai’s RIBE scheme. We demonstrate that the RMIBE scheme is
semantically secure against adaptive chosen ciphertext attacks (CCA) in the random oracle model.
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1. Introduction

The concept of identity (ID)-based encryption was
first presented by Shamir [1]. A user’s identity (e.g.
name, e-mail address or social security number) may
be viewed as the user’s public key. This approach can
eliminate the need of certificates that make publicly
available the mapping between identities and public
keys. However, Shamir’s construction suffers from
implementing and security problems. Until 2001,
Boneh and Franklin [2] defined the formal security
model of ID-based encryption (IBE) and proposed the
first practical IBE scheme from the Weil pairing
defined on supersingular elliptic curves or abelian
varieties. Subsequently, the study of ID-based
cryptography has received a great attention from
researchers and a large number of ID-based
cryptographic schemes and protocols have been
published [3-13].

Any public key system must provide a revocation
mechanism to remove misbehaving/compromised
users from the systems. Since the ID-based public key
systems eliminate the need of certificate management,
the revoking method of certificate revocation list
(CRL) [14] used in certificated-based public key
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systems will not be the good solution to the ID-based
system. For the revocation problem, Boneh and
Franklin [2] also suggested a revocation mechanism,
in which all non-revoked users must obtain new
private keys for each period. Thus, a secure channel
must be established between the private key generator
(PKG) and each non-revoked user to transmit the
periodic private keys. In such acase, the PKG and
each non-revoked user must encrypt and decrypt the
periodic private keys, respectively. In addition, the
total size of key update grows linearly with the
number of non-revoked users.

For improving the key update load in Boneh and
Franklin’s IBE scheme, Boldyreva et al. [15] proposed
a revocable ID-based encryption (RIBE) and its
associated revocation solution, in which they used a
binary tree structure to reduce the key update size to
logarithmic in the number of non-revoked users. They
proved that their RIBE is secure under an adapted
version of the selective-ID model [16], in which
before the system begins to be operated, the adversary
has to decide which identity it would like to attack.
For enhancing the security, Libert and Vergnaud [17]
improved Boldyreva ef al.’s RIBE [15] to present an



adaptive-ID secure RIBE scheme. However, both
RIBE schemes still require as ecure channel to
transmit user’s periodic private keys. Additionally,
each user holds 3log 7 private keys and the PKG must
maintain a binary tree of n leaf nodes, where n denotes
the number of all users.

Recently, Tseng and Tsai [ 18] proposed an efficient
revocable ID-based encryption (RIBE) scheme with a
public channel. They proved that the RIBE scheme
provides adaptive chosen ciphertext (CCA) security.
In their scheme, the requirement of secure channel is
released and the private key size kept by each user is
constant. The computational costs for encryption and
decryption procedures are also improved as compared
to the RIBE schemes in [15, 17]. However, they did
not address the problem where a sender would like to
encrypt an identical message for n receivers. Certainly,
the sender may re-encrypt the identical message n
times using Tseng and Tsai’s RIBE scheme. As a
result, n expensive pairing operations are required for
the re-encrypting procedure.

Considering the situation where any user can send
a message to multiple identities, in this paper, we
extend Tseng and Tsai’s RIBE [18] scheme to propose
an efficient revocable multi-receiver ID-based
encryption scheme while remaining their merits of
revoking misbehaving/compromised users via a public
channel. We first present the framework of revocable
multi-receiver ID-based encryption (RMIBE) with a
public channel. Then, we define the security notions
of RMIBE that formalize possible threats and attacks.
Following the framework of RMIBE, a concrete
construction is proposed, in which a sender only needs
one pairing operation to encrypt a message for n
receivers. As a result, the performance is greatly
improved as compared to the construction of re-
encrypting the identical message using Tseng and
Tsai’s RIBE scheme. For security analysis, we prove
that the proposed RMIBE scheme provides adaptive
chosen ciphertext (CCA) security under the gap-
bilinear Diffie-Hellman assumption [20].

The remainder of the paper is organized as
follows. Preliminaries are given in Section 2. In
Section 3, we formally present the definitions and
security notions of revocable multi-receiver ID-based
encryption (RMIBE) with a public channel. The
concrete RMIBE scheme is proposed in Section 4. We
analyze the security of the proposed RMIBE scheme
in Section 5. Section 6 demonstrates performance
analysis and comparisons. Conclusions are given in
Section 7.

2. Preliminaries

In this section, we briefly introduce the concept of
bilinear pairings and the related mathematical
assumptions. Bilinear pairings such as Weil, Tate and
Ate pairings defined on elliptic curves have been used
to establish efficient ID-based encryption [2, 21, 22].
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2.1. Bilinear Pairings

Let G, and G, be additive and multiplicative cyclic
groups of large prime order ¢, respectively. In
particular, G, is a subgroup of the group of points on
an elliptic curve over a finite field and G, is a
subgroup of the multiplicative group over a finite
field. Let P be a g enerator of G;. An admissible
bilinear map é: GxG; — G, must satisfy the
following properties:

(1) Bilinear: é(aP, bQ)= é(P, Q)" for all P, Qe G, and
a,bez,’.

(2) Non-degenerate: There exist P, QeG; such that
é(P, Q)#l1.

(3) Computability: For P, QeG,, there exists an
efficient algorithm to compute é(P, Q).

We can refer to [2, 6, 19] for full descriptions of
groups, maps and other parameters. The relationship
between the security levels and speed of pairing
computations are referred to [10, 23].

2.2. Related Mathematical Assumptions

Here, we present three mathematical problems and
define two security assumptions for bilinear pairings
on which our schemes are based.

e Bilinear Diffie-Hellman (BDH) problem: Given
P, aP, bP, cP € G, for unknown a, b, ¢ € Zq*,
compute é(P, P)*e G,.

e Bilinear Decision Diffie-Hellman (BDDH)
problem: Given P, aP, bP, cP € G, for some a, b, ¢
Zq* and ke G,, decide whether k = é(P, P)™*.

e Gap-Bilinear Diffie-Hellman (Gap-BDH)

prgblem: Given P, aP, bP, cP € G, for some a, b, ¢ €
Z, , compute a Bilinear Diffie-Hellman pairing é(P,
P)™ with the help of the Bilinear Decision Diffie-
Hellman oracle.
Definition 1 (BDDH assumption) [19]. Given P, aP,
bP, cP € G, for some a, b, ¢ € Zq* and k € G,, there
exists no probabilistic polynomial-time (PPT)
adversary 4 with non-negligible probability who can
decide whether k = &P, P)™. The successful
probability (advantage) of the adversary 4 is presented
as

Adv;=Pr[4 (P, aP, bP, cP, é(P, P)"**)=1]—Pr[4
(P, aP, bP, cP, k)=1],

where £ € G, is chosen uniformly at random and the
probability is over the random choice consumed by
the adversary 4.

Definition 2 (Gap-BDH assumption) [20]. Given P,
aP, bP, cP € G, for some a, b, ¢ € Zq*, there exists no
probabilistic polynomial-time (PPT) adversary 4 with
non-negligible probability that can compute the
Bilinear Diffie-Hellman pairing é(P, P)** with the
help of the Decision Bilinear Diffie-Hellman (DBDH)
oracle. The successful probability (advantage) of the
adversary A is presented as

Adv, = Pr[4 (P, aP, bP, cP) = é(P, P)™ ],
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where the probability is over the random choice
consumed by the adversary 4.

2.3. Notations

We define the following notations that are used
throughout this paper:

e ¢:an admissible bilinear map, é: G| x G| — G,.

e P:a generator of the group G.

s: the system secret key.

e P, the system public key P, = s-P.

e ]D: the identity of a user.

e D,p: the user’s initial secret key.

e :atime period i, where 1 <i <z and z denotes the
total number of time periods.

e Tjp; auser’s time update key for time period i.

e D, auser’s entire decryption key for time period
i, where D;p = Dipt+ Tip.

e H(): a map-to-point function, H;: {0, 1}* - G

e H)(): a map-to-point function, H,: {0, 1}* - G

e [H;():a hash function, H;: G, — {0, 1}, where x is
a fixed length.

e Hy():a hash function, Hy: GxGix...xGxG,x{0,
1}*—{0, 1}, where y is a fixed length.

3. Framework and security notions of RMIBE

In [18], Tseng and Tsai presented the framework
and security notions of revocable ID-based encryption
(RIBE) with a public channel. Under their framework
of RIBE, a user’s decryption key is divided into two
components including a fixed initial secret key and a
changed time update key along with time period. We
extend their concept to define anew framework of
revocable  multi-receiver  ID-based  encryption
(RMIBE) with a public channel.

We first describe it informally. In the system, there
are two roles: a trusted private key generator (PKG)
and users. Without loss of generality, the whole
lifetime of the system is divided into distinct time
periods 1, 2, ..., z. The PKG keeps a system secret key
and announces the public parameters. For a given
user’s identity /D, the PKG computes his/her
associated initial secret key and sends it to the user via
a secure channel. At the beginning of each time
period, the PKG uses the system secret key to generate
a time update key for each non-revoked user, called
the key update process. The PKG may send them to
users by using a public channel (e.g. E-mail). For
RMIBE, it is worth noting that any sender without
concerning with the key update process can encrypt a
message for multiple receivers during time period 7.
Upon receiving the ciphertext C, one selected receiver
with the valid decryption key can recover the message.
3.1. Framework

In this subsection, we formally define the
framework of revocable multi-receiver ID-based
encryption with a public channel.

Definition 3. A revocable multi-receiver ID-based
encryption (RMIBE) with a public channel has 5-tuple
of polynomial time algorithms (G, IKE, TKU, E, D) as
follows:
The system setup algorithm G: The probabilistic
algorithm takes as input a security parameter / and
the total number z of all time periods. It returns a
system secret key s and the public parameters
Parms. The public parameters Parms are made
public and implicitly inputted to all the following
algorithms.

— The initial key extract algorithm IKE: This
deterministic algorithm takes as input the system
secret key s and a user’s identity /De {0, 1}" and
returns the user’s initial secret key Dp.

— The time key update algorithm TKU: This
deterministic algorithm takes as input the system
secret key s, a user’s identity /De {0, 1}" and a
time period i, then returns the user’s time update
key Tip,;-

— The encryption algorithm E: One sender takes as
input a time period 7, the multiple identities /D;,
ID,,..., ID,, and a message m. It then generates a
ciphertext C.

— The decryption algorithm D: One receiver takes as
input a ciphertext C and the user’s entire
decryption key Djp ;. It returns a plaintext m. Note
that the user’s entire decryption key Djp; is
obtained by D;p,; = D;p + Tip;, where Dyp and Tjp;
are generated by the initial key extract algorithm
and the time key update algorithm, respectively.

3.2. Security Notions

For ID-based encryption, it should be semantically
secure against adaptive chosen ciphertext attacks
(CCA) [2]. In 2005, Baek et al. [20] defined the
security model for multi-receiver ID-based encryption,
called selective-ID version, which is a weaker security
proposed by Canetti et al. [16] than adaptive-ID
version. The selective-ID model means that before the
system begins to be operated, the adversary has to
decide which identities it would like to attack.
Recently, Tseng and Tsai [18] defined the security
model of RIBE. We modify the above definitions to
say that ar evocable multi-receiver ID-based
encryption (RMIBE) is semantically secure against
selective multi-ID, adaptive chosen ciphertext attacks
(IND-sRMID-CCA) as follows.

Definition 4 (IND-sRMID-CCA). We say that a
RMIBE scheme is semantically secure against
selective multi-ID, adaptive chosen ciphertext attacks
(IND-sRMID-CCA) if no probabilistic polynomial-
time adversary 4 has a non-negligible advantage in the
following IND-sRMID-CCA game played with a
challenger 3.



Phase 1. A outputs target multiple identities
denoted by (IDI s IDZ . IDn*) and a target period
time denoted by i".

Setup. The challenger @ runs the system setup

algorithm G of RMIBE to produce a system secret

key s and the public parameters Parms. Then the
challenger B gives Parms to A and keeps the
system secret key s to itself.

Phase 2. The adversary 4 may make a number of

different queries to the challenger B as follows:

— Initial key extract query (ID). Upon receiving
this query with /D, the challenger 3 runs the
initial key extract algorithm IKE to return the
user’s initial secret key D;p to A.

— Time key update query (ID, 7). Upon receiving
this query with (ID, i), the challenger B runs the
time key update algorithm TKU to return the
user’s time update key 7jp; to 4.

— Decryption query (ID, i, C). Upon receiving the
query, the challenger @ accesses the entire
decryption key D)p;. The entire decryption key
Dyp, is implicitly obtained by issuing the initial
key extract query (ID) and the time key update
query (ID, i). The challenger B runs the
decryption algorithm © to decrypt the
ciphertext C. Then it returns &(D;p,;, C) to 4. A
restriction here is that (ID, i, C) # (ID_,-*, i*, O,
forj=1,2,...,n

Challenge. The adversary 4 gives a target plaintext

pair (mo*, ml*) to @. The challenger @ chooses a

random S {0, 1} and computes C* by running the

encryption algorithm E(Parms, (IDl*, D;,...,

ID,,*), i*, mﬂ*). Then Bsends C to 4.

Phase 3. The adversary 4 may issue more queries

as in*Phase 2. Arestriction is that (ID, i, C) # (IDi*,
C)forj=1,2,...,n

Guess. The adversary 4 outputs £’

wins this game if "= f.

By the above IND-sRMID-CCA game, we refer

€{0, 1} and

to such an adversary 4 as a polynomial-time adversa-
ry. We define the adversary 2’s advantage in attacking
the RMIBE scheme as Adv, (/)= | Pr[ f=p"1—12].

4. Concrete RMIBE scheme

Following the framework of RMIBE defined in

Section 3, here we construct the RMIBE scheme that
offers the IND-sRMID-CCA security. In order to
enhance the security of the proposed RMIBE scheme,
we employ the technique used in the REACT scheme
proposed by Okamoto and Pointcheval [24]
construct a R MIBE scheme. The proposed RMIBE
scheme consists of five algorithms that include the
system setup, the initial key extract, the time key
update,
describe them as follows:

to

the encryption and the decryption. We
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System setup: Given a security parameter /, a

trusted private key generation (PKG) generates

two groups Gy, G, of prime order ¢ > 2/, an

admissible bilinear map é: G;xG; — G, and a

generator P of G;. The PKG performs the

following tasks.

(1) Randomly choose a s ystem secret key seZq*
and compute P,,,=s-P< G as the system public
key.

(2) Choose a random Q € G, and pick four hash

functions H:{0, 1} >G,, H»{0, 1} >G,,
H;:G, - {0, 1 and Hy:
G1xGx.. xGxGyx{0, 1}'—{0, 1}, where x

and y are fixed lengths.
Then the public parameters and functions are
presented as Parms={G, G, é, P, Q, P, H\,
H,, Hy, Hy}.
The initial key extract: For a given user’s identity
IDe{0, 1}", the PKG performs the following tasks.
(1) Compute Q;p= H,(ID) and the initial secret

key D]D S QID S G1
(2) Transmit D;p to the user via as ecure
channel.

The time key update: For a given time period i and

a non-revoked user’s ID € {0,1}", the PKG

performs the following tasks.

(1) Compute R;p;= H,(ID, i) and the time update
key T[D’, =5 RID,t € Gl.

(2) Send Tp; to the user via a public channel.
Thus, the non-revoked user can compute his/her
entire decryption key Djp; = D;p +T)p,; for time
period i.

The encryption: In time period i, given a message

m and multlple receivers with identities /D; for j

=1, 2, 3, ..., n, a sender performs the followmg

tasks.

(1) Compute Opp;; = Oy + Ripyi = HI(ID)) +
Hy(ID; i), forj=1,2,3,....,n

(2) Choose random r € Z,", and then compute U =
r-Pand V;=r( Q,D/jﬁ- 0),forj=1,2,3,...,n

(3) Randomly choose Re G, and then compute ¥,
=é(0, Ppu) " R and Wr=m® H3(R).

(4) Compute o = Hy(R, m, U, Vy, Va,..., V,, Wy,
W,, L), where L contains information about
how “V}” is associated with each receiver.

Then the ciphertext for the message m is C =
(U, Vl, Vz,..., Vn, Wl, Wg, L, O')

The decryption: Given a ciphertext C = (U, V7,

Vaseoty Vo Wi, Wa, L, 0), the receiver ID; uses L to

ﬁnd the appropriate ;. Then the receiver uses the

associated V; to perform the following tasks.

eU, DlD/l)

(1) Compute R =
e( pub> /)

W, and m" =

Wy @ H3(R").
(2) Compute o '= Hy(R', m’, U, V, Vp,...,
Wy, L).

Vm Wla



Efficient Revocable Multi-Receiver ID-Based Encryption

If o '= o, the receiver returns m as a plaintext
and “Reject” otherwise.

5. Security analysis

As mentioned in Section 3, the adversary is
allowed to obtain either the initial secret key or the
time update key. Since the user’s entire decryption key
consists of the initial secret key and the time update
key, the adversary who gets one of them is still unable
to compute the user’s entire decryption key. For
simplicity of security proof, we consider two cases: an
inside adversary (or arevoked user) and an outside
adversary. If the PKG stops to issue the new time
update key for a user, the user is unable to obtain the
time update key in the present time period. Since the
user still owns the initial secret key, this user may be
viewed as an insider adversary (or a revoked user). On
the other hand, any user is able to obtain the time
update key, since the time update key is transmitted
via a public channel. This kind of attacker may be
viewed as an outsider adversary. An insider adversary
and an outside adversary are allowed to issue all
queries in the IND-sRMID-CCA game except for the
time key update query on (ID", i) and the initial key
extract query on D', respectively. In the following,
we give formal security analysis of the proposed RIBE
scheme in the random model [25, 26].

Here, we demonstrate that the proposed RMIBE
scheme is semantically secure against selective multi-
ID, adaptive chosen ciphertext attacks (IND-sRMID-
CCA) for the outsider and insider adversary. We adopt
the same proving technique as in Baek ef al.’s MIBE
scheme [20]. They first constructed a normal public
key encryption, called the Bilinear ElGamal scheme.
The concrete Bilinear EIGamal scheme is described as
follows.

KeyGen: Choose two groups Gy, G, of prime order
q, an admissible bilinear map é: G;xG; — G, and a
generator P of Gj. Choose s eZq* uniformly at
random and compute P,, = s-PeG,. Choose a
random QeG, . The public key is presented as
PK={G,, G, é, P, O, P,,,} and the private key are
presented as SK={G,, Gy, é, P, P, s}.

Encrypt: Given a message meG, and the public
key PK, choose a random reZ,” and compute C =
(U, W) = (rP, é(Q, P,,)"-m). Return this ciphertext
C.

Decrypt: Given a ciphertext C and the private key
w

eU,0r

and return m as a

SK, compute m

plaintext.

Back et al. [20] proved that the above Bilinear
ElGamal scheme is “One-Way-ness under plaintext
checking attack” (OW-PCA) secure assuming that the
Gap-BDH problem is intractable, in which the OW-
PCA security was defined by Okamoto and
Pointcheval [24]. We present an informal description
about the OW-PCA security. Suppose that there exists
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a Plaintext Checking (PC) oracle, which, given a
ciphertext-plaintext message pair (C, M), outputs 1 if
C encrypts M and 0 otherwise. We say that a public
key encryption scheme is (¢, ¢,, ¢")-OW-PCA secure
assuming that any ¢’-time attacker 3 may make ¢,
queries to the Plaintext Checking (PC) oracle and ®’s
advantage that finds a pre-image of a given ciphertext
is less than ¢”.

Theorem 1. Suppose that the hash functions H; H,,
H; and H, are the random oracles. Then
the proposed RMIBE scheme is a
semantically  outsider-secure ~ RMIBE
scheme (IND-O-sRMID-CCA) assuming
that the Gap-BDH problem is hard.
Concretely, assume that there is an
outsider adversary A that has an
advantage ¢ against the proposed RMIBE
scheme. Suppose A makes at most qp > 0
initial key extract queries, qy > 0 time
key update queries, q; > 0 decryption
queries and q; > (0 queries to hash
functions H; (i = 1, 2, 3, 4). Here we
denote q, = q; + q4 (PC oracle queries).
Then the proposed RMIBE scheme is (t,
91 492 495 494 495 qu. 4a €)-IND-O-
SMRID-CCA secure assuming that the
Gap-BDH is (t, q,, €')-intractable, where

g'>e——and 1'<t+(q; +q+qpt
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¥

q0)0) + qa0(t) + (g5 + q4)-O(1),

where t; and T, denote the executing time

for a multiplication in G; and a pairing
computation, respectively.

V Proof. Assume that an adversary 4 can break the
proposed RMIBE scheme in the IND-sMRID-CCA
game. By using the adversary 4, we may construct
an OW-PCA adversary 3 to break the Bilinear
ElGamal scheme. We assume that challenger 3 is
given {Gy, Gy, é, P, O, P} as pu‘tllic k*eys of t*he
Bilinear ElGamal scheme and (U, W) = (r P,
éQ, P, R as at arget ciphertext of the
Bilinear ElGamal scheme. Suppose that @ makes
qo=q3 + q4 queries to the PC oracle of the Bilinear
ElGamal scheme within time #. We denote B’s
winning probability by ¢ @ simulates the
challenger in IND-sMRID-CCA game for A4 as
follows.

e Phase 1. A outputs target multiple identities
denoted by (IDl*, IDZ*,..., ID,,*) and a target time
period denoted by i".

e Setup: The challenger 3 creates the RMIBE public
parameters Parms = {G,, G, é, P, Py, O, Hy, H,,
Hs, H,} by setting P,,, = bP and Q = cP. Then the
challenger ® gives 4 the public parameters Parms.
Here H,, H,, H; and H, are random oracles
controlled by ®. The challenger B answers queries
issued by 4 as shown below.



— Hjqueries (ID): When 4 queries the oracle H; with

ID, the challenger @ performs the following tasks.

(1) Bmaintains a list of tuples < ID, Qjp, u > called
the H]m].

(2) If the query ID already appears on the Hy,' in a
tuple < ID, Q;p, u >, then @ responds with
H\(ID) = Opp.

(3) Otherwise, ® selects a random u € Z,” and
computes Q;p as follows:

uP-QeG, if ID=ID;

O :H.(ID)={ j for jell,nl,

uP € G if ID# ID; for je[1,n].

Then B adds the tuple < ID, Q;p, u > to the
Hy! 1t responds to 4 with H,(ID) = Qyp.

— H, queries (ID, i): When 4 queries the oracle H,

with (ID, i), the challenger ® performs the

following tasks.

(1) 8 maintains a list of tuples < (ID, i), Rjp;, v >
called the Hj;,”.

(2) If the query (ID, i) already appears on the Hy’
in a tuple < (ID, i), Rjp;, v >, then B responds
with HZ(ID, l) = R[D,,'.

(3) Otherwise, B randomly selects a value v € Zq*
and computes R;p; = vP. Then 3 adds the tuple
< (D, i), Rip;, v > to the H,,/”. Tt responds to 4
with H,(ID, i) = Rp..

H; queries (R): When 4 queries the oracle H; with

R, the challenger 3 performs the following tasks.

Note that this hash function is related with the PC

oracle.

(1) B maintains a list of tuples < R, K > called the
I_Illst3-

(2) If the query (R) already appears on the Hy;,’ in
a tuple <R, K>, then Bresponds with H;3(R)=K.

(3) Otherwise, ® checks whether (U", W") encrypts
R using the PC oracle. If it is, it means that B
finds out the correct message of (U", W'). ®
returns R and terminates the game. If it is not, B
randomly selects K € {0, 1}". Then @adds < R,
K > to the H,,vs,?’ . It responds to 4 with H3(R)=K.

H, queries (R, m, U, Vi, Va,..., Vyoy Wi, Wa, L): A

may issue queries with (R, m, U, V', V»,..., V,, Wi,

W,, L) to H,. B performs the following tasks.

(1) B maintains a list of tuples (R, m, U, V1, V>,...,
V,, Wi, Ws, L) called the H,".

(2) If the query (R, m, U, V1, Vs,..., V,,, Wi, Wa, L)
already appears on the H,'ina tuple < (R, m,
U, Vl, Vz,..., V,,, W], Wz, L), o >, then @
responds with Hy(R, m, U, V1, Va,..., V,, Wi,
Wz, L): O.

(3) Otherwise, ® checks whether (U, W") encrypts
R using the PC oracle. If it is, it means that
algorithm @ finds out the correct message of
(U, W"). @returns R and terminates the game.
If itis not, B randomly selects o € {0, 1}
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Then B adds the tuple <(R, m, U, V1, Va,..., V,,
Wy, Ws, L), o> to Hy,’. It responds to 4 with
H4(R, m, U, Vl, Vz,..., Vn, Wl, Wz, L) = O.

Phase 2: Upon receiving the initial key extract

query with /D and the time key update query with

(ID, i), the challenger @ responds as follows. Note

that the associated hash queries have been asked

before these queries.

The initial key extract query (/D): Upon receiving

this query with /D, the challenger B performs the

following tasks.

(1) Access the corresponding tuple < ID, Qjp, u >
from the list H,m] .

(2) Compute D;p = uP,,;, € G;.

Observe that D;p = uP,,,=ubP=bQ)p, therefore
Dyp is the initial secret key associated to the
identity ID. Give D;p to the adversary 4. The
restriction here is that ID,-* did not appear in
this phase where j =1, 2,..., n.

The time key update query (ID, i): Upon receiving

this query with (ID, i), the challenger ® performs

the following tasks.

(1) Access the corresponding tuple < (ID, i), R;p
v > from the list H”.

(2) Compute Tjp; = VP, € Gi.

Observe that Tjp; = vP,,= vbP = bR;p; and
therefore 7)p; is the time update key associated
to the identity /D and the period time i. Give
Tip,; to A.

The decryption query ((ID", i), C): Upon

receiving this query with (UD", i), C), where C =

[, ", Vayeooy Vy Wi, W, L, o), the challenger B

accesses the corresponding tuple <(R, m, U, V7,

Vayeoiy Viiy Wi, Wa, L), o> from the list H,, . Then

@B performs the following tasks.

(1) If the tuple < (R, m, U, V], Vz,..., V,,, W], Wz,
L), o > exists in the H,,' then 3 computes
H;3(R) using the simulation of H; above and
checks whether H3(R)®m = W,. If not, it
returns “Reject”, otherwise checks whether (U,
W1) encrypts R using the PC oracle and checks
U, Hi(ID;) + HID;, i) + Q) = &P, V). If
both of the equations hold, @ returns m,
otherwise returns “Reject”.

(2) If the tuple < (R, m, U, V], Vz,..., V,,, W], Wz,
L), o > does not exist in the Hy,’, then ®
returns “Reject”.

Challenge: The adversary 4 outputs m, and m; on

which it wishes to be challenged. The challenger 3

performs the following procedure.

(1) Choose pe{0,1} and access the tuple < ID*,
Oip u" > from the list H,,' and the tuple <
(ID*, z:), Rip* jx, v > from the list Hy,” to get uj*
and v; respectively, forj=1,2,..., n.

(2) Use the target ciphertext U, W*) = (r*P, é,
P, R") to compute u;-U" and v;-U" for j =
1,2,..., n.



Efficient Revocable Multi-Receiver ID-Based Encryption

(3) Choose K~ €{0, 1} and & {0, 1} uniformly
at random.

(4)Set K = HyR) and o = HyR', my, U,
(ul*-U* + v1*~U*), (uz*-U* + v1*~U*),..., (un*-U* +
vn*-U*), W, K*@m/;*, L*), where L is created
by ®.

(5) Define C* = (U", (u;"-U" + v,"-U"), (ur U +
v U (U + v, U, W K'®my', L,
o). Bgives C" as the challenge to 4.

e Phase 3: The adversary 4 may issue more queries

as in Phase 2.

e Guess: The adversary 4 outputs its guess '€ {0.1},

and wins this game if B’ = B.

In Setup and Phase 2, itis obvious that the
challenger @ perfectly simulates the random oracle H,,
H,, H;, Hy, the initial secret key extraction, the time
key update and the decryption queries. The simulation
of the ciphertext C" is as follows:

C* _ (U*’ uj*¢U* + V]*U*’ W*’ K* @mﬂ*’ L*’ O_*)

_ (U*’ uj*-r*P-i- Vi*-r*P, W*’ K* @mﬂ*’ L*’ o_*)

= (U, uj*-r*Pf FO+r0+ vj*-r*P, WK @mﬂ*,

L', 0'*)

_ (U*’ uj*r*(u]*Pf Q) + }"*Q + vj*-}"*P’ W*’

K @&my, L', )

= (U, u - r'H,(ID}") + r'HyID,ii") + 7' O, W,

K'@&my, L', o),
for j =1, 2,..., n. Hence we know that C" is a valid
ciphertext.

Here, we analyze the algorithm 4’s advantage. If 4
has guessed a correct value o without querying the

random oracle Hy, algorithm ® must terminate this
simulation. If this situation may happen, the

probability is i} Since in Phase 2, 4 makes total g,
>

decryption queries, we have the Pr[GuessHy] < q—i,
Y

where GuessH, is the event which 4 guesses the
correct value o. If W/R" = é (cP, bP)“, we have Pr[3
(P, aP, bP, cP) = é (P, P) ™ |1 = | P[ p' = B |
—GuessHy] — 1/2 |and | Pt f" =01 - 112 |> e
Consequently, we have | Pr[ "= f | “GuessHy] — 1/2 |
> | Pr[ "= p | — Pr[GuessHy] —1/2 | > ¢ — Pr[GuessH,]
'n
2

According to the above descriptions for the
challenger @, it is obvious that the required executing
time for each H;, H,, initial key extract and time key
update queries needs one multiplication computation
in Gy. Performing g, decryption queries requires ¢y
pairing computations. A3 and H4 queries need the time
of performing PC oracle. So we have t' <t + (g, + ¢»
e+ qu)0(m) + 9,0(w) + (g5 + q4)-O(1), where 7y
and 7, denote the executing time for a multiplication in
G, and a pairing computation, respectively. A

> e —
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In the following, we prove that our proposed
RMIBE scheme is also a semantically insider-secure
RMIBE scheme. Since the PKG stops to issue the
current time update key for the revoked user, the user
is unable to obtain the time update key in the present
time period. We give a theorem for an insider attacker
(revoked user) and prove that insider adversary (or a
revoked user) cannot decrypt the message.

Theorem 2. Suppose that the hash functions H; H,,
H; and H, are the random oracles. Then
the proposed RMIBE scheme is a
semantically  insider-secure ~ RMIBE
scheme (IND-I-sRMID-CCA) assuming
that the Gap-BDH problem is hard.
Concretely, assume that there is an
insider adversary A that has an
advantage ¢ against the proposed RMIBE
scheme. Suppose A makes at most qp > 0
initial key extract queries, qy > 0 time
key update queries, q; > 0 decryption
queries and q; > (0 queries to hash
functions H; (i = 1, 2, 3, 4). Here we
denote q, = q; + q4 (PC oracle queries).
Then the proposed RMIBE scheme is (t,
41 9> 95 9+ 95 qu 4a €)-IND-O-
SMRID-CCA secure assuming that the
Gap-BDH is (t, q,, €')-intractable, where

8'>8—g—[;a”df’<f+(fh T gt qe Tt
q)O) + q40(w) + (g5 + q4)-O(1),
where t; and T, denote the executing time
for a multiplication in G, and a pairing
computation, respectively.

V Proof. Assume that an adversary 4 can break the
proposed RMIBE scheme in the IND-sMRID-CCA
game. By using the adversary 4, we may construct
an OW-PCA adversary 3B to break the Bilinear
ElGamal scheme. We assume that challenger 3 is
given {Gy, Gy, é, P, O, P, as pulllic k*eys of t*he
Bilinear ElGamal scheme and (U, W) = (r P,
éQ, P, R as at arget ciphertext of the
Bilinear ElGamal scheme. Suppose that @ makes
qo = q3 + g4 queries to the PC oracle of the
Bilinear ElGamal scheme within time 7. We
denote B’s winning probability by &’. @ simulates
the challenger in IND-sMRID-CCA game for 4 as
follows.

e Phase 1. A outputs target multiple identities
denoted by (IDl*, IDZ*,..., ID,,*) and a target time
period denoted by i".

e Setup: The challenger 3 creates the RMIBE public
parameters Parms = {G,, G, é, P, P, O, Hy, H,,
Hs, H,} by setting P,,, = bP and Q = cP. Then the
challenger 3 gives 4 the public parameters Parms.
Here H,, H,, H; and H, are random oracles
controlled by ®. The challenger ® answers queries
issued by 4 as shown below.



— Hjqueries (ID): When 4 queries the oracle H; with

ID, the challenger @ performs the following tasks.

(1) B maintains a list of tuples < ID, Qpp, v >
called the H,,vs,] .

(2) If the query ID already appears on the Hy,' in a
tuple < ID, Qpp, v >, then B responds with
H\(ID) = Opp. .

(3) Otherwise, ® randomly selects a value v € Z,
and computes Q;p = vP. Then B adds the tuple
<D, Q;p, v> to the H,,'. It responds to 4 with
H,(ID) = Opp.

— H, queries (ID, i): When 4 queries the oracle H,

with (ID, i), the challenger B performs the

following tasks.

(1) Bmaintains a list of tuples < (ID, i), Rip;, u >
called the Hj;,”.

(2) If the query (ID, i) already appears on the Hy,
in a tuple <(ID, i), R;p;, u >, then B responds
with Hz([D, l) = R[D’,'.

(3) Otherwise, B selects a random u € Zq* and
computes Q;p as follows:

uP-QeG, if (ID,i)=(ID;,i})for je[l,n],
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H4(R, m, U, Vl, Vz,..., Vn, Wl, Wz, L) = O.
Phase 2: Upon receiving the initial key extract
query with /D and the time key update query with
(ID, i), the challenger @ responds as follows. Note
that the associated hash queries have been asked
before these queries.

The initial key extract query (/D): Upon receiving
this query with /D, the challenger B performs the
following tasks.

(1) Access the corresponding tuple < ID, Qjp, v >

from the list H};,".

(2) Compute D;p = vP,,, € G.

Observe that D;p = vP,,,=vbP=bQ)p, therefore

Dyp is the initial secret key associated to the

identity ID. Give D;p to the adversary 4. The

restriction here is that ID,-* did not appear in

this phase wherej =1, 2,..., n.

The time key update query (ID, i): Upon receiving
this query with (/D, i), the challenger ® performs
the following tasks.

(1) Access the corresponding tuple < (ID, 7), R;p

u > from the list Hlmz.

(2) Compute Tjp; = uP,, € Gi.

Ru),i =HI(ID,i): . . - .
uP e G, if (ID,i) # (ID,,i,) for je[1,n].

Then @B adds the tuple < (ID, i), Rp;, u > to the Hlmz. It
responds to 4 with H,(ID, i) = Rp,.
— Hjqueries (R): When 4 queries the oracle H; with

Observe that T)p; = uP,,= ubP = uR;p; and
therefore 7)p; is the time update key associated
to the identity /D and the period time i. Give
Tpp,to A

R, the challenger 3 performs the following tasks.
Note that this hash function is related with the PC
oracle.

(1) ®maintains a list of tuples < R, K > called the
Hlist3~

(2) If the query (R) already appears on the H,,' in
a tuple <R, K>, then Bresponds with H3(R)=K.

(3) Otherwise, ® checks whether (U", W) encrypts
R using the PC oracle. If it is, it means that @
finds out the correct message of U, w. a8
returns R and terminates the game. If it is not, @
randomly selects K € {0, 1}". Then Badds <R,
K> to the Hy,'. It responds to 4 with H3(R)=K.

H, queries (R, m, U, Vy, Vayooy Voy Wi, Wo, L): A

may issue queries with (R, m, U, Vi, Vs,..., V,,, W1,

W,, L) to Hy. B performs the following tasks.

(1) ®maintains a list of tuples (R, m, U, Vy, Vs,...,
V,, Wi, Ws, L) called the H,’.

(2) Ifthe query (R, m, U, V1, Vy,..., Vo Wi, W, L)
already appears on the H;," in a tuple < (R, m,
u, Vy, Vo,ooy Voo Wi, Ws, L), o >, then B
responds with Hy(R, m, U, V\, Va,..., V., Wi,
Wg, L): O.

(3) Otherwise, @ checks whether (U", W) encrypts
R using the PC oracle. If it is, it means that
algorithm @ finds out the correct message of
(U, W"). Breturns R and terminates the game.
If itis not, @ randomly selects o € {0, 1}’.
Then @ adds the tuple <(R, m, U, Vi, Va,..., V),
Wy, W, L), o> to H;,-S,“. It responds to 4 with
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The decryption query (D", i), C): Upon

receiving this query with (ID", i"), C), where C =

u, i, Va,..., 'V, Wi, W, L, o), the challenger B

accesses the corresponding tuple <(R, m, U, V1,

Vay..., Voo Wi, Ws, L), o> from the list Hy,,’. Then

@B performs the following tasks.

(1) If the tuple < (R, m, U, V1, Va,..., V., Wi, W,
L), o > exists in the Hy', then @ computes
H;(R) using the simulation of H; above and
checks whether H3(R)®m = W,. If not, it
returns “Reject”, otherwise checks whether (U,
W) encrypts R using the PC oracle and checks
éU, H\(ID,") + Hy(ID;, i) + Q) = &P, V). If
both of the equations hold, @ returns m,
otherwise returns “Reject”.

(2) If the tuple < (R, m, U, V1, Va,..., V., Wi, W,
L), o > does not exist in the Hy,’, then 3
returns “Reject”.

Challenge: The adversary 4 outputs m, and m; on

which it wishes to be challenged. The challenger @

performs the following procedure.

(1) Choose fe{0,1} and access the tuple < ID",
Oip+, v' > from the list H,,vs,] and the tuple <
(ID*, i:), Rip e, u’ > from the list H,,;Y,Z to get vj*
and u; respectively, forj = 1,*2,..*., n.

(2) Use the target ciphertext (U, W) = (r P, é(0,
P, R") to compute v,-U" and u;-U" for j =
1,2,..., n.

(3) Choose K €{0, 1}* and & {0, 1}” uniformly
at random.
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(4) Set K = Hy(R") and o = HyR', my, U,
(v1*~U* + ul*-U*), (v2*~U* + u2*~U*),..., (v,,*-U* +
u,,*~U*), W, K*@mﬂ*, L*), where L is created
by ®.

(5) Define C* = (U, (v, U + u,"-U"), (v, -U +
w, U,y 0 U+ U, W K'my, L,
o). Bgives C" as the challenge to .

e Phase 3: The adversary 4 may issue more queries

as in Phase 2.

e Guess: The adversary 4 outputs its guess ' {0.1},

and wins this game if f'= f.

In Setup and Phase 2, itis obvious that the
challenger @ perfectly simulates the random oracle Hj,
H,, H;, Hy, the initial secret key extraction, the time
key update and the decryption queries. The simulation
of the ciphertext C" is as follows:

C'= (U*, vj*-U* + uj*-U*, W*, K 69m/;*, L*, 0'*)

_ (U*’ Vi*q’*P-i— uj*-r*P, W*’ K* @mﬂ*’ L*’ o_*)

= (U, vj*-r*Pf FO+r0+ uj*-r*P, WK @mﬁ*,
L', 0'*)

=(U, v - r' (v P-Q +rQ+u rBW,
K'@&my, L', o)

= (U v r HyID;) + r HoID) i) + 10, W,

K @&my, L', o),

for j =1, 2,..., n. Hence we know that C" is a valid
ciphertext.

The analysis is similar to Theorem 1. The
successful probability (advantage) of the challenger ®

who can solve the CDH problem is at least ¢ —q—‘i.

The executing time is ¢ + (¢; + ¢2 + gz + qu)-O(z)) +
q4°0(ry) + (g5 + q4)-O(1), where 7, and 7, denote the
executing time for a multiplication in G, and a pairing
computation, respectively. A

6. Performance analysis and comparisons

In this section, we analyze the performance of the
proposed RMIBE scheme and give the comparisons
with the Tseng-Tsai RIBE scheme [18]. For
convenience, we define the following notations to
analyze the computational cost.

e TG, The time of executing a bilinear pairing

operation é: Gy x G| = G,.

o TG, The time of executing a multiplication
operation in Gj.
e T., The time of executing an exponentiation

operation in G,

e TGy The time of executing a map-to-point hash
function H;( ) or H,( ).

Some simulation results in [27-30] demonstrate
that executing a bilinear pairing operation 7G, is more
time-consuming than other operations. In order to
obtain more precise analysis of the encryption cost for
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n receivers, we use the simulation results in [30] to
evaluate it. Table 1 lists the simulation results of 7G,,
T.., and TGy with respect to 7G,,,, respectively. The
simulation environment is presented as follows. The
processor is an Intel Core Duo T2400 1.83GHz with 3
GB of RAM 533 MHz. The cryptographic pairing
system uses Weil bilinear pairing system in which the
used pairing values belong to a finite field of 1024
bits. The computation costs of 7G,, TGy and T, are
equal to about 97G,. 0.77G,, and 17G,,,,
respectively.

Table 1. The cost of the related pairing based operations

TGL. TGH Texp
Cost TG, 0.7TG,u 117G,

In the following, we analyze the computational
costs of the proposed RMIBE scheme. For encrypting
a message for n receivers in the proposed RMIBE
scheme, it takes 7G, + (n+1)- TGy + 20-TGy + T,y
time. For each selected receiver’s decryption in the
proposed RMIBE scheme, it requires 27G, + T, time.
Table 2 lists the comparisons between the proposed
RMIBE scheme and the Tseng-Tsai RIBE scheme [18]
in terms of the computational costs of
encryption/decryption for n receivers, and security
assumption. Because Tseng and Tsai didn’t address the
problem where a sender would like to encrypt a
message for n receivers, the sender must re-encrypt
the message » times using their RIBE scheme. Thus, a
sender needs n expensive pairing operations to encrypt
a single message for n receivers. Our proposed scheme
requires only one pairing operation to encrypt a
message for n receivers. The required computational
cots of encryption for n users are depicted in Fig. 1. It
is obvious that our MIBE scheme is better than the
Tseng-Tsai RIBE scheme for encrypting a message for
n receivers.

Table 2. Comparison between the proposed scheme and the
Tseng-Tsai IBE scheme.

The Tseng- Our proposed
9
Tsal’s RIBE | p \IBE scheme
scheme [18]
Security assumption| BDH assumption Gap-BDH
assumption
Computational COSU ) 16, + TG+ | TG+ (n+1) TG,
P 3nTGy+nTay, | +20TGy+ T,
receivers
n=50 606 TG, 131 TG,
n =100 1211 TG, 251 TG,
n =200 2421 TG, 491 TG,
n =500 6051 TGy 1211 TG,y
Computational cost
of decryption for 2TGe + TG+ 2TG,+ Toy,
each user “p
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Figure 1. Performance comparison of encryption for » users

7. Conclusions

In this paper, we addressed the problem where one
sender encrypts an identical message for multiple
receivers in the revocable ID-based version. We
defined the framework of revocable multi-receiver ID-
based encryption (RMIBE) with ap ublic channel.
Meanwhile, the security notions were completely
defined to formalize the possible threats and attacks
that include an outside adversary and a revoked user
(an inside adversary). We proposed the concrete RIBE
scheme from bilinear pairings. Based on the Gap-
bilinear Diffie-Hellman assumption, the RMIBE
scheme is proved to be semantically secure against
adaptive chosen ciphertext attacks (CCA) under the
selective-ID  version. Performance analysis and
comparisons are made to demonstrate that our
proposed scheme requires only one pairing operation
for encrypting a message for multiple identities and
provides revocable property.
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