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Abstract. Authentication is one of the fundamental mechanisms to enable a legitimate user to log into a remote
server in an insecure environment. Many authentication protocols have been proposed in the literature for preventing
unauthorized parties from access resources. Recently, Chen et al. proposed a password-based remote user
authentication and key agreement scheme using common storage devices, such as USB sticks. They claimed that the
scheme can withstand off-line dictionary attacks even if the authentication information stored in the device is obtained
by the adversary. However, we observe that Chen et al.’s scheme is insecure against off-line dictionary attacks in this
case. To remedy this security flaw, we propose an improved authentication protocol without using smart cards.
Compared with the previous schemes, our scheme not only provides more security guarantees, but also is more

efficient both in computation and communication cost..
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1. Introduction

Authentication between the users and the server is
essential to prevent unauthorized service and resource
access and remove the potential security threats over
the insecure networks. Password-based user
authentication is one of the simplest, most convenient
authentication schemes, in which, password is the
secret data which the user and the server agree in
advance and is used to verify the identity of the two
parties. Since Lamport [1] proposed the first password
authentication scheme over an insecure channel in
1981, password authentication (PA) protocols have
been extensively investigated in the literature [1-31].
They can be classified into three classes: the
password-only PA protocols, the dedicated device-
aided PA protocols (e.g., smart card based PA) and the
memory device-aided PA protocols [29].

In the password-only PA protocols, no extra
devices are used, the user only requires presenting the
password that can be easily memorized by the human
beings, and the server maintains a p assword file to
verify the user's authentication request. While widely
deployed, the maintenance of the password file
introduces a risk of tampering and maintenance cost.
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In order to reduce the risk and maintenance cost,
many dedicated device-aided PA protocols have been
proposed. In these schemes, au ser requires to
remember a short password and to hold a specialized
device (i.e., a smart card) to complete a s uccessful
authentication. The authentication information is
stored in the smart card, which is issued by the server
and is accessed via inserting the smart card into the
specialized readers. Although smart cards come with a
tamper-resistant property, the content of the smart card
can be extracted by monitoring its power consumption
and analyzing the leaked information [32, 33].
Therefore, the use of tamper-resistant devices does not
guarantee that an authentication scheme is secure
against all risks; most of them are still subject to some
traditional attacks if the smart card is stolen. In
addition, the required infrastructure for smart card-
based schemes, such as the cards and readers, greatly
increases the cost of deployment.

To reduce the deployment cost, the memory
device-aided PA protocols come into being. Each user
uses a common memory device without the property
of tamper resistance, such as universal serial bus
(USB) sticks, portable HDDs, mobile phones, PDAs
and PCs, to store some authentication information
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issued by the server. This kind of PA scheme is also
called PA without using smart cards. It often saves the
deployment cost in the real world due to the low cost
of the devices used and less dependence on the
supported infrastructure.

In this work, we investigate the third kind of PA
schemes, i.e., the PA without using smart cards. The
authentication information issued from the server is
stored on a common storage device without tamper-
resistance. Once the device is stolen, all the
information in it may be revealed. Our goal is to
ensure the security of the scheme in the case that the
memory device is stolen but the password of the
device owner is unknown to the adversary. More
specifically, even if the memory device is stolen, the
adversary will not be able to mount off-line dictionary
attacks.

In 2009, Rhee et al. [24] pointed out that the
schemes using smart cards cannot be directly
converted into schemes using a common storage
device. Specifically, they analyzed the security of Fan
et al.’s [7] and Khan et al.’s [8] authentication schemes
when the tamper-resistant property is eliminated from
the smart card. They showed that Fan et al.’s
authentication scheme [7] is vulnerable to
impersonation attacks, and that Khan et al.’s
authentication scheme [8] becomes vulnerable to
impersonation attacks and off-line dictionary attacks,
in this case. Then they proposed a practical and secure
user authentication scheme using the common storage
device based on Khan et al.’s scheme using smart
cards. They claimed that their scheme achieves mutual
authentication and enjoys all advantages of
authentication schemes using smart cards. However,
Rhee et al.’s scheme is insecure against impersonation
and man-in-the-middle attacks [25, 26].

Recently, Chen et al. [28] found that Rhee et al.’s
scheme is insecure because there are much redundant
information and the identification-related information
is absent in the login request. Then they proposed the
enhanced version of Rhee et al.’s scheme based on the
computational Diffie-Hellman Problem [34]. They
claimed that their scheme provides mutual
authentication and is secure against off-line dictionary
and well-known on-line attacks, such as replay
attacks, forgery attacks, and impersonation attacks.

However, we identify that Chen et al.’s scheme is
insecure against off-line dictionary attacks if the
device is stolen. To fix this security problem, we
propose an improved PA scheme without using smart
cards. Compared with the previous schemes, our
scheme not only provides more security guarantees,
but also is still efficient both in computation and
communication cost. Therefore, our scheme is more
suitable for practical applications.

The rest of the paper is organized as follows.
Section 2 gives a brief review and cryptanalysis of
Chen et al.’s scheme. We present our proposed scheme
and its analysis in Sections 3 and 4, respectively.
Finally, we give the conclusion in Section 5.
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2. Review of Chen et al.’s Scheme [28]

2.1. Description
The notations used throughout the paper are
defined as follows.
ID, : the user U, ’s identity;
PW, : the user U, ’s password;
x, X : the remote server S ’s secret key and public
key;
P, q:
pP=2q+1;

two large prime numbers such that

g : a generator with order ¢ in GF(p);
H : a secure one-way hash function;

T : timestamp;

AT : maximum transmission delay;

Z,,: aring of integers modulo ¢ ;

Z ,: multiplicative group of Z ;
|| : the concatenation operation.

We now briefly review Chen et al.’s scheme [28],
which consists of three phases: registration, login and
authentication, and one activity: password change, as
is shown in Figure 1.

2.1.1. Registration Phase

In this phase, the remote server S selects large
prime numbers p and g such that p=2g+1. The
server also chooses a generator g of 7, its secret key
xeZ, and a secure one-way hash function H . When
U, wants to become anew legal user, he proceeds
with the following steps through a secure channel:

(1) U, selects a unique identity /D, and a
password PW,, and submits them to §'.

(2) Upon receiving the registration information, §
computes Y, = H(ID,)""™ mod p . Then S sends the
authentication information {Y;,H, p,q} back to U, .

(3) After receiving the authentication information,
U, stores itlo cally on his memory device, i.e., his
USB drive.

Since the authentication information issued from
the server is stored on a device without tamper-
resistance, itis possible that the information may be
altered carelessly or maliciously. In these cases, a
timeout threshold is set to ensure the correctness of
the authentication information. The user has to re-
register to obtain the new authentication information
when he does not receive § ’s response in the
threshold time.
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Figure 1. Chen et al.’s scheme [28]

2.1.2. Login and Authentication Phase

When a legal user U, wants to access system

resources provided by S , he first retrieves the
authentication information stored on his USB stick,
and inputs his password Pw,. Then the login and

authentication procedure proceeds as follows.

(1) U, chooses a random number aeZ and
computes y,'=Y,/H(UD,)" modp , C,=H(ID,)" modp ,
D,=Y,'Cmodp , and V,=HUD,|[Y,"|C, | D, |IT) »
where 7, is the current time of U, . Next, U, sends his
login request {ID,,C,,V,,T;} to S.

(2) On receiving the login request from U, , §
checks the validity of ID, and (T, -T;) <AT , where
T, is the current time of § . If either does not hold, S
drops the request and terminates the
Otherwise, § computes Y,"=H(ID,)* mod p
D,'=Y"C,modp , and then compares V, with
H(D, | Y,"||C, || D,"||T;) . If they are not equal, S
rejects the request. Otherwise, S authenticates U, and

session.
and

the login request is accepted. Then, S computes
M,=H(D, | D,"|T,), where T, is the current time of
S, and sends {M,,T,} to U,.

(3) Upon receiving the message from S, U,
if T, valid and M, equal
H(D, || D, || T,). If both hold, S is authenticated and

mutual authentication between S and U, is achieved.

checks is is to

Otherwise, S is not authenticated.
(4) After the mutual authentication has finished,
U, and S compute the symmetric session key

i
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sk=H(D,) =H(D," and use the key to

establish a secure communication channel.

user—side server—side

2.1.3. Password Change Activity

If alegal user U, wants to change his password,
U, selects the new identity ;p’ and password pw",

goes back to the registration phase, and re-obtains his
new authentication information from S .

2.2. Weaknesses of Chen et al.’s Scheme

The authentication information issued from the
server is stored on a common storage device without
tamper-resistance. Once the device is stolen, all the
information in it may be exposed. Specifically, to
analyze the security of password based authentication
without using the smart card, we suppose that an
adversary A has the following capabilities [10]. First,
the adversary has total control over the
communication path between the server and users.
That is, the adversary may intercept, insert, delete, or
modify any message through the insecure channel.
Second, the adversary may extract the secret
parameters from the common memory device. Third,
the adversary may know passwords and all the
information stored in the common memory device of
all the users except those of the user who is under
attack from the adversary.

Passwords play a critical role in the PA schemes.
Password protection is the key point to ensure the
security of the scheme. Since the users tend to choose
easily remembered short passwords for their
convenience, the sample space of passwords may be
small enough to be enumerated by an adversary. That
is, these passwords are potentially vulnerable to
dictionary attacks. The dictionary attacks can be
further classified into three classes [31].

Detectable on-line dictionary attacks: an adversary
tries to verify the correctness of a guessed password in
an on-line manner by observing the response from the
server. In this case, a failed guess can be detected and
logged by the server.

Undetectable on-line dictionary attacks: an
adversary also attempts to verify a password guess in
an on-line manner. However, a failed guess cannot be
detected or logged by the server. In this case, the
server cannot distinguish between an honest request of
a legitimate user and a malicious request of an
adversary.

Off-line dictionary attacks: an adversary guesses a
password and verifies his guess in an off-line manner
by using the eavesdropped authentication messages

and the authentication information stored in the
device.
Most of the password-based authentication

schemes are insecure against detectable on-line
dictionary attacks. In general, the possible number of
password guesses is limited to prevent detectable on-
line dictionary attack in these schemes; an adversary
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can hardly succeed to find the correct password within
the limitation. All the password-based user
authentication schemes should be designed to prevent
undetectable on-line and off-line dictionary attacks. It
is critical to ensure that even if the device is stolen, the
adversary will not be able to mount an off-line
dictionary attack.

In [28], Chen et al. claimed that the scheme is
secure against off-line dictionary attacks even if the
common storage device is stolen. However, on the
contrary, we observe that it is not true. 4 can mount
the off-line dictionary attacks. The following
assumptions are made.

First, an adversary A4 cavesdrops the messages
transmitted between the user and the server and stores
the message {ID,,C,,V;,T;} into the database according

to ID, , where y'=y/HUD)" modp
C,=H(D) modp , D,=Y'Cmodp , and
Vi=HUD, | Y,'||C (D T) -

Second, A4 has stolen U, ’s device and extracted
the stored authentication information {Y,,H,p,q} ,
where y = H(UD,)"™ mod p -

U <P

Then A can find out U, ’s password PW, through
the following procedure.

1) A retrieves a message {ID,,C,,V,,T,} from the
database according to the identity /D, .

2) A guesses a candidate password pw’ , and
computes y' =y /#(D,)" modp and D =¥ C,mod p -

3) A checks whether H(D, ||Y||C, | D ||T;) and
v, are equal. If they are equal, 4 has found the

correct password. Otherwise, A repeats the steps 2)
and 3) until the correct password is found.

It is easy to see that the adversary can obtain the
password through the above procedure. Therefore,
Chen et al.’s scheme is vulnerable to the off-line
dictionary attack with the stolen device.

3. Our Improved Scheme

Our improved scheme consists of 5 ph ases:
initialization, registration, login, authentication, and
password change, as is shown in Figure 2.

[ 8]

‘ Initialization Phase ‘

*
erq

X =g"modp

‘ Registration Phase ‘

Y, = H(D, || x)® H(PW,)

{(X,Y,H,p,q}

‘ Login and authentication Phase ‘

5

aeZ,

Y=Y, ®H(PW)
C =g“modp
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Vi=HUD, | Y| C I D [ T)
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M,
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<«
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sk=H(D,)
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Figure 2. Our improved scheme



3.1. Initialization Phase

In this phase, the remote server S selects large
prime numbers p and ¢ such that p=2¢+1. The
server also chooses a generator g of 7', its secret key
xez, , as ecure one-way hash function # , and

computes its public key X = g* mod p -

3.2. Registration Phase

When U, wants to become a new legal user, he
proceeds with the following steps:

(1) U, selects a unique identity /D, and a
password PW,, and submits them to S through a
secure channel.

(2) Upon receiving the registration information, §
computes Y, = H(ID, || x)® H(PW,) . Then S sends
U,

i

the authentication information {X,Y,,H,p,q} to
via the secure channel. In our scheme, S only
maintains the ID table which includes U, ’s identity
ID, .

(3) After receiving the authentication information,
U, stores itlocally on his memory device, e.g., his

USB stick.
As in Chen et al.’s scheme [28], at imeout
threshold is set.

3.3. Login and Authentication Phase

When a legal user U, wants to access system

resources provided by S , he first retrieves the
authentication information stored on his USB stick,
and inputs his password PW,. Then the login and

authentication procedure proceeds as follows.

(1) U, chooses arandom number an; , and
computes Y '=Y @ H(PW,) |,
D,=X"modp . and ¥, =H(ID,||Y,"|C|ID,||T,) ,
where 7] is the current time of U, . Next, U, sends
his login request {/D,,C,,V,,T;} to §.

(2) On receiving the login request from U, , S
checks the validity of ID, according to the ID table
and (7, —1)) < AT , where T, is the current time of .
If either does not hold, S drops the request and
terminates the session. Otherwise, S computes
Y"=H(D, | x) and
D'=C" modp=g“modp=X“modp=D,, and
with H(D, | Y,"|[C, || D,"||T;) . 1f
they are not equal, S rejects the request. Otherwise,
S authenticates U, and the login request is accepted.

i

Then, § computes M, =H(ID,| D,"||T;), where T,
is the current time of S, and sends {M,,T;} to U, .

C=gmodp |,

then compares V,

i
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(3) Upon receiving the message from S, U,
if 7, is valid and M, is equal to
H(ID, || D, ||T;). If both hold, S is authenticated and
mutual authentication between S and U, is achieved.

i

checks

Otherwise, S is not authenticated.

(4) After the mutual authentication has finished,
U, and S compute the symmetric session key
sk=H(D,) =H(D,"
establish a secure communication channel.

and use the key to

user—side server—side

3.4. Password Change Activity

If alegal user U, wants to change his password,
selects the new password PW:, then computes
" =Y ®@ H(PW,)® H(PW,) and replaces Y, with

*

~ S

=~

4. Security and Efficiency Analysis

4.1. Security Analysis

We first introduce some hard problems, which
form the basis of security of our improved scheme.

Discrete logarithm problem (DLP) [35]: Given two
elements g and 7, itis computationally infeasible to

find an integer an; such that h=g“modp

whenever such an integer exists.
Computational Diffie-Hellman Problem (CDHP)
[34]: ¢

Given g , g* , g’ for a,beZ; , 1t s

computationally intractable to compute g mod p .

One-way property: for any given A , itis
computationally infeasible to find y so that

h=H(y).

Under the attack model defined in Section 2.2,
even if the authentication information stored in the
memory device is exposed, our improved scheme can
resist various malicious attacks, including stolen
verifier attacks, on-line and off-line dictionary attacks,
replay attacks, user impersonation attacks and server
impersonation attacks. Our scheme also achieves
mutual authentication and establishes a secure channel
between the user and the server.

Following the analysis in [28], the security
analysis of our improved scheme is presented as
follows.

4.1.1. Security of the Server S’s Secret Key x [28]

As in Chen et al.’s scheme, only the server S has
the knowledge of the secret key x. An adversary A
may eavesdrop the network traffic and collect the
authentication messages, i.e., U, ’s login request

{ID,,C,,V.,T,} and S’s response {M,,T,}. However,
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A cannot recover x from C,, since C =g”“modp

contains no information of x . Besides, owing to the
irreversibility of hash function H , it is impossible for
A to obtain x based on V, and M,. Hence, there is

no way for 4 to obtain S ’s secret key x using the
eavesdropped authentication messages.

Suppose A steals U, ’s authentication information
XY, H,p.q5
X=g'modp and Y, =H(D, | x)®H(PW,) . To
retrieve x from X =g*mod p , he faces to break the
DLP problem. To retrieve X from
Y =H(D, || x)® H(PW,), even for a malicious user
U, who can extract Y,'= H(ID, || x), itis impossible

and tries to retrieve x from

to get x, since H is a secure one-way hash function.

4.1.2. Stolen Verifier Attacks

Stolen verifier attacks mean that an adversary
stealing the password verifier (e.g., plaintext
passwords, hashed passwords) stored in verification
table from the server can use it directly to impersonate
as alegitimate user during the authentication phase
[17]. In our scheme, the server S only stores the user
identity in an ID table. Even if the adversary stole the
identity from the ID table, he or she has no way of
obtaining Y,'= H(ID, || x) to compute a valid login
request without the secret key x . Clearly, no sensitive
information, such as passwords or verifiers derived
from PW, , is stored in the verification table.
Therefore, our scheme is secure against the stolen
verifier attack.

4.1.3. Undetectable On-line Dictionary Attacks

In our scheme, on-line dictionary attack will be
detected immediately. Suppose that an adversary
attempts to find the password of alegal user. He
would guess a possible password to perform the login
and authentication phase. According to the scheme,
the server can detect the attack by confirming whether
V. is equal to H(ID,|Y,"||C || D,'||T;) or not.
Generally, when the third attempt goes wrong, the
identity attacked by the adversary would be locked
and no further attempts would be allowed. As a result,
our scheme does not suffer from the undetectable on-
line dictionary attacks.

4.1.4. Off-line Dictionary Attacks

There is no way for an adversary A4 to retrieve

U, ’s password PW, based on the eavesdropped

i

authentication messages, such as U, ’s login request
{D,,C.,V,,T,} and S ’s response {M,,T,} , because
these messages do not contain any information of
PW,.
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Suppose that 4 steals U, ’s authentication
information {X.Y,,H, p,q}, and tries to retrieve PW,
from Y, =H(ID, || x)® H(PW,) . Since there is no
information that can be used as a verifier, itis
impossible for 4 to guess PW,.
Further that U, s

information {X,Y,,H, p,q} is stolen by an adversary

assume authentication

A, and A has also collected the authentication
messages {ID,,C,,V,,T} and {M,,T,}.

In the
password PW:, A can compute v’ =Y, ® P, . Since
V,=H(D,||Y'||C||D,IT)) and D, =x“modp, A
has to compute D, to verify whether Y, is valid.
However, due to the hardness of the CDHP, it is
impossible for 4 to compute p, = X“mod p With g,
C =g“modp and X=g'modp -
negligible probability (guess the value « or obtain
the server’s secret key x), A cannot verify whether
Y
Due to hardness of DLP, it is impossible for A to
compute « Wwith C =g”modp . In addition, as

improved scheme, for each guessed

Then except a

is valid without on-line interaction with the server.

discussed in Section 4.1.1, it is impossible for 4 to
recover the Server S ’s secret key x from the user’s
authentication  information  or  eavesdropped
authentication messages.

As aresult, our improved scheme is secure against
off-line dictionary attacks.

4.1.5. Replay Attacks

Assume that an adversary A pretends to be a user
U, or the server § by replaying the eavesdropped

messages, such as U, ’s login request {ID,,C,V,,T }

or §’s response {M,,T,} . For U, ’s login request

i

{ID.,C.,V.,T,} , S can easily detect a replay attack by
checking the timestamp 7, . For § ’s response
M, T}, U,

i

can easily detect a replay attack by
checking the timestamp 7} . Therefore, the adversary
cannot circumvent the timestamp checking and
complete the authentication phase.

The man in the middle attack, a special case of

replay attack, can also be detected by checking the
timestamp [28].

4.1.6. User Impersonation Attacks

Assume that there is an adversary 4 who wants to
impersonate a valid user U, to the server S . 4 has
to compute Y,'= H(ID, || x) to prove its legitimacy.
However, 4 is unable to compute Y,'=H(ID, || x)

directly if he does have secret key x, since H is a
secure hash function. In addition, 4 still cannot get
Y.'=H(ID, || x) even if he could get the stored data



Y=H(D,||x)®H(PW,) in the memory device,
since it is protected by the password. A4 cannot
compute the correct value of V, . As a result, our

improved scheme is secure against user impersonation
attacks.

4.1.7. Server Impersonation Attacks

If an adversary 4 wants to impersonate S and
spoof user U,, 4 needs to generate a valid response
{M,,T,}, where M, =H(D, || D,'||T,) . However, 4
has no knowledge of the server’s secret key x and
cannot recover it from the eavesdropped
communication  messages and  authentication
information as presented in Section 4.1.1. 4 cannot
correctly compute D,' and generate a valid response.
Therefore, our improved scheme is secure against
server impersonation attacks.

4.1.8. Mutual Authentication

Mutual authentication means that not only the
server but also auser can verify the identity of the
communicating party. It is a critical requirement for
most real-world applications where one’s private
information should not be released to anyone until
mutual confidence is established.

Our scheme provides a mechanism that allows the
user and the server to authenticate each other. On the
one hand, from the discussion in Section 4.1.6, we can
see that only the legitimate user with the correct
password and authentication information can pass the
verification of the server. On the other hand, from
Section 4.1.7, we can observe that only the server with
correct secret key can pass the verification of the user.
As a result, the scheme achieves mutual authentication
between a legal user and the server.

4.1.9. Secure Channel

After a user logins the remote server successfully,
another criticasl security issue arises, that is, to ensure
data confidentiality and integrity during transmission.
The major concern is to safeguard the confidential
data from exposure, modification or deletion during
their transmission.

In our scheme, after mutual authentication has
completed, both U, and S can compute the session

key sk , which is used to protect the subsequent
communications. The session key is generated from
g™ mod p , which is unknown to any other parties
except U, and S . All of the data communications

will be encrypted by the session key, and no adversary
can eavesdrop, modify, or delete the transmitting data.

In addition, the session key sk is generated
independently and is different for each login session.
Hence, even if some session keys are revealed, the
previous and future session keys are still secure. The
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session key in our scheme will be invalid whenever
the session between the user and the server goes to the
end. That is, the key will be revoked and cannot be
used any more when its period of usage expires. When
the user enters the system again, a new session key
will be established to protect his information during
the current session. Therefore, a s ecure channel is
established in our scheme.

4.1.10. Functionality Comparisons

The functionality comparisons between our
scheme and two previous schemes are summarized in
Table 1. Our scheme achieves more security
functionalities than these schemes in [24, 28].

Table 1. Functionality Comparison
Rhee et Chen et

. . al.’s al.’s Our

Functionality scheme scheme scheme
[24] [28]

Resisting off-line dictionary No No Yes
attacks
Remstlng stolen authentication No Yes Yes
information attacks
Undetectable On-line
Dictionary Attacks Yes Yes Yes
Stolen Verifier Attacks Yes Yes Yes
Resisting man in the middle No Yes Yes
attacks
Resisting replay attacks No Yes Yes
Resisting user impersonation No Yes Yes
attacks
Resisting server impersonation No Yes Yes
attacks
Mutual authentication No Yes Yes
Secure channel No Yes Yes

4.2. Efficiency Analysis

Furthermore, we evaluate the efficiency of our
scheme in terms of computation and communication
cost. Table 2 summarizes the computation and
communication cost comparison between our scheme
and the previous schemes, respectively. The following
notations are used in Table 2.

t, : the time complexity of exponentiation
operation.

¢, : the time complexity of multiplication/division
operation.

t, - the time complexity of hash operation.

Note that we ignore the computational complexity
of other operations, such as exclusive-OR and
comparison, because they require very limited
computation resources.

As is in [28], we also assume that the length of the
identity and the timestamp are 64 bits, the length of
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the prime number p is 128 bits, and the one-way hash

function is SHA-1 with 160 bits.

From Table 2, it is obvious to see that our scheme
is more efficient than these schemes in [24, 28] in
computation cost. As for communication cost, a
successful user authentication in our scheme requires
two message exchanges between the user and the
server. As a result, our scheme is as efficient as these
schemes in [24, 28] in round efficiency. The number
of communication bits of Rhee et al.’s scheme is
832(=64+128+128+128+128+64+128+64) bits, and

Table 2. Comparison

that of Chen et al.’s scheme and our improved scheme
is  640(=64+128+160+64+160+64) bits. It is
demonstrated that our scheme is as efficient as Chen et
al.’s scheme and is more efficient than Rhee et al.’s
scheme in communication cost.

Above all, our proposed scheme exceeds these
schemes in [24, 28] regarding both security and
performance. Therefore, it is asecure and efficient
authentication scheme which is suitable for practical
applications.

Cost\Scheme Rhee et al.’s scheme [24] Chen et al.’s scheme[28] Our scheme
User side - - R
Registration )
Server side 2t,+t, +t, t,+t, 2t,
C tati
omputation User side 4 +2t +3t, 2t +2t +4t, 2 +41,
Authentication
Server side 3t +t,+2t, t,+t, +4, t,+4t,
L Rounds 2 2 2
Communication -
Bits 832 640 640

5. Conclusions

We have analyzed a password based authentication
scheme without using smart cards and pointed out that
the scheme suffers from off-line dictionary attacks if
the authentication stored in the memory device is
exposed. In order to overcome the defects in these
schemes, we have proposed an improved
authentication scheme based on CDHP. We have
demonstrated that our improved scheme can withstand
various attacks and achieves mutual authentication
between the user and the server. Compared with the
previous schemes, our scheme not only provides more
security guarantees, but also is more efficient both in
computation and communication cost. Therefore, our
scheme is secure and efficient for practical
applications.
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