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The paper suggests an ontology-based approach for design of security data storage. It analyzes heterogeneous
security information for construction of the security storage and the statistics of links between various securi-
ty data sources. The suggested ontological model of the data storage allows connecting both heterogeneous se-
curity data and security data of the same type from various sources. The main features the ontological model, its
key elements and links between them are described in details. In addition, the authors introduce the developed
prototype of the ontological data storage and provide examples of its usage for security evaluation.
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1. Introduction

One of the most important research directions in
information security is the development of securi-
ty information and event management (SIEM) sys-
tems. The significant element of such systems is a
security repository which stores all data required
for security information analysis and decision mak-
ing. The sources for this data can be divided into two
groups - external and internal (for the system under
protection). The internal sources include the data
from intrusion detection and prevention systems,

antiviruses, network scanners, software logs and oth-
ers. These sources provide the main part of data for
security information analysis. In addition, there are
also external sources that contain data that helps to
perform the analysis of internal security information.
These sources can include the common databases of
vulnerabilities, attack patterns, hardware and soft-
ware as well as many others.

The global challenge of this information usage for
various security areas occurs in a big number of het-
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erogeneous data sources that should be collected and
processed. This circumstance essentially impedes
the efficient use of the security information. In turn,
it affects the general security level of computer in-
frastructures. One way to address this challenge is to
integrate these data sources taking into the account
the diversity and absence of links between them. Re-
search and development in this area has been under
way for many years, but at the moment there are no
comprehensive solutions in the open access. The cur-
rent status is caused by a multitude of factors, includ-
ing the usage of proprietary formats to describe the
security data by commercial companies and research
organizations usually, the lack of techniques for link-
ing of disparate security data, inconsistent filing of
security data storages and others.

In the paper, we analyze several kinds of security
information sources and propose the approach for
their integration in a unified storage by applying the
suggested ontological approach. We suppose that the
resulting storage will allow not only to find informa-
tion (vulnerabilities, attacks, exploits etc.) based on
the security scanners reports, but also to generate
new knowledge about the system using analysis of the
current security situation and interrelationships be-
tween information objects in the ontological storage.

The novelty of the paper lies in the proposed tech-
nique of the ontological inference which is based on
the proposed ontological data model and the security
data storage implementation. In the future, this tech-
nique will allow us to develop a new generation of in-
telligent systems for security information and event
management. Currently, this research is especially
relevant due to continuous growth in the amount of
various security data sources, expansion of the areas
of security related applications (for instance, Internet
of Things, social and cyber-physical systems), rela-
tions between security related objects, etc. However,
it is supposed that the ontological approach allows
us to use more accurate queries and thus reduce the
required time for query processing. This advantage is
particularly important in the field of distributed net-
work security management, because there is a need
to perform the in-depth analysis of heterogeneous in-
formation including historical records.

Therefore, the general goals of the suggested securi-
ty information storage based on the ontological data
model are as follows: (1) integration of the heteroge-
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neous data from various sources; (2) search of im-
plicit relationships between security information of
the same and various types; (3) extraction of the new
knowledge based on the logical inference; and (4) au-
tomated usage of gathered knowledge for information
security management.

This paper is an extended version of the paper pre-
sented at the 11th International Symposium on Intel-
ligent Distributed Computing (IDC 2017) [20]. In the
present paper, we extended related works section, im-
proved the ontological model and added its detailed
description, we extended the description of the pro-
totype, and finally we described the experiments with
the enhanced ontological data storage while in the
previous version we just approved that this storage
can be constructed.

The contribution of the paper can be summarized
as follows: (1) the extended ontological model that
allows connecting both heterogeneous security
data and security data of the same type from various
sourcesis constructed and described in details; (2) the
developed prototype of the ontological data storage
is introduced; and (3) the experiments that show the
prototype operation are provided (namely, examples
of the prototype usage for the logical inference).

The paper is organized as follows. Section 2 overviews
the sources of security information and the existing
approaches aimed at integrating this information. Sec-
tion 3 contains the description of the ontological secu-
rity data storage and inference techniques that are able
to extend the available knowledge. Section 4 outlines
the implementation of the developed ontology. Sec-
tion 5 shows the interrelationships of the available da-
tabases and results of the experiments with the onto-
logical security storage. Finally, conclusion describes
the obtained results and the future research plans.

2. Security Sources and Related Work

Over the past decades, the growth of the interest to
the complex security monitoring has resulted in gen-
eration of a multitude of different security databases,
including the databases of vulnerabilities, weak plac-
es, (vulnerable) configurations, exploits, platforms,
attack patterns, remediation, malware, software and
hardware updates, network traffic, security events
and many others.
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In the paper, we analyze the first seven aforemen-
tioned data types used in the most extensive and de-
tailed databases.

Vulnerability databases are one of the oldest sources
of security information. To date, more than 100 000
vulnerabilities for more than 60 000 hardware and
software products have been found. Vulnerability da-
tabases, as databases of a particular type of security
data, are used in vulnerability scanners [29], Web ap-
plication firewalls [32], and also applied in conjunc-
tion with other security information to evaluate net-
work infrastructure security by attack modeling [1,
18, 19] and risk assessment [9, 21].

The best known vulnerability sources are as follows:
“Common Vulnerabilities and Exposures” (CVE)
[6], “National Vulnerabilities Database” (NVD)
[26], “Open Source Vulnerabilities Data Base” (OS-
VDB) [28], “Vulnerability Notes Database” (VND)
[38], SecurityFocus project with BugTraq [33], and
IBM X-Force [16].

Dictionaries of software and hardware (platforms)
products are important security data, as they en-
able to identify potentially vulnerable objects. At the
moment, there is only one open, standardized and
accessible dictionary a Common Platform enumera-
tion (CPE) developed by MITRE. The format of the
product dictionary of the Common Vulnerability Re-
porting Framework (CVRF) is a successor of the CPE
format. The main feature of this format is a hierar-
chical structure of product names which provides a
more understandable representation and the ability
to uniquely identify records. The product records are
stored in the dictionaries “Common Platform Enu-
meration” (CPE) [4] and “Common Vulnerability Re-
porting Framework” (CVRF) [17].

Exploit databases contain specifications of software,
files, requests, or a sequence of commands that use
vulnerabilities in order to cause unintended or un-
anticipated behavior. Exploits are often used during
the penetration testing, malicious attack performing
and malware activity. However, they can be also used
in attack recognition process if a security system de-
tects the presence of an exploit or its traces, it usual-
ly generates alarms and starts the actions aimed on
attack prevention. One can say that these databases
are the most practical among the all types of security
information sources. The main source with informa-
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tion about exploits is “Exploit DataBase” (EDB) [27].
These databases should be integrated to maximize
the efficiency of their application. The most popular
and comprehensive project in this area is Metasploit
[25].

Attacks patterns are also very important security data
aimed at monitoring and protection of distributed
networks. The basis of the attack pattern specifica-
tion consists in description of attack implementation
methods, attack steps and attack techniques, as well
as fields that refer on the exploited vulnerabilities and
weaknesses. This information can also be obtained in
other formats from various sources. For example, it
can be attack patterns from specific intrusion detec-
tion systems. This kind of security information can be
found in the “Common Attack Pattern Enumeration
and Classification” (CAPEC) database [2].

Weaknesses of software and hardware are represent-
ed by using a classification of vulnerabilities. Thus,
the presence of a weakness indicates a potential vul-
nerability, and the presence of a vulnerability is the
direct evidence of a weakness. Information about
weaknesses available in the “Common Weakness
Enumeration” (CWE) database [8].

Remediation databases are valuable sources of se-
curity data; they are valuable for countermeasure
generation. One of the formats to represent counter-
measures is “Common Remediation Enumeration”
(CRE) [5].

Configuration databases contain descriptions of rec-
ommended secure settings for specific software plat-
forms. Usually, these settings are defined by software
developers on the basis of their experience and best
practices. However, currently, the application of this
opportunity is limited due the absence of the CRE
database. The main source of information about con-
figurations is the “Common Configuration Enumera-
tion” (CCE) database [3].

One of the main challenges while drawing up a com-
mon picture of a security situation is both the integra-
tion of one data type from different sources and the
integration of different data types among themselves.
This challenge has been investigated for more than 10
years. For example, the process of vulnerability data-
bases integration is outlined in [11, 34, 36].

In case of integration of security data of different
types the most valuable for the community from our
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point of view are those security databases that have
links with other databases or information objects. It
helps security specialists to create an interconnect-
ed understanding of the security information. In this
paper, this aspect is reviewed in details in the next
sections. In addition, when security data of differ-
ent types are combined, the challenge of integration
of security data of the same types is still essential,
excluding the case when the data of specific type are
gathered from the same source. Consequently, when
a few sources of data of the same type (for example,
different vulnerability databases) are used, there is
a data inconsistency challenge. In this case, the data
should be preprocessed to transform the data on the
same objects from different sources to one format.

An integration of the security data of different types
was considered by the authors earlier in [22]. In [22],
the drawbacks for application of relational databases
compared to ontological databases for security moni-
toring were also outlined. This is because in the case
of security monitoring, the logical inference based on
available data as well as not labor-consuming modifi-
cation of the data model are essential functionalities.
Thus, one of the well-proven methods for the security
data integration from different sources is an ontolog-
ical approach. The ontological approach as a whole
and the tools for construction of ontologies are well
described in [15, 31, 39].

In [10, 14, 41], the vulnerability-centric ontologies for
security analysis are presented. In [23], the common
approach to the ontological storage generation is intro-
duced that we evolve in this paper. In [24], a security
metrics ontology for security assessment is suggested.
In [13], an ontological data model is used to represent
the information used by SIEM systems and the oper-
ations with this information. The developed model is
used to implement the logical inference for counter-
measure generation. The paper [30] deals with the con-
struction of a common ontology for the SCAP protocol
[40]. The SCAP protocol includes the following types
of security data: vulnerabilities [6], configurations [3],
software and hardware [4], etc. The main goal of this
protocol is the integration of security data.

Special attention should be given to an Unified Cyber-
security Ontology (UCO) presented in [35, 37]. UCO is
an ontological model that integrates different security
data for security assessment. This ontology uses such
standards as CVE, CWE, CAPEC, CCE, and others, to
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specify different security entities. This model allows to
specify different information and communication en-
tities, namely, files, network addresses, processes, op-
eration systems, etc. Other useful entities are entities
of network state and attackers. However, UCO cannot
integrate information from various sources of the same
type, because it does not contain appropriate connect-
ing properties. In addition, the used storage requires
the mandatory configuration during implementation,
because some concepts are specific for the security
monitoring of particular infrastructures. Furthermore,
the entities that represent the current system state in
real time are hard to support because it requires an op-
erative modification of an ontological database.

It should be noted that in spite of the large amount of
the security databases, they do not allow to form a con-
certed common security picture due to the disunity
of these databases. Their joint application is a rather
complex task and requires high costs on pre-process-
ing. From our point of view, there is aneed in construc-
tion of the common security data storage. This storage
should allow operative processing and modifying of
the security information. An ontological approach is
well suitable for the integration of databases. Opposite
to the relational database, it allows to implement the
flexible logical inference on the basis of available data
and the simple data model modification.

3. An Ontological Model of the Data
Storage and Inference Technique

As it was noted, the main disadvantage of the existing
databases lies in impossibility to form the common
security picture, because of disunity of these databas-
es. An ontological approach is one of the solutions to
represent the interconnected data to process the data
of complex structures. It allows to express complex
relations between entities using description logics.
The approach consists in definition of the set of con-
cepts in the selected subject area. Then, the connec-
tions between the concepts are generated considering
their relations and interactions. As it was shown in
the previous section, the papers suggest various on-
tologies for the security related data. However, to the
best of our knowledge, there is no ontological storage
that incorporates data from different databases con-
sidering the nature of the relationships for these data.
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This paper presents the developed ontological model.
The concepts are defined considering the next infor-
mation objects: vulnerabilities, software, software
weaknesses, exploits, attack patterns, software and
hardware configurations as well as remediations. To
identify the structure of interconnections between
these objects, we reviewed the main open databases
and outlined the relations between them.

Figure1depicts the common class inheritance hierar-
chy of the ontological model for the security data stor-
age. In the figure, nodes denote the classes of securi-
ty information (“Vulnerability”, “Attack”, “Exploits”,
ete), their sources (“CVE”, “CAPEC”, “ExploitDB”, re-
spectively) and the individual security information el-
ements (links to sources, current infrastructure con-
figurations, countermeasures to eliminate the causes
of threats) specially allocated to the relevant classes
(“Reference”, “CurrentConfiguration”, “CauseElem-
ination”). The arcs (denoted by “is-a” relations) are
relations between classes. The direction of the rela-
tionship determines the relation “ancestor-succes-
sor” and can be interpreted as “the successor class is a
subclass of the ancestor class”. For example, the class
“CAPEC” is a subclass of the classes “Attack” (attack
pattern) and “Source” (source of security informa-
tion); and the class “NVD” is a subclass of the classes
“CVE”, “Vulnerability” and “Source”.

The root of the hierarchy (“Thing” entity according
to the Web Ontology Language OWLZ2) is the security
information. All classes are conditionally divided on:
(1) security information types (excluding the “Source”
and “Reference” classes and their inheritors); (2) se-
curity information sources (“Source” and child class-
es); () references to the third-party sources of specif-
ic security information (“Reference”). The provided
model describes both the parental relationships be-
tween the concepts of the “Security information”
knowledge field and the membership relationships
between the concepts (types) and the specific data
sources. However, the class inheritance hierarchy
does not represent relationships between entities
(properties-objects) and possible variants of descrip-
tion of their individuals (properties-values).

In the previous work [12, 20], it was fixed that the
class of vulnerabilities has the largest number of links
with other classes of security information within the
ontological model. Thus, we start the specification of
object properties from this class.
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Figure 1
The common class inheritance hierarchy of the ontological
model for the security data storage
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We outline four so-called irrational properties (ac-
cording to [31, 39]):

1 “implementedBy”,

2 “implementedIn”,

3 “implementedIf”’, and
4 “implements”.

The irrationality of these properties-objects consists
inthelimitation of the instances: these instances can-
not use these relationships to themselves. In other
words, only two different individuals can be connect-
ed by the above properties.

The following axioms that are based on the listed
above object properties are valid for the “Vulnerabil-
ity” instance:

1 “implementedBy Exploit”;
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2 “implementedIn Platform”;

3 “implementedIf VulnerableConfiguration”;
4 “implements Weakness”;

5 “implements Attack”.

Thus, the specified properties describe the relations
between the vulnerabilities and five other informa-
tion types.

In addition, there are relationships between the in-
stances of security information classes of the same
type and the ones of different types that do not con-
nect concepts directly (using direct relationship).
This object property describes the relationship of the
object with some external source (for example, via
URL or any other conditionally unique identifier),
and it is represented with the “Reference” instance.

Thus, the individuals in the security storage have ob-
ject property “connectedWith”. The “Reference” class
instances are objects of this statement and they de-
fine the range of allowed values. The specified prop-
erty is symmetric as soon as the relationship between
an individual and an external source is equivalent to
the relationship between the external source and in-
dividual. The last statement allows connecting the in-
dividuals of the security storage of the same type and
of the different types using the “Reference” entity. The
common enumeration of the properties-objects of the
developed ontological model and their specific char-
acteristics are provided in table 1.

In Table 1, the object properties of the suggested on-
tological model are depicted, where T, .S and I denote
transitivity, symmetry and irrationality, accordingly
[31,39].

‘When an object property is transitive, it means that
if it connects individuals a and b, and it also connects
individuals b and ¢, we can conclude that it connects
individuals a and c. For example, for the axioms “Vul-
nerability implementedBy Exploit” and “Weakness
implementedBy Vulnerability” the following state-
ment is valid: “Weakness implementedBy Exploit”.

The description of the irrationality and symmetry
was provided above in the text.

Some entities that describe individuals within the on-
tological model are implemented using the specifica-
tion of data properties. These properties are the fields
that specify security information.

For example, Figure 2 (left) represents the hierarchy
of security metrics for the Common Vulnerability
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Table 1

Object properties of the ontological model for the security
information storage

Object property InverseOf T S 1
implementedBy implements + |-+
implements implementedBy + - |+
implementedIn containsImple- + -+

mentationOf
containsImple- implementedIn + - |+
mentationOf
implementedIf leadsToImple- - -+
mentation
leadsToImple- implementedIf - - |+
mentation
connectedWith - + |+ |+

Scoring System (CVSS) of version 2.0 [7] that is used
to describe vulnerabilities. In this case, an opportuni-
ty to specify the range of values for the data property
is an essential feature of the OWLZ2 language. For ex-
ample, the range of possible values for the metric “Ac-
cessComplexity” is specified using the following ex-
pression (in Protege 5.0): {“High”, “Low”, “Medium”}.
Figure 2 (right) shows the example of the descrip-
tion hierarchy for the “Platform” concept considering
CPE of version 2 [4].

OWLZ2 language also allows one to specify the range

of values both for the object properties and data prop-
erties in the form of one or several classes (domains).

For the examples in Figure 2 (specification of the
CVSS metric and CPE entry) the “Vulnerability” and
“CPE” classes are set as domains, accordingly.

Figure 2
The specification of the data properties within the ontological
model of the security information storage
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Another powerful tool of the ontological approach is
an opportunity to specify an equivalency between en-
tities. In other words, the equivalence characteristic
can be used to specify relationships between classes,
object properties and data properties. For example,
the text description of the vulnerability in the NVD
database is provided in the “Description” field. In the
X-Force database, the “Overview” field contains infor-
mation of the same type (equivalent information). In
some conditionally unknown database, this informa-
tion is contained in the “Annotation” field. Thus, any
aforementioned notion can be used when specifying
the equivalent relationship between the provided
data properties and analyzing the individuals from
different databases within the ontological model.

Another possibility that requires attention is specify-
ing the quantitative limitations (cardinality) of sets
of used objects for the object properties. This mech-
anism involves assignment of a value for the specific
property usage by the class individual and (or) assign-
ment of the number of the individuals connected via
this property.

For example, statements “Every Exploit implements
minimum 1 Vulnerability” and “Every Vulnerability
implementedIn minimum 1 Platform” consider each
subject (“Exploit”, “Vulnerability”) connected with
minimum one object (“Vulnerability”, “Platform”)
using appropriate properties. In fact, an individual of
the “Exploit” class cannot exist without an individual
of the “Vulnerability” class (for the second statement
the same axiom is valid). However, due to inconsis-
tency of the security information sources the cardi-
nality characteristic of properties was used carefully.

For example, an assumption that any vulnerability
uses some weakness looks logical. However, not all
vulnerabilities can be connected with weaknesses
database because there are no appropriate direct and
cross references (identifiers) in the analyzed sources.
In this case, we specified cardinality using the follow-
ing statement: “Some Vulnerability implements max-
imum 1 Weakness”.

This construction is more flexible than fixed cardi-
nality limitation. It allows one to exclude errors of
the inadequate description of individual while using
ontological model of the security information storage.

‘We developed the proposed ontology for application
in security assessment and countermeasure selection
process. To get new knowledge, on the basis of the de-
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veloped ontology we suggest to use the following onto-
logical inference technique.

Step 1. Collection of available security data.

It can be static data (software and hardware, vulner-
abilities gathered by network scanners) and dynamic
data (obtained, for example, from intrusion detection
and prevention systems).

Step 2. Extension of security data using relations
between ontological concepts.

It is performed bypassing security data instances
using links. In the previous work [20], we outlined
“strong” and “weak” relations. Link is “strong” if the
ancestor concept instance uniquely indicates exis-
tence of the descendant instance. Link is “weak” if the
ancestor concept instance does not guarantee exis-
tence of the descendant concept instance.

On the current level of implementation we redefined
the terminology of these relations using cardinality
property: link is “strong” if the number of connected
individuals is minimum 1, otherwise link is “weak”.
If link is “strong”, we proceed bypassing and put the
appropriate concept instance to the output dataset; if
link is “weak” we stop bypassing by this link and put
the appropriate concept instance to the dataset for
additional analysis.

Step 3. Data analysis.

In this stage, we analyze the output dataset (obtained
via “strong” links) and dataset for the additional anal-
ysis (obtained via “weak” links). Processing of the
dataset for additional analysis includes analysis of
particular fields of the concept instances.

For example, the link between the software in the
CPE format and the vulnerabilities in the CVE format
is “strong”. It means that the existence of the software
instance in the system uniquely indicates existence of
the vulnerabilities of this software.

On the other hand, the link between a CAPEC at-
tack pattern and vulnerabilities in the CVE format
is “weak”. It means that detection of the appropriate
attack pattern does not determine existence of the
linked vulnerabilities. In addition, we can analyze
CAPEC attack pattern fields related to vulnerable
software and make more accurate conclusions.

The separation of step2 and step3 is virtual: they both
are implemented during the security data instances’
bypassing, but the mechanism of processing of in-
stances’ properties is different.
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4. Prototype of the Data Storage

The ontology model of the security information stor-
age was implemented using OWL (Web Ontology
Language) of version 2 and description logic of type
DL (Descriptive Logic).

Selection of the DL type is stipulated by its expres-
siveness without loss of computation completeness
(all conclusions will be computable guaranteed), and
with computation resolvability (all computations will
be completed at a certain time).

There are some limitations: a class can be a private
property, and a property cannot be an individual or
a class. In its turn, the OWL profile selection is not
mandatory in this stage. However, the decision must
take into account both the number of classes and in-
dividuals in the model and processing time for typical
requests. From our point of view, the most suitable
profile is Rule Languages (RL).

The developed ontological model is oriented at the
practical application of the storage based on this mod-
el. Thus, the basic predicate for the construction of
the axioms about security information is exploitation
(implementation) of the described entities. More-
over, the flexible model structure allows adding new
data sources and security information types without
modification of the already existing statements.

Table 2
Types of the relations between main ontological concepts

Platform Vulnerability
Platform - containsImplementationOf
some
Vulnerability implementedIn | -
minimum1
Attack - implementedBy
some
Weakness - implementedBy
some
Configuration  implementedBy | -
minimum 1
Counter- implementedIn | -
measure minimum 1
Exploit implementedBy | implements

minimum 1 minimum 1
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As it was mentioned above in [20], we introduced
“weak” and “strong” relations. In this paper, we rede-
fined the terminology of these relation using cardinal-
ity property (see Section 3).

Table 2 provides the resulting picture for the connec-
tivity of the ontological model concepts.

The relationships between the instances of classes,
when implemented using the RDF (Resource De-
scription Framework), can be expressed as triplets
[29]: subject-predicate-object. In the presented table,
the left column and the upper row, denoting the class-
es of security information, are the sets of subjects and
objects, respectively. Each cell, at the intersection of
the subject-object pair, is a predicate expressed by the
object properties of the ontological model. For each
subject-object relationship in cells, the cardinality of
the set of objects is indicated. For example, the entity
“Vulnerability” (subject) can be “implementedIn min-
imum 1” (predicate) for the “Platform” object. It can
also “implement some” “Attack” and “implement max-
imum 1” “Weakness”.

Ifthereis no relation between entities, then the corre-
sponding cell at their intersection in the table is filled
with the symbol “-”.

Thus, from the one hand, Table 2 considers the lim-
itation of the objects set cardinality for specific prop-
erties.

Attack Weakness Exploit Configuration

- - implements -
some
implements | implements implementedBy | implementedIf
some maximum 1 some minimum 1
- implementedBy | - -
some
implements | - - -
some
- - - implementedIn
some
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On the other hand, this picture is generated consider-
ing that each upper level class of the security informa-
tion directly (explicitly) relates to other upper level
classes via only one pair of object properties (direct
and inverse).

It should be noted that in the provided table, the fields
are filled only if concepts are directly connected via an
object property. In other words, relations that are de-
fined using logical inference on the basis of the prop-
erties transitivity and symmetry are not considered.

Moreover, for development of the ontological mod-
el the relations between objects were specified both
on the basis of theoretical understanding of the con-
cepts’ nature and the practical exploitation of securi-
ty information sources.

5. Experiments and Discussion

At the moment, the unified vulnerability database is
implemented using PostgreSQL and Java [11], and
the prototype of the security storage that incorporate
data of different types on the basis of the proposed
ontology is implemented using Virtuoso Server from
OpenLink.

Let us describe two groups of the experiments per-
formed with the unified vulnerability database and
the security information storage.

Table 3
Statistical characteristics of links between data sources
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The goal of the first group of experiments is analysis
of the existing security related databases to validate
the possibility to extend security knowledge using in-
terrelationships between the concepts.

The second group of experiments is devoted to the
specific case studies for derivation of new knowledge
using interrelations between information objects.

To create the data scheme of the security information
storage we collected the statistical data of interrela-
tionships between databases (Table 3).

Table 3 shows the following characteristics:

1 the name of the database (B2) which is referenced
in the analyzed (targeted) database (B1);

2 the total number of references to B2 in B1;

3 the number of Bl entries that have references to B2;

4 the number of references to unique B2 elements in
B1;

5 the percentage of Bl elements that have references
to B2;

6 the percentage of unique references to B2 in Bl (re-
lation of value in column (2) to value in column (4));

7 the average number of references to B2 from one
Blelement;

8 the exploitability of B2 database in Bl database (i.e.
relation of number of references to B2 elements in
B1 to the total number of elements in B2).

@ @ ®3) @ ) ®) ) ®

NVD (84557)

EXPLOITS 2752 2599 2409 3.1% 87,5% 0,03 7,21%

CPE 2048178 82740 199160 97,9% 9,7% 24,22 169,97%

CWE 51131 50519 88 59,7% 0,2% 0,60 12,45%
CAPEC (528)

CVE 69 36 57 6,8% 82,6% 0,13 0,07%

CWE 964 234 241 44,3% 25,0% 1,83 34,09%

EXPLOIT-DB (33394)
CVE 33993 33993 16879 100,0% 49,7% 0,99 19,96%
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Note that the reference from the analyzed database
to itself in the table (for NVD-CVE, CAPEC, EX-
PLOIT-DB) specifies the total number of entries in
the appropriate database.

‘We used the last versions of the security databases to
analyze target and relevant data sources (April 17) ex-
cept exploits database (Jan. 15).

Low level of the exploitation (column 8) for the CVE
database is caused by the fact that vulnerabilities in
CAPEC database are provided only as examples of
vulnerabilities that can be used for the attack imple-
mentation.

In its turn, extra-exploitability of references to CPE
from NVD is related with: (1) a significant extension
of the unique entries of the CPE dictionary through
the NVD; (2) the features of the CPE specification
that lead to the impossibility of the unique identifica-
tion of the vulnerable products in some cases.

Furthermore, the high level of connectivity (column
5) should be noted for: (1) NVD(CVE) database with
CPE dictionary and CWE database, (2) CAPEC data-
base with CWE database, and (3) ExploitDB database
with NVD(CVE) database.

The results obtained for analysis of the relations be-
tween the data sources approve possibility of exten-
sion of the security knowledge using logical inference
on the basis of the developed ontology.

Figure 3
An example of sources of security data interrelationships

implementedIn

implements

connected With

connected With

connected With

EDB-41443

connected With
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To demonstrate the possibility of new knowledge
generation, using the developed security information
storage, we prepared an example.

This example shows the analysis of heterogeneous
security information based on ontological data model
rules (see Figure 3).

The example demonstrates the technique of interre-
lationships analysis based on cross links processing
in action. Here it should be noticed the “connected-
With” property which is high-level in a hierarchy of
properties that defines relationships between the on-
tology classes. Thus all objects’ properties of ontolog-
ical model (“isImplementedBy”, “implements”) may

be generally represented by this property.

The example shows the links between security infor-
mation in the source data. By querying the ontologi-
cal model, it is possible e.g., to answer the following
questions:

1 “Which weakness(es) is(are) implemented in the
vulnerability connected with exploit EDB-414432";

2 “Which product has vulnerability connected with
exploit EDB-414432”.

The corresponding queries in the DL (Descriptive
Logic) Query Language look like this:

1 “Weakness and implementedBy some (Vulnerabil-
ity and connectedWith some (Exploit and (locallD
value “EDB-41443")))”;

ref EDB-41443

ref CVE-2017-2361
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2 “Product and containsImplementationOf some
(Vulnerability and connectedWith some (Exploit
and (localID value “EDB-41443%)))”.

The results of these queries are, respectively, the ob-
jects: (1) weakness from CWE database “CWE-79”
and (2) product from CPE database “cpe:2.3:0:apple:-
NAC_OS_0e: *: *: % % e,

Consideration of additional interconnections on the
low level allows one to enhance an accuracy of conclu-
sions. For instance, some CAPEC attack patterns refer
to vulnerability instances from the CVE database. This
information helps to connect the CVE vulnerability
instance with the CAPEC attack pattern instance in
more accurate way. However, it requires an additional
analysis when this field is filled not for all attack pat-
terns and contains not all possible vulnerabilities.

The conducted experiments and description of the
case studies show the existence of opportunity to ex-
tend security knowledge through construction and
using storage on the basis of the ontological approach.

To generate connections between the ontological con-
cepts, we used explicit references between different
security databases. In addition, references on each
other, the used databases have implicit connections
on the basis of the fields of the same type. For instance,
CWE standard has the field “Applicable Platforms” for
the weaknesses in the CWE database, the CVE vulner-
abilities in NVD reference on the platforms in the CPE
format, and the attack patterns in the CAPEC database
have the field “Technical Context”.

A comparative analysis of content of these fields al-
lows us to get a more accurate definition of the links
between vulnerabilities and attack patterns. Another
field that requires additional analysis is related to the
attack consequences. Namely, NVD contains values
of the CVSS “Attack Impact” index for vulnerabilities.
This index specifies consequences of vulnerability
exploitations. In its turn, the CWE database contains
the “Common Consequences” field for weaknesses
that defines consequences of weakness exploitations.

Finally, the attack patterns in the CAPEC database
have the “CIA Impact” field. A comparative analysis
of content of these fields makes it possible to define
a more accurate connection between vulnerabilities
and attack patterns.

To form the proposed security information storage, it
isneeded to use the ontological data model (presented
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in Section 3) and an access to the sources of security
information. It should be noted, that the storage can
be updated both by adding new information as well as
by modifying old records.

The description of the ontological data model in
the OWL language (its type and profile are specified
above) allows one to get response in polynomial type
(T(n)=0(n*)) which depends on the used resources
and the amount of individuals in the storage.

Experimental results show that application of the on-
tological approach for the security situation analysis
can enhance the security management systems. One
of its advantages lies in the opportunity to generate
a common (not overloaded) data model. This model
should be extended for each specific application area.

One of the significant advantages of the ontological
approach compared with the relational approach is
low resource intensity of the meta scheme modifi-
cations. The disadvantage lies in the dependency of
quality of the ontological data representation on the
quality of the input data.

Thus, the existing security databases frequently con-
tain errors and inaccuracies, and extraction of the in-
terconnections between the objects is obstructed by
the absence of the unified reference format, especial-
ly for the databases from the different sources.

6. Conclusion

The paper contains the description of the security in-
formation storage based on the usage of the ontologi-
cal and relational approaches. The data model of the
proposed storage is based on existing standards for
representation of security related data and sources of
these data.

To perform the unification of security information
from these sources the characteristics and intercon-
nections between them were analyzed. On the basis
of these interconnections, the ontological data mod-
el for generation of the integrated security data stor-
age was developed and implemented (using Protégé
5.1.0). The proposed data model provides the neces-
sary flexibility to the internal data representation in
the repository and the possibility to use the logical in-
ference for more accurate and high-quality queering
as well as generates new knowledge based on existing
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facts. We believe that this storage and the proposed
technique can be a part of the new generation of intel-
ligent systems for security monitoring.

We performed a multitude of experiments to ana-
lyze the interconnections between data instances in
different security sources and got a statistics on the
number of existing links and to prove the possibil-
ity to fill the proposed storage. Examples of applica-
tion of the developed ontology and the technique for
derivation of new security related knowledge were
demonstrated and discussed.

Future work related to the ontological data model
of the proposed security information storage can
be divided in following directions: (1) the addition
of entities that describe the software and hardware
configuration of the protected infrastructure and the
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