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Due to its significant advantages, wireless sensor networks (WSNs) are now widely deployed in various areas
to collect and transmit the required data. To ensure only authorized users can login to WSNs, many user au-
thentication schemes based on password and smart card have been proposed. Most recently, Farash et al. and
Kumari et al. subsequently proposed an efficient user authentication and key agreement scheme for WSNs,
respectively. Even though the two above schemes are claimed to be secure under reasonable assumptions, we
find that they, in fact, cannot resist offline password guessing attack when the secret values stored in the smart
card are revealed, and also fail to provide forward secrecy. To overcome these security weaknesses, we propose
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anovel user authentication scheme for WSNs by introducing Diffie-Hellman key exchange. The security anal-
ysis and performance discussion demonstrate that the proposed scheme is secure against various well known
attacks, and also is efficient enough. Thus, it is more desirable for securing communications in WSMs.
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Introduction

A wireless sensor network (WSN) usually consists of
a large number of autonomous sensor nodes, which
only have limited capacity of computation and stor-
age. Specifically, in a WSN, the sensor nodes are in
charge of sensing required data and forwarding them
to a nearby gateway node (GWN), which is regarded
as a computation-efficient node, and a valid user is
allowed to access these sensor nodes and obtain the
collected data. Nowadays, WSNs are widely deployed
in many areas, such as healthcare monitoring, envi-
ronment monitoring, military sensing and tracking,
measurement of seismic activity and so on.

Originally, the data collected by sensor nodes are
transmitted over a public channel. This implies that
an adversary can maliciously delete, intercept the
transmitted data, and further destroy the usability
and the reliability of the WSN. Particularly, when the
data involve sensitive and valuable information, the
above security issues become more serious. There-
fore, it is necessary to deploy security mechanisms
in WSNs for securing communications. Among avail-
able security mechanisms designed for WSNs, the
user authentication protocol based on password and
smart card receives a substantial attention from re-
searchers [34, 31, 18, 17, 19, 16, 15, 10, 33, 9, 5] since it
can provide mutual two-factor authentication and es-
tablish a shared session key between protocol partici-
pants. In addition, this kind of authentication scheme
is convenient to be implemented in WSNs, without
mandatory requirement for public key infrastructure
as in the setting of certificate based authentication
scheme.

Compared with user authentication schemes [2, 25,
26, 13] that are solely based on password, the two-fac-
tor authentication scheme based on password and
smart card, as its name suggests, provides stronger
security guarantee. Concretely, in the setting of this
kind of authentication scheme, each user holds a
password with low entropy and a smart card storing

some secret values. The password and smart card of
each user are bonded together by the gateway node.
Consequently, auser intending to validly access a sen-
sor node must provide the correct password and the
corresponding smart card simultaneously. In order to
capture the security of the two-factor authentication
scheme based on password and smart card, Xu et al.
[36] suggest that the following two assumptions on
the adversary’s capabilities should be explicitly made:
The adversary is allowed to record, insert, delete,
or modify any message transmitted over the public
channel.

The adversary can either obtain a user’s smart card
and then extract secret values in it by the method
introduced by Kocher et al. [21] and Messerges et
al. [27], or get a user’s password, but not the both.

For a two-factor authentication scheme based on
password and smart card, it is required that the
scheme should remain secure under the above two
assumptions. This has been widely approved in the
literature of two-factor authentication scheme, and
the security analysis of lots of such authentication
schemes [14, 35, 23, 28, 32, 3, 11, 12] follows from the
above assumptions.

In 2009, Das [6] proposed a two-factor user authenti-
cation scheme for WSNs by using one-way hash func-
tion and exclusive-OR operation, and demonstrated
that the proposed scheme can resist many well known
attacks. Unfortunately, several subsequent works [29,
4, 37] show that Das’s scheme [6] is vulnerable to of-
fline password guessing attack, sensor node compro-
mising attack, gateway node bypassing attack and
privileged insider attack. Subsequently, even there
are several protocols [20, 1] proposed to conquer the
above security pitfalls, they still suffer from various
other attacks. For example, Yuan [38] pointed out that
Khan and Algahathbar’s [20] scheme does not provide
non-repudiation and fails to achieve mutual authenti-
cation between the user and the gateway node. Most
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recently, Farash et al. [7] proposed a user authentica-
tion scheme for WSN based on password and smart
card to overcome the identified security weaknesses
in Turkanovic et al’s [30] scheme, and Kumari et al.
[22] introduced another efficient scheme for user au-
thentication and key agreement for WSN.

In this paper, we find that Farash et al’s [7] scheme
suffers from offline password guessing attack, sensor
node spoofing attack, and fails to provide anonymity
and forward secrecy. We also point out that Kumari
et al’s [22] scheme is vulnerable to offline password
guessing attack when the smart card is lost, and thus
fails to provide the security guarantee as a two-factor
authentication scheme should do. To conquer the se-
curity pitfalls in the above two schemes, we propose
a novel user authentication scheme based on pass-
word and smart card by introducing Diffie-Hellman
key exchange. Security analysis and performance
discussion show that not only does the proposed
scheme achieve intended security properties, but it
also has moderate computation cost and communica-
tion overhead, and thus is more desirable for securing
communications in WSNs.

The rest of the paper is organized as follows. In Sec-
tion 2, we introduce Farash et al’s [7] scheme and
present the security pitfalls in this scheme. In Sec-
tion 3, we briefly review Kumari et al’s [22] scheme
and demonstrate that this scheme suffers from of-
fline password guessing attack. The details of the im-
proved scheme is given in Section 4. In Section 5 and
Section 6, we discuss the security and performance of
the proposed scheme. Finally, we conclude this paper
in Section 7.

Table 1
Notations used in this paper
Symbol Description Symbol

U, ithuser GWN
ID, identity of i th user SK
PW, password of the ith user hQ)
TID, the provisional identity of i th user @
Xewn secret key of the gateway node [l
S; jth sensor node of the network T,
SID. identity of jth sensor node AT
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2. Security Analysis of Farash et al.’s
Scheme

2.1. Review of Farash et al.’s Scheme

Farash et al’s [7] authentication scheme involves
three participants, i.e., a user U, a sensor node S, and
the gateway node GWN. Initially, the gateway node se-
lects a secure one-way hash function i(-), and chooses
arandom nonce X, as its master secret key. In ad-
dition, it assigns an identity SID; and a shared secret
value Xy s, for each sensor node S;. Then, U; and S;
need to register with the gateway node GWN. During
this process, GWN will issue a smart card SC, con-
taining several secret values to U, through a private
channel, and distribute some other secret values to S;
over the public channel by using the previously shared
secret value Xgyy._g . After that, whenever the user U,
wants to access the sensor node S, they have to au-
thenticate each other by the help of the gateway node
GWN, and establish a shared session key for securing
subsequent communications.

Specifically, Farash et al’s scheme consists of three
phases, namely, registration phase, authentication
phase and password change phase. We now briefly re-
view each phase of this scheme. The notations used
throughout this paper are summarized in Table 1.

2.1.1. Registration Phase

The registration phase is comprised of two parts, user
registration and sensor node registration. As shown
in Figure 1, whenever a user U, wants to register with

Description
gateway node of the network
the shared session key between U, and S;
one-way Hash function
bitwise exclusive-OR operation
bitwise concatenation operation
current timestamp,x=1,2, ...

the expected time interval for the transmission delay
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Figure 1
Registration phase for auser U, in Farash et al’s scheme

User U.

i
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Gateway node GWN

Choose ID,, PW,

Select a random nonce 7,
Get timestamp 7,
Compute MP, = h(r, || PW,)
Set RMy_gyy ={MF,,ID,}

SC,

UifGWN

Compute

e, = h(ME || ID,)

d; = h(ID; || X gy

g = M Xgyy) ® h(ME, || d))
fi=d, ©h(MFE ||e)

SC[ — {e[’f;ﬂgi}

Write 7, into SC,

the gateway node GWN, they cooperatively conduct
the following steps:

Step 1. U, chooses an identity ID, and a password
PW, as well as a random nonce r,. Then, U, computes
MP = h(r, || PW)), and sends the registration message
RM UGN {MF, ID} to the gateway node GWN in a
secure way.

Step 2. Uponreceiptof RM UG from U, the gateway
node GWN first checks U;’s ildentity, and then succes-
sively computes e, = h(MP, || ID,), d, = h(ID, || X zx )
8, = h(X4 )®I(MP||d) and [ =d, ®h(ME | ¢).
At last, GWN issues a smart card SC; containing
{e, f;,g,} totheuser U,

Step 3. After receiving SC; from the gateway node
GWN, the user U, writes the previously selected ran-
dom nonce 7, into SC..

As depicted in Figure 2, for a sensor node S; holding
an identity SID;and a shared secret value X, ., it

registers with the gateway node GWN by carrying out
the following steps:

Step 1. The sensor node S; first selects a random
nonce 7; and gets the current timestamp T,. Then,
it computes MP, =h(Xgyy s [I7;|[SID;[|T)) and
MN,=r,®X G-s and sends the registration mes-

sage RM .un {SI MN 7;} to the gateway
J

node GWN.

Step 2. After receiving RM 5, from S, the
gateway node GWN checks the validity of T, by
verifying if |7, -7, |< AT, where T, is the current
timestamp. If T, does not pass through the check,
GWN  rejects S/s registration request. Other-
wise, it computes r, =MN, ® X, sy and fur-
ther verifies if MP, =h(Xg,, s |I7; HSID 7). If
not, GWN termlnates this sesélon Othemlse it
computes X, =h(SID, || Xy ), €, =x; ® Xy sp
d; = h(X gy ||1>@h<XGWNS I7,) and £, = h(x, |14, |
XGWN s, IIT,). Here, T, is the current timestamp. Then,
the gateway node GWN returns the response message
RM 0 s, {ej,fj,dj,T}tothesensornodeS Mean-
while, it deletes SID;and X, -
Step 3. Upon receipt of RM GV;N,S_ from GWN, the
sensor node S; checks the Validit3; of T, by verify-
ing if |T, -7, |< AT, where T, is the current time-
stamp. If not, S, aborts the registration. Other-
wise, it computes X; =e€; ® Xy, s, and further
verifies if f; = h(x, Hd HXGWN s, ||T) If not, S; also
aborts the registration. Otherw1se it stores X and

h(Xguy |1 =d; ® h(Xgyy | T,) into its memory.
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Figure 2
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Registration phase for a sensor node S; in Farash et al’s scheme

Sensor node S ;

Gateway node GWN

Select a random nonce 7
Get timestamp 7,

Compute
MP; = h(X gyy—s, |7 | SID; | T})

MN, =1, ® X,
Set RM g, = {SID,,MP,,MN ,T;} RM
J

—GWN
S/ G

Get timestamp 7,

Check if |7, -T, |[<AT
Compute r, =MN, @ X )
Check if |
MP, = h(Xgyys, |17 || SID; | T})

Get timestamp 7,

Compute
x; = h(SID; || X gyn)

€ =X ®XGWN—SJ.

d; = (X gy 1D @ M(X gy 1IT)
£, = 1 | Xops, I1T2)
Erase SID; and X, Gm-s,

RM s, Set RMGWN—S]. ={e;. f;.d;. T}

Get timestamp 7,
Check if |7, T, [<AT
Compute x, =e, @ Xy
J
Check if f, =h(x,||d; || chzvfsj IT,)
Compute
WX gy 1) = d(,— ®h(XGWN—Sj IT,)
Store x, and A(Xgy, [|1) into the

memory
Erase X, ¢
J

Meanwhile, S; erases the previously shared secret val-
ue.x, GWN—Sj'
2.1.2. Authentication Phase

Whenever a user U, wants to access a sensor node S,

he/she has to complete mutual authentication and es-
tablish a shared session key for securing subsequent
communications with the help of the gateway node
GWN. Concretely, as depicted in Figure 3, the authen-
tication procedure is performed as follows:
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Figure 3

Authentication phase in Farash et al’s scheme
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User U;

Sensor node §;

Gateway node GWN

Input PW; and 1D,
Compute MF, = h(r;||PW)
Check if e; = h(MP/||1D;)
Get timestamp T}

Compute

d; = fi S h(MP{||e;)
h(Xgwn) = gi & h(MP]||d;)
M) = ID; = h(h(Xewn)||Th)
Select random nonce K;
Compute

M;> = K; & h(d)||Ty)

M3 = h(M; ) ||Mi2||K||Th)

Check T;, and if

Mgwys = h(Mgww . ||di]|T3)
Compute

K} = Mgwn .1 & h(d||T3)

SK = h(K; & K])

Check if

M;3 = h(SK||Mgwn.1|[Mawy3||Ts)

Set AMy, s, = {Mi1,Mi2. M3, i} AMy,_s;
— —dy

AMs
— 1

Check T;

Get timestamp 75 and compute

ESID; = SID; & h(h(Xgwy|[1)]|T2)

Choose random nonce K;

Compute

M;; = h(x)||Ti|| T2) 8 K;

M;» = h(SID}[|M;.||T||T2]|K})

Set AMsj —GWN = {AMU‘. —Sjs ESIDJ‘,
M M2 T} AMs,_cwn

_—

AMawy-s,

Check Tz, and if

Mawn 4 = h(Mawy2||x;||T3)

Get timestamp T and compute

K{ = Mgwn 2 & h(xj||T3)

SK = h(K] & K;)

M3 = h(SK||Mgwy.1||Mawn 3| Ts)

SdAMsj_Ui = {MGWN.[,MGWN.L
M3 T3, T3}

Check 7> and compute

SID; = ESID; & h(h(Xawn||1)]|T2)

¥ = h(SID'| | Xgww)

K} = My, & h(e, 1T 1T3)

Check if

M2 = h(SID}|M}, || Th || T2| | K})

Compute

ID: =M, & h(h(Xewn)||T1)

d} = h(ID]||Xgwy)

K] = My, ®h(d)|IT})

Check if

M3 = h(M;|[Mi2| |K]||Ti)

Get timestamp T3 and compute

Mawy1 = K& h(d]||T3)

Mgwn 2 = K| ® h(x]||T3)

Mawn 3 = h(Mawn.1||d{||T3)

Mawn.a = h(Mgwy 2||1¥}||T3)

Set AMgwn-s; = {Mawn.1. Mawy 2,
Mawn 3. Mown.a. T3}
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Step 1. The user U, inserts the smart card SC,
into a card reader, and inputs the identity ID, and
the password PW, The smart card SC, computes
MPE, = h(r;|| PW,), and checks if ¢, = h(MP, | ID,). If
not, SC;terminatestheauthenticationprocedure. Oth-
erwise, it getsthe current timestamp 7', and computes
d; = [;®h(MF, | e), M(Xgyy)=g ®h(MF,||d;) and
M, = ID, ® h(h(X g ) | T)). Moreover, SC, chooses a
random nonce K, and produces M,, =K, ® h(d, || T)
and M, =h(M |IM,,| K, ||T). After that,
SC; sends the authentication request message
AM,, ¢ ={M,,M,,,M ;, T } to the sensor node S;.

Step12.j After receiving the message AM,
from U;, the sensor node S; checks the Validitsl/ of
T, by verifying if | T, =T |< AT, where T, is the cur-
rent timestamp. If not, the sensor node S; aborts
the authentication process. Otherwise, it gets the
current timestamp T2 and computes a tempo-

rary identity  ESID, =SID, ® h(h(X gy (IDIT,).
Furthermore, S; selects a random nonce K,
and  generates M, =h(x, ||T[|T,)®K, and

M,,=h(SID,|M,,|IT,|T, || K,).Then, it sends
the authentication request message AM  _uw =
{AMU,.—SJ.’ESID/"M/',I’M/',Z’Tz} to the gateway node
GWN.

Step 3. Upon receipt of AM ., from S, the gate-
way node GWN checks the Vaiidity of T, by verifying
if'| T —-T,|<AT, where T, is the current timestamp. If
not, GWN abortsthe authentication procedure. Other-
wise, it computes SID, = ESID; @ h(h(X gy (1D T,),
3, = h(SID, || Xgn ), K, = M, @ h(x, ||T; | T,), and
further verifies if M,,=h(SID, |M,,|IT|IT,|K,)-
If not, GWN also terminates the session. Otherwise,
it further computes ID, =M, ®h(h( Xz ) T)),
d, =h(ID, || X o) and K, =M,, ®h(d, || T;). Then,
GWN checks if M. =hM,;, ||M, || K, |T). If not,
GWN rejects the authentication request. Other-
wise, it gets the current timestamp T, and computes
MGWNJ:Kj’®h(di’ 7)), MGWN,2:Ki'®h(xj’||T;)
and Mgy =h(Mgyy, l1d, | T;), as  well  as
My 4 =h(M gyn s || x; || T;). After that, the gateway
node GWN sends the authentication message to the
sensor node S

Step 4. Once receiving 4 M s from the gate-
way node GWN, the sensor ndde S; checks if
|T,-T,|<AT  and M gy 4 =h(M gy |1 X, | T5) 5
where T, 1is the current timestamp. If not, S;
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aborts this procedure. Otherwise, S; obtains the
current timestamp 7T, and further computes
K, =My, ®h(x,|T,), SK=h(K,®K,) and
M, =h(SK || Mgy, | M gyy 5 1| T,). After that, the
sensor node S; sends the message AM s,U, = M w1
M M . ,,T,,T,} totheuser U,

J3?
Step 5. When receiving the message M _,, from
S;, the smart card SC; verifies the validity of T, by
checking if |7, -7, |< AT . If not, SC; aborts the ses-
sion. Otherwise, it computes K, = M, ® h(d, || T;)
and SK=h(K,®K,), and further verifles if
M,y = h(SK || Mgy, || My I T). IE mot, SC; also
terminates the session. At this point, U, and S; com-
plete mutual authentication and share a common ses-
sionkey SK =h(K,®K}).

GWN,3>

2.1.3. Password Change Phase

In this phase, a user U, is allowed to update his/her
password offline. To this end, the user U, and the
smart card SC, interactively perform as follows:

Step 1. The user U, inserts the smart card SC; into a
card reader and inputs the identity ID, and the pass-
word PW,.

Step 2. The smart card SC, computes
MP, = h(r, || PW,) and checks if ¢ =h(MP,||ID,).
If not, the smart card rejects the user’s password
update request. Otherwise, it further computes
d, = f,®h(MP, ||le)) and h(Xgy)=h(MF, ||d)Dg,.
After that, the smart card SC; requires U, to input a
new password.

Step 3. The user U, selects and inputs a new pass-
word PW"".

Step 4. The smart card computes MP™" =
h(r, | PW™), " =h(ME™ ||ID,),  f""=d,®
h(MP'™ || &™) and g/ = h(X 5y ) ® H(MB™ || d!").
Then, SC, successively replaces e f; and g, with e,
frevand g,

2.2. Security Pitfalls of Farash et al.’s
Protocol

In this section, we demonstrate that Farash et al.’s [7]
scheme suffers from offline dictionary attack with
smart card lost and sensor node spoofing attack with
sensor node capture. In addition, we also show that
this protocol fails to achieve anonymity and forward
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secrecy. Here, we emphasize that we discuss the se-
curity of Farash et al.’s protocol under the same threat
assumption as adopted in [7].

2.2.1. Offline Dictionary Attack

In this attack, an adversary A first observes an au-
thentication instance executed among a user U, a
sensor node S; and the gateway node GWN, and re-
cords these messages AM,,  , AMg gy, AM 0 o
and AM §;-Up which are transmlttea over a pubhé
channel. Then A obtains the user U;s smart card
SC; and extracts the values r,, ¢, f; and g, stored in
SC, by using technologies introduced in [21, 27]. After
that, the adversary A launches offline dictionary at-
tack by conducting the following steps:

Step 1. Establish a password dictionary space D,.
Step 2. Select a candidate password PW," from the
dictionary space D,, and compute MP" = h(r, || PW,),
K, =M, ®h(d ||T)aswellas d’ = . @ h(MP" ||e,).
Step 3. Check the validity of PWi* using one of the
following manners:

- Compute M; =h(M,, | M,, || K ||T,) and verifyif

M, =M,

_ Compute MMGN 3 h(MGWN,l I di* [ Ts) , and verify if
MMGN,S - MMGN,S
_ Compute K;k = MGWN,I ®h(d | T,), SK =

h(K ('BK) and M _h(SK* ||MGWN,1 ||MGWN,3 I
T,), andverlfylfM =M,;.

Compute  h(Xgy,) =g ®WME’||d), ID; =
M, ®h(h(Xgn) | T}) and ¢ = h(MP || ID;), and
verify if ¢ = e, .

Step 4. If PW’.* passes through the above check then
it must be that PWI_* = PW,. This completes the at-
tack. Otherwise, choose a new candidate password
from D, and repeat the Steps 2 and 3 until the correct
password is found.

Denote by T, the running time of a hash operation
and 7 the running time of an XOR operation. If we
choose one of the first two equalities (i.e., M, Y= =M,

and M’ wons =My s ) to check the validity of a candl-
date password then the time complexity of the above
attack procedure is O@T, +2T,,), which is nearly
negligible. On the other hand, since passwords are
usually generated in a personal way such that they can
be easily memorable by human beings, the size of the
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dictionary space D, will be very limited. Thus, once
a user’s smart card is lost, an adversary can recover
the correct password within seconds by running the
above attack procedure on a PC. After that, as shown
in the fourth check manner, with the recovered cor-
rect password P, the adversary can further get the
user’s identity ID,.As a result, the adversary A can
legitimately access any sensor node on behalf of the
user U, just by obeying the authentication mecha-
nism.

2.2.2. Sensor Node Spoofing Attack

In this attack, an adversary A first corrupts a sensor
node S,, and obtains the identity SID, and the secret
values X, h(X gy |I1) - Then, the adversary 4 imper-
sonates any sensor node S;auser U, is trying to access.

The details of this attack are as follows:

Step 1. When the user U, sends the message
AM, o ={M; ,M ,,M,,,T;} to the sensor node
S the adversary A intercepts this message. Then,
it computes  ESID, =SID @ h(h(Xgyy 1 DIT),
M, =h(x |TIIT)®K, and M,,=h(SID, | M., ||
T |IT, || K,). After that, the adversary .4 sends the
message AMS —own {AMU 5, ,ESID,,M .M _,,T,}
to the gateway node GWN.

22

Step 2. When receiving the message AM _;,y from
the sensor node S, the gateway node GWN performs
the same as in Step 3 of the authentication phase.
Since the message AM, ¢ does not contain any in-
formation about the intended sensor node identity
SIDj, the gateway node GWN does not know that
this message is originally sent to S, rather than S,.
On the other hand, the adversary A has the correct
values x_and h(X,, ||1),and thus can pass through
the verification of the gateway node GWN. Hence,
the gateway node would conclude that the message
AM 5, -Gy is correct and return the response message
AMGWN s, =AM Gyn 1> M Gy 2o M Gy 3o M Gy 45 T3 } to
the sensor node S..

Step 3. After receiving the message AM ,,
from the gateway node GWN, with the knowledge of
x, and h(X,, ||1), the adversary A can correctly
compute K, =My, , ®h(x, | T), SK =h(K, ®K,)
and M = h(SK ||MGWN1 ||MGWN,3 I T4) . After that,

A sends the message gM = {M pn 1> M gy 55
M ,,T,,T,} totheuser U,

5,0,
73
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Step 4. Upon receipt of the message AM 5-up the
user U, checks if M, =h(Mg,, |4l jT3) and
M3 = h(SK | My, || Mgy || T) - Evidently,  the
two values would pass through the check since the
gateway node GWN correctly produces M N3 using
d, and the adversary A also computes the correct
value ML3 with the knowledge of SK .

At last, the user U, and the adversary A complete
mutual authentication and establish a shared session
key SK = WK, ®K,), which implies that 4 has suc-
cussed in masquerading as the sensor node S,

2.2.3. Fail to Achieve Anonymity and Forward
Secrecy

In Farash et al’s scheme, to provide user and sensor node
anonymity, a user U, and a sensor node S; use different
temporary identities M, = ID, ® h(h(X )| T;) and
ESID, = h(h(xgy, ||1) || T,) in each authentication pro-
cess. It seems that only the gateway node GWN, with
the knowledge of the secret key X, , can recover the
original identities ID, and S]Dj. However, we note
that all of users share a common secret value A( X, )
and all of sensor nodes share another common se-
cret value A(X, anv 11 Consequently, a malicious
user U, , who possesses h(X,,,) =g, ®h(MP, | d,)
can extract any user Us identity from M, by
computing D, =M, ® h(X,,y). and a corrupt-
ed sensor node S, who holds (X, ey |11, can ob-
tain any sensor node S/s identity by computing
S[Dj = ES[DJ‘ S h(h(X gy ID T T, where T, and
T, are the corresponding timestamps. Therefore,
even if the private values of a user U, and a sensor
node S; are absolutely secure, Farash et al” scheme
cannot guarantee the anonymity of U, and S;.

The session key in Farash et al’s protocol is comput-
ed as SK = (K, ®K ), where K,=M,, ®(d, ||T;)
and K,- = Mj’1 @h(xj T, || T,) are two random values
independently chosen by two protocol participants,
a user U, and a sensor node S, Thus, once eitherm
U;s smart card and password are compromised or S/’s
secret value X, is revealed, an adversary can recov-
er K; and K, from those messages transmitted over
public channel, and further obtain the session key
SK =h(K,® K,-)- Therefore, Farash et al’s protocol
fails to provide forward secrecy.
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3. Security Analysis of Kumari et al.’s
Scheme

Kumari et al. [22] proposed a new authentication pro-
tocol for WSN to partially conquer the above security
pitfalls in Farash et al’s [7] protocol. Roughly speak-
ing, the two authentication protocols have the similar
structure. For the limit of space, we just briefly review
the user registration phase and login phase of Kumari
et al’s protocol, and then show that this protocol suf-
fers from offline password guessing attack when the
smart card is lost.

3.1. A BriefReview of Kumari et al’ Scheme

In the user registration phase of Kumari et al’s [22]
scheme, a user U, registers with GWN by carrying out
the following steps:

Step 1. U, chooses an identity ID, and a password
PW, as well as a random nonce ;. Then, U, computes
MID, = h(s; | ID,) and MP = h(r, || PW,), and sends
the registration message RM v oy = AMP,MID,} to
the gateway node GWN in a secure way.

Step 2. Upon receipt of RM, ,, from U, the
gateway node GWN first checks U/s identity, and
then successively computes e, =h(MP || MID,),
d; =h(MID, || Xy), & =M Xgyy || y,) ©h(MF, || d;)
and f,=d @ h(MP | e), where ); is a random num-
ber. At last, GWN issues a smart card SC, containing
€. £-8,,7,,h()} totheuser U,

Step 3. After receiving SC, from the gateway node
GWN the user U, computes ¢; = 1; @ h(ID; || PW;), and
writes ¢, into SC,.

Inthelogin phase, the user U, performs the following
operations:

Step 1. U, inserts the smart card SC, into a device
reader and inputs his/her identity ID, and pass-
word PW,. Then, the smart card SC; computes
o=, ®h(ID, || PW,), MID, = h(r, || ID,) as well as
MP, = h(r, || PW,). Moerover, the smart card checks
whether e = h(MP, || MID,) or not. If not, the smart
card terminates the login process.

Step 2. In the case that ID, and PW, are both
correct, the smart card SC; further computes
d,= [, ®hMP. || ¢), h(Xgyy | )= g ®h(ME.|d,),
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M, =1ID, @ h(h(Xzyy || ¥) I T}). The smart card then
picks a random number K, and continues to calculate
M,=K ®h(d | T), M, =hM,M,,SID,,K,,T))
where T, is the current time stamp on the user side
and S[Dj is the identity of the sensor node S, to be ac-
cessed. Finally, the smart card sends the login request
message AMUI__SA ={M M, M,y T} tothe sensor
node S;viaa publlic channel.

3.2. Security Pitfalls in Kumari et al.’s
Protocol

In this section, we demonstrate that Kumari et al’s
protocol is vulnerable to offline password guessing
attack when the smart card is lost. In Kumari et al’s
protocol, since a user U, needs to provide his/her
identity ID, and password PW, simultaneously in the
login phase, they have the same feature. Namely, they
are both easy to remember and thus suffer from the
threat of offline password guessing attack.

After obtaining a login request message
AM, o ={M,M,,M,,y, T} and the corresponding
user Ul’é smart card SC,, an adversary A first extracts
{e,, f;,8;-C;» v, h()} from SC,. Then, the adversary A
launches offline dictionary attack by conducting the
following steps:

Step 1. Establish a password dictionary space Dpw
and an identity dictionary space D, , respectively.
Step 2. Select a candidate password PWi* from
the dictionary space D,, and a candidate identity
ID: from the dictionary space D, and sequentially
compute 1 =c, @ h(ID, | PW,), MP" = h(r; || PW,")
and  MID] =h(; ||ID))-  ME =h(; || PW,).
Ki* =M, @h(d: |T) aswellas d; = f, ®@ h(MP || e,)-
Step 8. Check the validity of PW," and [D; usingone
of the following manners:
_ Checkif e = h(MP" || MID)) .
~ Compute v —h(M, || M, || SID, | K; ||T,)> and verify if
M,=M,.
Step 4. If Pw, and [D; pass through the above
check, then it must be that Pw," = Pw, and ID; = ID.
This completes the attack. Otherwise, choose a new
candidate password and identity from D . and D,
respectively, and repeat Steps 2 and 3 until the correct
password is found.

Denote by T, the running time of a hash operation
and 7 the running time of an XOR operation. If
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we choose the first equality to check the validity of
a candidate password and a candidate identity, then
the time complexity of the above attack procedure is
O(4T, +T,,,), which is nearly negligible.

We note that the above attack implies that an adver-
sary can directly recover a user’s identity and pass-
word simultaneously. Thus, the protocol naturally
fails to achieve user anonymity. In addition, similar
to Farash et al’s protocol, Kumari et al.’s protocol also
cannot provide forward secrecy since the authenti-
cation procedure only involves XOR operation, and
an adversary can thus utilize the secret key of the
gateway node to recover all secret values from those
transmitted messages.

4. The Proposed Protocol

In this section, we propose an improved authentica-
tion protocol AP that conquers the security pitfalls
in Farash et al’s [7] protocol and Kumari et al’s [22]
protocol. Next, we provide the details of the protocol.

Similarly, there are three kinds of participants in the
protocol AP, namely, auser U,,asensornodeS;andthe
gateway node GWN. Initially, the gateway node GWN
chooses an elliptic curve group G with prime order p.
Let g bearandom generator of G. GWN also chooses
a secure one-way hash function h(-):{0,1}" — {0,1}".
Then, the gateway node GWN selects a random inte-
ger X, eZ; as its long-term secret key. For each
sensor node S, the gateway node GWN assigns a
unique identity S[Dj toidentify S, and stores a secret
value X, = h(S[DJ_ | X o) into S/s memory before
deploying it into the network. This, in fact, completes
S;s registration to the gateway node. We now describe
the details of the protocol AP.

4.1. Registration Phase

In this phase, a user U, wanting to access any sensor
node registers with the gateway node GWN. As shown
in Figure 4, the user U, and the gateway node GWNin-
teractively complete the registration process by car-
rying out the following steps:

Step 1. U, selects an identity ID, and a password
PW, as well as a random nonce r, €Z;~ Then, U,
computes MP, = h(r, || PW,), and sends the registra-
tion message gys = {MP,ID,} t© the gateway node

U;-GWN
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Figure 4
Registration phase in the protocol AP

User U,

1
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Gateway node GWN

Choose ID,, PW,
Select a random integer 7,
Compute MP, = h(r, || PW,)

Set RM,, oy ={MP,ID} RM

SC,

UifGWN

Check ID,

Compute

di = h(IDl || XGWN)

TID, = ID, ® h(t, || X 5n)

fi =d; @ (D, || ME)

Store (#,,7ID,) into the database
SC, < {f,.,TID,}

Write 7, into SC,

GWN via a secure channel.

Step 2. After receiving RM Uomy from U, the gate-
way node GWN first checks the uniqueness of ID,,
namely, whether ID, is occupied by the other regis-
tered users. If yes, the gateway node GWN prompts
U, to choose a new identity. Otherwise, GWN selects
a random nonce t, ezﬁ; , and then successively com-
putes d,=h(ID, || X;,y): TID,=ID,®h(t, || Xgpn)
and f,=d, ®@h(ID,|| MP). At last, GWN issues a
smart card SC; containing {f;,TID,} to the user U,
and stores the tuple (7, TID,) into the user database.

Step 3. Upon receipt of SC, from GWN, the user U,
writes the previously selected random nonce r; into SC;.

4.2 Authentication Phase

In this phase, a user U, intending to access a sensor
node S; authenticates against S, to ensure that S, isa
valid sensor node deployed by the gateway node GWN.
Meanwhile, the sensor node S; verifies U;s validity to
avoid unauthorized access. When they successful-
ly complete mutual authentication, a shared session
key is established for securing subsequent communi-
cations between U, and S;. Concretely, as depicted in
Figure 5, the authentication procedure is executed in
the following manner:

Step 1. U, inserts the smart card SC; into a terminal
and inputs the identity ID,; and the password PW,.
The smart card SC; computes MP, = h(r, || PW,) and
d,= f,®h(ID, || TID, || MP,). Moreover, SC; selects
a random integer x e Z*p and sets K =g" Then, it
gets the current timestamp T, and further computes
d=d,®K, and M, =h(d; ||TID,| SID, || T).After
that, SC, sends the authentication request message
AMUi_S_ = {di*,T]Dl_,Mi’l,T} to the sensor node S,.
Step 2. ]Upon receipt of AM U, from U,
the sensor node S; captures the current time-
stamp T, and checks whether |T. T, |< AT and
M,, = h(d; ||TID, || SID, || T,), where AT is the al-
lowed maximum transmission delay. If not, S;
terminates this session. Otherwise, it choos-
es a random integer y EZ; and sets K =g
Then, it gets the current timestamp T, and com-
putes the two values M, =h(x,||T,)®K, and

=h(M,, || AM,, =5, | K; ) Subsequently, it sends
the authentication request message AM 5 -Gwy =
{AMUFS]_,SID]., M,,,T,} to the gateway node
GWN.

Step 3. After receiving AM ,, from S, the gate-
way node GWN checks the Vélidity of 7, and M 2

1
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in a similar way. If they are not acceptable, GWN
terminates this session. Otherwise, GWN computes
xj’:h(SID/HXGWN) =M, ®h(x,||T,).
Then, the gateway node GWN examines whether it
holds that M, = h(M]1 I AMU s, | SID, ||K 1T,).

If not, GWN also terminates thls sessmn Otherw1se
it retrieves the tuple (¢,,71D,) from the database and
recovers ID, =TID, @ h(t, || X, ). Moreover, GWN
computes d,, = h(ID, || X,,) and K'=d"®d; . Af-
ter that, the gateway node GWN selects arandom in-
teger z ¢ Z; and captures the current timestamp T,
and further computes the following values:

and

Mgy, = WK, N T,

M gy y = h(x; | TID, || T5) © (K;)",

Mgy 5 = h(d,. || SID, || T;) ® (K )",

M gy o = WM Gy | MGy o | MGy 5 11 T5)-

At the end, the gateway node GWN sends the re-
sponse  message AM s, = M 1M gy 2
M gy 3 M Gy 4, Ty} to the sensornodeS

Step 4. Once receiving AM,, s from GWN,
the sensor node S, gets the current timestamp
T. and verifies whether |7 —T7,|[<AT and
Mgy o =hM gy | Mgy o | Mgy 5 11 T3) . I mot,
S; aborts this session. Otherwise, S; further checks
whether it holds that M, K =h(K,|T;). If not,
S; also terminates this session. Otherwise, S; au-
thenticates against the gateway node GWN. More-
S, recovers (K, ) = Mgy , ®h(x, || TID, || T,)-
Then, it obtains the current timestamp T,
and  computes M, =h(K,)”|T;||T,) and
M, =hM; | Mgy I 1| T,). After that, the
sensor node S; sends the message AM 5,0, =
{MGWM,M”,MH, 3> T, } tothe user U.

Step 5. When receiving MS v, from S;, the smart
card SC, firstchecks thevalldltyof T, and M,, Ifthey
are not acceptable, SC, aborts thls sessmn Other-
wise, it computes (K )" =M, s @ h(d, || SID, || T;)
and verifies if M, =h((K,)™||T,[|T,). If not, SC,
also terminates this session. Otherwise, SC, au-
thenticates against the sensor node S; and produc-

over,
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es the session key as SK =h((K,)™ || TID, || SID,).
Moreover, it gets the current timestamp T, and com-
putes M,, =h((K,)™||T;), and sends the message
AM,, '={M,,T;} to the sensor node S,

Step 16.' After receipt of AM,, ' from U, the sen-
sor node S; gets the current timlesjtamp T. and checks
whether |T —T,|<AT and M,,=h((K,)” ||T;). If
not, S; terminates this session. Otherwise, the sensor

node S; authenticates against the user U, and gener-
ates the session key as SK' = h((K, )™ || TID; || SID;,).

Herewebrieflydescribetheintuitionbehind the above
authentication mechanism. First, U, sends a hidden
challenge value K, in the form of dl,* =K, ®d, to S;,
where d, = h(ID, || X, ) such that only the gateway
node GWN can recover it from d; with the knowledge
oflong-term secretkey X, . We emphasize that the
computation of hash value M, does not involve any
private value (e.g., K,). Thus, it naturally cannot be
used to check the validity of a candidate password.
After receiving the authentication message, S, itself
produces challenge values M, = h(x, ||T,)® K, and

=h(M,, HAMU 5, K, ||T) and sends them to
GWN With these two values and the long-term se-
cretvalue X G
is a registered sensor node since it holds the initially
issued secret value X;. Moreover GWN recovers U;’s
identity /D, and the challenge value K, but it cannot
directly check their validity. Therefore, GWN also
chooses a challenge value z, and computes M GIWN 1
and M, , for S, and M ., ; for U, By checking
the two Val’ues S; can be convinced that GWN also
knows the secret value X; and thus is valid. Mean-
while, S; recomputes the hash value M for U,. Giv-
en M and M oWN3? the user U, can make sure that S,
knows the value K; and thus is valid. Finally, U, gen-
erates a hash value M, for S; to prove that he also
knows the value K Jz , which implies that U, is a valid
user.

the gateway node can ensure that S;

4.3. Password Change Phase

In this phase, a user U, updates the original pass-
word PW,under the supervision of the gateway node
GWN. To this end, the user U, should be authenti-
cated by a sensor node and the gateway node in ad-
vance, which guarantees that the original password
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Figure 5
Authentication phase in the protocol AP
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User U;

Sensor node §;
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—ty

AMs
—
Check T; and M 4. compute
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Mgwn 3 = h(d]||SID||T3) & (K
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[|Mawns||T3)

Set AMgww-s; = {Mawn.1. Mawn 2.
Mgwn 3. Mgwn 4. T3 }
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PW; and the identity [D, input by the user U, are
correct. After that, U, is required to select and input
a new password PWI,”EW,Then, the smart card SC,
successively computes MP™" = h(r, || PW"") and
[ = f,®h(ID, || MP) ® h(ID, || MP""), and replac-

es f, with f;".Thiscompletes U;’s password update.

In the protocol AP, password change is done in an
online way, rather than offline update as in Farash
et al’s protocol. Essentially, the difference between
the two methods comes from the fact that who is in
charge of checking the validity of the password PW,
and the identity ID, input by the user U,. Note that it
is the gateway node GWN in the protocol AP, and the
smart card SC, in Farash et al.’s protocol. However, as
demonstratedin Subsection 2.2, once the correspond-
ing verification information stored in the smart card
SC; is revealed, an adversary can utilize it to launch
offline password guessing attack. This is also why we
adopt an online manner of updating password. Name-
ly, a smart card in the protocol AP does not contain
any information that can be directly used to check the
validity of the corresponding password.

5. Security Analysis

In this section, we evaluate the security of the pro-
tocol AP. Specifically, we demonstrate that AP can
withstand various well-known attacks, including
offline password guessing attack, user/sensor node
impersonation attack, parallel and reflection attack,
reply attack and privileged insider attack. We also
show that AP features desired security properties,
such as mutual authentication, user anonymity and
key agreement.

5.1. Offline Password Guessing Attack

Assuming an adversary A has obtained alegaluser U,’s
smartcard SCI,,from which A extracted { f.»1,TID,}
where f, = h(ID, || X g ) ® A(ID, | h(r; | PW,))- More-
over, we suppose that 4 also has recorded these au-
thenticationmessages AM U5, SAM 5 -G AM

AM 5,0, and AM U, " that wére transmitted publchIy
among U S. y and GWN Now we show that 4 cannot
use the above values to verify the validity of a candi-
date password. Given a candidate password PWl_*,
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the adversary A would compute MP" = h(r, || PW,’),
d. = f ®h(D, || TID, || MP') and K’ =d’ ®d,.If one
of the above values is correctly computed, then PW,-*
is the correct one (e, PW, = PW,). Since MP" is
just used to compute dl_’f, thus the only way for A to
launch offline password guessing attack is to check
the correctness of d;, or K.

First, if the long-term secret key X oy Sets compro-
mised, then A can compute d, = h(ID, || X, ) and
further check the validity of PW," by comparing d
with d,. Of course, the offline password guessing at-
tack in this case is trivial. Second, note that the com-
putation of M, ; involves 4,, which means that
A can recover (K,) =My, ®h(d, || SID, || T;).
Observe that (Kj,)z is never transmitted among the
protocol participants and thus is not available to A .
Consequently, A cannot utilize the recovered value
(K /,,)Z to check the validity of d:. Moreover, even if
S ’s secret key X; is revealed, which implies that A
can recover K M (-Bh(x IT,), the adversary A
also cannot check the Valldlty of the recovered value
(K ,)* without the knowledge of z, which is randomly
sampled from Z; bythe gatewaynode. To getthe value
z ,theadversary A hastosolvethe discretelogarithm
problem, whichisbelieved tobe hard. Thus, A cannot
verify the validity of d;f . Finally, note that A can uti-
lize x, to recover (K;)" =M gy, ®h(x,; | TID, || T;).
However, without the knowledge of z, the adversary
A also cannot check the validity of Kl_*. Therefore, we
conclude that the proposed protocol is secure against
offline password guessing attack, even if the private
information stored in the smart card gets compro-
mised and the sensor node a user trying to access is
corrupted.

5.2. User Impersonation Attack

Inthis attack, anadversary A intendstoaccessasen-
sor node S/_ by impersonating an honest user U,. To
this end, from the protocol flow we know that 4 isini-
tially required to produce an authentication message
AMU 5, ={d/,TID,,M,,,T;} and ﬁnally has to gen-
erate a Tesponse message AMU s, ={TID,,M,,, T},

where d =d,®K, and K, =g". By the protocol cri-
teria, if A can pass Sj s check, then it must hold that

M, =h((K;)" | TID, || SID,; || T5) = M, ;' = h((K;))™ |
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TID, || SID, || T;).Moreover, due to the proper-
ty of the hash function A() withstanding col-
lision attack, the above equality indicates that
(K,)™=(K,)”. If K,=h(D,| Xs)®d =K,
then the previous equality requires that 4 must
correctly recover (K )" =M, ,®h(d, || SID; || T;).
which also means that A4 has to get the value
d, = h(ID, || X g) = f, ® h(ID, || TID, || (s, || PV,)) -
There are two ways for A to compute this value,
namely, getting the long-term secret key X ey O U,
’s password PW, and the value fi stored in U,’s smart
card SC,.In the first case that 4 obtains X o - ltcan
impersonate any legal user. In the second case that A
gets PW, and f,itin fact has corrupted the user U..
Thus, despiteinwhich case A ’simpersonation attack
is trivial. If K, £ g* = K, then A possessing K, and
(Kj,)z =g’ must correctly compute (K,)* = g*’yz
From the discrete logarithm assumption we know
that this is impossible for 4 without the knowledge
of x".In conclusion, the proposed protocol can with-
stand user impersonation attack.

5.3. Sensor Node Spoofing Attack

In this attack, a malicious sensor node S, tries to im-
personate an honest sensor node S; that a user U, in-
tends to access. Recall that the reason why Farash et
al’s protocol suffers from sensor node spoofing attack
isthatthe message AM,, ; intheirprotocol doesnot
contain any information about S;’s identity SID,, and
the gateway node does not care which sensor node
that U,istryingto access. To fix this security pitfall, we
let U; compute M,, = h(d; || TID, || redSID, || T)) and
GWN produce M, 5 =h(d, || redSID, || T,)® (K )",
which guarantees that the sensor node U, is trying to
access is consistent with the one that authenticates
against the gateway node GWN. In other words, from
S.s perspective, if it wants to pass through GWN’s
authentication on behalf of S;, then it must know the
value x;, which implies that S is corrupted and this
attack is trivial. On the other hand, S, can success-
fully authenticate to GWN by using its own secure
value x,_. However, this will result in that GWN would
compute M, ; = h(a’ || redSID, || ;) ® (K ;)" and U,
would recover (K, )' =My s @h(d | redSID 7).

Clearly, we have that (K ) # (K ) under the as-
sumption that #(-) can Wlthstand collision attack.
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Consequently, S, cannot pass through U;’s authenti-
cation because M ; # h((Kj,)'z" || T;) - Hence, the pro-
posed protocol can resist sensor node spoofing attack.

5.4. Reflection Attack

In a reflection attack, when an honest protocol par-
ticipant sends to an intended communication partner
forthelater to performacryptographic process, an ad-
versary A intercepts the message and simply sends it
back to the message originator. In such an attack, A

tries to deceive the message originator into believing
that the reflected message is expected by the origina-
tor from the intended communication partner, either
as aresponse to, or as a challenge for, the originator. If
A is successful, the message originator would either
accept an “answer” to a question which was, in fact,
asked and answered by the originator itself, or would
provide 4 with an oracle service which 4 needs but
cannot provide to itself.

In the proposed protocol, a user U, sends the message
AM,,  toasensor node S, from which U, expects to
receive’the message AM , . Obviously, an adver-
sary A cannot pass throdghl U/s authentication by
simply sending AM, U, back to U, since 4 Ms 0,
and AM v-s, are different in terms of structure and
assoc1ated tlmestamp Moreover, S; successively
sends AM 5, -G and AM 5,-u, O the gateway node
GWN, and expects to receive AM, ewy-s. from GWN
and AM U, ' from U, respectively. For the same rea-
son, the adversary A also cannot utilize these mes-
sages to launch reflection attack. Therefore, the pro-
posed protocol is secure against reflection attack.

5.5. Replay Attack

In a message replay attack, an adversary .4 has re-
corded a old message from a preceding instance of
a protocol and now replays the recorded message
in a new instance of this protocol. To eliminate this
attack against the proposed protocol, we use time-
stamp and random nonce to guarantee the fresh-
ness of exchanged messages among communication
partners. Specifically, note that each message in
the proposed protocol is associated with the corre-
sponding timestamp, which implies that if 4 wants
to replay these messages, then it has to modify the
previous timestamps. For the recorded old mes-
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sage AMU s, ={d’,TID,, M,,,T}}, an adversary A
can get the current timestamp 7" and compute
M = h(d; | TID, | SID; || "), and further replay
AM ™ —{dl*,TIDl,Ml"f“,T "y to S However, A
cannot pass through S ’s authentlcatlon because does
notknowtheprev1ousrandomnonce K =g *andthus
cannot produce M =h((K,)™ || TID, || SID, || T;"")
correctly. For the recorded old messages A Ms P
AM o o, AM v, and AMU s if the ddver-
sary A teplaces those old tlmestamps L,T,,1,,T;
with the current ones 7,",1;"", I, 13",
then it has to recompute M"=h(x;[|T,;"),
My = WK T, MO = WKL) | T (| )
M5 = h((K/.,))‘Z || TID, || SID, | 7). Obvious-
ly, this is impossible for A since it does not know

and

the secret value X, and random nonces K, and K
In conclusion, the proposed protocol can Wlthstand
message replay attack.

5.6. Privileged Insider Attack

In a privileged attack, a malicious insider M can get
any data stored in the memory of the gateway node
GWN exceptthelong-termsecretkey X ., .Belowwe
argue that M cannot obtain any information about a
registered user U;s password P, and identity [D,.
First, note that when U, registers with GWN, he/she
sends MP, = h(r, || PW,), rather than PW, or h(PW,),
tothe gateway node GWN, where r, isarandom nonce.
Moreover, GWN itself does not store any information
that canbe used to verify the validity of PW¥,. Asacon-
sequence, M cannot launch offline password guess-
ing attack without the knowledge of .. Second, to pro-
vide user anonymity, the gateway node GWN stores a
tuple (,TID,) for each registered user U, where t, is
arandomnonce and 7ID, = [D, ® h(t, || X, ) - Evenif
this tuple gets compromised, M cannot utilize it to
recover U;’s real identity ID,, without the knowledge
of the long-term secret key X, . Consequently, the
proposed protocol can be free from privileged attack.

5.7. Perfect Forward Secrecy

The idea of perfect forward secrecy is that when a
long-term secret key is revealed, session keys that
were previously established using that long-term
secret key should not be compromised. In the pro-
posed protocol, the session key, in fact, is computed as
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SK = h(g™ || TID, || SID,) - where x, y, z arerandom
nonces selected by U, S]Dj and GWN, respective-
ly. Particularly, these random nonces are erased at
the end of each authentication procedure. When the
long-term secret key (e.g., Us smart card and pass-
word, S]D ’s secret key X; and GWN’s secret key

Xy ) gets comprornlsed an adversary 4 can re-
cover K, =g*, K, =g", K/ =g and K’ = g” from
those publicly transmitted messages. To recompute
the previously established session key SK, the adver-
sary 4 has to recompute ¢** with the above values.
By the computational Diffie-Hellman assumption, we
know that this is impossible for 4 . Hence, the pro-
posed protocol enjoys perfect forward secrecy.

5.8. Mutual Authentication and Key
Agreement

Mutual authentication guarantees that both proto-
col participants are authenticated to each other in
the same protocol instance. That is, each one has a
fresh assurance of the identity of the peer one. The
proposed protocol achieves mutual authentication
between a user U, and a sensor node S, which implic-
itly includes mutual authentication between S; and
the gateway node GWN . Specifically, throughout the
authentication procedure, U; and S; independent-
ly generate their fresh challenge values K =g" and
K = g”, which are both transmitted to the gateway
node GWN in a hidden way, i.e., d =d, ®K, and

=h(x; || T,)®K,. With the knowledge of X s
GWN can correctly recover K, and K and further
verify the validity of S; by checklng M, . At this mo-
ment, S; is authentlcated by GWN. Moreover, GWN
computes response value M G for S; Sj_, and re-
turns the modified challenge values K? and K; to U,
and S; in a private way. If M/ oy, basses through S;’s
check then GWN is authenticated by S;. This com-
pletes mutual authentication between S and GWN
Then, S; itself computes the response value M. s
certify that it indeed has the knowledge of K; and
v, which also implies that S; is an authorized sensor
node with the identity SID,.If M, is checked to be
valid, then S; is authenticated by U;,. Finally, U, gen-
erates a response value M, , to prove that it has the
knowledge of K} and x. If M .2 1s verified to be cor-
rect, then U, is authentlcated by S, Now U, and S,
complete mutual authentication, under the help of
the gateway node GWN.
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When U, and S/, accomplish mutual authentication,
a shared session key SK = h(g"™* || TID, || SID;) is im-
mediately established between them for subsequent
cryptographic use. Note that SK is separately gen-
erated by each participant using its own contributed
information and received information. For example,
U; computes g™ = (K/Z )", where X is random nonce
chosen by U, and K ; is recovered from the received
message. Therefore, U, and Sj have the same influ-
ence on the value of the shard session key, namely,
neither principal can control the shared secret value.
This realizes the security goal of key agreement.

5.9. Weak User Anonymity

In the context of the proposed protocol, user ano-
nymity requires that the real identity ID, of a regis-
tered user U, keeps hidden from anyone, except the
gateway node GWN. An intuitive strategy of achiev-
ing this goal is to encrypt all transmitted messages
using a symmetric encryption algorithm. However,
this forces each user to share a high-entropy key with
the gateway node, which will bring heavy workload
of managing these keys for the gateway node GWN.
On the other hand, since the shared symmetric key is
with high-entropy, the user U, has to store it into the
smart card. As a result, this mechanism would fail
once the smart card is lost. In Farash et al.’s proto-
col, the authors adopt a similar approach. That is, all

Table 2
Security comparisons with previous related works

Security properties ]?gis Kh?;(;t 2
Offline password guessing attack X X
Sensor node spoofing attack X X
User impersonation attack X X
Privileged insider attack X X
Message replay attack v v
Mutual authentication X v
Session key agreement X X
Perfect forward secrecy X X
Friendly password change X v
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users share the same key (X, ) with the gateway
node GWN, and all sensor nodes also share the same
key h(X v 1D with the gateway node. This may be
even worse since any malicious user can get other
user’s real identity from those publicly transmitted
messages.

In our protocol, we employ a simple method to pro-
vide user anonymity. Specifically, the gateway node
stores a tuple (¢,,7ID,) for each user U, and assigns
TID, = ID, ® h(t, || X, ) to U, as its provisional iden-
tity. We note that each user’s provisional identity is the
same in all authentication procedures. This implies
that although an adversary cannot get the real identity
of a user, it can identify the user in different sessions.
Therefore, our scheme provides weak user anonymity.

6. Performance Discussions

In this section, we evaluate the performance of the
proposed protocol in terms of security property and
computation cost by comparing it with other related
works.

In Table 2, we summarize the security properties of
the listed schemes. We can see that early schemes
[6, 20, 38] are designed to only achieve user authen-
tication, without considering the functionality of key
agreement. In addition, as a special attack against

Yuan Farashetal. Kumari et al. Ours

[38] [7] [22]
X X v v
X X v v
X X v v
X v v v
v v v v
v v v v
X v v v
X X X v
v v v v

[*] The symbol X indicates a scheme cannot resist the corresponding attack or cannot provide the corresponding security property. The

symbol v represents the contrary case.
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Table 3
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Performance comparisons with previous related works (unit: s)

Schemes Use side Sensor node side
Das [6] 4-T, ~0.00128 T, = 0.00032
Yuan [38] 6-T,+2-T, ~0.04032 | 2-7, =0.00064

Khan et al. [20] 4.7, =0.00128

11-7, ~0.00352 7-T,0.00224

Farashetal. [7]

17-T, ~0.00544 9-T, ~0.00288

Kumari et al. [22]

Ours

2-T, ~0.00064

7.T, +2-T ~0.03872 | 7-T,+2T, ~0.03872

Gateway node side Total

4-T,~=0.00128 9-T, =0.00288

6-T,+T.~002112  14.T, +3-T, ~0.06208
5.7 ~0.0016 11-7, ~0.00352
14-T, ~0.00448 32-7, ~0.01024
18-T, ~0.00576 44.T, ~0.01408

10-T,+2-T, ~0.0416 | 24-T,+6-T, ~0.12288

[*1 T, = the running time of one exponentiation operation. T, = the running time of one hash operation.

WSNs, except Kumari et al’s [22] and our scheme,
all listed schemes suffer from sensor node spoofing
attack. Note that all listed schemes are two-factor
authentication protocols based on smart card and
password. This implies that these schemes should
remain secure even if the secret values stored in the
smart card are revealed. However, all these schemes,
except our scheme, are vulnerable to offline password
guessing attack when the smart card is lost. That is,
they fail to achieve the required security guarantee
of the two-factor authentication scheme. In addition,
by introducing Diffi-Hellman key exchange, only our
scheme can provide perfect forward secrecy, which
ensures the security of previously used session keys
when the gateway node is corrupted.

Table 3 presents the computation cost of each proto-
col participant in each listed scheme. These schemes
mainly involve two kinds of cryptographic opera-
tions, namely, exponentiation operation and hash
operation®. To be precise, the running time of a hash
operation and an exponentiation operation is roughly
0.00032 s and 0.0192 s [24, 8], respectively. Das et al’s
[6] scheme is the most efficient one. However, the de-
velopment process of this kind of two-factor authen-
tication scheme demonstrates that security is the
first goal and major motivation of designing such an
authentication. Even though our scheme consumes
more computation resource, it overcomes security

1 Relatively, since the running time of XOR operation is nearly
negligible, we thus ignore it.

weaknesses in previous works and provides the re-
quired security properties. On the other hand, with
the rapid development of information technology, the
computation capacity of smart card and sensor node
has being enhanced, which enables the computation
cost of our scheme to be acceptable for practical ap-
plications.

7. Conclusion

In this study, we first briefly review user authentica-
tion schemes proposed by Farash et al. [7] and Kumari
et al. [22], respectively, and further demonstrate that
their schemes fail to achieve intended security prop-
erties. To remedy the security loopholes in the above
two schemes, we have proposed a novel user authen-
tication and key agreement scheme for WSNs. Secu-
rity analysis shows that our proposal can resist vari-
ous well known attacks and provide perfect forward
secrecy. Furthermore, in order to examine the per-
formance of our scheme, we compared it with other
related works. The comparison results indicate that
our scheme is efficient enough, while providing more
security guarantees. Thus, it is more feasible for prac-
tical applications.
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