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Abstract. There are many tools suitable to model systems and to generate software code from system models, but 
these tools do not support data validation. Available data validation tools are domain specific and require manual 
definition of data validation rules. Thus, the lack of the tool supporting both system modelling and automated gene-
ration of data validation rules from system models is obvious. The paper discusses the use of system models repre-
sented by UML in automation of data validation. The method to derive rules from UML models is presented. A 
fragment of UML model and derivation of rules represented in the model is demonstrated. The tool supporting 
proposed method is introduced and the process of automated data validation rules generation from UML models is 
presented. 

 
 

1. Introduction 

The importance of business system modelling for 
information system development is widely discussed 
[2], [12]. At the moment, a variety of methods and 
commercial tools are available that can be used to 
model business systems and implement data integrity 
constraints through the functionality of active database 
management systems (ADBMS) [2], [5]. Unfortuna-
tely, these tools do not support data validation – the 
implementation of business rules as integrity const-
raints, triggers stored procedures is used only to avoid 
entry of erroneous data into the database. Regardless 
the use of data quality checks at the entry of data into 
the database, errors in data exist [3]. The application 
of business rules approach in data quality assurance is 
widely discussed in the publications of recent years 
[14], [11]. This shows the importance and relevance of 
approach. Currently only domain specific data mana-
gement tools support data validation, but these tools 
do not support system modelling at all or are suitable 
to model only some aspects of system. Therefore, 
there are no tools that support both system modelling 
and data validation. Errors in software, unintended 
access to data and other considerations may be the 
sources of errors in data. These circumstances may be 
crucial for the quality of data in certain domains, such 
as statistical data processing, clinical trials or telecom-
munications. Besides, even if the data are erroneous 
they may not be changed or rejected at the entry in the 
database in certain domains [3]. For example, data 
have to be entered into the database exactly as it was 
collected in clinical trails. In this case, only after data 
are in the database, data validation can start to list the 
discrepancies and get confirmation from the origin of 

data. The need of the tool for validation of data is 
obvious. There are commercial and non-commercial 
tools supporting validation of data, but the functio-
nality of these tools is limited to the manual entry of 
data validation rules by the user [9], [10]. As system 
models can be used to retrieve domain knowledge, we 
state that a part of business rules can be derived from 
system models and implemented as data validation 
scripts. To check this assumption, we have developed 
an experimental tool. The results of the experiment are 
presented in the paper. 

The paper is organised as follows. Section 1 intro-
duces the paper. Section 2 briefly presents the 
principles of data quality assurance. Section 3 demon-
strates the ways business rules are represented in UML 
diagrams. Section 4 presents the experimental tool and 
the course of experiment performed to evaluate the 
tool. Section 5 concludes the paper. 

2. The Related Works 

Although constraints are implemented in most of 
information systems to increase the quality of data, 
errors in data still occur [13]. There are many reasons 
for this: 

• Errors in program code; 
• Security problems; 
• Unexpected access to the database; 
• Mass updates to data. 
Data quality means have to be applied to reduce 

the amount of errors in data. It may be impossible to 
make the data absolutely clear as data processing is 
continuous and it is hard to identify all potential 
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A simple experiment is presented in this paper to 
demonstrate the functionality of created software pro-
totype. Further we briefly describe application do-
main. Each patient is examined and evaluated to meet 
requirements, before he or she receives investigational 
drug. If the patient fits the requirements, the patient 
gets randomisation number and receives investigatio-
nal drug. Mostly, in every clinical trial, demographics 
of each participant in clinical trial is collected to be 
included in data analysis. Depending on the purpose 
of the trial, specific restrictions may be defined on 
demographics for inclusion of the person into the trial. 
We assume that only woman of age from 18 up to 45 
years can take part in the trial. It means that each per-
son willing to participate in the trial is examined to 
meet the following requirements: 

sources of errors [15]. Data quality can be defined as a 
lack of intolerable defects. There is a finite set of pos-
sibilities for data errors and these possibilities can be 
listed as data quality rules [8]. Data validation is the 
first step in assessing data quality. Data Validation is 
an analytic and domain-specific process that extends 
the evaluation of data beyond method, procedural, or 
contractual compliance to determine the analytical 
quality of a specific data set [16]. Data validation is 
also referred as process that consists of an exami-
nation of all the data collected, in order to identify and 
single out all the elements that could be the results of 
errors or malfunctioning [1]. 

Previous analysis showed that business rules could 
be derived from systems models [17], [18]. Though a 
plenty of rules can be derived from system models, in 
most cases these rules do not compose the whole set 
of rules applicable in particular sys-tem. Additional 
logical rules have to be defined to get a full set of 
rules. An example from clinical trail may be the diffe-
rence between the dispensed medication and returned 
medication. It is obvious that if the patient received 
medication A for treatment of some disease, at the 
next visit unused medication A has to be returned. If 
by mistake medication B is recorded as the returned 
medication, discrepancy occurs. The checks to catch 
this and similar discrepancies are not represented in a 
model, as a plenty of such checks would overweight 
the model. 

• Patient sex at birth has to be female; 
• Person age has to be within 18 and 45 years. 
The patient itself may take part in the study, but if 

he or she does not fulfil inclusion requirements, he or 
she may not get the investigational drug. The person is 
assigned a randomisation number and receives investi-
gational drug, if he or she fulfils all the trial require-
ments, otherwise the patient is excluded from the 
study.  

Vitals and medical history data are also collected at 
pre-randomisation visits in clinical trials. There are 
acceptable ranges for each vital sign. For example, 
acceptable adult person weight should be within 40 
and 150 kilograms. This means that the results out of 
these ranges may be erroneous and should be checked. 
In such a narrow model as chosen here, similar rules 
may be defined, but in a full model of particular sys-
tem it may be redundant. This is why we decided not 
to represent these constraints in the model below. It is 
assumed that these data quality checks should be 
defined additionally outside the model. 

Mostly the following checks are represented in 
system models [6], [8]: 

• the checks of mandatory values, so called not 
null constraints; 

• the checks of the ranges of values; 
• if … then … else rules; 
• the cross checks between values of different 

items. 
It is important to note that different stages of data 

processing are discussed here and this is why 
overlapping rules appear: 

 Most of available tools allow implementing these 
rules to restrict the entry of erroneous data that do not 
comply with the defined rules [7]. Commercially 
available products such as Clintrial® or Oracle Clini-
cal® support data validation, but the rules for data 
validation have to be defined by the user [9], [10]. 
There are also researches and non commercial tools 
supporting data management and assurance of data 
quality, but system models can not be used to auto-
mate the process of data validation [4]. 

• original data are recorded in paper forms and 
at this step no restrictions may be applied. The 
clinical trial proceeding instructions define the 
rules for data collection, but there are no 
means to assure that the instructions are 
followed; 

• original data from paper forms are entered in 
the database as it were recorded in original. 
No corrections are allowed even if the errors 
are obvious; 3. Data quality rules in UML models 

• the automated processing of rules can only be 
applied in data validation. Only at this stage 
the erroneous, illegible data can be identified. 
As no automated data corrections are allowed, 
only error messages can be generated. 

The software prototype we developed is an experi-
mental tool to process UML models and derive busi-
ness rules represented in different UML diagrams. 
UML was chosen for analysis as it is likely the most 
popular modelling language and there are many 
modelling tools supporting UML [11]. The second 
reason UML was chosen is the ability to model diffe-
rent aspects of system of interest using UML [5]. 

Figure 1 presents a fragment of the class diagram 
of the collection of patient data on pre-randomisation 
visit. As the demographics, vitals and medical history 
data of each patient have to be collected, the 
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corresponding classes are represented. The above 
described constraints are represented in the diagrams. 

It is important to note that the following restriction 
in class diagram exists for demographics of each 
person “Patient sex at birth has to be male or female”, 
but we assumed that only female patients can take part 

in the trial we are analysing. This is not a discrepancy 
as the patient before the randomisation can be either 
male or female and only female patients can be rando-
mised. As mentioned above, the reason for overlap-
ping rules are three stages of data processing. The 
same applies to the restriction of patient age. 

1..1
characterise

1..1

1..1
has

0..*

0..*
characterise

1..1

Demographics

+
+
+

Age
Race
Sex

: int
: int
: char

+
+

Sex in ('Male','Female') ()
Age between 0 and 99 ()

Patient

+
+
+
+

Initials
Screening Nr
Randomisation Nr
Randomised

: char
: int
: int
: char

+ Randomised in ('Yes','No') ()

Medical history

+
+
+
+

Disease
Start date
Stop date
Ongoing

: int
: char
: char
: int

+ Ongoing in ('Yes','No') ()

Vitals

+
+
+
+
+

Height
Weight
Diastolic BP
SystolicBP
Pulse Rate

: int
: int
: int
: int
: int

 
Figure 1. A fragment of the class diagram 

[Yes]

[No]

[Yes]

[No]

Record sex

Record age

Record ethnicity

Age between 18 and 45 Exclude the patient

Sex = 'Female'

Randomise the patient

 
Figure 2. Activity diagram represents the course of pre-randomisation visit 

Figure 2 represents the actions physician performs 
to collect data and to estimate patient eligibility for 
randomisation. The above discussed rule “Only female 
patients can enter the trial” is represented in the 

diagram. As already mentioned above, we have got 
two different rules concerning the same data item – 
patient sex:  
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• the rule “Patient sex at birth has to be male or 
female” defined in class diagram is used to 
check if the recorded sex is legible. For 
example, this rule will trigger an error mes-
sage if the physician by mistake recorded the 
age of patient in the paper form where the sex 
had to be recorded. In this case an error 
message may be generated “Patient sex is 
illegible. Patient sex should be either male or 
female”; 

• the rule “Only female patients can enter the 
trial” represented in the activity diagram is 
used to check if no male patients were ran-
domised. The error message will be generated 
in case the male patient was not excluded 
from the study and was randomised. The error 
message similar to this will be generated “A 
male patient was included in the trial. Only 
female patients can be randomised”. 

4. Deriving the rules from UML models 

Further we briefly present the software prototype 
that may be used to generate the scripts for data 
validation. Data validation scripts are generated on the 
basis of rules defined in the UML model. The tool 
does not support generation of error messages at the 

current stage of software prototype development. We 
plan to implement it in the further versions of the 
software prototype.  

The internal behaviour of the software was demon-
strated in [17], [18] and is not discussed in detail in 
this paper. After the UML model is analysed and data 
are imported into the repository, business rules are 
identified. For each business rule a script is generated 
that may be used to implement data quality checks. 
The scripts are supposed to be run to check for 
erroneous data in the database of particular system. 
The domain of clinical trials and a fragment of model 
presented above is analysed further. 

Figure 3 represents the rules that were derived 
from the class diagram (Figure 1) and activity diagram 
(Figure 2). Scripts were generated for each rule 
derived from the class diagram. Each script executed 
against the collected data in the database would return 
the erroneous data records. The scripts were also 
generated for the rules in the activity diagram that had 
an action to be performed. We have defined the action 
“Randomised=’No’” for the activity “Exclude the pa-
tient” in activity diagram. No actions were defined for 
other activities and, although rules were derived, the 
scripts were not generated. 

 

Figure 3. The list of rules derived from the sample model 
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The created software prototype does not support 
the automated execution of generated scripts in any 
database management system. At the current stage of 
development the scripts can only by copied and 
executed by the user to list data discrepancies. We 
plan to implement automated execution of scripts in 
further versions of the software prototype. 

 
5. Conclusions 

The analysis showed that data quality is widely 
discussed in the literature and is a common topic of 
today’s researches. There are commercial and non 
commercial tools supporting the assurance of data 
quality, but available tools may only be used to de-fine 
quality rules manually. Our previous research showed 
that system models contain the rules that define the 
ways to collect and process data. Rules are defined 
when different aspects of systems are modelled. We 
presented the method to derive business rules from 
UML models in this paper. The prototype application 
was developed to implement the proposed method and 
an experiment was performed to evaluate the software 
prototype. The results showed that the UML models 
can be used to derive the rules from system models 
and to generate data validation scripts to automate 
data quality assurance. The functionality of the tool is 
planned to be expanded in the future. 
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