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Abstract. A designated verifier scheme can protect information from uncertainty. Only the designated verifier can 
verify the signature and make sure that the information is correct. In addition, a strong designated verifier scheme 
allows the verifier to maintain a transcript signature of the verifier's secret key. Recently, Yoon proposed an identity-
based strong designated verifier signature scheme to solve the problems of some previously proposed schemes. 
Unfortunately, Yoon's scheme still has some weaknesses, such as inefficiency in the verifying phase and being 
vulnerable to replay-attack. To overcome these, we propose a novel designated verifier signature scheme in this paper. 
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1. Introduction 
Digital document has been widely used since the 

development of network. However, digital document 
from the network is not considered always 
dependable. Malicious digital document may come 
from malicious user or be modified by an attacker. To 
guarantee the integrity and originality of a piece of 
information, digital signature is proven to be a proper 
solution. Whitfield Diffie and Martin Hellman 
proposed the first description about digital signature in 
1976 [2]; and the first operation based on the RSA 
algorithm was proposed in 1978 [11]. Since the digital 

signature scheme, people can trust the information 
originality in Internet. Nowadays, digital signature is 
used even more widely, such as in e-voting, e-
commerce, and e-taxation. Digital signature not only 
guarantees the integrity of information, but also 
achieves non-repudiation, that is, everyone must be 
responsible for his/her behavior on Internet [7]. 

However, a typical digital signature scheme allows 
anyone to verify the validity of a given signature with 
the signer’s public key. In some scenarios, signer 
wants to keep his/her privacy and only allows the 
designated verifier to verify the validity of the 
signature, such as in e-voting [1, 17]. In e-voting, a 
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voter must be responsible for his/her vote, and the 
voting center has to verify the validity of the received 
votes. For this reason, digital signature is necessary in 
e-voting. If e-voting uses the typical digital signature 
scheme, then anyone can verify the signature, such as 
the candidates, and by doing so they can figure out the 
original of the signature. Therefore, the typical digital 
signature scheme is not suitable for every scenario. 

To solve this problem, Jakobsson, Sako, and 
Impagliazzo introduced the concept of designated 
verifier signature (DVS) in 1996 [4]. DVS does not 
allow the signature to be transferred to a third party 
from the designated verifier. In the case of e-voting, 
the candidate is considered a third party that is not 
trustworthy, and only the voting center is the 
designated verifier. Jakobsson et al. also introduced a 
stronger vision to forbid the third party to verify the 
signature. In 2003, Saeednia et al. [12] formalized the 
strong DVS (SDVS) notation and proposed an 
efficient scheme. The SDVS allows the signer to 
embed the designated verifier's private parameters in 
the signature, and only the designated verifier can 
verify the validity of the signature. This ensures that 
any third party cannot verity the integrity and 
originality of the signed contents, and the signer is no 
longer responsible for undesignated verifier.  

Following that, many variants of the designated 
verifier signature schemes were proposed [6, 10, 14, 
15]. In 2008, Zhang and Mao [17] proposed a novel 
ID-based strong designated verifier signature scheme 
and they claimed their scheme achieved source hiding. 
However, Huang et al. [3] pointed out Zhang and 
Mao's scheme fails in source hiding. In the same year, 
Kang et al. [5] showed that Zhang-Mao’s scheme 
cannot satisfy the strong designated verifier signature, 
either. To overcome the problem of Zhang's scheme, 
Kang et al. proposed an efficient ID-based designated 
verifier signature scheme in the same paper and 
claimed their scheme is strong and unforgeable.  

Nevertheless, Yoon pointed out that the Kang et 
al.'s scheme still cannot survive the forgery attacks, in 
2011 [16]. Furthermore, the Kang et al.'s is also 
vulnerable to the replay attack because the receiver 
cannot judge whether the received signature is fresh or 
not. To improve the designated verifier signature 
scheme, Yoon proposed an efficient and secure 
scheme. Unfortunately, Yoon's scheme is inefficient in 
the verify phase and is vulnerable to the replay attack. 
The details of Yoon's scheme's weaknesses are 
described in section 4. To overcome these weaknesses, 
we propose a novel designated verifier signature in 
this paper. 

The paper is organized as follows. Section 2 
describes the background concepts of bilinear 
pairings, and their security properties. We review the 
Yoon’s scheme in Section 3 and then show its 
weaknesses in Section 4. Section 5 presents the 
proposed novel ID-based designated verifier signature 
and Section 6 analyzes its security and efficiency. 
Finally, Section 7 is our conclusion of this paper. 

2. Preliminaries 

2.1. Bilinear Pairing 

Bilinear pairing is adopted in both, Yoon's scheme 
and ours. We briefly describe the characters and some 
related mathematical elements in this section [13]. Let 
G be a cyclic additive group, and GT be a cyclic 
multiplicative group, where G and GT have the same 
prime order q, which means |G|=|GT|. After that, we 
define ê:G×G→GT as a bilinear map. Bilinear map has 
some mathematical characters as follows: 

1. Bilinearity: Let {a, b}∈Zq and {P, Q}∈G, 
ê (aP, bQ) satisfies ê (aP, bQ)= ê (P, Q)ab. 

2. Non-degenerate: There exist {P, Q} ∈G 
such that ê(P, Q)≠1.  

3. Computability: There is an efficient 
algorithm to compute ê (P, Q) for all {P, Q} 
∈G. 

The security of cryptographic algorithm is always 
based on the hardness of some mathematical 
problems, and that there is no powerful enough 
algorithm to solve those problems in a reasonable 
period of time. Bilinear pairing is also based on the 
hard problems, which are described as follows [8]: 

1. The discrete logarithm problem (DLP): 
Given {P, Q} ∈ G. It is hard to find an 
integer a ∈ Zq

* such that Q = aP. 
2. The computational Diffie–Hellman 

problem (CDHP): Given {a, b, c} ∈Zq and 
{P, aP, bP} ∈ G. It is hard to compute abP. 

3. The bilinear Diffie–Hellman problem 
(BDHP): Given {a, b, c} ∈ Zq and {P, aP, 
bP, cP} ∈ G. It is hard to compute ê (P, P)abc. 

2.2. Security properties 

To be more feasible, the designated verifier 
signature scheme should also satisfy the following 
security properties [16, 17]. 

1. Correctness: To guarantee the information 
correctness is the prime design goal of the 
digital signature, regardless of which digital 
signature class. 

2. Strength: To ensure only the designated 
verifier can verify the signature, the secret 
key of the designated verifier should be 
involved in the signature.  

3. Unforgeability: Forgery attack will cause the 
signature scheme to lose its reliability, and 
non-repudiation. For this reason, a secure 
digital signature scheme should be 
unforgeable. 

4. Source hiding: If a designated verifier 
signature's original is revealed, it defeats the 
purpose of the primary design goal. Because 
of that, a designated verifier signature 
scheme should hide the source of signature, 
and ensure no one can find the original from 
the body of the information and its signature. 
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5. Non-transferability: To ensure the signature 
will not be disclosed and transferred, a 
designated verifier scheme should avoid the 
designated verifier from revealing the 
validity of a signature to any third party. 

3. A review of Yoon's scheme 
Yoon's scheme is composed of five phases [16]: 

Setup phase, Key-Extract phase, Sign phase, Verify 
phase, and Transcript simulation phase. To explain 
this scenario in an example, we assume there are two 
users, the signer Alice and the designated verifier Bob, 
where Alice owns the IDA and Bob owns the IDB. The 
details are described as following. 

1. Setup phase 

In Setup phase, the PKG (private key generation 
center) has to define the system parameters, such as 
master secret key and public key. PKG defines the 
bilinear map as ê:G×G→GT , where G is a cyclic 
additive group, and GT is a cyclic multiplicative 
group, and {G, GT} have the same prime order q. PKG 
then chooses an arbitrary value P ∈ G, and selects a 
random number s∈Zq

* as the master key of system and 
computes the public key Ppub = sP. In addition, PKG 
selects two one-way hash functions H1() and H2(), 
where H1(): {0, 1}∗ → G and H2(): {0, 1}∗× G → GT. 

Finally, PKG publishes the system public parameters 
{ê, G, GT, P, Ppub, q, H1(), H2()}, and keeps master 
keys secret. 

2. Key-Extract phase 

In Key-Extract phase, PKG generates the privacy 
key SID = sH1(ID) for each ID, and sends it to the user. 
The pubic key of each ID is QID = H1(ID). ID-based 
design allows the user to compute the other user's 
public key without relying on the third party. 

3. Sign phase 

When Alice wants to sign the message M and send 
it to Bob, Alice has to compute QIDB = H1(IDB) first. 
Next, Alice selects a random number r ∈ Zq

*, and 
computes signatures σ: 

σ = H2 (M, ê (rQIDB, SIDA)). 
Finally, Alice sends {M, r, σ} to Bob. 

4. Verify phase 

Upon receiving the information, Bob must 
compute QIDA before verifying the signature. After 
that, Bob checks σ as follows: 

σ = ?H2(M, ê(SIDB, rQIDA)).  
If the equation is correct, Bob accepts the 

information; otherwise, Bob rejects it. Sign phase and 
Verify phase in Yoon's scheme are shown in Figure 1.

 

 
Figure 1. Sign phase and verify phase in Yoon's scheme 

5. Transcript simulation phase 

When Bob accepts the message and signature from 
Alice, he can produce the transcripts. First, Bob 
selects a random number r' ∈ Zq

*, which is different 
than r, and computes σ' = H2

 (M, ê (SIDB , r'QIDA)). 
Finally, Bob stores {r', σ'}. 

4. Cryptanalysis of Yoon's scheme 
Yoon proposed a simple scheme for designated 

verifier signature. Unfortunately, the proposed scheme 
has two weaknesses--inefficiency in verification phase 
and being vulnerable to the replay attack. The detail is 
described as following. 

4.1. Ineffective in verify phase 

According to the security properties (refer to 
subsection 2.2), "Source hiding" is one of the security 
requirements. For this reason, Bob doesn’t know the 
source of the message. However, Bob has to compute 
rQIDA to verify σ sent form Alice, and he must try each 
user’s QID to find the correct one. In addition, an 
adversary can send a fake signature to Bob to exhaust 
his resource, such as the battery power or memory 
space. Because the verify phase is so ineffective, user 
cannot find out the fake signature effectively. 

Compute QIDB=H1(IDB) 
Select a random number r 
Compute σ=H2(M , ê(rQIDB, SIDA)) 

Compute QIDA=H1(IDA) 
Check σ=?H2(M, ê(SIDB , rQIDA)) 

M, r, σ 

Bob Alice 
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4.2. Vulnerable to replay attack 
The other weakness of Yoon's scheme is that it is 

vulnerable to replay attack. An adversary can intercept 
Alice's information and signature {M, r, σ} and replay 
them to Bob after some time. Because the signature 
doesn't include the date information and Bob does not 
know the signature's original, Bob will accept the 
replayed signature. Replay attack has a great impact 
on some scenario, such as e-vote or e-business. In 
addition, Alice can send the same signature to Bob at a 
different time, and negate the signature by claiming 
the signature is replayed by an adversary. For this 
reason, Yoon's scheme is not secure. 

5. The proposed scheme 
To solve the problems in the previous literature, 

we propose a new scheme in this section. In next 
section, we will analyze the proposed scheme to prove 
our scheme is more secure and effective than the 
original scheme. The proposed scheme is also 
composed of five phases: Setup phase, Key-Extract 
phase, Sign phase, Verify phase, and Transcript 
simulation phase. As in the previous example, we also 
assume there are two users in the scenario, the signer 
Alice and the designated verifier Bob, where Alice 
owns the IDA and Bob owns the IDB. 

1. Setup phase 

In Setup phase, the PKG (private key generation 
center) has to define the system parameters, such as 
master secret key and public key. PKG defines the 
bilinear map as  ê : G × G → GT , where G is a cyclic 
additive group, and GT is a cyclic multiplicative 
group, and {G, GT} have the same prime order q. After 
that, PKG selects a random number s ∈ Zq

* as the 

master key of system. Then, PKG selects three one-
way hash functions H1

 () and H2
 (), where H1

 (): {0, 1}
∗ → G and H2

 (): {0, 1}∗ → Zq
*. Finally, PKG publi-

shes the system public parameters {ê, G, GT, q, H1 (), 
H2 ()}, and keeps master key s secret. In our scheme, 
there is no unneeded value as the public key of PKG. 

2. Key-Extract phase 

In Key-Extract phase, PKG generates the privacy 
key SID

 = sH1(ID) for each ID, and sends it to the user. 
The public key of each ID is QID

 = H1
 (ID). ID-based 

design allows the user to compute the other user's 
public key without relying on the third party. 

3. Sign phase 

When Alice wants to sign the message M and send 
it to Bob, Alice has to compute QIDB = H1

 (IDB) first. 
Next, Alice computes r = H2(T), where T is a correct 
timestamp. After, Alice computes δ = xQIDA, where x is 
a random number selected by Alice. Then, Alice 
computes the signature σ: 

σ = H2
 (M, ê (xQIDB, rSIDA)). 

Finally, Alice sends {M, T, σ, δ} to Bob. 

4. Verify phase 

Upon receiving the information, Bob must check 
the timestamp T first. If T is not recent enough, Bob 
needs to reject the information. Otherwise, Bob 
computes r = H2(T) before verifying the signature. 
After that, Bob checks σ as follows: 

σ = ?H2
 (M, ê (rSIDB, δ)). 

If the equation is correct, Bob accepts the 
information; otherwise, Bob rejects it. Sign phase and 
Verify phase in the proposed scheme are shown in 
Figure 2. 

 

 
Figure 2. Sign phase and verify phase in the proposed scheme 

 

5. Transcript simulation phase 

When Bob accepts the message and signature from 
Alice, he can produce the transcripts. First, Bob 

selects a random number r' ∈ Zq
*, which is different 

than r, and computes σ' = H2 (M, ê (r'SIDB , δ)). Finally, 
Bob stores {r', σ', δ}. 

 

M, T, σ, δ 
 

Bob 

Compute QIDB
 = H1

 (IDB) 
Compute r = H2

 (T), T is a correct timestamp. 
Select a random number x 
Compute δ = xQIDA 
Compute σ = H2

 (M, ê (xQIDB , rSIDA)) 
 

Check T 
Compute r = H2

 (T) 
Check σ = ?H2 (M, ê (rSIDB , δ)) 
 

Alice 
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6. Analysis of the proposed scheme 
In this section, we will analyze the security of the 

proposed scheme and compare the efficiency with the 
previous scheme. 

6.1. Security analysis 

According to the subsection 2.2 in this paper, there 
are five necessary security properties for building a 
feasible designated verifier signature scheme: 
Correctness, Strongness, Unforgeability, Non-
Transferability, Source hiding. In this subsection, we 
will describe how the proposed scheme satisfies those 
properties and overcomes the weaknesses of Yoon's 
scheme individually as following. 

1. Correctness:  

A correct scheme should be operated correctly. In 
the proposed scheme, the signature σ = H2

 (M, 
ê (xQIDB, rSIDA)) generated by Alice can be verified 
correctly by Bob as the following equation: 

σ = H2
 (M, ê (xQIDB, rSIDA)) 

= H2 (M, ê (xQIDB, rsQIDA)) 
= H2 (M, ê (rsQIDB, xQIDA)) 
= H2 (M, ê (rSIDB, δ)). 
Obviously, the designated verifier can accept the 

signature correctly.  

2. Strength:  

To ensure the strong property of the designated 
verifier signature scheme, only the designated verifier 
can verify the signature; and the signature should 
involve the public information of the designated 
verifier. In our scheme, we let the signature include 
the public information QIDB of the designated verifier 
Bob, and Bob can use his privacy information SIDB to 
verify the signature. Because anyone except Bob does 
not have the necessary value SIDB for computing 
ê (rSIDB, δ), he/she can't verify the signature σ. 

3. Unforgeability: 

Some previous schemes are vulnerable to forgery 
attack, such as Kang et al.'s scheme [16]. The 
weakness allows an attacker to forge a signature and 
make it look like it is from a valid user, by using the 
public information sP of PKG, where s is the secret 
value of PKG and P ∈ G. To withstand the weakness, 
we don't allow the PKG to publish the information 
about secret value s. In our scheme, only the registered 
user has the secret value SID = sH1 (ID), that means 
only the registered user can generate the valid 
signature. In addition, the verifier also needs to use 
his/her secret value SID = sH1 (ID) to verify the 
signature. If an attacker intercepts {M, T, σ, δ} which 
was sent from Alice, he/she wants to forge a signature 
by altering δ. Then, the σ is still protected by the H2 (). 
Therefore, our proposed signature is unforgeable. 

 
 

4. Source hiding: 

To ensure no one can derive the origins from the 
information and signature, we have the identity 
information of Alice hiden in δ = xQIDA = xH1 (IDA). 
Because value x is a random number, and it is changed 
each time, no one, including Bob, can find the 
correlation between two different δ. For this reason, 
our scheme achieves source hiding. 

5. Non-transferability: 

As described for Strongness and Source hiding, 
only the owner of SIDB, that is, Bob, can verify the 
signature involved in QIDB and the verifier can't claim 
the originality of the signature. In addition, because 
the δ is computed by a random x, the real original will 
be protected, even if all private keys are revealed.  

6. Resisting replay attack 

Yoon’s scheme is vulnerable to replay attack. In 
this paper, we overcome the weakness by computing 
r = H2 (T), where T is a correct timestamp. When Bob 
receives the signature from Alice, he can be sure the 
signature is fresh by checking T. In addition, T is 
involved in σ, and the σ can be modified. If an attacker 
intercepts {M, T, σ, δ} which was sent from Alice, and 
he/she wants to replay the signature by altering T, 
he/she will fail. 

6.2. Efficiency analysis 

This subsection gives a performance comparison 
between the proposed scheme and the related ID-
based designated verifier signature schemes. The 
different calculations in our scheme include one point 
multiplication over an elliptic curve, denoted Tmul, 
MapToPoint hash operation, denoted Tmtp, and pairing 
operation, denoted Tpar. Table 1 shows the comparison 
results of the computational costs of the proposed 
scheme and of various ID-based designated verifier 
signature schemes. 

Table 1. The comparison results of the computational cost 

 Signing cost Verifying cost 

The 
proposed 
scheme 

3Tmul + 1Tmtp + 1Tpar 1Tmul + 1Tpar 

Kang et 
al.'s 

scheme 
[5] 

2Tmul + 2Tmtp + 1Tpar 1Tmtp + 1Tpar 

Yoon's 
scheme 

[16] 
1Tmul + 2Tmtp + 1Tpar 1Tmul + 2Tmtp + 1Tpar 

 
We adopt the MNT curve [9, 18], which embeds a 

degree k = 6 and 160-bit q, running on an Intel 
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Pentium IV 3.0 GHZ machine. The following results 
are obtained: Tmul is 0.6 ms, Tpar is 4.5 ms, and Tmtp is 
0.6 ms. From Table 1, the signing and verifying's sum 
of the proposed scheme is 4Tmul + 1Tmtp + 2Tpar, that 
means the need of once signing and verifying is 12 
ms. The sum of the Kang et al.'s scheme is 
2Tmul + 3Tmtp + 2Tpar, that also means 12 ms once 
signing and verifying, and the sum of Yoon's scheme 
is 2Tmul + 4Tmtp + 2Tpar, that means 12.6 ms once 
signing and verifying. Although the proposed scheme 
has to transfer the timestemp T when Alice sends a 
signature to Bob, it ensures the freshness of proposed 
scheme. On the other hand, the proposed scheme has 
another advantage over the Yoon's scheme. The 
proposed scheme allows Bob to verify the signature 
from Alice immediately, but the Yoon's scheme 
doesn’t provide this mechanism. Hence, Bob has to 
compare each user to find the matched one. Bob 
perhaps has to compare all the registered users in the 
worst situation, and therefore it is inefficient. For the 
above reasons, the proposed scheme is the most 
adaptive scheme for designated verifier signature. 

7. Conclusions 
This paper points out the weaknesses of Yoon's ID-

based strong designated verifier signature scheme, i.e. 
being valuable to replay attack and the high cost of 
verify phase. We propose some improvements to 
overcome these problems. The result is a more 
efficient and secured ID-based strong designated 
verifier signature scheme. 
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