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Digital rights management (DRM) systems are access control technologies used to restrict the use, modifica-
tion, and distribution of protected digital contents. The success of a DRM system relies heavily on a good user 
authentication mechanism, and user identity verification through biometric information check is a great idea 
in that the biological characteristics are unique to each user and that such a mechanism releases the user of 
the trouble of keeping the login info safe from being stolen or mistaken or forgotten. In this paper, we shall re-
view and cryptanalyze the Jung et al.’s biometric-based authentication scheme. Then, we remedy their security 
weaknesses to develop our new biometric-based authentication scheme for DRM. Our correctness check, secu-
rity analysis, and performance evaluation have proved the superiority of our new scheme over related schemes.
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1. Introduction

1.1. Background
As a result of the advancement of computer technol-
ogies, more and more traditional contents originally 
in their physical, analog, or broadcast forms such as 
paper documents or photos, compact cassettes, video-
tapes and a lot more have been converted into digital 
contents. In the meanwhile, the booming development 
of the Internet has connected exponentially growing 
numbers of people together and made it extremely 
easy and fast to spread all kinds of data around. In fact, 
legal access to copyrighted digital contents over the 
Internet is a swelling market because more and more 
people are now in the habit of getting informed and en-
tertained online [13-14, 17, 23-25]. 
Conforming to the overall trend in technology, modern 
mobile devices are designed to be as small and light-
weight as possible so as to offer greater convenience. 
As a result, people are becoming increasingly depen-
dent on their mobile devices, getting connected to the 
rest of the world through the mobile devices twen-
ty-four seven no matter where they are and what they 
are doing. Naturally, when people feel like accessing 
digital contents through the Internet, chances are they 

will most likely do that on their mobile devices [1, 2]. 
In fact, nowadays digital contents are way too easy to 
spread and to obtain on the Internet than they should. 
In many countries around the world, unauthorized 
downloading of copyrighted digital contents is a se-
rious problem, causing great losses to the authors 
and legitimate owners. Therefore, the enforcement 
of copyright protection of digital contents is very im-
portant, and the development of an ideal digital rights 
management (DRM) system is essential so it can be 
guaranteed that only copyright owners or authorized 
users have access to the copyrighted digital media [5-
7, 19-20, 27-32]. Generally speaking, a DRM system 
is a specially constructed environment where the ac-
cess to the digital content is restricted only to autho-
rized users. Below is a brief introduction of a typical 
DRM system architecture and the roles involved:
Digital Rights Management system (DRM system) 
The access control to the digital content relies on 
a good user identity verification mechanism. Fig. 1 
shows the basic architecture of a DRM system, where 
there are four main roles involved: (1) the content 
provider, (2) the content server, (3) the license server, 

Figure 1 
Basic architecture of a DRM system
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and (4) the user [5-7, 9, 19-20, 23-28], described re-
spectively as follows:
1 Content provider.  The content provider is the cre-

ator and owner of a digital content that the user 
needs. Having completed the creation of the digital 
content, the content provider uses a secret key to 
encrypt the digital content. Then, the secret key is 
transmitted to the license server through a secure 
channel. Meanwhile, the encrypted digital content 
is transmitted to the content server through a se-
cure channel such as a Virtual Private Network 
(VPN). In general, we can also use a symmetric 
cryptosystem to develop a secure cannel.

2 Content server. Upon receiving the encrypted 
digital content, the content server stores it in a da-
tabase. Then, the content server will show an ab-
stract of the encrypted digital content on a website 
to attract the attention of possible users.

3 License server. Upon receiving the secret key, the 
license server stores it in a database. If a user needs 
the secret key of the encrypted digital content, the 
user and the license server perform mutual authen-
tication. If the mutual authentication succeeds, the 
user is authorized and is given the secret key of the 
encrypted digital content.

4 User. Attracted to the abstract posted on the web-
site, the user decides to access the digital content 
over the Internet. Now the user has to send a re-
quest to the content server for the encrypted digital 
content and at the same time send a request to the 
license server for the secret key. Upon receiving the 
requests, the license server and the content server 
both authenticate the user. Only when the identity 
of the user checks out can the user obtain the en-
crypted digital content from the content server and 
the secret key from the license server. Then, using 
the secret key, the user can decrypt the encrypted 
digital content. That means the user’s access to the 
digital content online is a success.

Many methods can be used to authenticate users, 
and biometric verification is one of the most effec-
tive methods. Biometric verification is an identity 
authentication process used to confirm a claimed 
identity by means of checking some uniquely iden-
tifiable biological traits of the person such as finger-
prints, hand geometry, facial geometry, iris patterns, 
or voice patterns. In this method, a record of a per-

son’s unique characteristic is captured and kept in a 
database. Later on, when identity verification is re-
quired, a new record is captured and compared with 
the previous record in the database. If the data in the 
new record matches that in the database record, the 
person’s identity is confirmed. In other words, this 
method is designed to allow a user to prove his or her 
identity by supplying a biometric sample in order to 
gain access to a secure environment. Using biometric 
traits instead of a username-password design has the 
following advantages: (1) biometric traits cannot be 
lost or forgotten, (2) biometric traits are difficult to 
share or copy, (3) biometric traits cannot be guessed, 
and (4) biometric traits are difficult to steal [4, 8, 10, 
12, 15, 18, 21-22].

1.2. Related Works
In recent years, the topic of digital rights manage-
ment has received a lot of attention, and many re-
searchers have designed and offered their schemes in 
the hope of helping construct handy, practical digital 
rights management systems. In 2008, Chen proposed 
a secure and traceable E-DRM system based on mo-
bile device [7], which is the first DRM authentication 
scheme to use biometric verification. In 2010, Chang 
et al. found some weaknesses in Chen’s scheme, 
pointing out that an attacker could easily steal the dig-
ital content by using an intercepted key and that the 
mobile user would not be able to tell if anything had 
been tampered [6]. As an improved version of Chen’s 
scheme, Chang et al. proposed an efficient and reliable 
E-DRM protocol, which is also a DRM authentication 
scheme based on biometric verification for mobile 
environments. However, in 2013, Chang et al. pointed 
out that Chang et al.’s 2010 scheme was actually vul-
nerable to the stolen device attack and that the mobile 
user could not change passwords or biometric data on 
the mobile device [5]. To solve these problems, Chang 
et al. proposed a practical secure and efficient enter-
prise digital rights management mechanism suitable 
for mobile environment. In 2015, Mishra et al. showed 
that Chang et al.’ s 2013 scheme was weak against the 
off-line password-guessing attack and the insider at-
tack; to mend these security flaws, Mishra et al. pro-
posed an anonymous and secure biometric-based en-
terprise digital rights management system for mobile 
environment [19]. 
Other than those schemes mentioned above that are 
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especially designed for DRM systems, there are also 
authentication protocols to be applied in different sys-
tems that have a similar architecture to that of a DRM 
system. For example, Jung et al.’s scheme is designed 
for the integrated EPR (electronic patient records) 
information system [11], but the architecture of the 
scheme is quite applicable to the DRM system envi-
ronment. Note that the EPR system is to provide pro-
tected electronic transactions in e-medicine systems.
The contributions of this paper are as follows:
1 We depict the system architecture of the DRM sys-

tem and introduce some related works for DRM 
system.

2 We demonstrate that the Jung et al.’s scheme is 
vulnerable to some security weaknesses.

3 We propose a modified version of Jung et al.’s 
scheme and applied it to DRM system.

1.3. Organization of the Paper
The rest of this paper is organized as follows. In Sec-
tion 2, we shall review Jing et al.’s scheme and show 
some security weaknesses of the scheme. In Section 
3, we shall present our novel protocol in detail. After 
that, in Section 4, we shall show the results of our 
analyses on the proposed protocol’s correctness, se-
curity, and performance. Finally, the conclusion will 
be in Section 5. 

2. Review and Cryptanalysis of Jung  
et al.’s Scheme
In this section, we review and cryptanalyze Jung et 
al.’s scheme [11]. Table 1 is a list of the notations used 
both in Jung et al.’s scheme and in our new scheme. 
Please note that Jung et al.’s scheme is especially de-
signed for the integrated electronic patient records 
(EPR) information system, where patients’ medical 
records are stored in cloud and only legally certified 
doctors or nurses can access the data. Since the archi-
tecture of the EPR information system is similar to 
that of the DRM system, the basic structure of Jung 
et al.’s scheme is quite applicable to an authentication 
protocol for the DRM system. Jung et al.’s scheme 
has three phases, which are (1) the user registration 
phase, (2) the login and authentication phase, and (3) 
the password change phase. In the scheme, two roles 

are defined, which are: (1) the user () and (2) the EPR 
information system server (). Jung et al.’s scheme 
goes as follows.

Table 1 
Notations

Notation Description

Ui The mobile user

Sj
The EPR information system server (in 
Jung et al.’s scheme)

LSj The license server (in our scheme)

IDi The identity of  Ui

PWi The password of  Ui

Bi The biometric information of  Ui

K The secret key of  Sj

x The secret key of LSj 

r1 The random number generated by  Ui

r2 The random number generated by Sj 

Tl The timestamp 

h(.) One way hash function

H(.) Bio-hash function

|| Concatenation operator

⊕ Bitwise XOR operator

2.1. User Registration Phase
In the user registration phase of Jung et al.’s scheme, 
the mobile user must provide a unique identity, a 
password and some biometric data on a registration 
request. Then, the user sends the registration request 
to the EPR information system server. Below are the 
details of Jung et al.’s registration phase.
Step 1: Ui inputs IDi and PWi and imprints Bi 
on his or her mobile device. Then, Ui computes  
RPWi=h(PWi||H(Bi)) and sends the registration re-
quest 〈IDi, RPWi〉 to Sj via a secure channel.
Step 2: Upon receiving the message, Sj verifies the us-
er’s identity. If it is valid, Sj computes N = h(IDi||RPWi) 
and v=N ⊕ K, where K is Sj’s secret key. Then Sj issues 
a smart card with (v, H(.), h(.)) in it to Ui via a secure 
channel.
Step 3: Upon receiving the smart card, Ui computes 
e = h(IDi||PWi||H(Bi)). Finally, Ui inputs e into the 
smart card. Now the smart card stores (v, H(.), h(.), e).
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2.2. Login and Authentication Phase
In this phase, Ui establishes a common session key 
with Sj , and the two parties perform mutual authenti-
cation through a public channel. Jung et al.’s login and 
authentication phase goes as follows:
Step 1: First, Ui inserts the smart card, inputs IDi and 
PWi, and imprints Bi. Then, Ui computes e'=h(IDi|| 
PWi||H(Bi)) and verifies whether e' and e are equal. If 
the verification fails, this session is terminated. Oth-
erwise, Ui chooses a random number r1 and computes 
RPWi = h(PWi||H(Bi)), N =h(IDi||RPWi), DIDi=IDi⊕N, 
C1=IDi ⊕ r1, and C2 = h(IDi||N||r1 ). Then Ui sends the 
authentication request 〈DIDi, v, C1, C2〉 to Sj via an in-
secure channel..
Step 2: Upon receiving the message, Sj computes 
r'1= C1 ⊕ IDi', C'2 =h(ID'i||v⊕K||r'1). Sj verifies wheth-
er C'2 = C2. If C^2 passes the verification, Sj chooses a 
random number r2 and computes a = r2||h(r1||C2') and 
b = h(C2'||r2||r1'). Finally, Sj sends 〈a, b〉 to Ui via an in-
secure channel.
Step 3: Upon receiving the message, Ui computes 
r'2 = a ⊕ h(r1||C2) and b'= h(C2||r2'||r1). Then Ui verifies 
whether b'= b. If b' passes the verification, Sj is authen-
ticated. Ui computes C3 =h(r1||r2'||C2||h(IDi||RPWi)) 
and sends it to Sj via an insecure channel.
Step 4: Upon receiving the message, Sj computes 
C'3= h(r1'||r2||C2'||v ⊕ K) and verifies whether C'3 =C3. 
If C'3 passes the verification, Ui is authenticated. Sj 
computes a session key SKUi, Sj 

=h(r1'||r2||a||b||IDi'), 
and Ui also computes SKUi, Sj

= h(r1||r'2||a||b||IDi). Then, 
Ui and Sj communicate by using SKUi, Sj

.

2.3. Password Change Phase
With a password change phase, Jung et al.’s scheme 
makes it possible for Ui to change passwords freely on 
the mobile device without having to be authenticated 
by Sj prior to the password change. Below are the de-
tails of Jung et al.’s password change phase.
Step 1:  Ui inserts the smart card, inputs IDi and PWi, 
and then imprints Bi. Then, Ui computes e'=h(IDi|| 
PWi||H(Bi)) and verifies whether e' and e are equal. Af-
ter passing the verification of e', Ui inputs a new pass-
word PWi

new and computes enew =h(IDi||PWi
new||H(Bi)). 

Finally, Ui replaces the current value e with enew. Now 
the password change phase is finished.

2.4. Cryptanalysis of Jung et al.’s Scheme
Here we will point out a couple of weaknesses of Jung 

et al.’s scheme we have found. Below are the details.

2.4.1. Known Secret Key of Server
In Jung et al.’s scheme, the secret key of the EPR in-
formation system server can be easily figured out by 
an outsider. In the registration phase, upon receiving 
〈IDi, RPWi〉, the EPR information system server com-
putes N =h(IDi||RPWi) and v=N ⊕ K, where K is the 
secret key. After that, the server sends 〈v, h(.), H(.)〉 
to the user, who stores the data. In the login and au-
thentication phase, the user computes an anonymous 
identity using N, where N = h(IDi||RPWi). In addition, 
v is stored in the smart card. Hence, the user can eas-
ily figure out the server’s secret key K by computing 
K =N ⊕ v.

2.4.2. User Anonymity Problem
In Jung et al.’s login phase, the log-in message includes 
Ui’s anonymous identity DIDi, where DIDi= IDi ⊕ N. 
However, since the anonymous identity DIDi stays 
the same and is used in each login communication, 
an attacker who does not know the real identity of the 
user can still trace the fixed DIDi. Then, by observing 
the long-term behavior of a specific anonymous iden-
tity DIDi, the attacker might be able to guess who the 
user is based on some background knowledge of the 
user’s behavior patterns. For example, an anonymous 
identity DIDi always browses the same shopping web-
site through Internet at the same company. However, 
we know that an employee of the company likes to go 
shopping through Internet at our office. At that time, 
we can ensure that the DIDi is the employee.

3. The Proposed Scheme
To develop a user authentication scheme for the 
DRM system that is applicable to mobile device users, 
we have adapted Jung et al.’s design and mended the 
weaknesses. Our new scheme also has three phases, 
and they are: (1) the user registration phase, (2) the 
login and authentication phase, and (3) the password 
and biometric data renewal phase. The details of our 
new scheme are as follows.

3.1. User Registration Phase
In the user registration phase,  provides a unique 
identity, a password and some biometric data on a 
registration request, which  sends to the license serv-
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Figure 2 
User registration phase of the proposed scheme

mobile device users, we have adapted Jung et al.’s design and mended the weaknesses. 
Our new scheme also has three phases, and they are: (1) the user registration phase, (2) 
the login and authentication phase, and (3) the password and biometric data renewal 
phase. The details of our new scheme are as follows. 
 
3.1. User Registration Phase 
In the user registration phase, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 provides a unique identity, a password and some 
biometric data on a registration request, which 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 sends to the license server (𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗). 
The registration phase of the proposed scheme is illustrated in Fig. 2 and described in 
detail below. 
 

User                Secure channel         License server 

Chooses  
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖, 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖, 𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖,  
Generates random number k 
Computes 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖) ⊕𝑘𝑘𝑘𝑘 

𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖  
Verifies 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
Computes  
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ ℎ(𝑥𝑥𝑥𝑥))  

𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
𝑒𝑒𝑒𝑒 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖 ⊕𝐻𝐻𝐻𝐻(𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖)) 
Stores 〈𝑒𝑒𝑒𝑒,𝑘𝑘𝑘𝑘,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉 

 
Step 1: 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 inputs 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 and 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖, imprints 𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖 on his or her mobile device, and 
generates a random number 𝑘𝑘𝑘𝑘. After 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 computes 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖) ⊕𝑘𝑘𝑘𝑘, 
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 sends a registration request 〈𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉 to 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 through a private channel. 
 
Step 2: Upon receiving the registration request, 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 checks the format of the 
identity to confirm that this is a registered identity. If it is, the registration request 
is rejected, and the communication is terminated. Otherwise, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  computes 
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ ℎ(𝑥𝑥𝑥𝑥)) , where 𝑥𝑥𝑥𝑥  is 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 ’s secret key. Finally, 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  sends 
〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉 to 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 through the private channel. 
 
Step 3: Upon receiving the message, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 computes 𝑒𝑒𝑒𝑒 = ℎ�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖 ∥ 𝐻𝐻𝐻𝐻(𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖)�. 
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 stores 〈𝑒𝑒𝑒𝑒, 𝑘𝑘𝑘𝑘,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉 into the mobile device. 

er (). The registration phase of the proposed scheme 
is illustrated in Fig. 2 and described in detail below.
Step 1: Ui inputs IDi and PWi, imprints Bi on his or 
her mobile device, and generates a random number 
k. After Ui computes DIDi=h(IDi ⊕ PWi) ⊕ k, Ui sends 
a registration request 〈IDi, DIDi〉 to LSj through a pri-
vate channel.
Step 2: Upon receiving the registration request, LSj 
checks the format of the identity to confirm that this 
is a registered identity. If it is, the registration request 
is rejected, and the communication is terminated. 
Otherwise, Sj computes CIDi = h(DIDi||h(x)), where 
x is LSj’s secret key. Finally, LSj sends 〈CIDi〉 to Ui 
through the private channel.
Step 3: Upon receiving the message, Ui computes 
e = h(IDi||PWi||H(Bi)). Ui stores 〈e, k, CIDi〉 into the 
mobile device.

3.2. Login and Authentication Phase
In this phase, if Ui wants to access a digital content on 
his or her mobile device, Ui will need the content key. 
To achieve the goal, Ui establishes an authentication 
session with LSj. Once the user’s identity is verified, 
LS issues the content key. The login and authentica-
tion phase of our scheme is illustrated in Fig. 3, and 
the detailed steps are given below.
Step 1: Ui inputs IDi and PWi and imprints Bi on 
the mobile device. Ui verifies whether e' and e are 
equal, where e'=h(IDi||PWi||H(Bi)). If e' checks out, 

Ui generates two random numbers knew, r1 and com-
putes DIDi= h(IDi ⊕ PWi) ⊕ k, Ni=CIDi ⊕r1, DIDi

new =  
h(IDi ⊕ PWi) ⊕ knew, DIDDC = IDDC⊕ r1, Fi = DIDi

new ⊕r1 
and G1=h(||DIDi

new||IDDC||CIDi||r1||Ti), where IDDC is 
the identity of the digital content Ui wishes to access, 
and Ti is the current timestamp generated by Ui. Fi-
nally, Ui sends the authentication request 〈Ni, DIDi,  
DIDDC , Fi, Gi, Ti 〉 to LSj through a public channel.
Step 2: Upon receiving the message from Ui at time 
Ti', LSj first verifies the time delay in message trans-
mission by checking whether |Ti' – Ti| < ΔTi, where ΔTi 
represents the maximum transmission delay or preset 
acceptable delay threshold. If the verification is satis-
fied, LSj computes CIDi = h(DIDi⊕ h(x)), r1=CIDi⊕ Ni, 
DIDi

new=Fi ⊕ r1, IDDC=DIDDC ⊕ r1, G'1= h(DIDi
new||IDDC|| 

CIDi||r1||Ti) and verifies whether G'1=G1. If the authen-
tication fails, the communication is terminated. Other-
wise, LSj searches and finds the key KEYIDDC

 of the dig-
ital content and generates a random number r2. Then 
LSj computes CIDi

new=h(DIDi
new ⊕ h(x)), Nj=CIDi ⊕ r2, 

Fj=CIDi
new ⊕r2, Qj=KEYIDDC

⊕ r2, and Gj=h(CIDi|| 
CIDi

new||r2||KEYIDDC
||Tj), where Tj is the current time-

stamp generated by LSj. Finally, LSj sends the infor-
mation 〈Nj, Fj, Qj, Gj , Tj〉 to Ui over the public channel.
Step 3: Upon receiving the message from Sj at time Tj', 
Ui first verifies the time delay in message transmis-
sion by checking whether |Tj' – Tj| < ΔTj , where ΔTj 
represents the maximum transmission delay or preset 
acceptable delay threshold. If the condition is satis-
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User                       Public channel             License server 
Inputs 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 and 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖 
Imprints 𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖 
𝑒𝑒𝑒𝑒′ = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖 ⊕ 𝐻𝐻𝐻𝐻(𝐵𝐵𝐵𝐵𝑖𝑖𝑖𝑖)) 
Verifies 𝑒𝑒𝑒𝑒′ =? 𝑒𝑒𝑒𝑒  
Generates 𝑘𝑘𝑘𝑘𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 and 𝑟𝑟𝑟𝑟1 
Computes 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖) ⊕𝑘𝑘𝑘𝑘 
𝑁𝑁𝑁𝑁𝑖𝑖𝑖𝑖 = 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑟𝑟𝑟𝑟1 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖) ⊕𝑘𝑘𝑘𝑘𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ⊕ 𝑟𝑟𝑟𝑟1 
𝐹𝐹𝐹𝐹𝑖𝑖𝑖𝑖 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ⊕ 𝑟𝑟𝑟𝑟1 
𝐺𝐺𝐺𝐺𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ∥ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ 𝑟𝑟𝑟𝑟1 ∥ 𝑇𝑇𝑇𝑇𝑖𝑖𝑖𝑖) 

〈𝑁𝑁𝑁𝑁𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ,𝐹𝐹𝐹𝐹𝑖𝑖𝑖𝑖 ,𝐺𝐺𝐺𝐺𝑖𝑖𝑖𝑖 ,𝑇𝑇𝑇𝑇𝑖𝑖𝑖𝑖〉 

Verifies �𝑇𝑇𝑇𝑇′𝑖𝑖𝑖𝑖－𝑇𝑇𝑇𝑇𝑖𝑖𝑖𝑖� < ∆𝑇𝑇𝑇𝑇𝑖𝑖𝑖𝑖 

Computes 
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 = ℎ�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ ℎ(𝑥𝑥𝑥𝑥)� 
𝑟𝑟𝑟𝑟1 = 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑁𝑁𝑁𝑁𝑖𝑖𝑖𝑖 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 = 𝐹𝐹𝐹𝐹𝑖𝑖𝑖𝑖 ⊕ 𝑟𝑟𝑟𝑟1 
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ⊕ 𝑟𝑟𝑟𝑟1 
𝐺𝐺𝐺𝐺′𝑖𝑖𝑖𝑖 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ∥ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ 𝑟𝑟𝑟𝑟1 ∥ 𝑇𝑇𝑇𝑇𝑖𝑖𝑖𝑖) 
Verifies 𝐺𝐺𝐺𝐺′𝑖𝑖𝑖𝑖 =?𝐺𝐺𝐺𝐺𝑖𝑖𝑖𝑖 , searches 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 
Generates 𝑟𝑟𝑟𝑟2 
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 = ℎ(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ ℎ(𝑥𝑥𝑥𝑥)) 
𝑁𝑁𝑁𝑁𝑗𝑗𝑗𝑗 = 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕ 𝑟𝑟𝑟𝑟2 
𝐹𝐹𝐹𝐹𝑗𝑗𝑗𝑗 = 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ⊕ 𝑟𝑟𝑟𝑟2 
𝑄𝑄𝑄𝑄𝑗𝑗𝑗𝑗 = 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ⊕ 𝑟𝑟𝑟𝑟2  
𝐺𝐺𝐺𝐺𝑗𝑗𝑗𝑗 = ℎ(𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ 𝑟𝑟𝑟𝑟2 ∥ 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ∥ 𝑇𝑇𝑇𝑇𝑗𝑗𝑗𝑗) 

〈𝑁𝑁𝑁𝑁𝑗𝑗𝑗𝑗 ,𝐹𝐹𝐹𝐹𝑗𝑗𝑗𝑗 ,𝑄𝑄𝑄𝑄𝑗𝑗𝑗𝑗,𝐺𝐺𝐺𝐺𝑗𝑗𝑗𝑗 ,𝑇𝑇𝑇𝑇𝑗𝑗𝑗𝑗〉 

Verifies �𝑇𝑇𝑇𝑇′𝑗𝑗𝑗𝑗－𝑇𝑇𝑇𝑇𝑗𝑗𝑗𝑗� < ∆𝑇𝑇𝑇𝑇𝑗𝑗𝑗𝑗 

𝑟𝑟𝑟𝑟2 = 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ⊕𝑁𝑁𝑁𝑁𝑗𝑗𝑗𝑗 
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 = 𝐹𝐹𝐹𝐹𝑗𝑗𝑗𝑗 ⊕ 𝑟𝑟𝑟𝑟2 
𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 𝑄𝑄𝑄𝑄𝑗𝑗𝑗𝑗 ⊕ 𝑟𝑟𝑟𝑟2 
𝐺𝐺𝐺𝐺′𝑗𝑗𝑗𝑗 = ℎ(𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 ∥ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ 𝑟𝑟𝑟𝑟2 ∥ 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ∥ 𝑇𝑇𝑇𝑇𝑗𝑗𝑗𝑗) 
Verifies 𝐺𝐺𝐺𝐺′𝑗𝑗𝑗𝑗 =?𝐺𝐺𝐺𝐺𝑗𝑗𝑗𝑗  and stores 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐼𝐼𝐼𝐼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷  
Replaces 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 and 𝑘𝑘𝑘𝑘 with 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛and 𝑘𝑘𝑘𝑘𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

Figure 3 
Login and authentication phase of the proposed scheme
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fied, Ui computes r2=CIDi⊕Nj, CIDi
new=Fj ⊕r2, KEYIDDC

= 
Qj ⊕ r2, and G'j=h(CIDi||CIDi

new||r2||KEYIDDC
||Tj). Then 

Ui verifies whether G'j=Gj. If the authentication is 
a success, Ui stores KEYIDDC

 and replaces CIDi and k 
with CIDi

new and knew.

3.3. Password and Biometric Data Renewal 
Phase
This phase is for Ui to freely change his or her pass-
word and biometric data on the mobile device with-
out having to contact LSj . Below are the details of the 
password and biometric data renewal phase.
Step 1: After inputting IDi, PWi and imprinting Bi, Ui 
computes e'=h(IDi||PWi||H(Bi)) and verifies wheth-
er e' equals e. If e'=e, then Ui inputs a new password 
PWi

new and imprints new biometric data Bi
new. Ui 

computes enew=h(IDi||PWi
new||H(Bi

new)), and from now 
on the old value e is replaced with the new value enew. 
This completes the password and biometric data 
change phase.

4. Analyses
This section will cover the correctness, security, and 
performance of the proposed scheme. First, we will 
use the result of a Burrows–Abadi–Needham log-
ic (BAN logic) check to confirm the correctness of 
the proposed scheme [3, 26]. Then, we shall analyze 
the security of the proposed scheme to show that 
it satisfies some important security requirements 
and is strong against possible attacks. Finally, we 
will provide the result of a performance comparison 
among several related protocols to show the superi-
or efficiency and cost-effectiveness of the proposed 
scheme.

4.1. Correctness Proof Based on BAN Logic
The BAN logic, which is a well-acknowledged 
method for the correctness check of cryptographic 
schemes, is used to analyze our authentication pro-
tocol [3, 26]. First, we will have some notations de-
fined, goals set up, and an assumption made. Then, 
we will see how the BAN logic verification turns out. 
With A, B defined as participators and X as a formu-
la, here are some instances to show the syntax and 
notations of the BAN logic.

4.1.1. Goals
In order to check the correctness of our authentica-
tion protocol, we will set two goals. The legal user (Ui) 
and the legal server (LSj) are the participators in our 
proposed scheme. Since Ui and LSj must compute pri-
vate values CIDi and CIDi

new to do mutual authentica-
tion, our scheme can be said to have the following two 
goals: (1) Sj believes that the value CIDi is true; (2) Ui 
believes that Sj holds or sees the value CIDi

new. These 
two goals are shown as G1 and G2 in the language of 
the BAN logic as follows:
G1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ≡ 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
G2. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖| ≡ 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ∼ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛

4.1.2. Assumption
In order to analyze our scheme by using the BAN logic, we have made an assumption 
as follows:
A1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖

4.1.3. Verification
With the goals set up and assumption made, now we are ready to apply a BAN logic 
check to verify the correctness of our new scheme. The details and the steps of the proof 
are as follows:

Message 1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖→𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  :�〈𝑟𝑟𝑟𝑟1〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖�

V1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ �〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉𝑐𝑐𝑐𝑐1, (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 ⊲ ℎ(𝑥𝑥𝑥𝑥)

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

V3. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 〈𝑐𝑐𝑐𝑐1〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1

V4. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ (𝑐𝑐𝑐𝑐1)𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|≡𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
(G1)

Message 2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗→𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 : �〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖�

V5. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲�〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V6.
 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝑐𝑐𝑐𝑐2〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2 

V7.  𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑟𝑟𝑟𝑟2

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

V8.
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛,�𝑐𝑐𝑐𝑐2 ,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛�𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

  

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖|≡𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|∼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 (G2)

According to V4, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 believes that 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 holds the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 . Similarly,
according to V8, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 once said the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. As a result, 
we can infer that our authentication protocol is correct.

4.1.2. Assumption
In order to analyze our scheme by using the BAN log-
ic, we have made an assumption as follows:
A1.

G1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ≡ 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
G2. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖| ≡ 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ∼ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛

4.1.2. Assumption
In order to analyze our scheme by using the BAN logic, we have made an assumption 
as follows:
A1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖

4.1.3. Verification
With the goals set up and assumption made, now we are ready to apply a BAN logic 
check to verify the correctness of our new scheme. The details and the steps of the proof 
are as follows:

Message 1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖→𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  :�〈𝑟𝑟𝑟𝑟1〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖�

V1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ �〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉𝑐𝑐𝑐𝑐1, (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 ⊲ ℎ(𝑥𝑥𝑥𝑥)

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

V3. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 〈𝑐𝑐𝑐𝑐1〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1

V4. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ (𝑐𝑐𝑐𝑐1)𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|≡𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
(G1)

Message 2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗→𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 : �〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖�

V5. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲�〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V6.
 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝑐𝑐𝑐𝑐2〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2 

V7.  𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑟𝑟𝑟𝑟2

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

V8.
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛,�𝑐𝑐𝑐𝑐2 ,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛�𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

  

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖|≡𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|∼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 (G2)

According to V4, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 believes that 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 holds the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 . Similarly,
according to V8, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 once said the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. As a result, 
we can infer that our authentication protocol is correct.

4.1.3. Verification
With the goals set up and assumption made, now we 
are ready to apply a BAN logic check to verify the cor-
rectness of our new scheme. The details and the steps 
of the proof are as follows:

Table 2 
The notations of BAN logic

Notation Description

𝐴|≡𝑋 𝐴 believes 𝑋 is true

𝐴⊲𝑋 𝐴 holds or sees formula 𝑋

𝐴|≡𝐵 𝐴 believes 𝐵’s action. E.g., 𝐴|≡𝐵|≡𝑋 means 
that 𝐴 believes 𝐵 believes 𝑋 is true

𝐴|∼𝑋 𝐴 once said formula 𝑋

#(𝑋) 𝑋 is fresh, which means 𝑋 is recent or 𝑋 is a 
nonce

〈C〉X Combine condition C using X

〈C〉X Perform the hash operation on C using X

4. Analyses

This section will cover the correctness, security, and performance of the proposed 
scheme. First, we will use the result of a Burrows–Abadi–Needham logic (BAN logic) 
check to confirm the correctness of the proposed scheme [3, 26]. Then, we shall 
analyze the security of the proposed scheme to show that it satisfies some important 
security requirements and is strong against possible attacks. Finally, we will provide 
the result of a performance comparison among several related protocols to show the 
superior efficiency and cost-effectiveness of the proposed scheme.

4.1. Correctness Proof Based on BAN Logic
The BAN logic, which is a well-acknowledged method for the correctness check of 
cryptographic schemes, is used to analyze our authentication protocol [3, 26]. First,
we will have some notations defined, goals set up, and an assumption made. Then, we 
will see how the BAN logic verification turns out. With 𝐴𝐴𝐴𝐴, 𝐵𝐵𝐵𝐵 defined as participators 
and 𝑋𝑋𝑋𝑋 as a formula, here are some instances to show the syntax and notations of the 
BAN logic.

Table 2. The notations of Ban logic
Notation Description
𝐴𝐴𝐴𝐴|≡𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 believes 𝑋𝑋𝑋𝑋 is true
𝐴𝐴𝐴𝐴⊲𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 holds or sees formula 𝑋𝑋𝑋𝑋 
𝐴𝐴𝐴𝐴|≡𝐵𝐵𝐵𝐵 𝐴𝐴𝐴𝐴 believes 𝐵𝐵𝐵𝐵’s action. E.g., 𝐴𝐴𝐴𝐴|≡𝐵𝐵𝐵𝐵|≡𝑋𝑋𝑋𝑋 means that 𝐴𝐴𝐴𝐴 believes 𝐵𝐵𝐵𝐵 believes 𝑋𝑋𝑋𝑋 is true 
𝐴𝐴𝐴𝐴|∼𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 once said formula 𝑋𝑋𝑋𝑋 
#(𝑋𝑋𝑋𝑋) 𝑋𝑋𝑋𝑋 is fresh, which means 𝑋𝑋𝑋𝑋 is recent or 𝑋𝑋𝑋𝑋 is a nonce 
〈𝐶𝐶𝐶𝐶〉𝑋𝑋𝑋𝑋 Combine condition 𝐶𝐶𝐶𝐶 using X
(𝐶𝐶𝐶𝐶)𝑋𝑋𝑋𝑋 Perform the hash operation on 𝐶𝐶𝐶𝐶 using X 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 1
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 2

 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 2 can be derived from 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 1.

E.g., 𝐴𝐴𝐴𝐴 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑐𝑐𝑐𝑐 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑋𝑋𝑋𝑋
𝐴𝐴𝐴𝐴 |≡#(𝑋𝑋𝑋𝑋)

means that 𝐴𝐴𝐴𝐴 creates 𝑋𝑋𝑋𝑋, so 𝐴𝐴𝐴𝐴 believes 𝑋𝑋𝑋𝑋 is fresh 

4.1.1. Goals
In order to check the correctness of our authentication protocol, we will set two goals. 
The legal user (𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖) and the legal server (𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗) are the participators in our proposed 
scheme. Since 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 and 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 must compute private values 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 and 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 to do
mutual authentication, our scheme can be said to have the following two goals: (1) 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗
believes that the value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 is true; (2) 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 holds or sees the value
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. These two goals are shown as G1 and G2 in the language of the BAN logic
as follows:

𝑅𝑢𝑙𝑒 2 can be derived from 𝑅𝑢𝑙𝑒 1.  
E.g., 

4. Analyses

This section will cover the correctness, security, and performance of the proposed 
scheme. First, we will use the result of a Burrows–Abadi–Needham logic (BAN logic) 
check to confirm the correctness of the proposed scheme [3, 26]. Then, we shall 
analyze the security of the proposed scheme to show that it satisfies some important 
security requirements and is strong against possible attacks. Finally, we will provide 
the result of a performance comparison among several related protocols to show the 
superior efficiency and cost-effectiveness of the proposed scheme.

4.1. Correctness Proof Based on BAN Logic
The BAN logic, which is a well-acknowledged method for the correctness check of 
cryptographic schemes, is used to analyze our authentication protocol [3, 26]. First,
we will have some notations defined, goals set up, and an assumption made. Then, we 
will see how the BAN logic verification turns out. With 𝐴𝐴𝐴𝐴, 𝐵𝐵𝐵𝐵 defined as participators 
and 𝑋𝑋𝑋𝑋 as a formula, here are some instances to show the syntax and notations of the 
BAN logic.

Table 2. The notations of Ban logic
Notation Description
𝐴𝐴𝐴𝐴|≡𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 believes 𝑋𝑋𝑋𝑋 is true
𝐴𝐴𝐴𝐴⊲𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 holds or sees formula 𝑋𝑋𝑋𝑋 
𝐴𝐴𝐴𝐴|≡𝐵𝐵𝐵𝐵 𝐴𝐴𝐴𝐴 believes 𝐵𝐵𝐵𝐵’s action. E.g., 𝐴𝐴𝐴𝐴|≡𝐵𝐵𝐵𝐵|≡𝑋𝑋𝑋𝑋 means that 𝐴𝐴𝐴𝐴 believes 𝐵𝐵𝐵𝐵 believes 𝑋𝑋𝑋𝑋 is true 
𝐴𝐴𝐴𝐴|∼𝑋𝑋𝑋𝑋 𝐴𝐴𝐴𝐴 once said formula 𝑋𝑋𝑋𝑋 
#(𝑋𝑋𝑋𝑋) 𝑋𝑋𝑋𝑋 is fresh, which means 𝑋𝑋𝑋𝑋 is recent or 𝑋𝑋𝑋𝑋 is a nonce 
〈𝐶𝐶𝐶𝐶〉𝑋𝑋𝑋𝑋 Combine condition 𝐶𝐶𝐶𝐶 using X
(𝐶𝐶𝐶𝐶)𝑋𝑋𝑋𝑋 Perform the hash operation on 𝐶𝐶𝐶𝐶 using X 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 1
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 2

 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 2 can be derived from 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑒𝑒𝑒𝑒 1.

E.g., 𝐴𝐴𝐴𝐴 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑐𝑐𝑐𝑐 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑋𝑋𝑋𝑋
𝐴𝐴𝐴𝐴 |≡#(𝑋𝑋𝑋𝑋)

means that 𝐴𝐴𝐴𝐴 creates 𝑋𝑋𝑋𝑋, so 𝐴𝐴𝐴𝐴 believes 𝑋𝑋𝑋𝑋 is fresh 

4.1.1. Goals
In order to check the correctness of our authentication protocol, we will set two goals. 
The legal user (𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖) and the legal server (𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗) are the participators in our proposed 
scheme. Since 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 and 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 must compute private values 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 and 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 to do
mutual authentication, our scheme can be said to have the following two goals: (1) 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗
believes that the value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 is true; (2) 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 holds or sees the value
𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. These two goals are shown as G1 and G2 in the language of the BAN logic
as follows:

 means that 𝐴 creates 𝑋, 

so 𝐴 believes 𝑋 is fresh
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According to V4, Sj believes that Ui holds the private 
value CIDi. Similarly, according to V8, Ui believes that 
Sj once said the private value CIDi

new. As a result, we 
can infer that our authentication protocol is correct.

4.2. Security Analysis
Besides fixing the problems of Jung et al.’s scheme, 
we shall also examine the security of the proposed 
scheme by checking if it satisfies several important 
security requirements and if it is strong enough to 
withstand some possible attacks. Table 3 shows how 
the proposed scheme compares with several other 

Message 1.

Message 1.

G1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ≡ 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
G2. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖| ≡ 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ∼ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 
 
4.1.2. Assumption 
In order to analyze our scheme by using the BAN logic, we have made an assumption 
as follows: 
A1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
 
4.1.3. Verification 
With the goals set up and assumption made, now we are ready to apply a BAN logic 
check to verify the correctness of our new scheme. The details and the steps of the proof 
are as follows: 
 

 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖→𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  :�〈𝑟𝑟𝑟𝑟1〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ �〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉𝑐𝑐𝑐𝑐1, (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 ⊲ ℎ(𝑥𝑥𝑥𝑥)

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
 

V3. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 〈𝑐𝑐𝑐𝑐1〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1
 

V4. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ (𝑐𝑐𝑐𝑐1)𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|≡𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
 (G1) 

 

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗→𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 : �〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V5. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲�〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V6. 
 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝑐𝑐𝑐𝑐2〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2 
  

V7.  𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑟𝑟𝑟𝑟2

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

 

V8. 
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛,�𝑐𝑐𝑐𝑐2 ,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛�𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

  

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖|≡𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|∼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛  (G2) 

 
According to V4, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  believes that 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖  holds the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 . Similarly, 
according to V8, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 once said the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. As a result, 
we can infer that our authentication protocol is correct. 
 

G1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ≡ 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
G2. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖| ≡ 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗| ∼ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 
 
4.1.2. Assumption 
In order to analyze our scheme by using the BAN logic, we have made an assumption 
as follows: 
A1. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 ⊲ 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 
 
4.1.3. Verification 
With the goals set up and assumption made, now we are ready to apply a BAN logic 
check to verify the correctness of our new scheme. The details and the steps of the proof 
are as follows: 
 

 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖→𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  :�〈𝑟𝑟𝑟𝑟1〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V1. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ �〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖〉𝑐𝑐𝑐𝑐1, (𝑟𝑟𝑟𝑟1)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖� 

V2. 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 ⊲ ℎ(𝑥𝑥𝑥𝑥)

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
 

V3. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 〈𝑐𝑐𝑐𝑐1〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1
 

V4. 
𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲𝑐𝑐𝑐𝑐1,𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗⊲ (𝑐𝑐𝑐𝑐1)𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|≡𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
 (G1) 

 

𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗→𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 : �〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 ,〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2, (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V5. 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲�〈𝑟𝑟𝑟𝑟2〉𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖 , 〈𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑐𝑐𝑐𝑐2 , (𝑟𝑟𝑟𝑟2,𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖� 

V6. 
 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝑐𝑐𝑐𝑐2〉𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2 
  

V7.  𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲ 〈𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛〉𝑟𝑟𝑟𝑟2

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

 

V8. 
𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖,𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖⊲𝑐𝑐𝑐𝑐2,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛,�𝑐𝑐𝑐𝑐2 ,𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛�𝐷𝐷𝐷𝐷𝐶𝐶𝐶𝐶𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖

  

𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖|≡𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗|∼𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖𝑖𝑖
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛  (G2) 

 
According to V4, 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗  believes that 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖  holds the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖 . Similarly, 
according to V8, 𝑈𝑈𝑈𝑈𝑖𝑖𝑖𝑖 believes that 𝑆𝑆𝑆𝑆𝑗𝑗𝑗𝑗 once said the private value 𝐶𝐶𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛. As a result, 
we can infer that our authentication protocol is correct. 
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Security comparison among related schemes

Scheme/proposition 1 2 3 4 5 6

Chen [7]      -

Chang et al. [6]      -

Chang et al. [5]      

Mishra et al. [19]      

The proposed scheme      

1. Dynamic user anonymity
2. Stolen mobile device attack resistance

3. Mutual authentication
4. Insider attack resistance

5. Replay attack resistance
6. Off-line password guessing attack resistance

schemes of DRM architecture [5-7, 19] in terms of 
some security standards. Then we will give proof as to 
why we can say that the proposed scheme lives up to 
all the security standards listed.

4.2.1. Dynamic User Anonymity
In the registration phase of the proposed scheme, Ui 
computes a mobile user anonymous identity DIDi us-
ing a random number k. After LSj receives DIDi, LSj 
computes a secret value CIDi and sends it to Ui. Then, 
for each communication, Ui computes a new anony-
mous identity DIDi

new using a new random number 
knew, and LSj also computes a new secret value CIDi. 
Since Ui and LSj both generate their own random 
numbers for every communication, an attacker can-
not relate any two messages exchanged, and therefore 
the real identity of Ui cannot be traced. This means 
the proposed scheme satisfies the requirement of dy-
namic user anonymity.

4.2.2. Stolen Mobile Device Attack Resistance
Since Ui has 〈e, k, CIDi〉 stored in his or her mobile de-
vice, an adversary can steal Ui’s mobile device and ob-
tain the stored information. However, the adversary 
has no clue about the identity and the password, and 
there is no biometric data of Ui’s. As a result, the ad-
versary cannot have  e verified due to the lack of 〈IDi, 
PWiBi〉. Therefore, the adversary can do nothing with 
the stolen mobile device.

4.2.3. Mutual Authentication
Ui and LSj must authenticate each other before any 
further steps can be taken. In the login and authenti-
cation phase of the proposed scheme, LSj and Ui check 
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whether Gi and Gj are correct respectively. Only when 
all the verifications are successful can the commu-
nication continue. Obviously, the proposed scheme 
satisfies the requirement of mutual authentication 
between user and server.

4.2.4. Insider Attack Resistance
In the proposed scheme, the user does not directly 
provide his or her real identity and password; instead, 
in the login and authentication phase, what Ui sends 
to LSj is DIDi in public channel, where DIDi = h(IDi⊕ 
PWi) ⊕ k. Such a design keeps LSj from learning PWi, 
which is hidden by using the random number k. This 
means the proposed scheme can withstand the insid-
er attack. The IDi can be verified by checking the Gi. 
Only legal user can compute Gi by using his/her iden-
tity and password and only legal server can compute 
G’i by using his/her secret key x.

4.2.5. Replay Attack Resistance
Suppose that an adversary intercepts the user’s login 
and authentication request 〈Ni, DIDi, DIDDC, Fi, Gi,Ti〉. 
Since Gi includes a timestamp generated by Ui, the 
request is only valid during that very communication 
session. In other words, if the adversary tries to login 
to the server by replaying the intercepted login and 
authentication request, the authentication will fail 
because the request has expired. Therefore, we can 
say that the proposed scheme is secure against the re-
play attack.

4.2.6. Off-line Password Guessing Attack 
Resistance
If an attacker has stolen the mobile device and knows 
〈e, k, CIDi〉, the attacker still cannot obtain Ui’s pass-
word and cannot work out the value e by computing 
e = h(IDi ⊕ PWi ⊕ Bi) due to the lack of Ui’s biometric 
data Bi. Therefore, the proposed scheme is secure 
against the password guessing attack.

4.3. Performance Analysis
To have a clue how well our new scheme can perform, 
we have made comparisons of communication cost, 
computation cost, and storage spaces among some re-
lated schemes [5-7, 19]. 
The communication cost comparison is in Table 4. 
We just compare the communication cost in mobile 
user for login and authentication phase. The symbol c 

stands for the count of the transmission time. We can 
see that the communication cost of the other related 
schemes are all 3c. Hence, our scheme is superior to 
other related schemes.

Table 4 
Comparisons with the communication cost among related 
schemes

Scheme
Login and authentication phase

Communication cost for mobile user

Chen [7] 3c

Chang et al. [6] 3c

Chang et al. [5] 3c

Mishra et al. [19] 3c

The proposed scheme 2c

The computation cost comparison is in Table 5. The 
notations used in the table are defined as follows:
 _ TRep: the time for computing fuzzy extractor 

function [19].
 _ Th: the time for computing a hash function.
 _ Txor: the time for computing exclusive-or operation.

We conclude that our proposed scheme is only worse 
than the Chang et al.’s scheme [5]. However, Mishra 
et al.’ have pointed out that the Chang et al.’s scheme 
is not secure. Hence, our scheme is superior to other 
related schemes.

Table 5 
Comparisons with the computation cost among related 
schemes

Scheme
Login and authentication phase

Computation cost for mobile user

Chen [7] (8+2i) Th+12Txor

Chang et al. [6] 9Th+12Txor

Chang et al. [5] 6Th+4Txor

Mishra et al. [19] 1TRep+6Th+4Txor

The proposed scheme 6Th+12Txor

*i: login number
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The storage space comparison is in Table 6. We de-
note the symbol S(.) is the consumption of the storage 
space. We can see that our proposed scheme is superi-
or to other related schemes. It only costs four storage 
spaces which is better than other schemes.

5. Conclusion
In this paper, we have proposed a novel and secure 
authentication protocol for DRM system. Our new 
scheme uses biometric data for user identity verifica-
tion because the biological characteristics are unique 
to each user and cannot be stolen or mistaken or for-
gotten. As an improved version of Jung et al.’s work, 
the proposed scheme provides better security pro-
tection and is especially designed for DRM systems. 
A BAN logic check has verified the correctness of our 

Table 6 
Comparisons with the storage spaces among related schemes

Scheme
Login and authentication phase

Storage spaces for mobile user

Chen [7] S(Ni)+S(IMEI)+S(Cert)+S(CID)+S(Pi)+S(Pi-1)+S(SEED)

Chang et al. [6] S(Ni)+S(IMEI)+S(Cert)+S(CID)+S(KEYCID)+S(SEED)

Chang et al. [5] S(H(Anonymity_ID⊕X))+S(IMEI)+S(CID)+S(KEYCID)

Mishra et al. [19] S(r*)+S(ZMU)+S(t)+S(τMU)+S(DIDMU)+S(YMU)+ S(KEYCID)

The proposed scheme S(e)+S(k)+S(CIDi)+S()

*S(): storage space

new protocol; besides, our security comparison and 
performance comparison have established that our 
new protocol offers the best security protection and 
is the fastest and most cost-effective scheme among 
similar protocols for DRM system. In future works, 
we will use some formal tools, such AVISPA tool or 
ProVerif tool, to verify our proposed scheme. For big 
encrypted data, we will provide an efficient searching 
techniques to protect their privacy and data confiden-
tiality on our DRM system. 
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